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Abstract

Suppose a prover, in possession of a large body of valuable evidence, wants
to quickly convince a verifier by presenting only a small portion of the evi-
dence.

We define an Approximate Lower Bound Argument, or ALBA, which al-
lows the prover to do just that: to succinctly prove knowledge of a large
number of elements satisfying a predicate (or, more generally, elements of a
sufficient total weight when a predicate is generalized to a weight function).
The argument is approximate because there is a small gap between what the
prover actually knows and what the verifier is convinced the prover knows.
This gap enables very efficient schemes.

We present noninteractive constructions of ALBA in the random ora-
cle and Uniform Random String models and show that our proof sizes are
nearly optimal. We also show how our constructions can be made particu-
larly communication-efficient when the evidence is distributed among multiple
provers working together, which is of practical importance when ALBA is ap-
plied to a decentralized setting.

We demonstrate two very different applications of ALBAs: for large-scale
decentralized signatures and for achieving universal composability in general-
purpose succinct proof systems (SNARKSs).

1 Introduction

Suppose a prover is in possession of a large body of valuable evidence that is indi-
vidually verifiable. The evidence is so voluminous that presenting and verifying all
of it is very expensive. Instead, the prover wants to convince a verifier by presenting
only a small portion of the evidence.

*Work done while visiting the Blockchain Technology Lab at the University of Edinburgh.



More formally, let R be a predicate. We explore succinct arguments of knowledge
for a prover who knows a set S, of values that satisfy R such that |S,| > n, and
wants to convince a verifier that |S,| > ng, where ns is somewhat smaller than
np,. Because ny < np, the verifier obtains a lower bound approximation to the
actual cardinality of S,; hence we call this primitive an Approzimate Lower Bound
Argument or ALBA.

This problem has a long history. In 1983, in order to prove that BPP C RPN,
Sipser and Gécs [Sip83|, Section V, Corollary to Theorem 6] showed a simple two-
round interactive protocol for proving a lower bound on the size of the set S of
accepting random strings. Their construction is based on hash collisions: the verifier
chooses some number of universal hash functions hy, ..., h,, [CW79] and the prover
shows s, s such that s # s and h;(s) = h;(s’) for some i € {1,...,m}. If S is
small (of size at most ny), then such hash collisions are very unlikely to exist, and
if S is big (of size at least n,,), then they must exist by the pigeonhole principle. In
1986, Goldwasser and Sipser [GS86, Section 4.1] used a slightly different approach,
based on the existence of inverses rather than collisions, for proving that public coins
suffice for interactive proofs (see . To the best of our knowledge, the
term “approximate lower bound” in the context of proof systems appears first in
Babai’s work [Bab85l Section 5.2].

In designing ALBAs, we will aim to minimize communication and computational
complexity; these metrics improve as the “gap” n,/ns increases. The proof size and
verifier time in classical techniques above are far from optimal. While this does not
affect the classical applications of ALBAs, which were theoretical (for example, the
proof that any IP language can be decided by an Arthur-Merlin protocol, where the
gap can be a large constant and the prover has exponential time), it is an important
concern for using ALBAs in practice.

1.1  Our Setting

The prover and verifier have access to a predicate R; the prover possesses a set
Sp whose elements satisfy R. The prover will show just a few elements of S, to
the verifier, which will convince the verifier that the prover possesses more than ng
elements that satisfy R. The goal is to find some property that is unlikely to hold
for small sets Sy of size ny, likely to hold for large sets S, of size n,, and can be
shown with just a few elements.

Generalization to Weighted Sets. We generalize a predicate R that determines va-
lidity of set elements, and consider instead a weight function W that takes a set
element and outputs its nonnegative integer weight. In that context we wish to ex-
plore succinct arguments of knowledge that convince a verifier that the prover knows
a set S that satisfies a lower bound Y .o W (s) > ny. When W is {0, 1}-valued, we
are in the setting of a predicate, and we call this case “unweighted.”

We emphasize that R or W are used in a black-box way in our protocols. Thus,
our protocols can be used in settings when these functions do not have a known
specification — for example, they may be evaluated by human judges who weigh
evidence or via some complex MPC protocol that uses secret inputs.

Setup and Interaction Models. Our main focus is on building ALBA protocols that



are succinct Non-Interactive Random Oracle Proofs of Knowledge or NIROPK (see
for the definition). If the prover is successful in convincing the veri-
fier, then the knowledge extractor can obtain a set of total weight exceeding n; by
simply observing the random oracle queries; in other words, the protocol is straight-
line extractable in the nonprogrammable random oracle model. Our security is
information-theoretic as long as the predicate R (or the weight function W) is inde-
pendent of the random oracle; by the standard technique of adding a commitment
to R (or W) to every random oracle query, we obtain computational security even
if this function is adaptively chosen to depend on the oracle.

We also show simple modifications of our protocols that replace random oracles
with pseudorandom functions (PRFs). By simply publishing the PRF seed as a
shared random string, we obtain a non-interactive proof of knowledge in the Uni-
form Random String (URS) model, in which extractor works by reprogramming the
URS. Alternatively, we can obtain a two-round public coin proof of knowledge by
having the verifier send the PRF seed (we would then use rewinding for extraction).
Protocols in these two models are non-adaptively secure — i.e., they require that
the predicate R is independent of the URS or the verifier’s first message.

Decentralized Setting. The set S, may be distributed among many parties. For in-
stance, in a blockchain setting it could be the case that multiple contributing peers
hold signatures on a block of transactions and they wish to collectively advance a
protocol which approves that block. To capture such settings, we introduce decen-
tralized ALBAs: in such a scheme, the provers diffuse messages via a peer to peer
network, and an aggregator (who may be one of the provers themselves) collects the
messages and produces the proof. Note that not all provers may decide to transmit
a message. In addition to the complexity considerations of regular ALBAs, in the
decentralized setting we also wish to minimize the total communication complex-
ity in the prover interaction phase as well as the computational complexity of the
aggregator.

1.2 Our Results

Our goal is to design protocols that give the prover a short, carefully chosen, sequence
of elements from S,. We show how to do this with near optimal efficiency.

Let A be the parameter that controls soundness and completeness: the honest
prover (who possesses a set of weight n,) will fail with probability 27* and the
dishonest prover (who possesses a set of weight at most ny) will succeed with, say,
also probability 27*. Let u be the length of the sequence the prover sends.

The unweighted case. We first show an unweighted ALBA in which the prover sends

only
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elements of S,. Moreover, we show that this number is essentially tight, by proving

that at least
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elements of S, are necessary. (Note that all formulas in this section omit small ad-
ditive constants for simplicity; the exact formulas are given in subsequent sections.)

Such a protocol is relatively easy to build in the random oracle model if one
disregards the running time of the prover: just ask the prover to brute force a
sequence of u elements of S, on which the random oracle gives a sufficiently rare
output. Calibrate the probability € of this output so that e-n¥ < 2= for soundness,
but (1 —¢)™ < 27 for completeness. A bit of algebra shows that u = %
suffices to satisfy both soundness and completeness constraints, so the proof is short.
However, in this scheme, the prover has to do an exhaustive search of 1/ sequences
of length u, and thus the running time is exponential.

It follows that the main technical challenge is in finding a scheme that maintains
the short proof while allowing the prover to find one quickly. In other words, the
prover needs to be able to find a sequence of u elements with some special rare
property (that is likely to occur among n, elements but not among ns elements),
without looking through all sequences. We do so in by demonstrating the
Telescope construction.

Its core idea is to find a sequence of values that itself and also all its prefixes
satisfy a suitable condition determined by a hash function (and modeled as a ran-
dom oracle). This prefix invariant property enables the prover to sieve through the
possible sequences efficiently expanding gradually the candidate sequence as in an
unfolding telescope. We augment this basic technique further via parallel self com-
position to match the proof length of the exhaustive search scheme. The resulting
prover time (as measured in the number of random oracle queries) is dropped from
exponential to O(n, - A?). We then show how to drop further the prover complex-
ity to O(n, + A?) by prehashing all elements and expressing the prefix invariant
property as a hash collision. We also establish that our constructions are essentially
optimal in terms of proof size by proving a lower bound in the number of elements
than must be communicated by any ALBA scheme that satisfies the extractability

requirements of [Definition 4]

Weights and Decentralized Provers. In the case where all elements have an integer
weight, the straightforward way to design a weighted scheme is to give each set ele-
ment a multiplicity equal to its weight and apply the algorithms we described above.
However, the prover’s running time becomes linear in the input’s total weight n,
which could be in the order of 26 (number of coins in popular cryptocurrencies).
A way to solve this problem is to select (with the help of the random oracle) a
reasonably-sized subset of the resulting multiset by sampling, for each weighted
element, a binomial distribution in accordance with its weight. Given this precom-
putation, we can then proceed with the Telescope construction as above and with
only a (poly)logarithmic penalty due to the weights. We detail this technique in
Section 3l

Turning our attention to the decentralized setting we present two constructions.
In the first one, each party performs a private random-oracle-based coin flip to de-
cide whether to share her value. The aggregator produces a proof by concatenating

Let ¢ = 27n;" to satisfy soundnmess. Then (1 — &)™ < exp(—2 " n;“)» =
exp(—27*(np/n¢)") is needed for completeness, so it suffices to have exp(—27*(ny/ng)%) < 273,
ie., 27 (np/ng)t -loge > A, i.e. (ny/ng)" > 2*-\/loge. Taking logarithm gives the desired result.
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a number of the resulting values equal to a set threshold. In the second construction,
we combine the above idea with the Telescope construction letting the aggregator
do a bit more work; this results in essentially optimal proof size with total commu-
nication complexity O(A\?), or proof size an additive term v/A larger than optimal
and total communication complexity O(\?).

1.3 Applications

Beyond the classical applications of ALBAs in complexity theory described ear-
lier [CW79, [Sip83| Bab85, [GS86G], there are further applications of the primitive in
cryptography.

Weighted Multisignatures and Compact Certificates. In a multisignature scheme, a
signature is accepted if sufficiently many parties have signed the message (depending
on the flavor, the signature may reveal with certainty, fully hide, or reveal partially
who the signers are). In consensus protocols and blockchain applications, schemes
that accommodate large numbers of parties have been put to use in the context
of certifying the state of the ledger. In a “proof-of-stake” setting, each party is
assigned a weight (corresponding to its stake), and the verifier needs to be assured
that parties with sufficient stake have signed a message.

Most existing approaches to building large-scale multisignatures exploit proper-
ties of particular signatures or algebraic structures. For example, the recent results
of Das et al. and Garg et al. [GJM™T23, [DCX™23| are based on bilinear pairings and
require a structured setup.

In contrast, our work relies only on random oracles, making it compatible with
any complexity assumption used for the underlying signature scheme, including ones
that are post-quantum secure. Expectedly, the black box nature of our construc-
tion with respect to the underlying signature results in longer proofs (they can be
shortened using succinct proof systems, as we discuss in .

In more detail, in order to apply an ALBA scheme to the problem of multisig-
natures, we treat individual signatures as set elements. The underlying signature
scheme needs to be wunique: it should be impossible (or computationally infeasi-
ble) to come up with two different signatures for the same message and public key.
Otherwise, it is easy to come up with a set of sufficient total weight by producing
multiple signatures for just a few key$’] Alternatively, if the knowledge extractor
is allowed to rewind (need not be straight-line), one can use an arbitrary (not nec-
essarily unique) signature scheme as follows: treat the public keys as set elements
and for every selected public key in the ALBA proof, add its signature. Using an
ALBA with decentralized provers is particularly suited to the blockchain setting as
signatures will be collected from all participants.

A closely related approach is compact certificates by Micali et al. [MRV™21] who
also treat the underlying signature scheme as a black box. In more detail, their
construction collects all individual signatures in a Merkle tree, and selects a sub-
set of signatures to reveal via lottery (that can be instantiated via the Fiat-Shamir

2The verifier could check that all public keys are distinct, but since the proof contains just a
small subset of the signatures, a malicious prover could try many signatures, or “grind,” until it
finds a proof that satisfies this check.



transform [BR93]). Compared to compact certificates, our Telescope scheme obvi-
ates the need for the Merkle tree and hence shaves off a multiplicative logarithmic
factor in the certificate length. It is also not susceptible to grinding while in com-
pact certificates the adversary can try different signatures to include in the Merkle
tree, and unlike compact certificates that rely inherently on the random oracle,
our scheme can be instantiated in the CRS/URS model. Finally, our decentralized
prover constructions drastically reduce communication. On the other hand, com-
pact certificates cleverly tie the lottery to public keys rather than signatures and
support an arbitrary signature scheme (not necessarily unique) while still providing
straight-line knowledge extraction.

Reducing communication complexity was also the focus of Chaidos and Kiayias
in Mithril, a weighted threshold multisignature, [CK21], that also uses unique sig-
natures and random-oracle-based selection. In our terminology, Mithril applies a
decentralized ALBA scheme to unique signatures (possibly followed by compactifi-
cation via succinct proof systems, as discussed in . In comparison to
Mithril, our decentralized prover construction achieves significantly smaller proof
sizes (when comparing with the simple concatenation version of [CK21]) at the cost
of higher communication. In we present a simple lottery that is asymp-
totically similar to Mithril with concatenation proofs, and offer a comparison in
Section 8
Straight-Line Witness Extraction for SNARKs. Ganesh et al. [GKO™23| addressed
the problem of universal composability [Can00] for witness-succinct non-interactive
arguments of knowledge. Universal composability requires the ability to extract the
witness without rewinding the prover. However, since the proof is witness-succinct
(i.e., shorter than the witness), the extractor must look elsewhere to obtain the
witness. Building on the ideas of Pass [Pas03] and Fischlin [Fis05], Ganesh et al.
proposed the following approach: the prover represents the witness as a polynomial
of some degree d, uses a polynomial commitment scheme to commit to it, and then
makes multiple random oracle queries on evaluations of this polynomial (together
with proofs that the evaluations are correct with respect to the commitment) until
it obtains some rare output of the random oracle (much like the Bitcoin proof of
work). The prover repeats this process many times, and includes in the proof only
the queries that result in the rare outputs. The verifier can be assured that the
prover made more than d queries with high probability, because otherwise it would
not be able to obtain sufficiently many rare outputs. Thus, the knowledge extractor
can reconstruct the witness via polynomial interpolation by simply observing the
prover’s random oracle queries.

We observe that this approach really involves the prover trying to convince the
verifier that the size of the set of random oracle queries is greater than d. This
approach is just an ALBA protocol, but not a particularly efficient one. Applying our
scheme instead of the one custom-built by Ganesh et al. results in less work for the
prover. To get a proof of size u < A, the protocol of Ganesh et al. requires the prover
to compute d - u - 22" polynomial evaluations and decommitment proofshereas

3This value follows from the formula A = r(b — logd) in the “Succinctness” paragraph of
IGKO™23, Section 3.1]. Note that 7 is w in our notation, and the expected number of random
oracle queries by the prover is r - 2. Solving the formula for b, we get 20 = d2*/".



our Telescope construction from requires only d-AY/%.2Mv of those Thus,
our approach speeds up this part of prover’s work by a factor of about w (which is
close to the security parameter \).

1.4 Relation to General-Purpose Witness-Succinct Proofs

In cases where the weight function can be realized by a program, one can use general-
purpose witness-succinct proofs to tackle the construction of ALBA schemes via
utilizing SNARKSs [Grol6, (GWCI9].

These general purpose tools, however, are quite expensive, especially for the
prover. First, the proving time can become impractical when the number of set
elements in the witness is large. Second, given that the weight function W must
be encoded as a circuit, the proving cost also depends heavily on the complexity of
W. Moreover, W cannot always be specified as a circuit, but is evaluated by a more
complex process — via a secure multi-party computation protocol or a human judge
weighing the strength of the evidence.

On the other hand, these tools can give very short, even constant-size, proofs. To
get the best of both worlds — prover efficiency and constant-size proofs — one can
combine an ALBA proof with a witness-succinct proof of knowledge of the ALBA
proof. This is indeed the approach proposed by Chaidos and Kiayias [CK21]: it
first reduces witness size n¢ to u by using very fast random-oracle-based techniques,
and then has the prover prove u (instead of ng) weight computations. We can also
apply this technique to our constructions, something that can result in a constant
size proof with a computationally efficient prover. And given that our constructions
can work in the CRS model, one can avoid heuristically instantiating the random
oracle inside a circuit.

2 Definitions

Below we present a definition of ALBA inspired by the non-interactive random oracle
proof of knowledge (NIROPK) [BCS16] with straight-line extraction. To introduce
arbitrary weights, we use a weight oracle W : {0,1}* — N U {0} and denote for a
set S, W(S) = s Wi(s).

Definition 1. The triple (Prove, Verify, Extract) is a (Asec, Areis Np, 10f) -NIROPK ALBA
scheme if and only if

e Prove™V is a probabilistic program that has access to the random oracle H
and a weight oracle W ;

o Verify™W is a program that has access to the random oracle H and a weight
oracle W ;

o Extract™™4 is a probabilistic program that has access to the random oracle H,

a weight oracle W and an adversary program A;

4This value is obtained by setting ny = d and solving for ny.



e completeness: for all weight oracles W and all S, such that W(S,) > n,,
Pr[Verify™" (Prove (S,)) = 1] > 1 — 27,

e proof of knowledge: consider the following experiment ExtractExp( ALY W):
S < Extract™WA();
output 1 iff W(Sy) > ny;

we require that for all weight oracles W and all probabilistic oracle access
programs A%V

Pr[ExtractEap(A, W) = 1] > Pr [Verify™™" (ATW()) = 1] — 27",
moreover, Extract™™ () is only allowed to run A™W once with the real H and
W and only observes the transcript with its oracles (straight-line extraction
property), Extract runs in time polynomial in the size of this transcript.

As presented, this definition is non-adaptive; i.e., it does not allow W to depend
on H; adaptivity can be added if it is possible to commit to W; see for
further discussion.

The above formulation of ALBAs captures the setting where a prover has the
entire set S, in its possession. We will also be interested in ALBAs where the
prover is decentralized — by this we refer to a setting where a number of prover
entities, each one possessing an element s € S, wish to act in coordination towards
convincing the verifier. We now define a decentralized ALBA.

Definition 2. The quadruple (Prove, Aggregate, Verify, Extract) is a (Asec, Arets T, 10f) -
decentralized NIROPK ALBA scheme if and only if

o Prove™ ™ is a probabilistic program that has access to the random oracle H

and a weight oracle W ;

o Aggregate™™ is a probabilistic program that has access to the random oracle
H and a weight oracle W,

o Verify™W is a program that has access to the random oracle H and a weight
oracle W ;

o Extract™™4 is a probabilistic program that has access to the random oracle H,

a weight oracle W and an adversary program A;

e completeness: consider the following experiment CompExp(S,, W):
S =0
forse S, do
m < Prove
if m # ¢ then > if m is not empty string
- S=SU{m};

7« Aggregate™" (9);

r < Verify™W (r);

return r;

Y (s);

)



we require that for all weight oracles W and all S, such that W(S,) > n,,
Pr[CompExzp(S,, W) = 1] > 1 — 27,

proof of knowledge: consider the following experiment ExtractEzp( ALY W):

S < Extract™WA();
output 1 iff W(Sy) > ny;

we require that for all weight oracles W and all probabilistic oracle access
programs A%V

Pr[ExtractEap(A, W) = 1] > Pr [Verify™™" (ATW()) = 1] — 272,
moreover, Extract™™ () is only allowed to run A™W once with the real H and
W and only observes the transcript with its oracles (straight-line extraction
property), Extract runs in time polynomial in the size of this transcript.

In this model, we would like to minimize not only the proof size, but also the
amount of communication characterized by the size of S in CompExp. Note that
the above definition can be extended to multiple rounds of communication, but this
is not something we explore in this work — all our decentralized constructions are
“l-round.”

Finally, we present a proof of knowledge ALBA definition in the CRS model.
Unlike for NIROPK, the knowledge extractor here is allowed to rewind the adversary
A and is given it as regular input. Note that the definition crucially requires the
CRS to be independent of W; see for further discussion.

Definition 3. (Prove, Verify, Extract, GenCRS) is a (Asec, Arer, 1y, nf)-CRS proof of
knowledge ALBA scheme if and only if

Prove" is a probabilistic program;

Verify" is a program having access to a weight oracle W ;

Extract' is a probabilistic program having access to a weight oracle W ;
GenCRS s a probabilistic program;

completeness: consider the following experiment CompExp(W, S,):
crs < GenCRS();
7 < Prove(crs, S,);
r < Verify" (crs, 7);
return r;

we require that for all weight oracles W and all S, such that W(S,) > n,,
Pr[CompExp(W,S,) = 1] > 1 — 27N,

proof of knowledge: consider the following experiment SoundEzp(AY, W):
crs < GenCRS();
7 AW (crs);
r < Verify" (crs, 7);



return r;

we require that for all weight oracles W and all probabilistic oracle access
programs AV, if A runs in time T and ¢ = Pr[SoundExp(AY , W) = 1] —
2 A > (), then Sy < Extract” (A) runs in expected time poly(T,1/¢) and
Pr [W(Sf) > nf} =1.

3 Telescope ALBA

In this section we present two ALBA schemes in sequence. We start with a less
efficient but simpler construction to illustrate the main idea. We then proceed to
optimize the scheme’s efficiency.

For both constructions, we will assume we have three random oracles Hy, Hy,
and H, having particular output distributions. We explain how to implement these
using a single random oracle which outputs binary strings in [Appendix B| Further,
we initially restrict weights to be either 0 or 1, and generalize to integers in[Section 5]
Finally, we postpone showing the proof of knowledge property and instead consider
a simpler notion of soundness: given n; elements fixed in advance, what is the
probability that a valid proof exists containing only those elements? Sections [f] and
will then show how a knowledge extractor can be constructed.

3.1 Basic Construction

The main idea is as follows. Let d, u and q be parameters. The prover first considers
all pairs consisting of an integer in [d] and one of the elements of S, and selects each
of the n,d pairs with probability 1/n,. In expectation he will have d pairs selected.
Now these pairs are treated as single units and they are paired with each element of
Sp, resulting in triples that are selected again with probability 1/n,. This process
is repeated u times ending with, in expectation, d tuples consisting of one integer
in [d] and u set elements. Now, each of the tuples is selected with probability ¢ and
any selected tuple will be a valid proof.

More formally, let H; ~ Bernoulli(1/n,), Hy ~ Bernoulli(g) be random functions
returning 1 with probability 1/n, and g respectively, and returning 0 otherwise. Any
tuple (¢, s1, ..., Sy) such that

o 1 <t <d;
o forall 1 <i<w, Hyi(t,s1,....,8;) = 1;
o Hy(t,s1,....8,) = 1;

is a valid proof (see [Section 3.3/ how to implement H; efficiently).

Intuitively, this works because the honest prover maintains d tuples in expec-
tation at each stage, while the malicious prover’s tuples decrease n,/n¢ times with
each stage. However, to implement and analyze the prover algorithm, it will be
convenient to represent all tuples (¢,s1,...,s;), where 1 < ¢t < d, 0 < i < w and
$1,...,8; € Sp, as d trees of height u with {(1),..., (d)} being the roots of the trees
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and {(t, 51, ..., 5u) }1<t<d,s1,...sues, being the leaves. To implement Prove, simply run
depth first search (DFS) to find a “valid” path from a root to a leaf.
procedure DFS™"2 (S 1 s, ..., s1.)

if k£ = u then
if HQ(t7 S1y ey Su) =1 then
. return (t,s1, ..., 5,)
return |
for s;44 € S, do

if Hy(t,s1,...,5k+1) = 1 then

T4 DFSH“HQ(SP, by 81y ey Skr1);
if 7 # 1 then

| L return T;
return L;
procedure Prove"2(S)
for ¢t € [d] do

7+ DFS™™2 (8 1);

if 7 # | then

. return T;
. return L;
procedure Verify
if ¢ ¢ [d] then
. return 0;
for i € [u] do
L if H,(t,s1,...,5;) # 1 then

. return 0;
return Hs(t, sq, ..., Sy);

Hl’HQ(t, S1y ey Su)

We will now analyze soundness of this construction. As mentioned above, the
soundness error is defined to be the probability that a valid proof exists containing
only elements from a fixed set S¢ of size ny.

u
Lemma 1. The soundness error is at most (%) - qd.
P

Proof. By union bound, the probability that a valid proof can be constructed using
n¢ elements is at most

O
Theorem 1. Let
oy Dt logled)
og n_f
Then soundness error is < 2 Asec
Proof. Follows from [Lemma 1} O

11



We now analyze completeness.

Lemma 2. The probability that there does not exist a wvalid proof starting with a
2

particular integer t is at most exp ( — (q —Uu- %))

Proof. We can make the following recursive formula. For 0 < k < wu, let f(k)
be the probability that when fixing a prefix of an integer in [d] and u — k elements
t, $1, ..., Su_k, there is no suffix of honest player’s elements that works, meaning there
IS N0 Sy—f+41, .-, Su € Sp such that for all u —k+1 <i <w, Hy(t, s1,...,5) =1, and
Hs(t, s1,...,8,) = 1. Then one can see that

o f(0)=1-g

e for 0<k<u, f(k+1) = ((1—%)—1-”—11)-]”(1{;))%;

e the probability that there does not exist a valid proof with a particular integer
tis f(u);
This recursive formula can be approximated:
1 e -1\ "
flk+1)= <1 + —(f(k) — 1)> < (enlp (f(k) 1)) P f)-1 2)
np
It is convenient to look at the negative logarithm of this expression; we will prove

by induction that —In f(k) > ¢ — k - %.

Basic case: —1In f(0) = —In(1 — ¢) > —In(e™?) = q.
Inductive step: by equation [2]

1) 21— fk) 21— e (FE) 3]

H((_><_>)
(q—k-q;)—q;:q—(lwrl)-q;

Hence, —In f(u) > g — u - % which proves the lemma. ]

Theorem 2. Let

d > QU)\rel_ o 2/\rel

Y

loge '~ dloge’

Then completeness error is < 27,

Proof. From [Lemma 2], the probability that the honest prover fails is at most

2
q
e —lg—u-=])d].
xp ( (4= %) )
Using the values for d and ¢, one can see that this is at most 27! O

12



Corollary 1. Let

Asee F1og Ay +1 — logloge 2UN el 2\ el
u > - pd > g = .
- log n—’; loge dloge

Then soundness error is < 27 and completeness error is < 27,

It is worth noting that the constant in d, and thus algorithm’s running time, can
be reduced. We show how to do this in [Section C.1} Although the scheme still re-
mains less efficient than the improved construction in the optimizations
can potentially be transferred over; we leave that for future work.

3.1.1 Running time

In this section we analyze the prover’s running time, measured in terms of the
number of invocations of the random (hash) functions.

Assume S, is a set with cardinality n,. As mentioned above, all tuples (7, s1, ..., $;)
can be represented as d trees. We would like to analyze the number of “accessible”
vertices in these trees. Let the indicator random variable

{1 if for all 1 <r <4, Hi(j,51,...,5) = 1
VICEPI T

0 otherwise.

If A, s =1 we say the vertex (j, s1, ..., s;) is accessible.
Let us first prove that the expected number of accessible vertices in a single tree
at a particular height is 1.

Theorem 3. For any j and 0 <1 < u,

Z Ajvsl,-..,si] =1.

$1,...,8iE€Sp

We present the on page [57] of the Appendix.

Assuming the prover runs DFS, gives a bound on the expected number
of evaluated trees. And by the above theorem, the algorithm invokes H; nyu times
and Hs once in expectation per tree. Thus, the expected total number of hash
evaluations shall be the product of the expected number of evaluated trees and
(npu + 1). This, however, needs a more careful proof.

E

Theorem 4. Assume uq < 2. The expected number of hash evaluations is at most

2(nyu+1)
q2
2
We present the on page [567] of the Appendix.

Taking parameter values from|Corollary 1{and letting A = Asec = Arel and n, /ng =

const, we thus obtain an expected number of hash evaluations of O(n, - A?).
We might also wish to have a tighter bound on the running time or on the number
of accessible vertices to argue that an adversary cannot exploit an imperfect hash

q—u-
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function or a PRF by making too many queries. Below we present a Chernoff style
bound on the number of accessible non-root vertices in all d trees

Z= > A

1<j<d,
1<i<u,
51,...,8;€Sp

Note that E[Z] = du.

Theorem 5. For any 6 > 0,

52 d
Pr[Z > (1+6)du] < _ .
{122 (14 0yl <o (= 380
We present the on page [68] of the Appendix.
Taking parameter values from |Corollary 1land letting A = Agec = Arel and n,/ns =
const, we thus conclude that the algorithm does O(n, - A*) hash evaluations with
overwhelming probability.

3.2 Construction with Prehashing

The basic scheme described above has prover expected running time O(n,-A\?), worst
case running time O(ny, - A*) and verification time O(A) if we let A = Aee = Apel
and n,/ns = const. The modification described in this section has prover expected
running time n, + O(A\?), worst case running time n, + O(A\*) and verification time
is unchanged.

The improvement is inspired by balls-and-bins collisions. Whereas in the pre-
vious scheme for every tuple we tried each of n, possible extensions, here we hash
tuples to a uniform value in [np] and hash individual set elements to a uniform value
in [np], and consider a valid extension to be such that the tuple and the extension
both hash to the same value. In the terminology of balls and bins, we treat the n,
individual elements as balls and put each of them randomly into one of the n, bins
as determined by the random function. Then, when trying to extend a partial tuple,
we hash it to obtain the bin number and the permitted extensions will be exactly
those in that bin.

More formally, we have random functions Hy, H; ~ Unif([n,]) producing a uni-
formly random value in [n,] and hash function Hy ~ Bernoulli(¢q) returning 1 with
probability ¢ and 0 otherwise, and consider a tuple (¢, sy, ..., S, ) a valid proof if and
only if

o 1 <t <d;
o forall 1 <i<wu, Hi(t,s1,...,8-1) = Ho(s;);
o Hy(t,s1,...,8,) = 1;

(see how to implement H; efficiently).

As before, we have d valid tuples in expectation at each stage but by precom-
puting Hy(-) (balls to bins) we avoid trying all n, extensions for a tuple. Below is
the pseudocode implementation of the prover and verifier algorithms.

14



procedure DFSo-H1:H2(

if £k = u then
if Hz(t, S1y ey Su) =1 then
return (¢, s, ..., S,)
. return L
for sii1 € bins[H,(t, s1, ..., s;)] do
7 < DFSHoHu 2 (hing ¢ os1 . spy);
if 7 # 1 then
| L return m;
return L
procedure Prove
for i € [n,] do
 binsli] + 0;
for s € S, do
 bins[Ho(s)] < bins[Hy(s)] U {s};
for ¢t € [d] do
7 < DFSHoHu 2 (hing 1)
if 7 # 1 then
L return T;
. return L
procedure Verify
if ¢ € [d] then
. return 0;
for i € [u] do
L if Hl(t7 S1y ey Si—l) 7é HQ(SZ‘) then
. return 0;
return Hy(t, s1, ..., Su);

biHS, t, S1yeeny Sk)

o (5,

Hy,H1,H2 (t’ 81y eeny Su)

The analysis of completeness, however, is more complicated. Before, we assumed
in the recursive formula that failure events for each element extension are all inde-
pendent. Here, it is not true: the fact that one extension eventually succeeds can tell
that the arrangement of balls to bins is well distributed, and thus another extension
is likely to succeed. Indeed, if each bin gets exactly one ball, then there will always
be a tuple that succeeds except maybe for the requirement that Hs(-) = 1. However,
if all balls land in one bin, then the success probability is smaller. To get rid of this
dependency, we can however fix the balls-to-bins arrangement. Then such events
become independent again.

The proof has two parts: the first one says that if the arrangement of the balls
is “good”, then with high probability the honest player succeeds. The second part
proves that we get a “good” distribution of balls with high probability. The “good”
property itself is artificial, but one can notice that if the number of bins of size s
is exactly the expected number of bins of size s if the size of each bin is a Poisson
random variable with mean 1, then the analysis of completeness becomes very similar
to that of the previous scheme.

Let X; = |{s € S, : Ho(s) =i}| be the number of balls in bin 4, and let ¢ > 0 be

15



some constant. The property we care about is the following:

To show that it holds with good probability, we use Poisson approximation which
lets us get rid of dependencies between different X; and treat them as independent
Poisson random variables with mean 1, which significantly simplifies the proof. Af-
ter applying Poisson approximation, we use either Markov’s inequality or custom
tailored Chernoff analysis to bound the random sum. The Chernoff analysis lets
us prove that the property holds with overwhelming probability but requires np,
the number of balls, to be large enough (on the order of A*). If n, is very small
(smaller than A\?), then we use the Markov approach to get completeness 1/2. If n,
is somewhere in between, we still use the Chernoff approach, but get completeness
error that is only moderately small. In either of the two cases, completeness must
be amplified as we explain later in [Section 3.2.2 Looking ahead, we get average
case running time n, + O(\?) and worst case running time n, + O(A*) regardless of
Np.

We first formally analyze soundness. As mentioned previosly, we define sound-
ness error to be the probability that a valid proof can be constructed using elements
St with |Sg| = n¢ (simple soundness).

Lemma 3. The soundness error is at most (Z—i) -qd.

Proof. By union bound, the probability that a valid proof can be constructed using
ng elements is at most

Theorem 6. Let

> )\sec + I?Lg(qd) .
- log n—f;

Then soundness error is < 2 Asec

Proof. Follows from [Lemma 3] O

We now analyze completeness. The following lemma uses Markov’s inequality
to establish that the “good” arrangement of balls into bins holds with moderate
probability. It will be useful later.

Lemma 4. Let X; = |{s € S, : Hyo(s) = i}| be the number of balls in bin i, and let
c>0. Then

Pr —ie_qxi > 1—q+cq2 < g

np = o S c

16



We present the on page [69] of the Appendix.
The next lemma uses the Chernoff approach to analyze the same event. As one
can notice, n, needs to be large for it to be meaningful.

Lemma 5. Let X; = |{s € S, : Hy(s) = i}| be the number of balls in bin i. Then

1 &
Pr|—3 e > 1—g+4¢2| < 2eime’,
p i=1

We present the on page [60] of the Appendix.
Finally, the following lemma establishes that as long as the “good” arrangement

of balls holds, the honest prover succeeds with good probability.

Lemma 6. Let ¢ > 0, let X; = [{s € S, : Hyo(s) = i}| be the number of balls in bin
i, let E be the event that nipzzzl e~ 9Xi < emated® gnd let F be the event that the

honest prover fails. Then Pr[F|FE] < e~ (a—cua®)d,

We present the on page [62] of the Appendix.
By combining the above two lemmas, we get sufficient Telescope parameter values
to guarantee good completeness.

Theorem 7. Assume

16u(Are +10g3)  2(Ag+1log3) S d*loge

d> _ _ dloge
loge 4 dloge M = 9(Ayer + log 3)

Then completeness error is < 27,
We present the on page [63] of the Appendix.

Corollary 2. Assume

s Asee +10g(Nyer +10g3) + 1 — log loge;d - 16u( ey + log 3)

Tp -
ny

B 2()\rel+log3)‘n - d*loge
- dloge "7 9(A\e +1og3)’

log log e

Then soundness error is < 27 and completeness error is < 27,
Proof. Combine Theorems [6] and [7} O

The above corollary is ready to be used as is, provided that n, is large. As we
will see in the average case running time of the prover in this scheme
is np, + O(A?) and worst case running time is n, + O(A\?). We explain how to handle
the case when n;, is small in [Section 3.2.2|
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3.2.1 Running time

In this section we analyze the prover’s running time. The results here will establish a
bound on the average prover running time and a tight bound on the prover running
time of the scheme with parameters in|Corollary 2| as well as, serve as basis for more
general running time analysis in [Section 3.2.2 We measure the prover running time
in terms of the number of invocations of the random (hash) functions.

Assume S, is a set with cardinality n,. As described in [Section 3.1} all tuples
(7,81, -.., 8;) can be represented as d trees of height u. We would like to analyze the
number of “accessible” vertices in these trees. Let the indicator random variable

1 ifforall 1 <r <4, Hi(j,$1,-.-, Sr—1) = Ho(s,)
j,817...781‘ - .
0 otherwise.

If Ajs,..s =1 we say the vertex (j, s1, ..., s;) is accessible.

Similarly to one can prove that the expected number of accessible
vertices in a single tree at a particular height is 1. This holds independently of the
value of H!

Theorem 8. For any j and 0 <1 < u,

: : Aj7817~"15i

51,..-,85;€Sp

E

Hol 1

Combining the expected number of accessible vertices in a single tree and a lower
bound on the probability that a tree contains a valid proof, we can establish the
following.

Lemma 7. Let ¢ > 0, assume cuq < 1, let X; = [{s € S, : Ho(s) = i}| be the
number of balls in bin i, let E be the event that n%, S et < emited gnd et V

be the number of visited vertices by the (DFS) algorithm. Then
2 1
E [V‘ E} < (u—+z
q — cuq
We present the on page [63] of the Appendix.

Theorem 9. Suppose 8uq < 1. The expected number of visited vertices by the (DFS)
algorithm is at most

4 1
A(utl) +2e7 1™ L d(y + 1).

We present the on page [63] of the Appendix.

The above theorem lets us see that when taking parameters from and
letting A = Asec = Arel and n,/ng = const, the scheme has average prover running
time n, + O(A?). Note that n, is outside of the big O since we prehash each of the
n, elements using Hy exactly once.

18



Below we also present a tight bound on the number of accessible non-root vertices

in all d trees
Z = Z Aj,sl,...,si

1<y <d,
1<i<u,
51,..,5:E€Sp

which serves as an upper bound on the DFS running time. A tight bound is useful
for proving worst case running time, but it also lets us argue that an adversary
cannot exploit an imperfect hash function or a PRF by making too many queries.

Below is a Chernoff style theorem in its general form. It features a variable w
that needs to be large enough and that affects the final bound, but no requirement
on u is imposed. It is useful for formally proving average and worst case prover
running time in but a more practical and better bound is given in
Theorem 111

For technical reasons, works better with and works only
with large u. When w is small, an alternative way to prove a tight bound on the
running time exists and is given in [Lemma 8 It uses a very different approach and
works well when w is not large. Another limitation that all Theorem 10}, [Theorem 11|
and have is that they only work well when n, is large. When n,, is small,
we simply use the expected running time analysis in and apply Markov’s
inequality to get a bound on the running time. demonstrates how to
combine all these approaches.

Note that E[Z] = du.

Theorem 10. Let u,w,n, € N, A >0, N = 1’};; and assume

w41

8-w? (w+2)-ew
e (w+2—e/v) (w+1)!

(w)\’ ) (2uw)\’ 7u>
0= + 1) -exp +—).
d np w

Pr[Z > §du) < 27

<27,

Also define

Then

We present the on page [64] of the Appendix.

In the above theorem, 0 is a, perhaps large, constant when letting A = A\, and
using parameters from When letting A = A\see = Arel and n,/ng = const,
one can see that the scheme with parameters in does n,+O()?) hashings
with overwhelming probability. The following, however, is an optimized bound that
should be used in practice.

Theorem 11. Let u,n, € N, A >0, X' = log?i and assume
/ 2y\/
24ud(u+2) - ev <o d>ﬂ, anu)\
e N-(u+2—ev) (u+1)! 3 2

19



Also define
3uN uN 2N 3uN

= 1] - 2(1 — — .

) ( i +) exp<(+\/3d)u«/np+\/ d)

Pr[Z > ddu] <27

Then

We present the on page [65] of the Appendix.

As mentioned before, the tight bounds above are not suitable when wu is small.
To overcome this issue, the following bound is introduced that works well when w is
not large. By combining the two, we get a bound that works well for any .

Lemma 8. Let A\,c >0, u € N, let X; = [{s € S, : Ho(s) = i}| be the number of
balls in bin i, let E be the event that nip S e 9K < em9te? et V be the number

of non-root vertices that the (DFS) algorithm visits, assume cuq < 1, and define

1 1 1
po WAtlogy) il 1 N
2loge qg q—cug?

Then Pr[V > B|E] < 27

We present the on page [66] of the Appendix.

3.2.2 Generalization to small n,

In this section, we show our most advanced Telescope scheme, supporting both large
and small values of n,, and analyze its expected and worst case running times. The
following useful theorems combine the running time analysis with the analysis of
completeness from previous subsections to argue that the DFS search will succeed
within a bounded number of steps. Looking ahead, our scheme will possess a de-
terministic worst case running time.

Theorem 12. Assume

21n12
d>(32In12)u; ¢ = I; .

Then the (DFS) algorithm wvisits less than

8(u+1)d
In12

vertices and finds a valid proof with probability at least 1/2.
Proof. Apply with ¢g =8, ¢; =4 and )\ :=In12. O
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Theorem 13. Let u,w,n, € N and assume

Mt + 7 2\ d?
1o e . d > 16 )\/ . — rel . > .
rel loge ) - UA el q d ’ np = 9/\;(3[’
14-w? (w+2) e <9

e-(w+2—e/v) (w+1)!
Then the (DFS) algorithm wvisits less than

/ !/
(—w)\ml + 1) - exp (—Quw)\’"d + 7_u> ~du+d
d Ny w

vertices and finds a valid proof with probability > 1 — 27 et

Proof. Apply with Aol == A\l + logg and [Theorem 10| with A\ = A\ +

log %. O]

Theorem 14. Assume

16u(N e + 2) 2N\t + 2) - d*loge
iq = Ny >
loge d dloge "7 9N\ +2)

d>

Then the (DFS) algorithm wvisits at most

Arer + 2+ logu  3ud

d
)\rel+2 4 At

vertices and finds a valid proof with probability > 1 — 27,

We present the on page [67] of the Appendix.

We will now give an intuitive description of the new scheme and ideas behind
it. For simplicity, assume A = A = A and np,/ne = const. The Telescope with
Prehashing scheme with parameters in [Corollary 2| have completeness and soundness
27*. Moreover, as shown in [Section 3.2.1} the prover has expected running time
np+O(A?) and worst case running time n, 4+ O()?*). The limitation, however, is that
n, needs to be large — at least A*>. One way to overcome it is to use Markov analysis
of the “good” arrangement of balls into bins to achieve completeness 1/2,
which works for any n,. We must then amplify completeness. We basically allow the
prover to make multiple attempts, at the expense of worsened soundness. Therefore,
we add another integer index v to the proof and restrict it to be between 1 and r. In
general terms, in order to reduce completeness error 1/2 to 27 we set r = A,
and to compensate for the loss in soundness, we set Agee = Agec + 10g Are. Overall,
the proof size u is not changed, except for an additive small constant.

Formally, the new proof object looks as follows. We have random functions
Hy, H; ~ Unif([n,]) producing a uniformly random value in [n,] and hash func-
tion Hy ~ Bernoulli(g) returning 1 with probability ¢ and 0 otherwise. A tuple
(v,t, 81, ..., 8y) is a valid proof if and only if

o 1 <v <
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np < \? ANt 0<e< > \3
DFS completeness error 1/2 2-A° Theorem 2~
DFS tight running time bound | B = O()\?) B =0(\*19) or [ with [I] B =0()\3)
DFS expected running time O(\?) O(\?) [Theorem 9l O(\?) Theorem 9l
DFS bound B=0(\?) B = 0(A\?*9) B=0(\3)

Max. # of prove repetitions r A A= 1
Expected # of prove repetitions 2 1/(1 =272 1

Total expected running time np + O(\?)

Total worst case running time np + O(\3)

Figure 1: Optimal parameters for different n,

o 1<t < d;
o forall 1 <i<w, Hi(v,t,81,...,8-1) = Ho(v, $;);
® HQ(U,t, S1y ey

(see [Section 3.3| how to implement H; efficiently).

combined with shows that an attempt to find a proof
under a single index v succeeds with probability 1/2 within O(A?) DFS steps. We

restrict the DFS from running longer than that (parameter B in the pseudocode
below) because if the arrangement of balls into bins happens to be bad, DFS might
run for a long time ruining the worst case running time of the prover; we must stop
it from doing so. As a consequence, we also get deterministic worst case running
time. Since in expectation only two indices are checked before a valid proof is found,
we get average prover running time of the resulting scheme 2n, + O(\?) and worst
case prover running time O((n, + A?) - 7) = O((n, + A?) - A) = O(npA + A3). While
this might already suffice for many applications, for best efficiency we set our goal
to get average prover running time n, + O()\2) and worst case prover running time
n, + O(X?). For large n,, the the expected time is improved by a factor of 2 and
the worst case time is improved by a factor of A!

Since we have already accomplished this when n, > A3, we only need to consider
the case where A\ < n, < A* (ignoring the constants). Consider, for example,

n, = A2*1/3. The Chernoff analysis (Corollary 2) cannot give us completeness

error 27, but setting Al = A3, it can establish completeness error of 2-*'/*
when setting d == A\'*t1/3. Similarly, shows that the DFS runs longer
than O(A*t1/3) steps with probability at most 2=*"°. Combining the two facts,
conveniently formalized in [['heorem 13| we know that the DFS fails to find a valid
proof within O(A2+1/3) steps with probability at most 27", We restrict the DFS
to run for at most that number of steps (parameter B in the pseudocode below) and
allow the prover to make A%/ attempts to get average prover running time O(ny+A?)
and worst case prover running time O((n, + A271/3) - X¥3) = O(A2H/3 . \2/3) =
O(A3?) = n, + O(A?). With more careful calculation, one can also prove the average
prover running time of n, + O(A?). We include optimal parameters and properties

of the scheme for all values of n, in

Su> =1,
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Below we present the full pseudocode implementation of the prover and verifier.

SHo-HuH2 (hying ). t, 51, ..., s, limit)

procedure BoundedDF
if £k = u then
if Hy(v,t,s1,...,5,) = 1 then
. return (v,t,51, ..., 5,);
return L
for sii1 € bins|H(v,t, s1, ..., s)] do
if xlimit = 0 then
. return L;
xlimit < *xlimit — 1;
7+ BoundedDFS™0-#1M2 (hins v, ¢, 51, ..., $341);
if 7 # L then
~ return T
return L
procedure Provelndex
for i € [n,] do
 bins[i] + 0;
for s € S, do
 bins[Hy(v, s)] < bins[Hy(v, s)] U {s};
limit < B;
for ¢t € [d] do
if limit = 0 then
. return .;
limit <— limit — 1;
7 < BoundedDFSHo#1-#2 (bing v, ¢, &limit);
if 7 # 1 then
| L return T;
. return |;
procedure Proveo 12 (g )
for v € [r] do
T < Provelndex/ 112 (G ),
if 7 # | then
L return T;
. return L;
procedure Verify
if v & [r] then
. return 0;
if t € [d] then
. return 0;
for i € [u] do
L if Hl(U, t, Sty ey Si—l) # H()(U, Si) then
. return 0;
~ return Hsy(v,t, 51, ..., S4);
We finally present the main result of this section. The formal proof is quite
cumbersome but we hope that the informal discussion above explains well how pa-
rameters are chosen to support all values of n, while minimizing the average and

Ao (5, v)
Y

HO’H“HQ(U, by S1yeeey Su)
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worst case prover running time.

Corollary 3. For all Agec > 0, Ay > 1 and n, > ny > 1, there is an ALBA scheme
with soundness error < 27 completeness error < 27 proof size

)\sec + log )\rel +95— 10g IOg €
u =
log Z—?

Y

expected prover running time
ny + O(uz)
and worst case prover running time
ny + O(u2 . )\Tel).

We present the on page [69] of the Appendix.

3.3 Implementing Random Oracles with Long Inputs

We describe our protocols assuming a random oracle H; that can accommodate
inputs of any length, which, in particular, implies independence of outputs for in-
puts of different lengths. However, to have an accurate accounting for running
times, one has to charge for the cost of running a random oracle in proportion
to the input length. Because the Telescope construction runs Hi(j), Hi(j,s1),

Hi(j,s1,82), Hi(j,51,82...,54), the cost of just one u-tuple is quadratic in u. To
reduce this cost to linear (thus saving a factor of u in running time), we will im-
plement Hi(j,s1,...,8;+1) to reuse most of the computation of Hi(j,si,...,s;).

The most natural way to do so is to slightly modify the Merkle-Damgard con-
struction: use a two-input random oracle f (“compression function”) with a suf-
ficiently long output and a function g that maps the range of f to the distribu-
tion needed by H; (see for how we implement g). Inductively define
H{(j, 81,y 8iv1) = f(H{(J,81,--.,8:),8+1) and let Hy(z) = g(H](x)).

While not indifferentiable from a random oracle (see Coron et al. [CDMPO5]
for similar constructions that are), this construction suffices for our soundness and
extractability arguments, because those arguments need independence only for a
single chain (they handle multiple different chains by the union bound). Neither
length extension attacks nor collisions are important. Completeness suffers very
slightly by the probability of f-collisions, which can be made negligible by making
the output of f large enough and using the bound on the number of queries made
by the honest prover (Theorems [f] and [L1]).

3.4 Optimality of the certificate size

In this section, we show that the number of set elements u included in a proof
is essentially optimal for our constructions. Because our construction works for a
black-box weight function that formally is implemented via an oracle (and in reality
may be implemented by MPC, a human judge, etc.), the verifier must query the
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weight function on some values; else the verifier has no knowledge of whether any
values in the prover’s possession have any weight.

Thus, for the sake of proving optimality, we consider only protocols that make
this part of verification explicit. We define an algorithm Read (see the definition
below) that takes a proof and returns set elements; these set elements must have
been in the prover’s possession. We bound the proof size in terms of the number of
set elements returned by Read, showing that if it is too small, the protocol cannot
be secure. We also note that the following definition can be used for upper bound

results too, as demonstrated in for the CRS model.

Definition 4. (Prove, Read, Verify) is a (Asec; Aret, Ny, ny)-ALBA scheme if and only
if

e Prove® is a probabilistic random oracle access program;
o Verify™ is a random oracle access program;
e Read is a program;

e completeness: consider the following experiment CompExp(S,):

7 < Prove(S,);
output 1 iff Read(w) C S, and Verify” (1) = 1;

we require that for all sets S, with size > n,, Pr[CompEzp(S,) = 1] > 1—27=.,

o soundness: consider the following experiment SoundExp(Sy):
output 1 iff 37, Read(m) C Sy A Verify™ (1) = 1;

we require that for all sets Sy with size < ny, Pr[SoundEzp(Sy) = 1] < 27Aswe;

We now prove a lower bound for a scheme satisfying this definition.

Theorem 15. Assume Ay > 1, define a = logf;;_/if), assume ny > 3a?, let S, be
an arbitrary set of size n,, and let (Prove, Read, Verify) be a (Asec, Arets Ny, 1f)-ALBA

scheme. Then
Pr [’Read(ProveH(Sp)ﬂ > a} > i

We present the on page [75] of the Appendix.

4 ALBAs with Decentralized Prover

In the previous section we assumed the ALBA prover has all the set elements at
hand. In many applications however, such as threshold signatures, this is not the
case. The set elements may be spread across numerous parties who will then jointly
compute a proof. A trivial solution is to use a centralized protocol, by designating
one of the parties as the lead prover and have all other parties communicate their
set elements to that party. However, this incurs a communication cost equal to the
size of the set, which we would rather avoid.
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In this section we present protocols where the various parties holding set elements
start out by performing computations locally and only conditionally communicate
their elements to a designated prover or aggregator. Whilst our constructions we
present in this section still use weights of 0 or 1, they can be generalized to integer

weights as explained in[Section 5 Finally, as in[Section 3| instead of proof of knowl-

edge we consider a simpler notion of soundness: the probability that a valid proof
exists containing only elements from set S; of size ns. Sections [6] and [7] demonstrate
how to do knowledge extraction.

4.1 Simple Lottery Construction

The simple lottery scheme is parametrized by the expected number of network par—
ticipants pu. Let H be a random oracle that outputs 1 with probability p =

and 0 otherwise. FEach set element s is sent to the aggregator over the network 1f
and only if H(s) = 1. Now let rs, 7. > 1 such that ryr, = Z—‘; and set u = rq - png

(or equivalently v = £2). The aggregator needs to collect and concatenate u set
elements and the verifier accepts if it receives u values that each hash to 1.

Lemma 9. Assuming
Agee - In 2
u >

“lnr,—14 17
Ts
soundness error of the scheme is < 27 see,

We present the on page [77] of the Appendix.

Lemma 10. Assuming
/\rel -In2

u )
r.—1—1Inr,

completeness error of the scheme is < 272,

We present the on page [77] of the Appendix.

Thus, to minimize u, we need to minimize

Asec - 1IN 2 Arel - In 2
max )
lnrs—l—i—— re —1—1Inr,.

Noting that the first term is decreasing with respect to r, and the second term is
decreasing with respect to r., the minimum is achieved when the two terms are

equal. If Mg = M\t = A, then setting 7, = In Z—‘f’ and ry = "pn—_f"f : m;’i’ gives

np—ng
the smallest u.

We note the interesting fact that choosing ry and r. that minimize u also mini-
mizes p. Since p = pn, = ur, we have

Agec - 1IN 2 Arel - In 2 }
‘T

-’r’c
lnrs—l—i—% ’

>
u_max{ re —1—1Inr,

The first term is decreasing with respect to ry since r. is, and it can be seen that
the second term is decreasing with respect to r.. Hence, p is minimized when the
two terms are equal which is the same as the condition for minimizing w.
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4.2 Decentralized Telescope

The next logical step to minimize the size of the proof is to run a smarter aggrega-
tor, Telescope, and calculate an appropriate increase to the security and reliability
parameters. While combining a simple lottery with an ALBA aggregator is a generic
technique, but the generic analysis requires one to calculate two lottery tail bounds:
one for soundness and one for completeness. By using Telescope for the aggregator,
we benefit from omitting the soundness tail bounds from analysis; this section has
all details.

As previously, we have parameter p and select each element to be transmitted
over the network with probability p/n,. After receiving enough elements selected
by the simple lottery, the aggregator runs the algorithm from |[Section 3.2|

We employ threshold analysis here: calculate the number of set elements se-
lected by the simple lottery such that 1) this number is achievable with probability
1 — 27%=1 and 2) the Telescope aggregator will produce a valid certificate with
probability 1 — 2=*=~1 For the aggregator, we use the Telescope scheme with pa-
rameters from and M\ + 1 repetitions as described in [Section 3.2.2]
yielding expected aggregator running time O(u + u?) and worst case running time
O((u—i—uQ))\rel); the worst case running time can be improved following the approach
in

Forall 1 <¢ < n,, let X; be 1if and only if element s; is selected and 0 otherwise.
Let X = >0, X;; then E[X] = p. Assume p € N satisfies Pr[X > p] > 1 — 27 A1,

Reducing the honest-malicious gap from “® to -2~ = ™ . £ results in increasing
ng E‘”f ng 12

the certificate size to

Asee +10g(Arer + 1) + 1 + loge + logn 12
log 72 + log £

(we have Agec + log(Are + 1) + 1 + loge + logln 12 instead of Agec + log A + 1 +
loge+logln12 in because we instantiate it with A := Agec +log e and
Arel := Arel + 1 for technical reasons).

One can think of the gap & pn" as (1% if we set p = (1 —§)u, and a formula for
0 can be derived using a Chernoff bound. Note that we only decrease n, in the Z—‘f’
gap. ng remains the same since the union bound argument for soundness still works,
but with some modifications. Particularly, it requires a somewhat large p.

Let Lottery : {0,1}* — {0,1} be an oracle returning 1 with probability £~ and
assume H = (Hy, Hy, Hy, Lottery) where Hy, Hy, Hy are as defined in .

Also let A.Prove” | A.Verify” be as in [Section 3.2.2 and define the following.

procedure B.Aggregate” ()

. return A.Prove”(9);

procedure B.Verify” (1)
parse (t,81,...,8,) = m;
return 1 iff A.Verify” (7r
V1 <i < u, Lottery(s;) =

procedure B.Prove (s)
if Lottery(s) =1 then
‘ return s;
else
. return empty string;
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Theorem 16. Assume

2()\rel + 1) 2()\7"61 + 1)
p> 20D PO D [ s
oge pnloge
and instantiate the algorithm in |Section 3.2.4 with r = A\ + 1, d > (32In12)u,
q = 21?712 and ny = p. Then completeness error 1s < 2 Arel,

Proof. By Chernoff bound , the simple lottery chooses at least p > 0 set
elements with probability at least 1—2~*~1. Given this event, by [Theorem 12} the
algorithm outputs a valid certificate with probability at least 1 —2 <=1 Therefore,
completeness error is < 9~ Arel O

We now calculate soundness error defined as the probability that a valid proof
can be constructed using elements Sy with |Si| = ny.

Lemma 11. The soundness error is at most

u 2
qdr - <&) - exp (u np).
Php HILf
We present the on page [78| of the Appendix.

We also include an additional improved soundness bound in that we

use to calculate actual numbers.

Theorem 17. Assume
o= mott o>y,
ng png

o Asec + log(Arer+ 1) +1+loge + logln 12
- logz—; +logt '

and instantiate the algorithm in |Section 3.2.4 with r == A\ + 1, d > (32In12)u,

q = 211}712 and n, = p. Then soundness error is < 27 Ase,

We present the on page [78] of the Appendix.
Using Theorems and [I7] we can see how big p needs to be if we increase

ulog Z—';’ only by some amount C'.

Corollary 4. Assume

< Asee +10g(Arer + 1) + 1+ loge +login12 + C
u > .

C > 0; = ;
log -2
ny
10> max 8(Aper + 1) | npu2’ 9u?(Aer + 1) loge ; - 9loge . )\Tel;;l;
loge ny 202 2 log n—;
2(M\ e+ 1)
0= 4 ————=; =|(1-9¢
and instantiate the algorithm in |Section 3.2.4 with r == A\ + 1, d > (32In12)u,
q = %dw and n, = p. Then soundness error is < 27N and completeness error is
S 2_/\rel_
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We present the on page [79] of the Appendix.

Thus, if we let A\ = Asec = Ao and let u only be a constant larger than optimal, we
have u = O(\3); moreover, y is proportional to % Additionally, setting C' = v/},
we get a slighly larger proof size u with communication complexity O(A?). One
could also amplify the completeness via repetitions as described in [Section 3.2.2]
not only on the aggregator side, but applied to the lottery as well. This can improve
the proof size - communication tradeoff, but it requires some network engineering to
avoid redundant communication. Specifically, one needs to delay lottery repetitions
until the previous ones have probably failed.

We also present a different corollary showing what u needs to be in terms of .

Corollary 5. Assume

C > 0;

< (1 n 3v/21oge - v/ Ao + 1) Asee F1og(Arer+ 1) + 1+ loge + logIn 12
u = np ’ np )
\/ﬁ~logn—f log o

2 .
L max{g()\ml +1) | nyU 7 18loge 2()7\:@1 +1) };
loge ny log n
2(M\ e+ 1)
0=y ——=; =[(1-9

and instantiate the algorithm in |Section 3.2.4 with r == A\ + 1, d > (32In12)u,
q = %du and n, = p. Then soundness error is < 2% and completeness error is
S 27A7‘€l‘

We present the on page [80] of the Appendix.

4.3 Optimality of the certificate size - communication trade-
off

We can attempt to find a lower bound for the tradeoff between the certificate size
uw and p. For this purpose, we use the following definition.

Definition 5. (Prove, Read, Verify) is a (Asec, Arets Ny, 1p, f1)-lottery based ALBA scheme
if and only if

e Prove is a probabilistic random oracle access program;
o Verify™ is a random oracle access program;
e Read is a program;

e if L is a random function such that for all x, Pr[L(z) = 1] = nﬁp and we define
Lottery(S) = {x € S : L(z) = 1}, then

— completeness: consider the following experiment CompExp(S,):
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7 < Prove (Lottery(S,));
output 1 iff Read(w) C Lottery(S,) and Verify™ (7) = 1;

we require that for all sets S, with size > n,, Pr[CompExp(S,) = 1] >
1 — 272,

— soundness: consider the following experiment SoundExp(Sy):
output 1 iff I, Read(nr) C Lottery(Sy) A Verify™ (1) = 1;

we require that for all sets Sy with size < ny, Pr[SoundEzp(Sy) = 1] <
Q*Ascc .

)

The following theorem presents our lower bound.

Theorem 18. Assume p satisfies Pr [B(np,;/j—p) < p] > 9t yhere B(n,p) is

a binomial random variable with n experiments each with probability of success p.
Also assume

2
Py o1y > 2Upi0BE nploge; ng> p,

Ty 2ny
let S, be an arbitrary set of size n, and let (Prove, Read, Verify) be a (Asec, Arets My,
ng, p)-lottery based ALBA scheme such that

Pr URead(ProveH(Lottery(Sp)))| < u} =1

Then
> )\sec - 4
np P’
log o + log m

We present the on page [R1] of the Appendix.
Using this, we can establish a lower bound similar to the upper bound

[ty 4

Corollary 6. Let C > 0, define

Asee —4+C
logn—};

and assume

{ 4 el 3u®n,loge a? )\, log’ e (%)A"el}
max :

, < < mi
)\7«517 ( — %)27 2nf S Us mln{ 402 ) 410

ny Z 2,u.

Let S, be an arbitrary set of size n, and let (Prove, Read, Verify) be a (Asec, Aress
Ny, Ny, ) -lottery based ALBA scheme. Then

Pr URead(ProveH(Lottery(Sp)))‘ > oz] > 0.
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We present the on page [84] of the Appendix.
Alternatively, we also present a corollary showing a lower bound on the certificate

size as a function of . Compare it to [Corollary 5|
Corollary 7. Define

V)\re'l )\860_4

w U= [
2,/ilog n log n

and assume

2 é )"rel
max{ 4 Arel 3u nploge}glug(e) '

) n ) 7
/\rel ( —n—‘;)2 27lf 610

W

ny 2 2u.

Let S, be an arbitrary set of size n, and let (Prove, Read, Verify) be a (Asec, Arer, M, 1, ) -
lottery based ALBA scheme. Then

Pr URead(ProveH(Lottery(Sp)))‘ > oz] > 0.

We present the on page [86] of the Appendix.

5 Adding Weights

We will assume, without loss of generality, that the weight function W outputs
integers. A naive way to handle weights other than 0 and 1 is to interpret each
set element s as W (s) elements (s, 1),..., (s, W(s)) and apply schemes designed for
the unweighted case to (s,4) pairs. Unfortunately, this approach makes the prover
running time linear in the total weight which could be in the order of 264.

Fortunately, any lottery-based scheme in which the number of lottery winners is
independent of n, (or at most polylogarithmic in n;) is amenable to a more efficient
solution (and the Telescope scheme in can be turned into a lottery-based
scheme first using [Section 4.2). We simply view (s, 1),..., (s, W(s)) pairs as W (s)
different lottery participants. For efficiency, instead of having each of them play
the lottery individually with probability p, we sample the number of winners from
the binomial distribution Binom (W (s),p) (similar to the sortition algorithm used
in Algorand |[GHM™17]). We do so because it does not matter which ¢ values win
— what matters is only the number of winners. If the binomial sampling returns &,
then (s,1),...,(s, k) are considered winners. This does not increase the complexity
compared to the unweighted-lottery-based scheme, except for binomial sampling
rather than lottery applied to each element.

Since the Decentralized Telescope scheme remains unchanged when weights are
introduced, we now focus on constructing a weighted Telescope scheme with a single

centralized prover as in [Section 3|
Using |Corollary 4] with Agee = Asec + 10g[Are1], At = 1, C' = 1 and allowing
the prover to make [, ] attempts as described in [Section 3.2.2) we get a weighted
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(Asecs Arel; Mp, 1f)-ALBA scheme with proof size

Asee +10g[ Aer] + 3 + loge + logn 12
log 72

(3)

and expected prover running time O(n + \2.), where n is the number of weighted

sec
elements in the input.

One can take the approach in to also minimize the worst case
prover running time, but in addition to carefully choosing the parameters d, ¢, r
and the DFS bound B, one also needs to choose the optimal pu. The key difference,
though, is that while in the unweighted case the size of prover’s input n,, is fixed and
known in advance, in the weighted case the size of prover’s input n is only known
at runtime, since elements can have large or small weight. A solution is to let the
prover choose the appropriate d, ¢, » and B dynamically based on the size of its
input n. The number of sets of parameters (d;, ¢;, r;, B;) should not be large to not
affect soundness too much. We estimate that by making ~ log A, sets of parameters
where r; are powers of two between 1 and A, one can construct a scheme with proof
size

Asee + 10g Arer + loglog A\ + C
u =

log e

where C' is a small constant, expected prover running time
n + O(u?)
and worst case prover running time
n 4 O(u? - \e).

The additional additive loglog A, factor in u comes from compensating the small
loss in soundness.

6 Knowledge Extraction for NIROPK

In this section we show how Definitions [1] and 2] can be realized. While Sections [3]
and (4] provide intuitive constructions with clean combinatorial analysis, they have a
missing piece — a knowledge extractor. As we will see, the simple soundness proven
there does not immediately imply proof of knowledge, and more reasoning is needed.
We also remind that the knowledge extractor must be straight-line; i.e., rewinding of
the prover is not allowed but observing its queries to the oracles is. Here we describe
the full NIROPK scheme including its knowledge extactor for the case of the basic
Telescope construction from while other Telescope constructions can be
made NIROPK in a similar fashion. For H = (Hy, Hs), define
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procedure Prove " (S))

run DF'S as described in HW,.A

procedure Extract

- [Bection 3.11 W function A"
procedure Verify™" () 7w ABW();
parse (t, 815 -y Su) =T v < Verify™ (r);
return 1 iff return 7
o 1<t<d run A" () and observe its oracles
- transcript 7;
oVl < ¢ < u, St = 0;
Hi(t,s1,...,8) = 1; for = queried to H; or Hy in 7 do
if W(z) =1 then
o Hy(t,s1,...,8,) = 1; L . add z to Sg;
return S;.

o V1 <i<uw, W(s;)= -
1

Theorem 19. Define parameters as in|Theorem 1. Then algorithms Verify™" with
Extract™"A satisfy the proof of knowledge property of Definition 1|

Proof. The extractor succeeds whenever A succeeds, unless A succeeds after query-
ing fewer than n¢ elements of S, which happens with probability at most 27 by
the following lemma. Thus, the proof of knowledge property follows by the union
bound. O

See on page [87

The following lemma resembles the simple soundness result in but
unfortunately is harder to prove. Whereas the proof of [Theorem 1] is a simple
application of union bound, the fact that the adversary can choose what weight-1
elements to query adaptively based on past RO responses makes the “vanilla” union
bound argument inapplicable. Fortunately, there exists a way around this problem.

Lemma 12. Define parameters as in[Theorem 1) and let E be the event that a valid
proof can be made from the first ny (or less) weight-1 elements that A{{’W queries to
H. Then Pr[E] < 27w,

We present the on page [8§| of the Appendix.
Combining the proof of knowledge property with completeness proven in
tion 3.1, we now state the main result of this section.

Corollary 8. Using parameters from|Corollary 1, (Prove, Verify, Extract) is a (Asec, Arets Np, 10f) -
NIROPK ALBA scheme.

In summary, we achieve information-theoretic but non-adaptive security; i.e.,
additional computational power does not help the adversary avoid knowledge ex-
traction but he is not allowed to choose the predicate / weight function based on the
random oracle. Adaptive security can be achieved the traditional way: rerandomize
the random oracle by including a commitment to the weight function as additional
input to the random oracle. However, the security downgrades to computational:
assuming that adversary makes at most 29 RO queries, we need to increase ALBA’s
Asec Parameter by q.
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7 Replacing the Random Oracle with PRF

In this section we show how to remove the need for the random oracle and instantiate
our scheme in the Common Reference String model (or alternatively, the Uniform
Random String model). This is a novel feature of our scheme in comparison to com-
pact certificates which inherently rely on the random oracle because of Fiat-Shamir.
We utilize a PRF for the hash function H with the CRS being a random PRF key
(or alternatively, uniformly random bits sufficient to generate one). We note that
although the PRF is only secure against computationally bounded distinguishers,
our ALBA scheme retains information-theoretic security.

Assume (GenKey, F') is a PRF such that for any oracle access program A° with
running time bounded by T,

Pr[A7() =1] — Pr [‘AF(GenKey()f)() — 1] ‘ < epu(T). (4)

We will assume the unweighted case, but the following can be extended to support
weights as well. Combining the improved Telescope construction from
with the tight bound on the number of accessible vertices (Theorem 11)) and instan-
tiating the scheme with the standard random oracle (Appendix BJ), one can build a
Telescope scheme such that for some B € O(\3),

e the honest prover’s DFS visits at most B vertices and outputs a valid proof
with probability > 1 — 27

e there exists a valid proof containing elements from Sg or the number of acces-
sible vertices exceeds B with probability < 27*.

Implement Prove (S,) as the standard DFS that visits at most B vertices and
define Verify” (1) in a natural way. We show an ALBA scheme under
where the random oracle is replaced with CRS. Below is the new definition and a
Telescope construction for it.

Definition 6. (Prove, Read, Verify, GenCRS) is a (Asec, Apes, 70y, f)-CRS ALBA scheme
iof and only if

e Prove is a probabilistic program;

Verify is a program;

Read is a program;

GenCRS is a probabilistic program;

completeness: consider the following experiment CompExp(S,):

crs < GenCRS();
7 < Prove(crs, S,);
output 1 iff Read(m) C S, and Verify(crs,m) = 1;

we require that for all sets S, with size > n,,, Pr[CompExp(S,) = 1] > 1—-27r,
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e soundness: consider the following experiment SoundExp(Sy):

crs < GenCRS();
output 1 iff 3, Read(m) C Sy A Verify(crs,m) = 1;

we require that for all sets Sy with size < ny, Pr[SoundEzp(Sy) = 1] < 27Aswe;

procedure R.Prove(crs, S,) procedure R.Read(m)
L T4 ProveF(CrS")(Sp); L parse (t, 1, ..., Sy) = T;
return T; return {si, ..., S, };
procedure R.Verify(crs, 7) procedure R.GenCRS
L 7 Verify?(7) (7). L k < GenKey();
return 7; return k;
Theorem 20. R is a (N, N, np,np)-CRS ALBA scheme where N,,, = X, =

—log (27 + £p(O(n, + A))).

Proof. Completeness follows from the fact that Prove’s running time is bounded
by O(n, + B) = O(n, + A\*) steps and that Prove (S,), when instantiated with
the random oracle H, finds a valid proof with probability > 1 — 27*. Acting as
a PRF distinguisher, we conclude that Prove’ (GenKey().-) outputs a valid proof with
probability > 1 —27* — g,+(O(n, + \3)).

To prove soundness, we can observe whether a DFS on set S; finds a valid proof or
does not terminate after visiting B vertices. In the random oracle case, one or both
happen with probability < 274, so in the PRF case it is < 27*+&,,¢(O(n,+A?)). But
the probability that there exists a valid proof in the PRF case cannot be larger. [

We present the full version of the proof in [Section C.3]

7.1 Knowledge Extraction for Definition 6| / [Definition 4

In this section we show how to generically convert an ALBA scheme under
to a proof of knowledge scheme under [Definition 3] We still assume the
unweighted scenario (W : {0,1}* — {0,1}) but the following can be generalized to
add weights. Sometimes it will be convenient to treat W as a set: {s: W(s) = 1}.

Let X = (X.Prove, X.Read, X.Verify, X.GenCRS) be a (Asec; Arel, 7p, n¢)-CRS ALBA
scheme (as in and define Y = (Y.Prove, Y.Verify, Y.Extract, Y.GenCRS)
as follows.

procedure Y.GenCRS procedure Y.Extract" (A)
. return X.GenCRS(); Si = 0;
procedure Y.Prove" (crs, Sp) while |S¢| < n¢ do
. return X.Prove(crs, S, N W); crs < X.GenCRS();
procedure Y.Verify" (crs, 7) 7« AV (crs);
S = X.Read(m); S = X.Read(m);
return 1 iff SC W A Sp=S U (SNW);
X Verify(crs, ) = 1; _ return S

Theorem 21. Y is (Asec, Aret, Ny, nf)-CRS proof of knowledge ALBA scheme.
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Proof. 1t is easy to see that Y satisfies the completeness property. We are left to
prove the proof of knowledge property.

First, notice that Y.Extract can only output a set S; such that Sy C W and
|S¢| > m¢. Now examine a single loop iteration in Y.Extract. We know that ¢ =
Pr [V.Verify" (crs, 7) = 1] =2 %= > 0 and Y.Verify"" (crs, ) = 1 implies that S C W
and X Verify(crs, m) = 1. So,

2 e g = Pr[Y.Verify" (crs, 7) = 1] < Pr[S € W A X .Verify(crs, ) = 1].

At the same time, since |S¢| < ng, by the soundness of X (considering the experi-
ment SoundExp(S;) from [Definition 6)), Pr[S C S; A X.Verify(crs, m) = 1] < 27 Asee,
Therefore,

£ = (2*>\sec + 8) _ 27)\sec S

Pr[S C W A X.Verify(crs, m) = 1] — Pr[S C S¢ A X.Verify(crs, 7)

1] <
Pr[(S € W A X.Verify(crs,m) = 1) A =(S C S¢ A X.Verify(crs, 7) = 1)] =
Pr[SCW AS & Sg A X Verify(crs, m) = 1] <
Pr[SCWASZS]<
Pr[3z € (SNW)\ Sy.

So, a single iteration of the loop adds at least one new element of W to S; with
probability at least . Therefore, in expectation, the loop runs for at most (ng+1)- %
iterations. Then it is easy to see that Y.Extract runs in expected time poly(7’,1/¢)
(treating ns as constant). O

In summary, we achieve information-theoretic but non-adaptive security; i.e.,
additional computational power does not help the adversary avoid knowledge ex-
traction but he is not allowed to choose the predicate / weight function based on
the CRS. Even then, this can be useful; one example is applications where PRF
seed is chosen by a randomness beacon after the statement to be proven is already
decided. As a last resort, adaptive security can be achieved by rerandomizing the
PRF using the random oracle: let the CRS be the output of the random oracle
on the description of the weight function. This can be beneficial to instantiating
ALBA purely in the random oracle model, for example, when the knowledge of an
ALBA proof is proven by a SNARK. In that case, calculating the CRS outside of
the SNARK circuit and using PRF inside the circuit lets one avoid heuristically
instantiating RO in the circuit.

8 Performance Comparisons

In terms of prover computation, the Simple Lottery scheme requires negligible effort
from the aggregator (apart from verifying membership and eligibility of the received
set elements). Compact certificates require the prover to build a commitment to the
set of received set items in the form of a Merkle tree, requiring O(n) hash evaluations,
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np /1 60,/40 66,33 80,20

ALBA Protocol Size Comms Size Comms Size Comms
GS [GS86] 829440 163840 32370
C. Cert. [MRV"21] (2%%) 3560 + 356m 2080 + 208n 1040 + 104n
C. Cert. [MRVT21] (2'2%) 4380 + 438n 2560 + 256n 1280 + 1287
Telescope, no weights (Sect. |3 2320 1360 680
Telescope, weights (Sect. 4.25 2410 1410 Tlo
Simple Lottery (Sect. H 41570 50580 14280 19810 3640 6750
Simple Lottery (A = 64) 3060c 35910 10690 13950 2830 4660
. 2730 741050 1590 284430 790 90680
Decentralized Telescope (Sect. |4.2)) 3540 149190 9050 59390 1040 19870

Figure 2: Certificate sizes and expected communication cost, expressed in re-
vealed/sent set elements (o) and, in the case of [MRV™21], secondary reveals of
the same elements in the form of Merkle Tree paths (n). The parameters Agec, Arel
are set to 128 unless otherwise indicated.

where n is the number of weighted elements in prover’s input. Telescope in turn
requires O(n + A?) hashes in expectation and Goldwasser-Sipser requires O(n,, - \)
hashes.

In terms of number of revealed elements, compact certificates need to reveal at
least log(’\;gc/nf) set elements (denoted by o) but they additionally need to reveal the
Merkle tree path of each element (denoted by 7) with regards to the commitment
constructed by the prover. The Simple Lottery scheme only reveals set elements
and the number of reveals has the same, linear dependency on Ay, but has a more
complex (and more costly) dependency on (n,/n¢). Telescope combines the best of
both worlds, as it only needs to reveal close to log(’\;;C/nf) set elements and integers
v,t with no need for secondary openings. Goldwasser-Sipser requires 8\ - (n,/ng)* -
(np/ns — 1)~* reveals.

In Figure [2f we compare proof sizes and communication costs of our constructions
with those of existing protocols: compact certificates [MRV™21] and the Goldwasser-
Sipser |GS86] scheme. Our analysis of the simple lottery scheme of is
also applicable to Mithril [CK21] as the combinatorics are very similar. Compact
certificates have computational security and we provide proof sizes secure against
adversaries making 2% and 2!'?® random oracle queries; Telescope, on the other
hand, has information-theoretic security and smaller number of revealed elements,
but becomes only computationally secure with number of revealed elements similar
to compact certificates when the adversary is allowed to choose the weight function.

We consider communication costs only where they are meaningful, i.e. in decen-
tralized schemes. We note that these costs may be significantly lower in the case of
weighted sets where the same element may appear multiple times with different in-
dices. For compact certificates, we derive values using the formula from [MRV™21].
For the simple lottery we use direct calculation, slightly improving on the bounds
of [Section 4.1} For Goldwasser-Sipser we use the analysis of in the
appendix. For Telescope we use the bounds from [Corollary 2| For Decentralized
Telescope we use parameters from along with a soundness bound from
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and solving for u. There is a tradeoff between the proof size u and the
expected communication p, and we include two data points in each table column.
For the weighted Telescope scheme we use the formula in [Equation 3|
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A Goldwasser-Sipser Protocol

Consider H a family of pairwise independent hash functions over {0, 1}*.

Let S be the subset of interest with |S| = N. Honest participants have at least
n, values. Adversary has at most n; values.

The core step of the GS protocol works like that

e The verifier sends random h € H,y € {0,1}¢ to the prover.
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e The prover responds with .

e The verifier accepts provided that = € S and h(z) = y.

Theorem 22. Let v € (0,1). For the honest participants, it holds that they can
convince the verifier with probability (1 — v)n,27¢, provided that ¢ > log(n,/27).
The adversary can convince the verifier with probability at most 2~ n;.

Proof. Consider the probability that the prover is capable of finding a suitable z
that convinces the verifier in the above interactive proof.

For an adversarial prover, we have that by the union bound the probability they
convince the verifier is at most ns2~¢.

For the honest participants, the probability they convince the verifier is at least

np2 ™ = Prlh(z) =y Ah(z') = y] =

z,x’

n
2—5 - P 2—25 >
= ()2
ny2~" — (ny279)?%/2

where in the penultimate inequality we use pairwise independence. The latter in-
equality is at least n,27¢(1 — 7) due to n,27* < 2. O

The GS protocol repeats the core step u times. The verifier in the end accepts
provided that T core steps are valid.

Theorem 23. Suppose we want to achieve error A, Asee for completeness and
soundness respectively with the GS protocol. Then it is sufficient to choose u >
8 max{Asec; s}t (x — 1) for x = n,/ny.

Proof. Let v € (0,1 — n¢/n,) and ¢ = log(n,/27v). The expected number of ad-
versarial successes is py = 27%ng = 27y(ng/n,)u. Similarly the expected number of
honest party successes is pp, = 27(1 — v)n, = 2y(1 — y)u. We set a threshold
T =~yu(l—~vy—n¢/n,). Let t = v(1—~—n¢/n,)u. Observe that ps+t =T = p, —t.
It follows by the Hoeffding bound that: (1) the probability that the adversarial
parties reach T = iy + t successes is at most exp(—2t2/u), (2) the probability that
the honest parties have T successes or less is exp(—2t/u).

We require that exp(—2t2/u) < 27 and exp(—2t2/u) < 2%, Given that
2t? Ju = v*(1 — v — ng/np,)?u we obtain that it should hold

u> 72 (1 =y = ne/np) "> max{ e, v} /2.

We can set now v = 6(1 — ng/n,) for some 6 € (0,1) and we obtain that u >
072(1 —0) 22 /(2 — 1)* min{ Asec, Are1 } /2. The statement of the theorem follows for
§=1/2. O
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B Implementing Hy,, H;, and H, with a Binary
Random Oracle

In this section we address how Hy, Hq, and Hs used in the Telescope construction
(Section 3|) are implemented from a single random oracle H that outputs binary
strings. We know how collect enough bits from H, using the standard techniques
for domain separation of inputs to ensure that domains of H corresponding to inputs
of Hy, Hi, and Hy don’t overlap, and using counters as necessary to collect more
bits if the output of H is short.

H, and H; need to output a uniformly distributed integer in [n,] (or 1 with prob-
ability 1/[n,], which can be handled by outputting a random integer and checking
if it is 0). If n, is a power of 2, we are done. Else, set a failure bound egy, set
k = [logy(ny/ei)], and set d = [2%/n,|. Use H to produce a k-bit string, inter-
pret it as an integer i € [0,2% — 1], fail if i > dn,, and output i mod n, otherwise.
(Naturally, only the honest prover and verifier will actually fail; dishonest parties
can do whatever they want.)

Hs needs to output 1 with probability ¢. We will implement Hy by finding a
rational approximation x/y to ¢ where y is a power of 2 and 0 < ¢ — (2/y) < €gair;
we will get ¢ € [0,y — 1] out of H and output 1 if i < x. This will increase the
probability of output 0 by at most eg,y.

The probability of failure for a single oracle query to Hy or H; is less than
np/ 2% < ep1. Conditioned on not failing, the distributions of Hy and H; are perfectly
accurate, which is important for our soundness / extractability arguments, as we
have no bound on the number of adversarial queries to its oracles. (An approximate
distribution would not work here.) The value of ¢ simply becomes slightly lower, by
at most ep.;. Extractability works the same way as before, because queries to Hy, H1,
or H, are now replaced with queries to H, but the extractor can read those equally
well. The facts that queries can fail and that g is slightly lower reduce the probability
of adversarial success, which marginally improves the bounds in Theorems I}, [6] and
without changing anything else in the extractability proof.

The only effect is on reliability, which gets reduced by &g - ¢ro, Where ¢, is the
number of random oracles queries made by the honest prover. Given tight bounds
on the prover running time in [Section 3| which are guaranteed with overwhelming
probability, we can bound this loss by setting eg,; high enough.

C Additional Material

C.1 TImproved completeness for [Section 3.1

Theorem 24. Assume 0 < q <1 and

i> el (l—l— u—i—lnu)
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Then completeness error is < 27 and the probability that there exists a valid proof
with a particular integer t is at least

(1 u—l—l—l—lnu)_l
q 2

Proof. Completeness can be described using the following recursive formula. For
0 < k < u, let f(k) be the probability that when fixing a prefix of an integer in
[d] and u — k elements ¢, sq, ..., Sy_, there is no suffix of honest player’s elements
that works, meaning there is no s, _gi1, ..., S such that for all u — k +1 < i < u,
Hi(t,s1,...,8;) = 1, and Hs(t,s1,...,8,) = 1. Then

e f(0)=1—g¢
o for 0 <k <u, f(k+1):((1_L)+L,f(k))"p;

e the probability that the algorithm fails in the honest case is (f (u))d.

This recursive formula can be approximated:

sy = (14 Lum-n) " <

Tp
<€%(f(k)*1)>"p _
el k)—1
We are thus interested in the sequence {z;};>0, where o = f(0) = 1 — ¢ and
Trpe1 = €71 By induction f(k) < x, because f(i + 1) < /O~ < el = 1,4,
Claim 1. For k > 1,

1 In(k — 1)\ !
—ln;pk::[—xk_lz (__l_%) .
q

Proof. Let zp = —Inxp =1 — 1 and note that z; = q. Then
2 2
Zk+1:1—$k:1—€72k >1- (1—Zk+%) :Zk—%{:.

Let t; = q and t,; = t, —t3/2. By induction, z; > t, because z;,; = z;—22/2 >
t — 122 = t;y1.
Let y, = i Then

(1 1_1_2y,%_+1+ 1
Yk+1 = r 2y,% = = Yk 5 4yk_2,

and, by induction,

Eoo- 1

yk+1:y1+§+i:1 Iy —2
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Since y; > 1 + (i — 1)/2, we have 4y; — 2 > 4y; + 2(: — 1) — 2 > 2i because
y1 = 1/q¢ > 1. We thus have

k
1 k 1 1 k 1/1 1 1 1 k+1+Ink
<42 Sl T e e
yk+1_q+2+;i_q+2+2(1+2+ +k)_q+ 5
Recalling that —Inzy = 2z > tx = (yx) ! concludes the proof of the claim. O

Therefore, the probability that the honest prover succeeds for a single choice of
integer ¢ is at least 1 — x,,, which by the above claim is at least

(1 u—l—l—}—lnu)l
__|_—
q 2

which means the expected number of attempts for different integers t is at most
1 u+14Inwu
= + =T

q 2
The probability that the prover fails after d attempts is f(u)? < 24 = exp(dInz,) <
exp(—Ae1/ loge) = 27 by the above claim and the definition of d. O

For the smallest running time, choose ¢ = 1. Choosing a smaller ¢ increases the
running time but slightly decreases u, because log(gd) shrinks. Using the above and
'Theorem 1} we can make the following choice:

Corollary 9. Let

u > )\sec + lOg )\rel _tll B lOg log € : d > (U + In u))‘ﬂil; _ 2/\rel ‘
- log n—’; - loge dloge

Then soundness error is < 27 and completeness error is < 27 ret,

C.2 Improved soundness bound for [Section 4.2

Theorem 25. Assume 0 < < n, and c = % > 1. The soundness error is at
P

most
ard (M) ep (M2 1Y Cra () e (4 1).
PTp 2(c+1)? P1p 2pny
Proof. Let random variable N denote the number of adversarial elements chosen by

the lottery and E be the event that a valid certificate can be formed using those N
elements. Also define probability p = p/n,. The soundness error is thus

ZPr[N =] Pr[E|N =] =

44



by |[Lemma 13}
png \ u(c+ 2)
<lgrd- [ L) . TS ) =
<o (gre) o (5 )

pne\ u(c+2)
d-{—] - ——+ 1| <
v <pnp) P (2(62 +2c+1) *
qrd - (ﬂ) - exp (E + 1) =
PNy 2c
u 2
qrd - (ﬂ> - exp (u e +1).
Php 2png
Lemma 13. Let 0 < p < 1, assume ¢ = png/u > 1 and define

£y = e d) -pi‘“T-Llfl —p)T i
f

Then
A u(c+2)
i:E 1 f(l) < exp (m + 1).

Proof. Let 1 <i* < ng be an integer that maximizes f(i*) and for all 1 <i <mn;—1
define

L fE+1)
A=
Suppose i* = n;. Then
DS = fl)+ D flne—j—1) =
f(ng) (1 - Z_: A k- 1)) <]
by [Commma 17
[l ng — k—1

(<] f(ns) (1 + 2 L[O =1k % 1)> <




by Taylor series (Lemma 33)),
(=] e fng) [<]

f(ng) = p™~*; since png/u > 1, ng > w and f(ng) < 1; then

<o (Fem )

Now suppose 1 < i* < ng. Combining [Lemma 15| and [Lemma 20,

if(i)ge. M.m*)g

2mi* (ng — i) \/27”— ( 00:3))—exp(%+1>.

Lemma 14. Let 0 < p < 1, define

ao Clpd)-p-(A—pymt-it o fi+ )
f(9) n;: AN G

and let 1 < i* < ny be an integer that maximizes f(i*). Then for all 0 < z < ny—i*,

i*(ng—1* — 2)

IA

A"+ 2)

and for all 0 < z <1* — 1,

(" —z—=1)(ny—i*+1)
(i* =) (np—i*+2z+1)

AN —2-1) <

Proof.

e pt (Lot G D) el p T (L))
i+ (ng—i—1)-n il (ng—14)! - nf
p-(ne—i) (i+1 v
(1-p)-(i+1) ( i > -

e ()
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Then for 0 < z < ny — 7%,

since A(i*) <1
For 2 <1 < ny,

IN

and for 0 <z <" —1,
AT —2—1) =
(1—p)-(*—2—-1) (1_ 1 )“‘1

p-(ng—*+z+1) i —z

<

(1-p) (" =2-1) (1_1)‘“

p-(ng—i*+z+1) i*

(1—p)- (@ —1) N == =i+ 1)
p'(nf—i“rl)'(l_i*) (i* = 1)(ng—i*+2+1)
(*—z—=1)(ng—i*+1)
(i*—D)(ng—i*+2+1) ~

(" — 2 — 1) (ng — i* + 1)

(i* — 1) (ng—i* + 2 + 1)

A7 —1) -

since A71(i* — 1) < 1.
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Lemma 15. Let 0 < p < 1, define

oy = Sl P 0P

u
ny

let 1 <i* < nyg be an integer that maximizes f(i*), and assume i* # ny. Then

Zf(i) <e- w - F ).

ny
Proof. Define
i*(nf — Z*)
zs )
We need to prove that
S0
V2o - f(i*) T

We consider multiple cases covering all possibilities. Throughout, we will use

Lemmas [14], [16] and .

1. 3*=1: Then a =2

a>1/2.

S G )2 1
V2ma - f(i*) = V2T« (1 et \/5> Vor - V2ra * 21 <22

2. i* =2: Then o = 2("5—;2) Since ng > i*, a > 2/3.

. 1 1 2 2 1
= I1+1+2Va+—| = + + <24
V2ma- f(i*) T 27ra< va \/a) V2m 2t V21«

3. ng—i* =1, =3: Then a = 3/4.

St f@) 1 1 2
= < s+1+1+1)=4/—--35<1T7.
V2 f(i*) T V2ma\ 2 3
4. ng—1* =1, > 4: Then o = J = >4/5

Z?Q f(@) 2 2
NG T < \/_<2\/_+ \/_+1+1> \/_ \/_ = < 2.7.

ko % . 2
5. ng—t* =2, > 3: Thena—i*ﬁ_

> imy J () 1
Vg f(l*)<\/_<2\/_+\/_+1+1+2> \/%-i- 27th\/%ofm.
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6. ¢* > 3, ng —¢* > 3: First notice that

min{i*, nf—z} 3
- 2 2
Then
S
V2o - f(i*) T
1 2 1 "
2 a—1+—+ +1+2 b =
\/27ra< va Va va Va nf)
L 4o+
% N —
V2T Va
4 3
— + <24
21 V27«
Lemma 16. Let 0 < p < 1, define
~ Clngi)-p=%- (1 —p)yvwt.qv i*(ng—i*
f(l):(f) 5 ) ;a:<f );

and let 1 <i* < ny be an integer that maximizes f(i*). Then
-1 5 g
Z £(3) <2\/& —1+ 7ot f)
Proof. Let 2z = |/a|. By[Lemma 17

i*—1

Zf(i)s
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letting [/a] = \/a —e where 0 <e < 1,

=) f<z'*>(¢a—e+%+;—z>=

» —Va+eJa+1 i\
f(l)(Q\/a—&f—F \/a_€+1 +E>—
. —Va+1l+e*—e @\
f(z)<2\/5+ N +;f>_
. 2+e2—2 i
f(z)<2\/a—1+m+a) <

v

" 2 )

Lemma 17. Let 0 < p < 1, define

Clngi)-p=*- (L—p)mr i
ny

f) =
and let 1 <1i* < ns be an integer that maximizes f(i*). Then for all integers z > 0,
— F(np—i*) 1
. » F—
< _—+ — .
;f(w </ )<z+ ST z+1>

Proof. Define A(i) = f%)n_ For all integers 0 < z < i* — 2,

i —z—1

> )=

i —z—2
[ —2-1-j)=
j=0
¥ —z—2 J
PN IGEEES || PG B O
j=0 k=1
*—2—2 J
f@) > [[a ' —2-1-k) <
j=0 k=1
i —z—2

1) Y AT -z =2) [<]

20



by [Lemma 14

o) . ) J

Z (i —2z—=2)(ng—i"+1)\

“ D(ng—i*+2z+2) )
1

f(l*) ’ 1— (i*—z—2)(ng—i*+1)
(" —1)(ng—i*+2+2)

The restriction that z < 7* —2 can be replaced with z < ¢* — 2 since when z = * — 2,

i*—z—1

1
; @)= F) < $6) = F0) ——amr

(i*—1)(ng—i*+2+2)

Hence, for all 0 < 2z <% — 2,

i*—z—1

. " 1
2 f(/l) S f(l ) ’ 1 - (7;*7272)(7Lf7i*+1) =

(i*=1)(ng—i*+2+2)

(GG 2 L )

z+Ung  ng (z4+1D)ns z+1 ng (24 D)ng

il e—) 1
Ut )< (z 4+ 1)ng +E+z+1>’

If 2 <4 —2,
*—1 *—z—1 =1
D= > f+ Y )=
i=1 =1 1=i*—z

Otherwise if z > i* — 2,

i*—1

Zf (3 —1)f(i*)SZf(i*)Sf(i*)<z+iz(nf—_i*)+z+ : )

z+1)nf ne z+1

Lemma 18. Let 0 < p < 1, define

£(i) = Cny i) p™ - (L—p)""- N U )

and let 1 < i* < ny be an integer that maximizes f(i*). Then

Zf (2\/_4—7—@)-

i=1*41
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Proof. Let z = |\/a|. By ,
> ri) <

i=i+1

f(i*)<L\/aJ +m+1—n—f) =l

letting || = \/a —e where 0 <e < 1,

=] f(@”‘)(ﬁ—HLH—ﬁ):

\/5—5+1 ne
. a-ya i)
f(2)<2\/a—€+m+1—a> —
N —Ja+e?—¢ i\
f(Z)(Q\/a—i-m-i-l—a) =

. e2—2+1 i
S ><2\/a+—\/5—5+1_;f)

» 1 7

Lemma 19. Let 0 < p < 1, define

nf

f@@) =

and let 1 <i* < ny be an integer that maximizes f(i*). Then for all integers z > 0,

ng . o (. i*(nf—z'*) _i
> f) < £ ( e ! nf).
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Proof. Define A(i) = L0 For all integers 0 < z < ng — i* — 1,

(@)
> ofh) =

i=i*+z+1

ng—i*—z—1

> it z414j) =
j=0

ng—i*—z—1 i

Z f@+z2z+1 HAZ +2z+k)
k=1

ng—i*—z—1 jJ

f@@) Z HA@ +z+k)

Jj=0 k=1

ng—i*—z—1

o AN+ z+1) [<]

J=0

by [Lemma 14|

i i*(ng—i*—2z—1) ’ B
P (i* 4+ 24+ 1)(ng—3*) |
" 1
f) - i (ng—i*—z—1)

L - (i*+2+1) (ng—i*)

The restriction that z < ng —¢* — 1 can be replaced with z < n¢ —¢* — 1 since when
z=ng—1" —1,

1
S S = ) < @) = ) e

i=i* 4241 L e (=)
Hence, for all 0 < z < ny — " — 1,
ng
> fl) <
=i 21
f@) - - i*(”flfi*fzfl) =

(i*+2z+1)(ng—i*)

f(z'*)-(ig(”f—_mﬂ—f).

z+ 1)ng ng

If z<mny—11*—1, then

i=1*+1 i=t*+1 ¥ 4241

23



Otherwise if z > ny —¢* — 1, also

Lemma 20. Assume 0 <p <1,1<i<n;—1 andc=png/u>1. Then

Clngi)-p=* - (1 —p)-i < Ty -exp(u(c+2)).
ng 2mi(ns — 1) 2(c+1)2

Proof. By Stirling’s approximation (Lemma 36),

Clng i) -p - (L—p)"" -

[S] 7 o ng—1i -
Veri- (£)" - \/2m(ne — ) - (24)™ u
ne n?f . pi—u . (1 _ p)nf—i LU
2mi(ng — 1) it (ng—d)miond

I £ A S DA
27ri(nf — Z) 7 neg — )

i—u . ng—1i
(B (e ) <
2mi(ng — 1) i ng—i

by
ng u(c+ 2)
S ot = P (2(c+ 1)2)’

Lemma 21. Assume:>1,0<p <1 andc :pnf/u > 1. Then

piy i—u‘ i—pny M
(2) C =P o)

o4



Proof.

. ((@) ,ez'—;mf> = (i —uw)n X i png ]
i 7

Letting * = i/u and ¢ = pn¢/u,

=] U((x—l)ln@+x_@> _

Tu u

u<<x—1)1n5+:c—c> <]

T
By [Lomma 22
c+2
< .
sl s
O
Lemma 22. Let x > 0 and ¢ > 1. Then
T c+2
— d e —— =
(1 x)lnc+x 0_2(c+1)2

Proof. Define function

then
c 1 1

f’(a:):—lnz—l—(l—x)-—-——l—l:——lnf.
c T c T c

Thus, f(z) is increasing on the interval (0, ¢] and for any z in this interval, f(z) <
f(c) = 0 and we only need to prove the bound for z > c.
Assume z > ¢, then

f(z):(l—z)lné—i-z—c:

(z—1)1n2+z—c:

(z—1)1n<1—2;6)+z—c[§]
By [Lemma 30]
<] <z—1>.(—tc—(:;;)?)ﬂ_c:
(Z_C)<1_z;1_(z—12)z(2z—c)) B
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Define function

o) = o — o - E=PE=T),

x 212

By [Lemma 23| g(x) is non-decreasing for = € [c,¢ + 1]. Hence, f(z) < g(z)
gle+1) = gy

Lemma 23. Let ¢ > 1 and define function

o) = =05 - =),

x 212

RV

g(x) is non-decreasing for x € [c,c+ 1].
Proof. 1t can be checked that the derivative

g (z) = —%( P —cle+4)r + 202>

which is non-negative for x € [¢, ¢ + 1] by [Lemma 24| O

Lemma 24. Let ¢ > 1 and define function h(z) = 2* — c(c + 4)x + 2¢*. Then
h(z) <0 forz € [c,c+ 1].

Proof. First notice that h(c) = —2¢*> < 0 and h(c+ 1) = 1 —¢ < 0. Also the
derivative h/(x) = 32% — c¢(c +4). Then h(z) is decreasing at * = 0 and changes
direction only at one coordinate x > 0. Hence, h(x) <0 for = € [¢,c+ 1]. O

C.3 Replacing the Random Oracle with PRF

Theorem 26. Take any set S, with |S,| > n,. Then the construction R satisfies
Pr[CompExp(S,) = 1] > 1 —27* — g,(O(n, + A?)).

Proof. Define

procedure A°
T < Prove®(S,);
return 1 iff 7 # L.

By the assumption about our Telescope construction, Pr[A%() = 1] > 1 — 27
Since the running time of A? is bounded by O(n, + B) = O(n, + A?), equation
gives

Pr | AP0 () — 1) > 127 — 2Oy, + X)),
But
Pr [AF(GenKeY()v')() = 1] = Pr[CompExp(S,) = 1].

]

Theorem 27. Let Sy be any set with |Sy| < ny. Then the construction R satisfies
Pr[SoundEzp(Sy) = 1] < 27 + £,,(O0(n, + A%)).

26



Proof. Define A° as follows: after prehashing elements of S;, run the standard
Telescope DFS; if we find a proof 7 that passes Verifyo(w) or the DFS does not
terminate after visiting B vertices, then output 1; otherwise output 0.

By the assumption about our Telescope construction, Pr[ A% () = 1] < 27*. Since
the running time of A? is bounded by O(n¢ + B) = O(n, + A\?), equation [4] gives

Pr | AP0 () — 1] <273 4 (O (g + 2Y)).
But since SoundExp(S;) = 1 implies A" (Ge“Keyo")() =1,

Pr[SoundExp(S;) = 1] < Pr [AF(GG“KG-‘Y(L')O —1|

]
D Proofs
Proof of (Theorem 3
E Z Aj,s1 ..... 51] =
S1yeny SiESp
Z E[AJ}Sl ----- Si] =
51,..,5;€Sp
Z ]E HHl(jvsb 75])] =
51,...,8;€S5p j=1
Z HE[Hl(jv'Sl? 7'3])} =
S1,...,8;€Sp j=1
> IL-
51,...,8;€Sp j=1 P
T (i) _
51,..,5:€Sp "p
i (i) -
p np
1.
L]

Proof of [Theorem J]. Let X; be the number of hash invocations in tree i and let Y;

be 1 if a valid proof starting with integer i exists and 0 otherwise. As described
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earlier, E[X;] < nyu + 1. Also by [Lemma 2]

2
Pr[Y,-]El—exp(—q%—u-%).

Therefore by [Lemma 35| the expected total number of hash invocations is at most

npu + 1
1—exp<—q+u-%>
The statement of the theorem then follows from [Lemma 31l O

Proof of [Theorem 4 Let t > 0 and define the sequence {z;} as follows: let zy = 1

and for k£ > 0, let
1 1\"™
Tyl = (—xket +1-— —) )
n

n
By [Lemma 41} E[e'”] = .

Define the following sequence {y;}: let yo = 0 and yj.1 = yp + ¢ + (yp +1)*. We
will prove by induction that if 3, < 1 then for all 0 < k < u, x;, < eV,

Basis case: zp = 1 < 1 = e%. Inductive step: xp,1 = (%xket +1 - %) = (1 +
%(mket — 1)) < (e%(l‘ket*”) = exp (a:'ket — 1) < exp (eyk+t — 1). Since y, +t <

Yo +t+ (e +0)? = yer1 <o <1 g <exp (T4yre+t+ (e +6)2—1) = exp(yet).
Hence, E[e!?] < evu.
By Markov’s inequality,

eyud (5)
S = P ( —d((1+4 0)tu — yu)>

Pr [Z > (1+ 5)du} — Pr [etZ > e(1+6)tdu:| <

We now need to find some ¢ and y, that maximize (1 + 0)tu — y,. However, instead
of picking a suitable ¢ and finding a bound for g, in terms of it, we do the opposite.
We first choose an upper bound « for g, and then calculate a suitable t. We use the
observation that v > yk41 — Yiyy — t > Yrp1 — Yz — t. Details follow.

Let o < < and ¢ be such that & —ua® —ut =0 (i.e., t = 2 — a?); it can be seen
that £ > 0. We will prove by induction that y; < 0‘7’“
Basis step: 4o =0<0 = aT'O.

2
Inductive step: yrp1 = yr +t + (yp + 1)* < % + & — a? + <a7k + & — a2) =

ak+1) a2 + (a(ku-H) _ 062)2 < a(kj—l) — a2 + (Oé _ a2)2 < a(k+1) a2 —|—Oé2 — oa(k-&-l).

u - u u

Hence, y, < a.
Then (14 d)tu —y, > (1 +0)tu —a = (1 +9) <% — a2>u — «v. Differentiating
with respect to a, we find that this expression is maximized when

s
C2(146)u’
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It is easily verified that o < %
Therefore,

(14 0)tu —y, >

(1+9) 0 — i we— 0
21+ 8)uz  4(1 4 6)2u? 214 0)u
s 5 _
2u 4(1+8u  2(1+0)u
26(1+6)—0%>—20
4(1+6)u B
52
4(146)u

Hence by equation [5]

Pr([Z > (14 6)dul Sexp(—ﬁ-g).

]

Proof of[Lemma 4 We will use Markov’s inequality with Poisson approximation.
Define Z = % Soir e i — (1 —gq). Then

np

1
—E e i > 1 — g+ cg?
n, = qTcq

Pr =Pr[Z > c¢*][<]

i=1
Since n—lp S et > n—lp S (1—gX;) = 1—% i, X; = 1—q, Z is a non-negative

random variable; by Markov’s inequality,

E[z] E [% Ylityer = (1 q)}

<] g - g -
E LS00 e - L5 (1 - gX3)|
cq? N
B L5 (7 - (- 4X)]
o <]

Since % Sy (e79m — (1 — qay)) > 0 for any 1, ...,x,, and since the derivative

(e“” -1 —qa:))/ = —qe " 4q= q(l — e“”) > 0 for any x > 0, one can see that all
conditions for Poisson approximation in [MUO5, Theorem 5.10] are satisfied. Then,
letting Y; be independent Poisson random variables with mean 1 (i.e., for all integers
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<] o -
2y (B[] - (1-q)
cq?
Now,
= 1
E [e ?Yi] = e 4. _ <
=S
LS (1-ar @2 1
e = 2 g!
(S )
| | |
e = 7! = 7! 2 = J
By [Lemmma 33
1 2
[=]- (e—q-e—i—q—-26>=
2
1—q+ ¢~

Combining this with the previous inequality, we get

1 &
Pr [_Zequ >1—q+ci®| <

n
P =1

2y (U-g+)-(1-0)

cq? -

c
[l
Proof of[Lemma 5 We use Poisson approximation: for 1 < i < n,, let ¥; be in-

dependent Poisson random variables with mean 1; i.e., for all integers j > 0,
PrlY, =j] = $ Then by [MUOQ5, Theorem 5.10],

np 1 "p
—Y e ™ >1-q+4¢°
(g

1
—Y e > 11— g +4¢°
0

Pr <2.-Pr . (6)

This arithmetic average can be analyzed using Hoeffding bound, but it doesn’t give
the best result. Instead, we derive a custom moment generating function for the
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summand. For any ¢ > 0,

E [etefqy’} —

o0 tefqi

> -
eq!

1=0

X t(em-1)
e
t—1
— <
DD
i=0

X1 4 t(em9 — 1) 4 0=

. <
7!

2(1—e= )2

2
X 1+t — g+ 25 1)+
et—lE 2 2

<1 — tgi + @ 4 B

2!

<]

Since 0 <1 —e % <1—(1-gqi)=qi,

e
t1§:

=0

- tqz—l—t(‘”) + 2@

~.

[=]e'™ (e —tge + (t —1—152)52 2@) =
e(l—tg+ (t+t*)g*) <

_ 2
ol . e tat(t+t)g

etl=a+(1+t)q?)
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Combining this bound, equation [6] and Markov’s inequality, for any s > 0 we get

1 &
Pr [_Ze_qx" >1—q+4¢*| <

n
P =1

"p ,—qY;

2-Pr [e% Zizi© >
E [6% it equi]

2 os(l—qtia®)

> 68(1*q+4q2)] <

es(1—q+4q?)

H?:pl E [e%e—qm}
2.

es(1—q+44?) -

e trn)

2 es(1—q+4q?) -
2¢~ (4717%) 5q%

Setting s = %np, we get

1 &
a [_Zeqxi > 1—q+4¢%| < 2e i

n
P =1

Proof of [Lemma 6. Define random function f(z) = nlp Soir, xXi. By [Lemma 45|
Pu{F|Hy) < ( (1) ) .
e

Pr{F|E] = E | P1[F|H, E]|E| = E | Pr[F|Ho]|E] =

(=)

o (a—cug)d

Therefore,

E

fle™) < e““f] <
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Proof of [Theorem 7. Let X; = |{s € S, : Ho(s) = i}| be the number of balls in bin
i, let E be the event that n—lp S emXi < e79t49° and let F be the event that the

honest prover fails. By [Lemma 43|with \ := 2:=t1%83 3nq ¢ .= 4 Pr[F|E] < g2 e,

loge
Also by [Lemma 5| :

21w’
This is at most 2 - 27 if and only if
3.2 < il =y
9 2
Zloge “Npq” 2> Arel +10g 3 =

4(Arel + 1log 3)
9loge - ¢?

4(Arel + 1log 3)

N 9loge - (2()\re1+10g3))2

np =2

Np
dloge

4(Arel + log 3)

4(>\re1+10g 3)2
d?log? e

ny =2

’ 9loge -
d*loge

~ 9(N\ar + log 3)

p

which is true by our assumption about n,.
Hence, Pr[F] < 27 A, O

Proof of[Lemma 7. By |Lemma 44| a single tree does not contain a valid proof with

probability at most exp(—q+ cug?) given event E. Also by [Theorem 8| the expected
number of vertices that the algorithm visits in a single tree is < u + 1, given any

arrangement of balls into bins. Thus, using [Lemma 35| and [Lemma 31},

u+1 2(u+1)
E [V‘E} S 1 — efq+cuq2 S q— cqu'

]

Proof of [Theorem 9. Let V be the number of visited vertices, let X; = [{s €
Sp @ Ho(s) = i}| be the number of balls in bin i and let E be the event that
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1 N X —q+4q¢°
no 2im e <e . Then

E[V]=E|[V|E]-Pr[E] +E[V|E] - Pr[E].
Clearly, Pr [E] < 1. By |[Theorem 8| there are d(u + 1) accessible vertices in ex-

pectation; thus, E [V|E} < d(u+1). By [Lemma 5| Pr [E] < 2e~ i ?, Finally, by
with ¢ = 4,

< 2(u+1) < Ad(u+1)

E|VIE .
V1 ]_q—4uq2_ q
O
Proof of [Theorem 10, Let
1
o= —,
w
1 N 1 22\
c:(—+w)-w +2(1+—)+3= < +7,
o Np ow Np

let X; =|{s €S, : Ho(s) = i}| be the number of balls in bin i, and let E be the
event that nlp S e Xi < eotee® with Pr[E] > 0. By [Lemma 48| with A == X,

1=

;27
Pr[Z > §du|E] < e = T (7)

Define Y; to be Poisson random variables with expectation 1, define

s e ifY, <w
o otherwise

and

Bi:{o ifY; < w

otherwise.

. 2
Since 1 4 o + ca? < e¥tea”

Tp

Pr [E] <Pr [ni Zeo"xi >1+a+ca?|[<]
P =1
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By Poisson approximation [MUOQ5, Theorem 5.10],

1 %
— ) Vi > 14 o+ ca?

[<]2-Pr

i=1

1 &
2-Pr [—Z(Ai—i-Bi)Zl—i—oz—i—cof

n
P =1

2-Pr[ ZA —|——ZB > 14 a+ca?
i= [

1 &
aé&zﬁ)

1 &
2. (Pf [_ZAi21+a+(c—1)a2 + Pr

n
P =1

By with A .= X and n = n,,

1 & ;27
Pr|—) A4,>1 — D | <eN=2—,
r[np; >1+a+(c )a]_e 1
Finally, by [Lemma 51| m with n = n,, z := o? and by our assumption about w,

"' . p(w+1)
Pr iZBz'ZOﬂ < (wt2): e =
np e-(w+2—ev) - (w+1)!-a?

=1

w1

w? (w+2)-e <2_’\
e-(w+2—e/v)y - (w+1)!—~ 8

Hence Pr[E] < 2 <% ZT) = % 272, Combined with equation , we conclude
that Pr[Z > ddu] < 27 O

Proof of [Theorem 11} Let

1 2N
c:2(—+u) — +3,
o np

let X; =|{s €S, : Ho(s) = i}| be the number of balls in bin i, and let E be the
event that nip Z?pl e Xi < eotee® with Pr[E] > 0. By [Lemma 48 with X ==\,

;27
Pr[Z > §du|E] < e = - (8)

Define Y; to be Poisson random variables with expectation 1, define

A — Ve if Y, §.u
0 otherwise
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and

e?Yi  otherwise.

Bi:{o ifY, <u

. 2
Since 1 + a + ca? < evTe”

<]

n inp a-X; 2
Pr[E] <Pr [n Y e >14a+ca

P =1

By Poisson approximation [MUOQ5, Theorem 5.10],

np

1 oY 2
J— >
- g e zl4+a+ca

[<]2-Pr

i=1
p

1
2. Pr [—Z(Ai+Bi)21+a+ca2

n
P =1

2.Pr [iZAH—iiB,-Zl#—OH—caQ

i=1
1 &
— Bl 2062

1 & , 27
P —Ein>1 —1Da?| <e N ="—.
r[np >1+a+(c )a]_e 1

<

+ Pr

1 &
2. (Pr [— E Ai>1+a+(c—1)a”
"p i=1

By [Lemma 50| with A .= X, w = w and n = n,,

i=1

Finally, by with w = u, n = n,, ¥ = o* and by our assumption

about u,

1 Np (u+2)'eo¢(u+1)
Pr|— ) B, >d*| < =
r[ Z _a]_e-(u+2—ea)~(u+1)!-oz2

3ud(u+2) - e 272

< .
e N-(u+2—eV*) - (u+1)! = 8

Hence Pr[E] < 2 (? + %) = 2.27*. Combined with equation , we conclude
that Pr[Z > ddu] < 27 O

Proof of[Lemma § For k € Z with 0 < k < u, define

— )\—l—logu_ 1
b loge  q—ckq?|’
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let GG), be the event that the algorithm visits more than my, vertices at height u — k
(root vertices, consisting of a single integer, being at height 0), and let Fj be the
event that the algorithm entered at least my vertices at height u — k£ and the first
my, of them were not prefixes of a valid certificate.

Since
! A +logu <4 1
k=0 oge 1T
u—1
A+ logu 1 u—1—-k 1 k
_g.z(_. N . )+u:
loge —~\q u—1 qg—clu—1)¢> u-—1
A+1 1 1
ﬂ.g. -+ +u < B,
loge 2 \q¢g q—clu—1)¢

it follows that for all hg satisfying event E,

u—1 u—1
Pr[V > B|Hy = ho] < Pr | \/ Gi|Ho = h()]gpr \/FkHO:h[)]g
k=0 k=0

-1

S

(]

Pr[Fy|Hy = ho] [<]

and by [Cenma 19,

Hence,

Pr(V > BIE] = E | Pr(V > B|Ho, E||E| =E | PrV > B|Hol | E| -

u—1 —q E\ ™k
E (eq. (Lq)) ) flemn) < emated | <
o—
k=0
u—1 s u—1 )\ + IOg u
G_Q+ckq2> < exp( ) 2~ A u=2" )\
kz:; < kz:; loge Z /

[l
Proof of [Theorem 14 Let X; = |{s € S, : Hy(s) = i}| be the number of balls in bin
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i and let E be the event that % S emXi < 74+ By [Lemma 5

U

Pr |E| =

n
1 «— ,
PI- _ E equz > €7q+4q2 S
[ g

1 &
Pr [_Ze—qu >1—q+4¢*| <

n
P =1

9
9e~ 1m0

This is at most % - 27"l if and only if
4.9 < e

9
Z—lloge-npq22>\rel+2<:>
N 4(Arel + 2)
P~ 9loge - ¢2
4(Apel + 2
0 > (Aret +2)

= 2
Are
9loge - (—Q(dloig"f))

4<)\1rel + 2)

4()‘1‘01"1‘2)2
d2log? e

p

~ 9loge -

i d*loge
b= 9(>\rel + 2)

which is true by our assumption about n,.

Let F' be the event that the honest prover fails. By [Lemma 43 with A\ := ’\f(j;;f
and ¢ =4, Pr[F|E] < - 27,

Finally, let V' be the number of non-root vertices that the algorithm visits and
define

1 1 1
B:u()\rel+2+ ogu)( N )+u;

2loge q q—4ug?

Arel + 2+ logu  3ud
B = . .
Mot + 2 g Y

By with A == A\ + 2 and ¢ == 4, Pr[V > B|E] < {27 Since
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g — dug® = (1 — dug) = g1 - 22 >

dloge

N

)

B§u<)\rel+2+logu) l+l L=
2loge q 1

3u(Arel +2 4 logu) 1

2loge EHL:

B dt24logn 20w+
4 Arel + 2 qloge
Therefore, Pr[V > B'|E] < Pr[V > B|E] < § - 27N,

Combining the facts that Pr [E] < $.27% Pr[F|E] < 1-27% Pr[V > B|E] <
}L .27 and given that there are exactly d root vertices, the theorem follows.

[l
Proof of [Corollary 3 Following [Theorem 12] define

21n 12 8(u+ 1)d®
0) _ . 0) _ . 0
d” =[(32In12)u]; ¢ = FTOME B {— :

Following define functions

Ay = 2T 00 = [1eua
rel 10g€

22 ())
. (1) — Zlrel \7Y
rel (/\)-" q (/\) d(l)()\) '
Also define
. 2
1 (17urd )
S(): /\Z].S)\S)\rel/\npz (1) ;
9)\rel ()\>
N _ Jmax S if SW £
rel 7 otherwise.
If A

ol 7 L, also define

A=A (OR) = () 0 =0 (38)

14-w? (w+2) e
w:min{w:weN/\wzu/\ (w +2)

(1)
< 2_>\rel .
e-(w+2—e/v) (w4 1)! — }’

1y 1y
iy 2uwWA Tu

np w
Following define functions

4003 = FGU(A + 2)}

2()\ + 2)
. (2) 2) =
log e v q ( ) -

d@ (N loge’
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Also define

17u(A+2)\>  loge
@D=JdX:1<A<A > : :
5 { SAS A ATy 2 loge IN+2) )’

)\(2) _

rel

{max S if §@) £ ()

1 otherwise.

If A% # 1, also define

rel
@ —d®(02); ¢? =2 (\2);
N A2 194 logu 3ud® N
B® — | fre +d? ul.

A+ 2 4

rel

Claim 2. There exist constants Cy > 0, C; > 0, Cy > 0 independent of Asec, Arel, Nop, ¢
such that

o if AW % 1, then

rel

- Arel OT )\52 > Cony,/u?;

rel

— A< Ciny/u?;

rel

o if AL — 1, then n, < Cyu?.

rel

Proof. Notice that

n
S(l) = [1;)\re1:| M (— OO;C_E,Q — 7:|

2
where C' = 17—,
9loge

Suppose )\rll # 1. Then, c’f;’z — 7 > Al implies )\fil) = M. On the other hand,

C T < )\rel implies )\rel = 2B —T; Combined with the fact that )\Sﬂ) > 1, it follows

that A} > 2. Add1t10nally, A( —7< &5

Now suppose Al = L. Then o 7 < 1 which implies n, < 8Cu?. O

The following is proven in a similar way.
Claim 3. There exist constants Cs > 0, Cy > 0, C5 > 0 independent of Xsec, Arel, Nop, ¢
such that

o if A2 # 1, then

rel
— 23 = Arel OT )\52 > Csny,/u?;

rel
— A2 < Oy, u?;

rel

o if AR = L, then n, < Csu?.

rel
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We now consider three cases.
Case 1. Suppose ()\(1) = J_) Vv ()\(2) = J_). We set

rel — rel
d=d% ¢=49 B=B" r=[\dl.

By |Theorem 12 the DFS fails with probability < % Therefore, the scheme has
completeness error < (%)T < 27 By|Lemma 3| the soundness error of the scheme
is at most (Z—;) cqd = ("}i) -2In12 < 27%e. We will now analyze the expected
prover running time.

B< 8(u+1)d

- Inl12

Also by |Claim 2| and |Claim 3| n, < max{Cs, C5}u? = O(u?). By [Lemma 35| the
expected running time is at most 2(n,+B) = O(uQ). Finally, the worst case running
time is bounded by

(np+B)-r= O(uQ) [ Al ] = O(u2 . )\rel).
Case 2. Suppose (\') # L) A (A2 # 1) A (u> )\rel) We set

— O(ud) = o<u : ((321n12)u}) = 0(u?).

rel

d=dV. ¢=q¢V;. B=BWY; rz[/\rel/A(ﬂ.

By|Theorem 13| the DFS fails with probability < 9l Therefore, the completeness
error of the scheme is at most

’V)\rel/)‘l("il-‘ ’ <%> 2)\1("21) _

P

u (1)

n A+ 7
’7 TEI/)\rel—‘ . <_f) .92 rlel <
n oge

P

2>\rel ( iz ) “ 9. 8>‘re1 o
A%) np loge
(E) B
Np loge
2*)\sec.

We will now analyze the expected prover running time. Notice that
Al 7
d= {16u)\r11)—‘ O(u)\rl) O UL O<u-)\fll))
(S] € log e (S]
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and

el oy

U
rel

_and gy Dl _ (1>

By [Theorem 9] the expected number of vertices each DFS visits is at most

4(u+1)
q

O) + ¢4 0w AY) =]

rel

4271 d(u+1) =

By [Claim 2, \Y < Cyn, /a2, and thus n, = Q(u2AY): therefore,
rel p P rel
=] O(u?) + exp ( _ Q(Afif)) 0(u- A1) = 0(u?)

If )\Eil) = Awel, then 7 = 1 and the expected running time is at most n, + O(u2).
Otherwise, by the expected running time is at most

ny, + O (u? n
- 2—(As¢z) = om 1O

By [emma 32
[=] np(l +2- 2”\21)) +0(v?) =
A 2
np+2.np.2 rel+O(u>[:]
By [Claim 2, AY) > Cyn,/u?; thus,

2 2/\(1) 1
[:] np + % . 27)‘£e1) + O(UQ) —
0

np + O(uQ).

Finally, we will analyze the worst case running time. By 2@ = Arel OT

rel

A2 > Cgny /a2 1A = A, then w > u > A8 = Ag > AU i A2 > Oy u,

rel 5 rel rel h rel » rel
then w > u > )‘Ed) > Cynp/u? = % - Cynyfu® > % . )\Eel). In either case, it can be

seen by the definition of w that w < u + Cg for some constant Cs. Prover’s worst
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case running time is bounded by (n, + B) - r.

(1 ar
2
(25 01) o (22 7Y o] -
d n v
(1 @
2 A /\re
w)\rel+1 - exp M+7—u cdu-O| 22| =

)\(1)' 9 /\(1)' Mo
WAL / + 1 - exp UWA o + 7_u .0 <u2)\£il)> .0 (1; —
’716’&)\(1) -‘ Mp w )\rel

rel

)\(1)/ 9 )\(1)' 7
< WA + 1) . exp ( UW AL + u O(U2 . >\rel) _
n

16ur) p w
'
2
u+ 06 + 1 - exp 'LL(U + 06))\1”91 + 7_U 3 O(U2 3 Arel) —
16u Np u
2u(u+ C)AY
exp rel | O(u2 . /\rel).
np

Since 1 < )\Eil) < Cingy/fu?, AL = (/\(1) +7)/loge < 8)\§il)/loge = O(np/u?), and

rel rel

thus B -r = O(u2 . )\rel). Additionally, by [Claim 2| AL — Arel O )\gl) > Conp/UQ. In

rel
the first case, r =1 and n, - r = n,. In the second case,

Are Are 20 Are
Np -7 =Ny - )\rel/)\&) §2-np-—11§2-np- 1 5 = L el
)\() C’onp/u CO

rel

In either case, n, -r = n, + O(u2 . )\rel)' Hence, the worst case running time is
(np+ B) -7 =n, + O(u* - \al).
Case 3. Suppose ()\Eil) #1L)A ()\Sl) #L)A(u< )\il)) We set

d=d®; q=q®; B=B r=[xa\]

rel

By |Theorem 14] the DFS fails with probability < 9-Na. Therefore, the completeness
error of the scheme is at most

(27)\1(‘31) > " S 27)‘rel .
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By [Lemma 3] the soundness error of the scheme is at most

/23] <E)M <

np loge

2Xrel (E)u 6L

)\Ezl) np ' loge

<E) ')\rel' 12 S
np loge

2_)\sec

We will now analyze the expected prover running time. Notice that

(2)
. {16u()\re1 +2W _ O(u _ /\(2)>

loge rel

and

2(A3 +2) 2(AZ +2) 2(23 +2) .
1= dloge @) - @) - Q(Z)
{—16“ (x+2) —‘ loge O <—u G ) ) -loge

loge loge

By [Theorem 9] the expected number of vertices each DFS visits is at most
4(u+1)

q
O(v?) + e i’ O(u2 : )\(2)> =]

4 2emam? dlu+1) =

rel

rel rel

=] O(u?) + exp ( - Q(Afﬁf)) 0(u? AY) = 0(w?).

It )\Ezl) = Awel, then 7 = 1 and the expected running time is at most n, + O(u2).
Otherwise, by the expected running time is at most

n,+0(W?) o,

2 - 2
1922 1922

By [Claim 3, \® < Cynp/u? and thus n, = Q(u? - )\(2)); therefore,

+ O(uz) [=]
By [Comma 37,
[=] np(l +2- Q_Agl)) + O(UQ) =

np+2-n,- 9Nt 4 O(u?) [=]
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By )\ﬁel) > C3nyp/u?; thus,

2u2\?) @)
=)y + = 27+ 0(w) =
n, + O (u?).

Prover’s worst case running time is bounded by (n, + B) - r

B-r=

A2 194 d
/\( ) + 2 4 re

rel

N +2+logu 3ud re
(f1geime s w) ()
)\rel—i_2 rel

<)\1("e1) + 2+ IOg U 2 )\(2) ) ( rel ) i
rel -
>\1(rel) + 2 rel

2
o<&£+2+by”u”xm>:

A2 42

rel

2
O )\Eel)+2+10g)\rel 'u2'/\e1 —
A2 4o

rel

O (u2 . )\rel) .

Additionally, by , )\rel = el OF )\rel > C3np,/u®. In the first case, r = 1 and
np - 7 = ny. In the second case,

_ ) Arel Aol 2l
Np -7 ="MNp - P‘rel/)‘rel-‘ §2'np‘w <2-np- Canp 2 T

rel
In either case, n, -r = n, + O(u2 . )\rel). Hence, the worst case running time is
(np 4+ B) - r =ny, + O(u? - Aa). O
Proof of [Theorem 15 Suppose not and define u = |a]. Then Pr [|Read(ProveH(Sp))‘ <
u} > %.

Let m < Prove” (S,), S¢ be a uniformly random subset of S, of size ng, A be the
event that |Read(r)| < u and B the event that Read(w) C S, A Verify” (1) = 1. By
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the above, Pr[A] > %, and by completeness, Pr[B] > % Then
Pr [Read(m) C Si A Verify” (1) = 1] >
Pr [Read(r) C S; A Verify” () = 1{AAB] -Pr[AAB] =
Pr [Read(m) C S¢|AA B] - Pr[AA B] >
Pr [Read(w) C S¢|AA B] - (Pr[A] + Pr[B] — 1) >

Pr [Read(r) C Si|A A B] - (Z N % ~ 1) _

;1 - Pr [Read(m) C Si|A A B] >

Therefore, by the averaging argument, there exists a subset Si of S, of size ng
such that

1 u
Pr[Read(r) C S{ A Verify () = 1] > S (%) _
p

On the other hand, by soundness from [Definition 4))
Pr[Read(w) C S} A Verify” (7) = 1] < Pr[SoundExp(Sf) = 1] < 27 e,
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Thus,

which is a contradiction. O

Proof of[Lemma 9. Let S¢ = {s1, ..., S} be malicious prover’s set and define X; =
H (s;). To violate soundness, the malicious prover needs Y X; > u = ry - png, while

the expectation E )" X; = pns. By Chernoff bound (Lemma 37) (with § = ry — 1),
s

x5 ()

This is at most 27*=< if and only if

png(rs — 1 —rglnrg) < —Agee - In2 <=

png(rsInrg —rg+ 1) > Ajee - In2 <=

1
u(lnrs — 1—|——) > Agee * 1N 2 <—

T's
us Asec * In 2 1
Inrg —1+ -
which is true by our assumption about w. O]

Proof of[Lemma 10 Let S, = {s1, ..., sn,} be honest prover’s set and define X; =
H(s;). The honest prover fails whenever Y X; < u = 22, while the expectation

E > Xi = pny,. By Chernoff bound (Lemma 39) (with & —1- %),
-5

r[Exed n S (5 - (5)

This is at most 2~ if and only if

1 1 1
pnp(——l——-ln—) < Al - In2 <=

Te Te Te

u(re —1—Inre) > Mg - In2 <=
/\rel -In2

u —_—
r.—1—1Inr.

which is true by our assumption about w. O]
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Proof of[Lemma 11| First we upper bound the number of malicious certificate tuples
with exactly [ distinct set elements, for all 1 <[ < u. To do that, we first choose
[ out of u positions for the distinct set elements, then choose [ distinct elements
with permutation for the [ positions; finally, there are [ choices for the other (u — 1)
positions, there are d choices for the tuple’s integer ¢ and there are r choice’s for the
tuple’s integer v. Overall, the number of tuples with exactly [ distinct elements is
at most

rd - C(u,l) - P(ngl) - 1"

Then by union bound the probability that a valid proof can be constructed using n¢
elements is at most

lzu; <<nﬂ>l <%>u'q”’°d‘c<u7l>'P(nf,lwul) =

U !
n . u n
qdr ,U f ) p _
pnp i=0 ll’“/Lf
qdr - (,um) exp (u np>_
Py g
]
Proof of [Theorem 17 By and our assumption about u, the soundness
error is at most
u 2
() e (22):
PTp M
eqdr (&) _
Py

2eIn12 - (Aot + 1) - (ﬂ> .

Plp
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This is at most 27 if and only if

o Asee T10g(Aa +1) + 1+ loge + logIn 12
u .
- Tp 2
log 72 +log £
O

Proof of [Corollary 4. Completeness follows from|[Theorem 16, We only need to show
that 22 > 1 and
s

S Asee +10g(Arer + 1) + 1 + loge + logIn 12
u
- log 72 +log £

to prove soundness using [I'heorem 17
. . 3
Since by our assumption g > 8%51)7 0 < % and 1 — ¢ > e 29 by |Lemma 29,
Then

log% zlog@+log£ > log@+log(1—5) >
pung ng ¥ g

9)

3
log@ + loge_%‘s = log@ — =dloge >0
ng ne 2
where the last inequality follows from

§<—2 Tp

3loge ng

9 2
8 < log )
3loge ng

2( A\t + 1 2 ?
(e + 1 < < log @) =
pnloge 3loge ng

2(Arel + 1)

2
(—mfge log Z—‘;) loge
9loge Al + 1

2np
ng

>

>
a 2 log

Hence, % > 1 and we are left to show that

o Asec log(Arel + 1) + 1 +loge + logIn 12
u .
- logz—‘f’ + logﬁ

Define N = A\gec + log(Aret + 1) + 1 4 log e 4 logIn 12. Then, also using [Equation 9|
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this inequality is equivalent to

ne 1
N N+C
log 72 +log 2 — log i®
!/ !/
A <)\—|—C

log’;—‘; — 35loge ~ log 22
3

Nlog ™2 < (X+(J)(1og@ - —5loge) —
¢ ¢ 2

géloge()\' +C) < Clog% =
f

2C log ™2
< o
3N+ C)loge

52 < 2Clog2—‘f’ 2
<~
- (3()\’ +C) loge)
2(Arel + 1) QClogZ—‘;’ 2
<~
ploge 3(N+C)loge

/ 2
- 2N\ + 1) (3N + C)rlloge PN
—  loge QC’Iogn—’;’

N

, 2
> 9 Ael + 1) loge (N +C
202

9u?(M\ret + 1) loge
>
= 27

which is true by our assumption about . 0

Proof of [Corollary 5 Completeness follows from The proof of
shows that the assumption

- 18loge - (Al + 1) - 9loge )\re12+np1
ng

log? Z—‘; 2 log
implies
Np p n, 3
log — 4+ log = > log— — =dloge >0
Ng W ng 2
and thus % > 1. Hence, we only need to show

> )\sec + log()\rel + ]-) +1+ loge + 10g In12
- log%‘; —Hogﬁ

(10)

80



to prove soundness using [I'heorem 1

Additionally, one can see that i8¢ _ <

RPN is tr ince it 1 ivalen
2 og(np /mip) s true since 1t 1s equivalent to

1
2

18loge - (Al + 1)
log 72 '

Define N = Agec +10g(Aret + 1) + 1 +loge + logIn 12. follows from

Asec +10g(Aret + 1) + 1+ loge +logln12
p L -
log 7% +log ©
A/
log 72 + log £
)\/
log 72 — Sdloge

\
<
lo @(1_ 3dloge > [_]
g ng 2log(np/ng)

=

IN

implies

" 3loge 2(Arel + 1) N
log 72 ploge log 72 N

3v2loge - vV +1 N
1+ R o <
VE 08 7f 08 o;

u.
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Proof of [Theorem 18 By completeness, if m + Prove” (Lottery(S,)), then

9~ Arel >
Pr [ﬂ(Read(W) C Lottery(S,) A Verify () = 1)} >
Pr [ﬂ(Read(ﬂ) C Lottery(S,) A Verify" (r) “Lottery(S )| < p} X

Pr [|L0ttery(5p)‘ < p} >

Pr [—|(Read(7r) C Lottery(S,) A Verify (x) “Lottery(S )| < p] Q7 Mt
Therefore,
Pr [—'(Read(ﬂ) C Lottery(S,) A Verify” (1) = 1) ‘ |Lottery(S,)| < p} < %
and
Pr [Read(ﬂ) C Lottery(S,) A Verify” (1) = 1‘|L0ttery(5 )| < p} > %

By the averaging argument, there exists 0 < m < p such that
Pr [Read(w) C Lottery(S,) A Verify () = 1‘ |Lottery(S,)| = m} >

Now for all S¢ C S, of size n¢, define

procedure Aéb’,H

S « Lottery(S);

if m < |S| then

~ remove (|S| — m) random elements from S;

else

add (m — |S|) random elements from S\ S to S;
T« Prove (S);

output 7.

Let St be a uniformly random subset of S, of size n¢ and let 7 < A 0. We
now lower bound the following:

Pr[Read(r) C Lottery(S) A Verify™ (r) = 1] >

Pr |Read(7) C Lottery(S) A Verify” (1) = 1“Lottery(Sf)‘ > At o
n

p

Pr ||Lottery(Sr)| > @] [>]

Np

82



It is proven in [GM14] that for all m > 1 and p > --, Pr[B(m,p) > mp] > ;. Thus,
1
[>] - Pr [Read(ﬂ) C Lottery(S) A Verify! (1) = 1' |Lottery(Sy)| > @} >
Tp
1
1 Pr {Read(ﬂ) C Lottery(Ss) A Verify” (1) = 1'

Read(w) C S A Verify” (r) = 1 A |Lottery(Sy)| > @] X
n

P

x Pr {Read(ﬂ) C S A Verify" (1) = 1‘ {Lottery(Sf)‘ > @} [>]

Np

One can see that in Ag,, independent of !Lottery(Sf)‘, S is a uniformly random
subset of .S}, of size m, and using equation [I1]

[2]% - Pr lRead(ﬂ) C Lottery(S) A Verify” (1) = 1'

Read(7) C S A Verify” (1) = 1 A |Lottery(Sg)| > @1 =
Tp

1
g Pr {Read(ﬁ) C Lottery(Sk)

Read(r) C S A Verify” () = 1 A [Lottery(Sy)| > ?] >]
p

One can also see that Lottery(Se) is a uniformly random subset of S of size |Lottery(.St)].
Then,

L
8 p
un u n u
Do) ()
ung -
8 p np
1 ' v
n un
oA U >]
8 \ pnp g
. un un o 2 2 1 2 _3
Since /mp < 3u2np1§ge Suiose < Toge <gand 1 -z > e > e 2% for
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1 Ung '
16 \pn, /|

Hence, by the averaging argument there exists a subset S} of S, of size n; such
that if 7’ « Aé’}H() then
f

1 u
Pr[Read(n’) C Lottery(S;) A Verify™ (') = 1] > — - (ﬂ) ,
16\ pn,
On the other hand, by soundness from |Definition 5

Pr[Read(n’) C Lottery(S}) A Verify” (') = 1] <

Pr[SoundExp(S}) = 1] < 27 A,

1 u
—_ 'LL_TLf < 2_)\sec PN
16\ pn,

(%) > 2)\sec*4 ﬁ
g

Therefore,

u(log@ —|—log£> > Agee — 4 <
ng K
)\sec_4

U>—fF—.
p L
log 25 +10gu

Proof of [Corollary 6 Suppose otherwise, then Pr “Read(ProveH(Lottery(Sp)))’ <

u}zl.

Let 6 = ,/%ﬁ‘ and p = [(1 —6)u]. By |Lemma 53|

B(”P? ?’Lﬂ) S p] = Pr B<np7 nﬂ> S (1 — 5)“] Z 27Are1+1.
p

Pr

P
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In order to use [Theorem 18 we need to show that % > 1. First we show that
(1 =90)pu—12>(1—29)u. This is equivalent to

)\rel Y

rel

op > 1< p>1 <= >l pu>

rel

which is true by our assumption. Then

Pip. ((1 —0)pu — 1)”13 > (1 —26)un, (11— 25)”13'

Hng Hng Hng ng

This is at least 1 if and only if

1—252E<:>

which is true by our assumption.

Asec_4
By [Theorem 18| u > Tog 22 +log 2

. We need to prove that —Jsee=4
log Tf+log &
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A = Agec — 4. This is equivalent to

N >X+C<:
log 72 +log £~ log 2

N >/\'—|—C<:
log 72 +log(1 —d) — log®

nf

N < N+C
log 72 +loge™ ~ log ;2

ng

N >)\'—|—C<:>
logZ—‘f’—(Sloge - logZ—‘;’

Nlog 2 > (X+0)(1og@ —510ge> —
¢ n¢
(N + C)dloge > Clog P =
ne

Clog ;2
N+ C)loge

Arel C'log =2 2
> —2
dp — \ (M +C)loge

< Arel . ((X—i—C’) loge)2

4 Clog 72

0>

0?1 log? €

<
H="")cn

which is true by our assumption.

Hence v > o and we reach a contradiction.

Proof of [Corollary 7 Suppose otherwise, then Pr “Read(ProveH(Lottery(Sp)))‘ <
u} =1.

Let 6 = ,/%j‘ and p = |(1 —0)u]. By [Lemma 53
/’L _>\r 1+1
B(”p» ?”L_> § (1 o 5);“] Z 2 ¢ .

Pr

B(np,nﬁ> < p] =Pr
p p

In order to use [Theorem 18 we need to show that % > 1. The proof of

Corollary 6|shows how the assumption p > max {ﬁ, a _)‘;ﬁé)Q} implies it.
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By [TTicorem T8,
u >
>\sec —4
o™ T loa? =
08 T8
)\sec —4
log 72 +log(1 —d) ~
)\sec —
logZ—‘f’ +loge=9
)\sec - 4 o
log 72 — dloge
>\sec -4

(1+510%e> _ Agee — 4 _

log .

Vel log e Asec — 4
by g™ ) TlogTz
Vivlog e 08 7,
o
which is a contradiction. O

Proof of [Theorem 19. Referencing the internals of the extractor algorithm, let E;
be the event that a valid proof can be made from the first ns (or fewer) weight-1
elements that A{{’W queries to H and let E be the event that A{{’W queries strictly
more than ng weight-1 elements to H. Then

Pr [VerifyH’W (ATY() = 1] = Pr[v=1][<]
v = 1 implies that 7 contains weight-1 elements that can create a valid proof; then
<] Pr [A?’Wterminates A (B V EQ)} =
Pr [(A{{’Wterminates A Ey) VvV (A?’Wterminates A EQ)} <

Pr [El Y (A{{’Wterminates A Eg)] <

Pr[Ej] + Pr [A{{’Wterminates A EQ] <

Pr[E;] + Pr [ExtractExp(A4, W) = 1] <
2 % 4 Pr [ExtractExp(A, W) = 1]
where the last step follows from n
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Proof of [Lemma 14 [T'heorem 1] assumes a static set of random oracle queries, while
an adaptive adversary may change the queries in response to random oracle answers.
In order to be able to apply we simply need to switch from thinking
about set elements as input to H to thinking about indices as inputs. We will define
a new function () to do so.

Let X4,..., Xy be the first n; distinct weight-1 elements that are present in
random oracle queries of A. If N < ng, pad the sequence X,..., Xy with dummy
elements that are distinct from all queries of A up to ng; the weights of those dummy
elements do not matter. Define Q(1,¢,---), and Q(2,t,---) to be the same as H;
and H,, respectively, but operating on indices rather than values of the Xs; that
is, Q(i,t,v1,...,v;) = H; (t,le, ...,ij). Note that Q depends on A, because the
mapping from i to X; is determined by A. Partition the domain of ) into n¢ parts,
inductively, as follows: part k consists of all index sequences that contain the index
k at least once and do not contain indices above k.

Let Q) denote @ restricted to the kth part, and observe that (), is independent of
@1, ..,Qr_1 and is distributed identically to H;, because it contains a new random
oracle input X}, that is not contained in @, ..., Qr_1.

Let cert be true if and only if there are indices that “form a valid proof”, i.e.,
and only if there exist 1 < ¢t < d and vy, ...,v, € [ng] such that for all 1 < i < u,
Q(1,t,v1,...,v;) = 1, and Q(2,t,vy,...,v,) = 1. Pr[E] < Prfcert], because cert
happens whenever E happens (and may also happen using some of the dummy
values Xni1...,X,,). And Prlcert] < 27*= by the same exact argument as in

Theorem 1 O

E Additional Lemmas

E.1 Useful facts

Lemma 25. ¢* > 1+ x for all x.

Lemma 26. e * <1 —z+ %2 for all x > 0.

Lemma 27. e* <13 forall0 <z < 1.

Proof. Follows from m
Lemma 28. In(1 —2) > —z — 22 for all 0 <z < %

Lemma 29. In(1 — ) > —%x forall0 <z < %

Proof. Follows from m
Lemma 30. In(1 — ) < —z — %2 for all x > 0.

Lemma 31.

1 2
== S ;for all) < x <1.

Proof. From |[Lemma 27, —— < —4 2 ]

P 1—er = 1-(1-%) ~ =

Then -1 <1 + 2¢.

l—e —

Lemma 32. Suppose 0 < e <

D=
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Lemma 33.

Proof. 1t is known that for any z € R, e” = Y7, "”, From this, the first equality
follows.
We prove the second equality:

A 1 1
> ZJ:Z 1)!:,2@'_!:6'

=0 =1 =1

We prove the third equality:

O
Lemma 34. Let A, E be probabilistic events such that Pr [A|E] <z and Pr [E] <
y <1. Then Pr[A] <z +y— ay.
Proof.
Pr[4] =
Pr[A|E] - Pr [E] +Pr [A|E] - Pr[E] <
Pr[4[E] - (1 Pr[E]) +Pr [E] =
Pr[A[E] +Pr [E] - (1-Pr[4]E]) <
Pr[A|E] +y- (1 - Pr [4]E]) =
y+Pr[AlE] - (1-y) <
yto-(1-y) =
r+y—ay
O

Lemma 35. Let n € N, let {X;}icn) be random variables with X; € R, E[X;] = p >
0 and let {Y;}ien be random variables with Y; € {0,1}, Pr]Y; = 1] = p such that all
(X;,Y:) are independent and identically distributed. Also define

N:{mln{z Yi=1} Jdien),Y;=1

n otherwise.

Then E [Zf\il Xi] < u/p.
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Proof. Let

t=E

N
ZXJ'] =
7j=1
N

2%

j=1

N

2%

j=1

E N#£1|-Pr[N #£1] =

N:1] Pr[N =1]+E

N

X1+ X,

E[X,|N = 1] - Pr[N = 1] + E[X,|N # 1] - Pr[N # 1]+

N

2%

Jj=2

E[X;|N = 1] - Pr[N = 1]+ E

N7A1] Pr[N #1] =

E N>2|-Pr[N#1] =

N

> X
j=2

p+t-(1—p).

Hence, t < %. O

p+E

NZQ]-(l—p)S

Lemma 36 (Stirling’s approximation). For alln € N,

n n
n 1 n 1
27Tn(—> ezt < pl < \/27Tn(—> etn,
e

e

E.2 Chernoff Bounds

Below let X1, ..., X,, be independent Bernoulli random variables, define X = X; +
..+ X, and p = E[X].

Lemma 37 (Upper tail). For any 6 > 0,

PriX > (1+0)y] < (m)u

Lemma 38 (Upper tail, simpler). For any 6 € [0,1],
Pr[X > (14 6)u] < e /3,

Lemma 39 (Lower tail). For any § € [0,1),

—6

o
e
PriX <(1—-d)ul<|———) .
(X < (10 < (g )
Lemma 40 (Lower tail, simpler). For any § > 0,

Pr[X < (1 —0)pu) < e /2
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E.3 Lemmas for [Section 3.1.1

Lemma 41. Let t > 0 and define the sequence {xy} as follows: let xo = 1 and for

k>0, let
| 1\"
The1 = | —zpe’ +1 — — )
n

n

Then Ele'?] = 2.

u

Proof. For 1 < 53 <d,1 <14 <wu, s,...,5 € S, and 1 <k < ¢, let the indicator
random variable

Ij7517"'78i7

1 ifforall k <r <i, Hi(j,51,..,8)=1
g 0 otherwise.

Then

Also for 1 < j <d,0<i<wand sy,...,s € Sp, let

F<.77 S1y -0y Si) = E : [j751:-~~:5k7’i+1'

i+1<k<u,
Sid1yeeny SkGSP

Then Z = Z;.lzl F(j) and

(12)

We will prove by induction that forall 1 < j <d,0 <k <wand sy, ..., 54— € Sp,
E [exp (t - F(j, 81, su,k))} = Tg.

Basis case (k=0): E [exp (t- F(j, s1, ,su))] =E [exp (- 0))} =1=ux,.
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Inductive step:
E [exp (t - F (4,81, su_k_l))] =

exXp (t : Z ]j,sl,...,sT,u—k>] -

u—k<r<u,
Su—ks oy sr€Sp

E

E exp (t : § E [j,sl,,..,sr,uk>] =
Su—kE€ESp  u—k<r<u,
Su—k+1s Sresp
E H exp (t . g [j,sl,...,s,«,uk)] .
Su_rE€Sp u—k<r<u,

Su—k+1sy Sresp

Define the random variables

Since X, , are all independent,

E [exp (t - F (7,81, su_k_l))] _

E H exp (t - X, )] =
Su_kESp ' (13)
H E | exp (t-Xsuk)].
su_kESp

Let Es,_, be the event that Hi(sy,...,s,—x) = 1. Then
E [exp (t . Xsuik)} =

Eo | - Pr (B, ]+

E [exp (t . Xsuik)

ﬂEsufk] Pr[-E,_,] = (14

E [exp (t . Xsufk)

Esu,k] -nipHE [exp (t-())‘Esuik} : (1 _ nip) _

E [exp (t . Xsuik)

1
ESH] L1 —
Np

1
n_p -E [exp (t . Xsufk)
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Given Fs,_,,
Xsufk =

: : ]j7817"'757"7u_k =

u—k<r<u,
5u—k+17---75r65p

: : Ij,517...,87~,U/7k + Ij,51,..‘78u,k,U/7k =

u—k+1<r<u,
Su—k+1,-5rESp

E Ij,sl,...,sr,u—k—l-l +1=

u—k+1<r<u,
su7k+17~-~75resp

F(]a 81, '--7Su—k> +1

Using equation [14]

E [exp (t . Xsu_k)] =

1 1
— . F {exp (t- (F(j,sl, ey Su—k) + 1)> Esuk} +1—-—— =
np np
1 , . 1
—E [eXp (t - F(7, 81, su_k))‘Esu_k} el 1l — — =
np np
1 | t 1
—-E [exp (t - F(j, s1, ...,su,k))] e+ 1 - — =
np np
1 1
— e +1— —.
Tp Mp
Combining this with equation [13| we get
E [exp (t - F (7,81, su_k_l))] =
H E | exp (t-XSu_k)] =
Su—kesp
1 1
H (_l’ket +1- —> =
Su,kESp np np
(re1-3)
e +1—— =
np
Tr+1
which concludes the inductive step.
Therefore by equation (12| E[e'?] = szl E [etF G )] = H;.lzl T, = 2.
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E.4 Lemmas for [Section 3.2
2\

Lemma 42. Assume c > 2, A >0, d > 4cul and q = =. Then completeness error
is<Z4e -2

Proof. Let X; = |{s € S, : Hy(s) = i}| be the number of balls in bin 4, let E be the
event that L S e79% < ¢4t and let F be the event that the honest prover

fails. By [Lemma 43} Pr[F|E] < e™. Also by Lemma 4]

np np

_ 1 2 1 2
Pr [E} =Pr|— Ze*qu >e T < Pr|— Ze*qu >1—q+cd®| <=
e i [ ¢

Hence by [Lemma 34) Pr(F] <2+ ¢ —2.¢7* O

Lemma 43. Let A >0, ¢ > 0, d > dcu), ¢ =2, let X; = |{s € S, : Ho(s) = i}| be
the number of balls in bin i, let E be the event that n%, S e X < emated® gpgd et
F be the event that the honest prover fails. Then Pr[F|E] < e .

Proof. By Pr[F|E] < e~(@=ua®) This is at most e if and only if
(q — cug®)d > \ <=

2 20\
4\

deu
1>

d > 4cul
which is true by our assumption about d. O]

Lemma 44. Let X; = |{s € S, : Ho(s) = i}| be the number of balls in bin i, let
¢ >0, let E be the event that nip S emeXi < emated® gnd et F(t) be the event that

there does not exist a valid proof starting with integert. Then Pr[F(t)|E] < emateud”

Proof. Define random function f(z) = % S, xXi. By [Lemma 45

Pr[F(£)[Hy] < e - <f (e_q))u.

e 4

U

Therefore,

Pr[F(t)|E] = E [Pr[F(t)mo,E]‘E} =E [Pr[F(t)lHo]\E] =

. (f(e‘qq))“

e rteud’

E fle™9) < emrted | <
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Lemma 45. Let X; = |{s € S, : Ho(s) = i}| be the number of balls in bin i, define
random function f(z) = L 30" a%i, and let F(t, sy, ...,s:) be the event that there

1s no suffix of honest playez"’s signatures that works, meaning there s no Sgi1, ..., Su
such that

o forallk+1<1i<wu, Hi(t,s1,....,51-1) = Ho(s;)

o Hy(t,s1,...,8,) = 1.

Then for allt, 0 < k < wu and sq, ..., Sg,

Pr[F(t, 51, ... 50) [ Ho] < ¢ - (f(e_q>>u_k.

e~ 4

Proof. By [Lemma 46, Pr[F(t,s1,...,sx)|Ho] = f(“_k)il — qi. Since f(z) is an in-
Lemma 47

creasing function, this is at most f®=%)(e~9), and by | it is at most
_ —k
NGO
e '

Lemma 46. Let X; = |{s € S, : Ho(s) = i}| be the number of balls in bin i, define
random function f(x) = L 3" 2% and let F(t,sy,...,5;) be the event that there

n
is no suffix of honest player’s signatures that works, meaning there is no Sgy1, ..., Sy

such that

]

o forallk+1<1i<wu, Hi(t,s1,...,51-1) = Ho(s;)

o Hy(t,s1,...,8,) = 1.
Then for all t, 0 < k <wu and sy, ..., 8, Pr[F(t,s1,...,s:)|Ho) = f* (1 — q).
Proof. Notice the following:

o F(t,s1,...,8,) is true iff Hy(t, 51, ..., 5,) = 0;

o forall 0 < k < w: F(t,s1,...,50) = A\, es, ((Hq(t, 51, ..., 8k) # Ho(Sp41)) V
F(ta 317"'73k+1)>'

We will prove by induction that for all 0 < i < w, Pr[F(¢t, s1, ..., Su_i)|Ho|] =
f@(1 — q). The basis case is trivial: Pr[F(t,s1,...,5,)|Ho] = Pr[Ha(t, s1,...,5,) =
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0|Hy)=1-¢q= f(o)(l — ¢). Inductive step:

Pf[F(t, S1yeeny Su—i—l)’HO] =

Z PI'[F(t, S1yeeey Su_z’_1)|H0, Hl(t, 81y eny Su—i—l) = ]] X
j=1
PY[Hl(t, S1yeees Sufifl) = j’Ho] =
1 & ,
n— ZPT[F(t S1yeeey Sy—i— 1)|H0,H1(t S1, ---usu—i—l) = ]] =
p j=1
1 & ,
—ZPr[ /\ F(t, 81, .., Su_i)|Ho, Hi(t, 81, .., Su_i—1) = J|[=]

Jj=1 su—i€Sp,Ho(su—i)=J

By the definition of F, F(t, sy, ..., Sy—;) is independent of H;(t, s, ..., Sy_i—1) even
conditioned on Hy. Thus,

:]nipjpr[ A Fltsn s Holl=

Su—i€Sp,Ho(Su—i)=j

When H, is fixed, events {F(t,s1, ..., Su—i) : Su—i € Sp, Ho(su—i) = j} are indepen-
dent since they only depend on the values of H; and Hs with s,_; in their inputs’
(u — 7)-th position. Therefore,

Z H Pr[F(t,s1, ..., Su—i)|Ho| =

Pj=1g,_ i€Sp,Ho(Sy—i)=J

—Z 11 fO1—q) =

] 1311, ’LES HO(Su ’L) ]

1 X,
—> (fP1-q)" =
Np
7=1
FI(L —q).
0
Lemma 47. n € N, k € Z, k > 0, and define function f(zx) = £ 3" &% for some
k
coefficients {X;} with Y Xi =n. Then for0 <z <1, f®(z) < z- <@) :

Proof. Let 0 < z < 1. Since the function 2z* is convex, by Jensen’s inequality,
n . 15 n . .
f(z) = %Zizl 2% > zw2i=iXi = 2 So, the sequence z, f(z), f?(2),... is non-
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decreasing and is < 1. Also, the function g(x) = @ is non-increasing since

(- (22 ()

1 X;—2 __
=1
-2 n
X
NS |
— 3 (x-1)

:.X;>1 :X;=0
%( S x-n- % 1) _

i X>1 §: X, =0
SR TS D IE
:X;>1 :X;>1 :X;=0
%_Q(n—n) 0

Hence, for all i > 0, f;i:;l()z(;) =g(f9(2)) < g(2) = f(zz), and thus,

k=1 p(iq1)
CYRUIS § FANIC)
f¥(z) =z [ mry =

A
N
N
=
NIC)
N—
. =

E.5 Lemmas for [Section 3.2.1]

Lemma 48. Let u,n, € N, A\,a,,c > 0,

A
5= e 1
(@)

X; = [{s € S, : Ho(s) = i}| be the number of balls in bin i and let E be the event
that nip S e X, < et with Pr[E] > 0. Then Pr[Z > édu|E] < e~

Proof. Set
- (15)

ecua . gy
and define the random sequence {Gy} as follows: let Gy = 1 and for k£ > 0, let



By [Comm ) £ [¢7],] = G2

For all 0 < k < u, define vy, = kte®**. We will prove by induction that given
event F, for 0 < k < wu, Gy < e¥.
Basis case: Gy =1 <1 =¢%,
Inductive step:

1 & 1 &
RS N ROREES pULLE
[ et (e
1 &
— Z exp ((ktedw‘ - t)Xl-) <
g
1 &
— ) "exp ((k + Dte™ X;)[<].
[ et
eCka
Since (k + 1)te*® < ute®® < q, the function f(z) = 2R is concave and by
Jensen’s inequality,
(k+1)teCke
1 np o
[S] (n— Z €aXi> S
P =1
(k+1)tecke

<ea+ca2> o _
(k + 1)teCka) _

exp (a(l + ca)
«

exp ((k: + 1)te (1 + ca)) <
exp ((k + 1)t60kaeca) =

exp ((k: + 1)tec(k+1)a) =

eYk+1
Hence,

E[¢|E] = E [ [¢|Hy, E] |E| = E[E [¢“|H]|E] = E [G4

B| <
E [(ey”)d’E} = et < el
By Markov’s inequality,
Pr[Z > §du|E] = Pr [ > e&du’E} <
E [6tZ‘E] el

eEtdu — eEtdu

= exp (— d(6tu — ).
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This is at most e~ if and only if
d(0tu — a) > \ <=

A
6tu—a23<:>

Substituting the value of ¢ from equation (15|

[=]5 > <5 —i—a) e

d «
A
§ > ecue [ 1
> e (1)
which is true by the statement of the lemma. O

Lemma 49. Let X; = |{s € S, : Ho(s) = i}| be the number of balls in bin i, let
t > 0 and define the random sequence {Gy} as follows: let Gy = 1 and for k > 0,
let

p

1 .
Gk+1 = n— Z (Gk : et)XZ.

P =1

Then E [¢'?|Hy| = G1.

u

Proof. For 1 < 53 <d,1 <14 <u, s,....,5 € S, and 1 < k < ¢, let the indicator
random variable

[j,317-~~73i7

1 iffor all k <r <i, Hi(j,51,..., Sr—1) = Ho(s,)
g 0 otherwise.

Then

Also for 1 < j <d,0<i<wand sy,...,s € Sp, let

F(]a S1y ey Si) = E [j,sl,...,sk,i+1-

i+1<k<u,
Sid1yeeny SkGSP
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Then Z = 37 | F(j) and

(16)

Now we will prove by induction that for all 1 < 57 < d, 0 < k < u and
81y s Su—k € Sp7

E [exp (t - F(j, 81, su_k)) )HO} = G.

Basis case (k=0): E [eXp (t - F(j, 81, su))‘Ho} =E [exp (t . 0)) ‘HO] =1=G,.
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Inductive step:

E [exp (t - F(7, 81, Su—k—l))‘HD} =

exp (t : Z Ij,sh...,sr,u—k) HO] =

u—k<r<u,
Su—kv"'757'esp

E

ZE exp (t ' Z [j,sl,...,sr,uk> Hl (.77 S1yeey Sufkfl) = b7 HO] X
b=1 u—k<r<u,
Su—k»-sSrESp
Pr [Hl(]v 51, ”'7Su—k—1) = b‘HO} =
1 & ,
- ZE €xXp <t : Z [j,sl,...,sr,uk> Hl(]a S1y w00y Sufkfl) = bv HO] =
p b=1 u—k<r<u,
Su—rkse-sSrESp,
HOk(Su—k):g)
1| _ ]
- Z]E €xXp (t : Z Z [j,sl,...,sr,u—k> Hl(]? S1yeeny Su—k—l) = b, HO
"p b=1 L Su—kESp, u—k<r<u,

Ho(su_k):b Su—k+l7"’75’resp

ni Z]E H exXp (t ' Z [j,sl,...7sr,u—k> Hl (]7 S1y ey Su—k—l) = bv HO
p

b=1 L su_reSy, u—k<r<u, .
HO(Su—k):b Su—k+17---757‘esp
n_ E exXp t- Ij,sl,...,su_k,u—k + Ijvslv"'7s’7‘7u_k
P p=1 Su—kESp, u—k+1<r<u,
Ho(su—)=b S

Hl(j, S1, ---,Su—k—l) = b, Ho] =

1 &
LS I ew (t- (1 S z)) ‘
"p b=1 Su—kESp, u—k+1<r<u,
HO(Su,k):b Su7k+1,...,8r€Sp
Hl(ja S1y eny 8u—k—1> - b7 HO] =

1 &

—ZE H exp <t' (1+F(j,sl,...,su,k))) Hoy|[=]

np b=1 Su—kESp,

Ho(sy—k)=b
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Since with fixed Hy, F(], $1, ..., Su—k) for s, € S, are all independent,

=3 I E
P p=1 Su—kESp,
Ho(sy—k)=b

L i I (ef B [exp (£ F(j s, su_k))’HgD

n
P =1 Su—kESp,
HO(Su—k):b

1 Z" Tl
np b=1 54_1ESp,
HO(sufk):b

1 Tp X
_Z (Gk : et) =

n
P p=1

G

which concludes the inductive step.
Therefore by equation Ele'?|Hy| = Hj: E [etF ()

Lemma 50. Let A >0, w,ne N, 0 <a < i, and

1 /2) . w2\
2<E+w> 74‘2 Zf?”LZT

CcC =
(é +w> . %\ +2<1 + ﬁ) + 2  otherwise

H0:| - H?:l Gu - Gd.

exp (t . (1 + F (4,81, s su,k))> ‘H()] =

(note that2(§+w)\/§+2 < (§+w)-w7’\+2(1+$) + 2 for all n).

Also let Y; be Poisson random variables with expectation 1 and let

0 otherwise.

Ai:{ea” fYisw
Then

1 n
Pr|l—=) A4, >1 2l < e,
r[nz cl+a+ca’| <e

i=1
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Proof. Let 0 <r < We calculate the following:

1
aw-(14aw) *

E [erA’] =
> El Y= - PrYi =] =
7=0
- L1 = 1
Zexp(rea]) C— Z — <
j=0 6‘]' j=w+1 6‘7‘

The next two steps use the fact that when z < 1, e*
r(e —1) <r(l+aw+(aw)?—1) =r-aw-(1+aw)
r. Thus,

l+az+a22 r(ev —1) <

<
< 1 by the assumption about

- 1+r(eaj—1)+r2(e°‘j—1)2 >
+ 2

[<]€r71 j‘

Jj=0

w 1 . 2 .9 2 . 2 .2\ 2
e’”_lz +r(ay—|—a]).—|—r(aj—|—aj) N Z L<

|
i=0 J:

w 1 . 2.9 D) 1 A 2
o1 +7’(04]+04j)—’|;r(( + aw)ay) N Z i':
J: €]

o

j=

e

L~ 1+raj+(r+(.1+aw)2r2)a2j2+ Z 1

j=0 J

o1 1 +raj+ (7" +(1+ aw)27"2)042j2 _
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By [Lemma 33]
[=]e" (e +ra-e+ (7“ + (1 + aw)?r 2)oz2 . 26> —
e (1 +ra+2(r+ (1+aw)’r 2)a2> <
exp(r) - exp (ra +2(r+ (1+ aw)2r2)a2> =
exp (7“ +ra+2(r+ (1+aw)’r 2)a2> =

exp <r(1 ta+2(14(1+ aw)Qr)a2>).

We are now ready to bound %Z?:l A Assume s > 0 and > < m, and
define ¢; = 2(1 4 (1 + aw)? - £). By Markov’s inequality,

1 n
=Y 4, >1 2
r[nz >1l+a+ca

i=1

exp( ZA) >exp< (1 +a+ca2)>] <
[exp( Yo 114)} E [H?:l exXp (%Al)] I E [exp (%AZ)] _

exp (s(14+a+ ca2)) exp (s(1+ a + ca?)) - exp (s(1+ a + ca?)) B

Pr

[T iexp(2-(1+a+ca?)  exp(s(l+a+ca?))
exp (s(1+ a + ca?)) ©exp (s(1+ a+ ca?))

exp ( (c—c1) saQ)

This is at most e~ if and only if
9 A A 5 S
(¢ —c1)sa 2)\<:>02—2—|—cl;<:>02—2+2(1+ozw) =+ 2;
sQ n

thus we set ¢ = 2 + 2(1 + aw)? - 2 + 2. Differentiating with respect to s we find

—1 .
(1+ow)a

1 . . . . 2y
» < awlitaw is satisfied if and only if n > *3=.

. 2
Therefore, if n > “’T’\, we set

1 n 5 1 n 2)\+2
§= ——— 1\ —; c=2—+w|4/—+2
(14 aw)a 27 o n
Else, we set

n 1 WA 1
s=—F——— c=(—4uw] Z+2(1+—)+2
aw - (1 + aw) a n aw

that the minimum is achieved When s = 7. Then the requirement that
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Lemma 51. Let 0 < a <1, w,n € N, z >0, Y; be Poisson random variables with
expectation 1, and define

Bi:{o ifY; <w

e®Yi  otherwise.

Then

< (w 4+ 2) - e*(w+D)
Te(w+2—e) - (w+1) -z

1 n

Proof. First we bound the following:

D _EB|Y, = j] - PrlY; = j] =
7=0
> e PrlY, =] =
j=w+1
oo eaj
>
Jj=w+1
i ea(w-i-l-H)
. |
‘= (w+1+4j)
ea(w+1) i e®d B
' =
e (w+1)! = (w+ 2)7
a(w+1) o el J
e e
[ Z =]
e (w+1)!4 w+ 2
7=0
Since « <1 and w > 1, e* < w + 2; then
eoc(w+1) 1
= (w+1)! 1— -5

(w + 2) - ex(wtD)
e (w+2—ev) - (w+1)!
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Then by Markov’s inequality,

(w + 2) - ex(wtD)
e-(w+2—e) - (w+1)! -z

E.6 Lemmas for [Section 3.2.2

Lemma 52. Assume
2\ 2 1)d
co>2; c1>1; A>0; d>4dcul, q:j3 B— Cl(u/\+ ) '

Then the (DFS) algorithm visits less than B vertices and finds a valid proof with
probability at least

2 1 2 1
l———— - e_)‘+—-(—+e_)‘).
Co C1 Co C1

Proof. Let X; = |{s € S, : Hy(s) = i}| be the number of balls in bin ¢ and let E be
the event that % S em9Xi < emate0d® . By [Lemma 4

Nnp p

_ 1 1
E[E]—Prl_E:eqM:ne“mf]gPrl—E:eq&;zr—q+%f
np i=1 np

2
< —.
Co

i=1

Let F be the event that the honest prover fails. By [Lemma 43| Pr[F|E] < e™.
Finally, let V be the number of visited vertices. By with ¢ = ¢,

< 2(u+1) < 2u+1) 2(u+1)d

— q— couq® — % - A

E[V]E]

Y

and by Markov’s inequality, Pr [V > B!E} < é
Hence, Pr [F V(V> B)|E] <e Mt é, and by ,

Pr[FVv(V>B)| <

2 1 2 1
—+—4e - = (——i—e_’\).
Co C1 Co
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E.7 Lemmas for [Section 4.2

Lemma 53. Assume

and X; be Bernoulli random variables with probability nﬂp for1 <i<mn,. Then

Pr [ZXl <(1- 5)4 > 2 At
i=1

Proof. Let n =mny, k= (1—-0)u,Y;=1— X; and p = £~. Then

Pr [ix < (1—5)4 .
Pr lzn:(l—Y;) <k

=1

Pr

zn:YiZn—k] =
=1

Y. Cli)-(1=p)p" 2]

i=[n—k]
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Define KL divergence D(a || p) = aln$ + (1 —a)In }‘T‘;. By [Ash90], page 115,

[>] \/8” anlﬂl(l - M_}ﬂ) - exp (— nD( [n ; ul |1 —p)) =

n

\/8n~ fnnlﬂl(l - [m;q) - exp (—nD(l _ fn;kﬂ || p>> _

n

\/8n. nwl<1 - n_nm> - exp (—nD(l _ # H p>> _

n

This is at least 2%+ if and only if

1 k—1
§lnk—i—nD(— | p) < (Aser — 1) In2.
n
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1 k—1
—lnk—i—nD(— ||p> -
2 n

1 1
§lnk+nD((1—5)p—ﬁ | p) —

—(1— 1
1\, 1-(1 5)p—}-n><

%lnk_i_n(((l_(s)p_%)ln%—i—(1—(1—5)p+ﬁ)ln =,

%1n’f+n<<1—6>p-ln<1—6>+ (1—(1—5>p+%> ml‘(ll—_(zp*a) _

1 1 op+ 1
§1nk+n<(1—5)p-ln(1—5)+ <1—p+5p+ﬁ) In (1+ fjn)) <

1 1
51nk+n<(1—5)p-1n(1—5)+ <1—p—|—(5p—|-ﬁ). —
1 op+ 1
§lnk+n<(1—5)p-ln(1—5)—|— <1+E) . (5p+ﬁ>) —

%1nk+n<(1—5)p.1n(1—5)+ (1+ 1fp5+ a jp)n) : (&)Jr%))[é]
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Since p = £ < z,
P

[S]%lnk—i—n((l—é)p-ln(l—5)—1— (14-54_%) . (5}9—1—% > —

)
%lnk+pn<(1—5)'ln(1—5)+<1+(5+%) : (5+i ) S

%lnk+pn<(1—5)-(—5)+ (1+5+%) . (5+]%)) =
%mmM(u—a)-(—a) <1+5+ ;))

1 1 2
—lnk—l—u( §+6+06+— +52+ +— —)
2 1 n

1 2
“Ink+p( - 5+52+5+62)+1+5+—+—
2 n n

1 2w 2
Shnk+20%u+ 145+ =5+ = <
n

§1nk+2(52u+1+1+1+2:

1
51nl<:+252u+5.

This is at most (A — 1)In2 = % if and only if 26%u < Ard+;(§1<;ge -1 5 1n /.

We claim 262y < )‘;1 < M -1 5 In . The first inequality follows from the

definition of §. The second folloews from

1 1
§lnp§ <ln2—§))\rel—ln2—5<:>

Inp<(2In2—1)Ae —2In2 — 10 <=
6(21n2—1)/\rel

K < e21n2+10

4\ e
(3)7

410

which is true by the assumption about pu. O

S
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