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Predictability and Responsiveness of Fault Recovery Operations 
Real-Tirne Systen1s 
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Introduction 
This paper focuse~:; on Lhe problem of ~ cheduling rea l­

time and transient fault tolerant requests in a uniproces­
sor ~nvironmtmt, 11sing tim~ r~d11ndanry. 'l'h~ probl~m 

of ~:;cheduling recovery time and replicate resource~:; in 
a r~al-tim~ syst~m to ~nhanr~ its fa11lt tol~ranr~ , r~­

quires developing efficient ~:;cheduling policie~:;, as well 
as fault tolerant mechanisms that resolve resource con­
t~ntion <:onfli rts among diff~r~nt tasks r~(PJ~sting au~ss 

Lo a ~:;lmred re~ource wch a~ Lhe proce~sor [2]. Thi~ is a 
complex problem because these scheduling policies and 
fauH LoleranL mechanism~:; musL allow Lhe scheduler lo 
m eet two competing objcctivc.s: ensure that the timing 
r~q11ir~m~nts of th~ r~al-tim~ application workload ar~ 
meL, and ensure that Lhe timing req uiremenL~:; of any re­
covery operation triggered by the detection of errors arc 
meL ·while the ~ cheduler ~Lri ve~ to meeL boLh of Lhe~e 
obj ectives, there may be situations in which it may be 
11nabl~ to do so, th~s~ sit11ation s may h~. (a) ov~rload 
or high uLilization of the real-Lime workload, (b) high 
r at e of faults, and (c) unpredictability of fault recovery 
operaLions. An appropriate solutions musL handle Lhe~e 
conditions. Sources of unpredictability and bounds of 
~x~rution m11st h~ id ~ntifi~d and solv~d. Pr~di rtahl~ 

mechani~ms for fault tolerance mu~L be developed, and 
schcdula bility analysis must be designed for integrat­
ing tim~-nitiral <:on straints of r~al-tim~ workload s, and 
responsiveness-based priorities to recovery operations. 
:\11 srh ~duling d~risions m11st b~ p~rfornwd wn sid ~ring 

LhaL Lhe Liming correcLness of Lhe mo~L critical real-Lime 
tasks is maintained and the state of the system is always 
pr~did.ahl~. ~v~n if sonw of th~ tasks ar~ forr~d to sllf­
fer perfi:>rmance degradation. This paper describes ways 
to rharad~riz~ th~ r~<:ov~ry workload providing th~ so­
lutions m enLioned above, and developing ~chedulability 
analysis for evaluating the timing correctness of a vari­
dy oft~rhniq11~s for fa11lt tolPranr~. Also, a rrit~rion for 
responsiveness of fault recovery operations is developed, 
motivat~d by t h~ n~~d to guarant~~ a grar~f11l d~grada­
Lion on the real-Lime workload during recovery. 
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Schedulability Analysis 
\V~ ar~ wnsid~ring a K.at~ Monotoni<: Srh~d11ling 

modc1[4], with sets of periodic preemptive tasks with 
fix~d prioriti~s. Tasks ar~ ind~p~nd~nt and hav~ no 
precedence con~LrainL~:;. \Ve assume LhaL faulL~:; are 
transient and only one task is being affected by each 
fa11lt. In om fault mod~l, on~ fault ran h~ tol~r­

ated by any task if it occurs within a minimum inter­
arrival tim~ '/-F. • rh~r~for~, falJlts ran h~ tol~rat~d by 
Recovery nlocb (IW)['i], ExcepLion Handling (EII)[·1], 
Checkpointing[4], Imprecise Computations (IC) [3] and 
Ch~<:kpoint~d I mpr~ri s~ Comp11tations (Ch-I C). Srh ~du­

lability is the first step in the process of designing a 
syst~m rapabl~ of pr~diding and g11arant~~ing r~al-tim~ 
comLrainL~:;. Lehoczky [.i] formulaL ed a necessary and 
sufficient schedulability test for fixed priority real-time 
task s~ts und~r rritiral instant phasing. This t~st die­
Late~ LhaL Lask r ; i~ ~chedulable if. 

min (O< t < ll i} { l·l', (t)/t} ::S 1 ( 1) 

where H';(l) = L~=l C'j · ll/Tj l. ~V; (l) denotes the 
rum11l ativ~ work load that has arriv~d from priority l~v~l s 
1 to i in Lhe Lime interval [0, l] under criLical instant 
phasing. It fi:>llows that the entire task set is schcdulable 
if, 

(2) 

8; is referred to as the set of scheduling points [5]. 
Now, w~ will ~xt~nd this fram~work to ~valuat~ th~ 

Liming impact caused to a real-Lime workload when dif­
f~r~nt f::t11lt tol~rant m~rhanisms ar~ support~d. · l 'h~ ad­
dition of fauH LoleranL comLrainL~:; in Lhe ana.lysi~ implies 
an increase in the cumulative workload. The fault toler­
ant mm11lativ~ workload, l·l '/'(t) , is giv~n by, 

H't(l) = (L IL / lj l(Cj + oj )) + c{. ft /TFl (:1) 
j=l 

cr denotes the recovery time reserved for task T;, Tl"' 
d~not~s a fix~d fa11lt int~r-arrival tim~ forth~ task s~t. 
and Oj denote~ Lhe increase in e.x.ecuLion Lime of Lask Tj 








