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1 Introduction

This paper locuses on Lthe problem of scheduling real-
time and transicnt fault tolerant reguests in a uniproces-
sor environment, using time redundancy. 'T'he prablem
ol sclieduling recovery time and replicate resources in
a real-fime system to enhance its fault tolerance, re-
quires developing ellicienl scheduling policies, as well
as fanlt tolerant mechanisms that resolve resource con-
tention conflicts among different tasks requesting access
1o a shared resource such as the processor [2]. This is a
complex problem because these scheduling policies and
[aull toleraut mechanisms must allow the scheduler fo
mect two competing objectives: ensure that the timing
requirements of the real-time application workload are
mel, and ensure that the tining requirements of any re-
covery operation triggered by the detection of errors are
mel., While the scheduler strives to meel both of these
ohjeetives, there may he situations in which it may be
unable to do so, these situations may be, {a) averload
or high utilization of the real-time workload, (b) Ligh
rate of faults, and (c) unpredictability of fault rccovery
operallons. An appropriate solutions must handle 1hese
conditions. Senrces of nnpredictability and heunds of
execution must he identified and solved. Predictable
mechanismms for fault lolerance must be developed, and
schedulability analyvsis must he designed for integrat-
ing time-critical constraints of real-time warkloads, and
responsivencss-based prioritics to recovery operations.
All scheduling decisions must be performed considering
thatl the tuning correctuess of the most critical real-time
tasks is maintained and the state of the system 1s always
predictahle, even if same of the tasks are forced to suf-
fer performance degradation. This paper describes ways
to characterize the recovery workload praviding the so-
lutions mentioned above, and developing schedulability
analysis for evaluating the timing correctness of a vari-
ety of techniques far fault tolerance. Also, a criterion far
responsivencss of fault recovery operations is developed,
motivated by the need to guarantee a graceful degrada-
tion on the real-time workload during recovery.
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2 Schedulability Analysis

We are considering a Rate Monotonic Scheduling
model[4], with scts of periodic preemptive tasks with
T'agks are independent and have no
precedence constraints,  We assume Lhal [aulls are
transicnt and only one task is being affected by cach
fault. In our fault model, one fault can he toler-
ated by any task it it oceurs within a minimum inter-
arvival time 7% . Therefore, faults can he tolerated by
Recovery Blocks (RB)[1]. Exceplion Iandling (EIN)[4].
Checkpointing[4], Tmprecise Computations (IC)[3] and
Checkpeinted Imprecise Compntations (Ch-1C). Schedu-
lability is the first step in the process of designing a
system capable of predicting and guaranteeing real-time
constraints, Lelioczky [5] Tormulated a necessary aud
sufficient schedulability test for fixed priority rcal-time
task sets under crifical instant phasing. 'I'his test dic-
Lates thal lask 7 15 schedulable if,

min(oerep) {Wilt) /1) <1 (1)

where W5 (f) 2321 Cy - [T, Will) denotes the
cumulative workload that has arrived fram priority levels
1 to ¢ in the time interval [0,(] under critical instant
phasing. It follows that the entire task sct is schedulable

it (2)

fixed priorities.

! maxyy<icn i e s, {30/} < 1
S; 1s referred to as the sot of scheduling peints [3].
Naw, we will extend this framework to evaluate the
tning impact caused Lo a real-lime workload when dil-
ferent fanlt tolerant mechanisms are supported. "I'he ad-
dition of faull toleranl constraints i the analysis inplies
an increase in the eumulative workload. The fault toler-
ant cumulative workload, W7 (1), is given by,

wE = O TN+ 0+ of - [yTF (3)
=1

! denotes the recovery time reserved for task 7, T4
denotes a fixed fault inter-arrival time for the task set,
and O, denoles the lncrease In execulion time of lask 7;






[ Task [ Faul-Tree T RB | Fxespe. | Cleckp [ 1C [ Ch-1C]
T 0.33 ne 0.45 086 04 04
2 6 nR 6575 VLS Teh | G.67h
T 0.85 0.987 | 0.887 1.075 0875 0.938
[ [ .03 [ISISE] BXIES BN E 4]
Ly U.85 L8 085 0937 D85 0437
'y 0.78 i1 T92 0RIT 0 7TD2 i 822 0770
Ton [ 1.0 nEs1 | (1958 YR Tar | 04om
Table 2:  Analysis under faulty conditions: mingees,;

{Wi(#)/t} and Utilization Bounds for Recovery

[or computing the breakdown utilization of a Lask set[5].
The breakdown utilization {7 of a task sct with uti-
lization Uy = 37_, Ci/1:, including fanlt-induced re-
quiremnents is given by

Uw

MAX[) <i<n ) MIN{e 51 W)/}

Ugp = (6)
It Iy < Upp then the task sct is schecdulable, otherwise
fhe task set is nnschedulable.

Table 2 shows the [aull tolerant recovery bound U,
and the breakdown utilization Ugpy, for the task set used
in Table 1. Tt can be observed thiat under all the recovery
schemes Uy > ;. On the other hand, if we compare
Upp with Uy, only in the checkpointing model, the task
sel 1s unschedulable.

2.2 Computing the largest recovery time

In this section we are interested in calculating: whoet is
the largest vecovery lime LR; for lasks 7 with period TE
that can be added and still gravantee the schedulability
of the workload{2). From equation (1), 57 is defined as
the subsel of scheduling points £ for 7 which will allow
it to tolerate the addition of recovery time under crifical
insltant phasing,

S7 = {teS; | Wilt)/t < 1} (7)

‘The additional recovery time, AW:(#), tolerated at
each scheduling point is computed by,

(8)

Any of the elements S} guaraunlees schedulability as
long as the rceovery time aceumnulated from higher pri-
ority tasks during [0,¢] does not exceed AW;{¢). The
largest recovery time with priority 1 which arrives [t/‘]’,-F]
in the interval [0.#] may be calenlated by,

A1) |ees: = 1= W0}

LR; = mawy.50y {AWi(2)/[t/T1} (9)

It follows that the largest recovery time which may
be added to a set of n tasks withont disturbing their
schedulabilily is given by,

LT; = mingicpanyinaa sy {AWR(O/ /T (10)
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Example 1. Considering the laull-lree workload pre-
sented in ‘I'able 1. the analysis for caleulating the largest.
recovery Lie is given in Table 3. Table 3 shows that
there is enough spare time in the schedule to satisfy
the timing requirements of the fanlt tolerant recovery
workload, except for the checkpointing model. Using the
computation time for the checkpointing model (see I'a-
ble 1), we obtained L2y = 12, LRs = 13, and L2z = 5.
From this results, it can be scen that task m missecs its
deadline due to the fact that the recovery time Ly is
grealer than L1235

L WA [ AW () [ Wodey [ aws(e) | W | AWa(i)
201 7 13 17 3 37
A0 21 16 11
Gl G1
il BE 12
LR; 13.0 16.0 2.0

Table 3: Largest Recovery Tune Analysis

3 Responsiveness of Fault Recovery

Respousiveness of laull recovery operations, 1s a prop-
crty of the scheduler which puarantecs in a faulty situ-
ation, that the most critical tasks remain schedulahle
cven it the deadlines of some tasks cannot be met. To
solve this problem. the scheduler must be capable of ex-
tracting information in the schedule aboul the response
time of recovery operations, when a fault occurs.

Response time of faulty recovery operations is based
upon bthe priorily in which laully tasks are serviced.
Faulty tasks serviecd at lower prioritics will have longer
response times and a greater chance of missing ifs dead-
lines. On the other hand, faulty tasks will have shorler
response times if they are servieed at higher priori-
ties. 'l'o anticipate Tault situations in real-time tasks
and increase their responsivencss, it is neccesary that
the scheduler have enongh information ahout their crit-
icalness. Therefore, he decision ol servicing recovery
operations at lower or higher prioritics must be bascd
on crificalness of real-time tasks. 'I'his informarion will
allow the scheduler to control load shedding decisions
during transient recovery overloads.

Based on the above abservations, we have developed
an scheduling tool lor assisting the scheduler during re-
covery, at different levels of responsivencss. The RTAB
‘l'able contains timing informarion abour different re-
sponsiveness levels for servieing recovery operations. For
a given real-time and recovery workload, generating the
RTAB table is a Lwo step process, luvolving the comn-
putation of the different levels of responsiveness, and
its integration into the R'TAB Table. The next sections
present an analysis for caleulating different levels of re-
sponsiveness, and an example of the integration of dif-
[erent leveles of responsiveness into the BTADB Table.






