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ABSTRACT
Increasingly, content delivery solutions leverage client resoura@simange for services in a peer-
to-peer (P2P) fashion. Such peer-assisted service paradigm psaigiséicant infrastructure cost
reduction, but suffers from the unpredictability associated with clierduregs, which is often
exhibited as an imbalance between the contribution and consumption ofcesdwyrclients. This
imbalance hinders the ability to guarantee a minimum service fidelity of theseeetuiclients
especially for applications where content has toffesh and cannot be cached. In this thesis,
we propose a novel architectural service model that enables the dutadisof higher fidelity
services through (1goordinatingthe content delivery to efficiently utilize the available resources,
and (2) leasing the least additional cloud resources, available thrpegiaknodes (angels) that
join the service on-demand, and only if needed, to complement the scam&aes available
through clients.

While the proposed service model can be deployed in many settings, this fiimsies on
peer-assisted content delivery and routing applications, in which thieespasource is typically
the upstream capacity of clients. We target three applications that reqeidelikery of fresh as
opposed to stale content. The first application is bulk-synchronouddraimswhich the goal of
the system is to minimize the maximum distribution time — the time it takes to deliver the content

to all clients in a group. The second application is live video streaming, in whilgoal of the
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system is to maintain a given streaming quality. The third application is Tor, the/armus onion
routing network, in which the goal of the system is to boost performances@se throughput and
reduce latency) throughout the network, and especially for clientsngrisandwidth-intensive
applications.

For each of the above applications, we develop analytical models théetffjallocate the al-
ready available resources. They also efficiently allocate additionaéoradd resources to achieve
a desired level of service. Our analytical models and efficient consinscdepend on some sim-
plifying, yet impractical, assumptions. Thus, influenced by our models amstretions, we de-
velop practical techniques that we incorporate into prototypical pesistad angel-enabled cloud

services. We evaluate these techniques through simulation and/or implementation
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Chapter 1

Introduction

1.1 Motivation

Peer-assisted systems are systems where clients not only consumeegdnuralso contribute
resources. Such systems have been increasingly deployed espedtaigamtext of peer-assisted
content delivery, the focus of this thesis. The main benefits of pemtedsystems are: (1) their
ability to mitigate the costs associated with relying solely on infrastructure ressu2) their
ability to scale, and (3) their resilient against failures. The main hindrandhs wide deployment
of peer-assisted systems are: (1) the intermittency of client availability, §2)ebd to give clients
incentives to contribute their resource, as well as (3) the trust, secadtyravacy issues associated
with depending on non-trusted clients.

Nowhere the potential of peer-assisted systems is more prevalent thaedltf peer-assisted
content delivery, where the system utilizes the client resources in adtitiorirastructure re-
sources. Examples of such systems include Akamai’s Netsession (42, @&toshape Infinite
Edge (oct, 2012), Pando (pan, 2012), and BitTorrent DNA (bit, 20TRis is due to two reasons:
(1) the increased usage of bandwidth-intensive application, highlightmdéhefits of the P2P
paradigm and (2) the persistent gap between the resources contribtgad consumed by clients,
highlighting the continued need for infrastructure resources. As fofottmeer reason, delivering
bandwidth-intensive content over the Internet is becoming a standpegtation of clients, posing
significantly different challenges for today’s Content Providers j@Bsvell as Content Distribu-
tion Networks (CDNs). For example, Netflix reported that it delivered lmtien hours of video
streaming to its clients during the month of June 2012 (san, 2012), an e&uligr shows that

Netflix delivers video at a rate between 1.4Mbps and 3.0Mbps (Net, 20b@)same report (san,



2012) suggests that internet traffic in the US increased45y during the second half of 2012,
70% of which is attributed to real-time entertainment and file-sharing applications.

The latter reason, the persistent gap between the resources contvignstiaslconsumed by clients,
is of an equal importance. Typically, ISPs offer two or three times dowarstieapacity more than
upstream capacity. As of November 2012, Verizon FiOS offers fiviauges, 15/5 Mbps down-
stream/upstream capacity, 50/25 Mbps, 75/35 Mbps, 150/65 Mbps, @&16530bps. Comcast
Xfinity offers 20/4, 50/15, and 105/20 Mbps. This has been enshringieidDSL standard of
frequency allocation by dedicating 31 frequency bins to upstream ctians while allocating
224 frequency bins to downstream connections (Grube et al., 19B6)afbrementioned numbers
illustrate an inherent shortcoming in pure P2P systems and a potential feagmsted systems.
The persistent gap between the average downstream and the avesagam capacity of clients
creates a persistent gap between the rate at which clients are expectingwone content and the
rate at which clients are able to contribute content, resulting in an imbalancsystem.

This gap cannot be overlooked in the case of applications with streaming natwhich con-
tent has to be fresh. Clients at any point in time will demand significantly higlezage download
rate than their average upstream capacity. This means a pure P2P tuohiienot likely to be
able to maintain a delivery rate that matches the clients’ downstream capatiigt 2P appli-
cations, such as BitTorrent and VoD, are less likely to significantly séffen this gap because
some peers linger in the system after completing their download, allowing ditetsdo utilize

them as seeders.

1.2 Thesis Premise

The premise of this thesis is to build cloud-based peer-assisted optimizedtabelteery systems
for applications with fresh content. The systems we build are: (1) pa@sted: to utilize the
clients’ resources, (2) cloud-based: to deploy additional cloud reesuwe call thenangels

to maintain a certain fidelity of service, (3) coordinated: because adding rasources without

the judicious use of the already available resources leads to inefficien@ies setup is most



suitable for fresh content delivery applications where content cammaiached and the amount
of contributed resources by clieni., upstream capacity, is significantly less than the consumed
resources,e., downstream capacity.

In this thesis, we address three applications, each is studied in depth imratseghapter.
The first application is bulk-synchronous content distribution: wherergent provider aims to
minimize the maximum distribution time (MDT) of a piece of content to a set of clienthie¥e
ing MDT is crucial for bulk-synchronous applications, in which everyrdieust wait for all
other clients to finish their download before being able to make use of thelased content.
Examples of such applications are: enterprize-wide system administragjoining synchronous
software patching or data replication, virtual community games and simulatkty exaviron-
ments requiring common content such as terrain information to be accessiiglayars be-
fore any progress could be made, publish-subscribe networks andutisd data stores requiring
consistency across multiple sites, among many others. In bulk-synchlrrapalications, clients
contribute resources (upstream capacity) and our system complementsitheesources (more
upstream capacity) from the cloud (angels). We coordinate the corgtireny by choreographing
the connectivity of nodes to each other and the data dissemination rate béheae

The second application is live video streaming where a content provideswastream a live
video to a set of clients at a desired bit-rate without dropping too many videeek. Because
a typical client has an average upstream capacity less than the streate ptbrovercome this
shortcoming, we coordinate the deployment of the client’s resources,leorapting them with
angels from the cloud.

The third application is improving the performance of bandwidth-intensivécgipns over
Tor, the onion routing protocol. In Tor, the problem of clients limited upstreapacity is com-
pounded by the fact that for a client to download a single byte it doesomsene just one byte of
the aggregate upstream capacity in the system as in bulk-synchroniuesvadeo streaming, but
it has to consume a byte of the upstream capacity of each of the circuistitcemt relays.

We address the problem of performance unpredictability experienc&artrjients, and the poten-

tial of improving the performance of bandwidth-intensive applications tjinafficient utilization



of clients’ and relays’ resources as well as the on-demand deployrhangels.

For each of these three applications we start by developing analyticalsnoderder to un-
derstand how to efficiently allocate the already available resources assviile added angels.
Section 1.3 of the introduction summarizes the analytical models developes$ dloeothree ap-
plications. Then, we develop practical dissemination mechanisms to achiews|thesd level of
service fidelity while utilizing near minimal angel capacity. Section 1.4 provide®ss-section
overview of the practical dissemination strategies for the three applicatgadinish with eval-
uating the proposed systems through system building/evaluation or extairsivlation. Section

1.5 summarizes the experimental evaluation across the three applications.

1.3 Analytical Models

The analytical models used in the first two applications; bulk-synchroaoddive video stream-
ing, are based on the Uplink Sharing Model (USM) presented by Muediegal. (Mundinger
et al., 2008), wherein each client is defined solely by its upstream andsti@am capacities.
The client is free to divide its upstream/downstream capacity arbitrarily antengther nodes as
long as the aggregate upload/download rates do not exceed the upstvwastifdam capacity. In
this ecosystem, the aggregate download rate has to equal the aggrdgaterage. But the client
constrained upstream capacity cannot match the desired downloadrrtte tmntent. Thus, we
need to add angels to this ecosystem to supplement this capacity gap. Tteanaodel in
torAssist is not based on USM as a central authority cannot dictate thut cionnectivity in order
not to compromise client anonymity. Nevertheless, each Tor relay is defolely based on the

distribution of its available upstream capacity.

For bulk-synchronous applications, the model suggests that MDT isdeoloy one of three
potential bottlenecks: (1) the provider's upstream capacity, (2) theestoglient downstream ca-
pacity, or (3) the aggregate upstream capacity of all nodes. We notinéhtitird of these bottle-
necks, theaggregate upstream capagitig likely to be the most prevalent hence the potential of

angels to improve the MDT. Assuming the ability to infinitesimally divide the capacitiegon-



struct an optimal dissemination strategy that allows us to minimize the MDT, achiéharigwer
bound. The optimal dissemination strategy choreographs the exactationneetween nodes,
dictating the exact data transfer rate between them. The key observat®rs libat angels are
optimally utilized when they download a small fraction of the content and fahitdo as many
clients as possible.

For live video streaming applications, using USM, we provide a lower bamthe minimum
amount of angel capacity needed to maintain a desired bit-rate to all clientals@/develop an
optimal fluid-model construction that achieves this lower bound. We shawuthder the optimal
construction, the start-up delay grows linearly with the number of clients Bugttantity dimin-
ishes to zero under the fluid assumption. Similar to the bulk-synchronolisatmms, the angels
are most utilized when the they download a fraction of the stream and uplmeasitmany clients
as possible.

Before developing analytical models for Tor’'s bandwidth-intensivdiegjions, we need to
investigate the source of performance degradation and the inability ofefaork to utilize the
readily available resources efficiently. Thus, we start by conducing-aivo measurement study
to investigate the mechanisms used to distribute the load evenly on Tor relay/ndihgs are: (1)
The throughput of different circuits is widely variable, (2) the througihgf a circuit is dominated
by the available capacity of its constituent relays, not the throughput of tke ietween relays,
and (3) the available capacity of relays can be approximated using amesxgad distribution.
These observations highlight the deficiencies of Tor’s load distributiorhamésms resulting in:
(1) overloading certain relays, leading to circuits with poor throughput(2ngnder-utilizing cer-
tain relays resulting in a reduction in the overall system utilization — both of wdmelundesirable
attributes.

To improve Tor’s load balancing, we need to understand it first. Tor thseg interactive
mechanisms to achieve a balanced load distribution: (1) a probing mechanestinnate the
available capacity of relays that is not assigned to any circuit, (2) aée&dbechanism to compute
a normalized value that corresponds to the total capacity of the relay3paaifcuit construction

mechanism that assigns more circuits to under-utilized relays.



To capture the interaction between these three mechanisms, we develoghditanmodel
for the feedback control inherent in Tor’s load distribution mechanisnssuing that the relay
available throughput follows a certain probability distributiom,, exponential or uniform, an
order statistics model demonstrates that a significant improvement, in termgrail avetwork
utilization as well as lower variability of individual circuit throughput, candmhieved through
changing the probing and the circuit selection mechanism. The order statistits also shows

that using angels as exit nodes for multi-path routing decreases thecenecircuit throughput.

1.4 Practical Content Delivery Strategies

In this section we provide a cross-section overview of the practical ocbdédivery strategies used
in the three application, starting with the bulk-synchronous transfer. Dtleetanpracticalities
of the optimal construction, namely the ability to infinitesimally divide a node’s @pand the
need for each client to download from all the other clients concurrentydevelop a practical
coordinated dissemination strategy involving angels, we c@lidup Tree(GT). Phase one of GT
divides the clients, based on their upstream capacity, into different msltiteees. Each tree is
responsible for the dissemination of a segment of the file whose size isrpomadto the average
client upstream capacity in it. Angels form their own tree. Phase two of Ghdaliques of
clients. Each node in a cligue comes from a different tree and is resp®mfsildisseminating
its segment to the other clients in the clique. Angels join all cliques in phase twaoEadd
their segment without downloading more content. GT enables all clients tadstartiioading a
segment of the file right away, uploading it to other clients shortly after. @hisvs us to take
advantage of each client's upstream capacity which is the scarcecesouhe system. Also, GT
instructs angels to download just one segment of the file to conserve teensysarce resource,
the upstream capacity.

We now discuss the practical dissemination strategy for our second djaplickve video
streaming. Realizing the limitations of the fluid model construction — namely, stitsitigpto
potentially arbitrary start-up delays, the need to form a full mesh resulting $sirgadisruption in

case of churn — we present a practical multi-tree construction that eaphe spirit of the optimal



construction, while avoiding its limitations. The stream is divided into a numbanldteeams of
equal rates, each of which is disseminated in a multicast tree. This is sligh#dyedifffrom phase
one of GT, our dissemination strategy for bulk transfer applications,emeech tree has a different
rate. The idea of streaming content over multiple trees was used beforditBti®pm (Castro
et al., 2003) and CoopNet (Padmanabhan et al., 2003). In our piamiitstruction, a new client
contacts a coordinating node, thegjistrar, which instructs it as to which node to download each
substream from. The registrar maintains information about the capacityoanectivity of nodes
allowing it to handle membership management tasks, such as arrival, departldegradation of
service. OurAngelCasprotocol achieves near optimal performance (compared to the fluid-model
construction) while ensuring a low startup delay by maintaining a logarithmicHeyaih between
any client and the provider, while gracefully dealing with churn by adogaifigxible membership
management approach.

Our third application is Tor’s bandwidth-intensive applications. While all ¢fieran benefit
from the addition of angels to a highly utilized and well-balanced Tor netwwekstill lack a
mechanism to dedicate this added capacity towards bandwidth-intenshiaatipps. To this end,
we introduce a simple angel functionality that boosts the performance dfvidtt-intensive cir-
cuits using multi-path routing. Unlik€LoubANGELs nor AngelCastTor clients are not interested
in the same content. Thus, multi-path, not a multi-tree construction is adequdteredlg An
angel would act as an exit node and split the reply to the client across myléifils, maximizing
the circuit throughput. This modification requires special clients and grigel¢he relays can be

agnostic to this modification allowing us to use the existing Tor network ressurce

1.5 Experimental Evaluation

Figure 11 shows the blueprint of our proposed conceptual framework aatidbsee applications.
The beneficiary is the party interested in enhancing the performancee tmsie of bulk-transfer
or live video streaming it is the Content Provider (CP). In case of Tor,thasset of the clients
aiming at enhancing the performance for their bandwidth intensive appheatithe coordinator

is the main agent of our proposed system. The beneficiary requestsrtweigHe coordinator



and the clients are directed to contact the coordinator which uses profitbgig to gauge their
upstream capacity. Consequently, the coordinator manages the cuoityettclients to achieve
efficient utilization of the resources already in the system. In the casdlegpuchronous or live
video streaming, the coordinator choreographs the connectivity of cheotsat what rate data is
exchanged between them. In the case of Tor, the coordinator publighestimated client/relay
capacities in order to balance the load on them, increasing their upstreatitgagilization.
Efficiently utilizing the already available resources allows us to minimize the anmafusmigel
capacity the coordinator deploys on-demand from the cloud. We call gddifonal resources
angels. The coordinator also manages the angels in order to most efficiitly their upstream
capacity. The accountant charges the beneficiary the cost of theydd@aogels. In the case of
bulk-synchronous or live streaming, the price charged reflects thietdseployed angels. In the
case of Tor, the price charged could be a monthly subscription fee, alsatdsto charge clients

for the exact deployed resources without compromising their anonymity.

Beneficiary

Coordinator
Registrar or DA)

(
4 4
|
|
o L _%QQ% %®

e —— e ——— ——

Probing o Co Cxk
\Auxiliary Services Component / Q.‘.‘ontent Distribution Component/
Control Plane Data Plane

Figure 1-1: Our proposed conceptual framework.

For experimental evaluation of the bulk synchronous application, we cordyperimental



evaluations to compare GT and a few other dissemination strategies. Oug§iraliggest that,

in contrast to focusing only on piece or peer selection strategies, a gtthtgdncorporates both
criteria holds the potential for significant performance gains. We ptdkenarchitecture and
implementation ofCLOUDANGELS a service that allows the elastic, on-demand deployment of
angels (in the cloud) to assist a content provider (off the cloud) in reglisriVIDT objective. We
deploy CLoubpANGELS in Emulab and show that it scales well with the size of the client set and
that its performance is slightly better than that of BitTorrent even for theageedistribution time
and without deploying angels. We also show that as we increase theaspstapacity of angels
the MDT decreases and the achieved MDT is near the lower bound.

For live video streaming, we implemefihgelCasusing python and deploy its agents in Plan-
etlab and Emulab. Our implementation is capable of delivering Microsoft-encdC-1 live
video streams to a dynamic set of clients. Our experimental results confirfeakibility and
performance potential of okngelCastservice when deployed on Emulab and PlanetLab. When
the upstream capacity is abound, the frame drop-ratngelCastand SopCast, the popular P2P
live streaming protocol, are comparable. When the upstream capacityrée sae find that; (1)
AngelCastutilizes near minimal angel capacity to achieve the desired playout rate 2aodi(
membership management algorithms are able to handle churn effectively.

For Tor, we simulate the whole network including relays, clients and the Digegtathority
(the entity responsible for probing and balancing the load on relays)si®utations show that the
proposed modifications to both the probing mechanism and circuit-selectidmanmism achieve
tangible improvements. Also, in these simulations, assumptions are relaxedrémasvmecha-
nisms are evaluated. These results show that all clients can benefit eaddiion of angels to
a highly utilized and well-balanced Tor network. They also show that multi-atting can be

used to dedicate the angel added capacity towards bandwidth-inteppliGations.

1.6 Thesis Organization

The organization of the thesis is as follows: Chapter 1 is an introduction, ithwie explain the

motivation behind our work, present the premise of the thesis, and list thecomatiibutions across
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the three application we target. Chapter 2 presents a taxonomy of pegeds®ntent delivery
systems along three dimensions: structure, centralization and topologgreesa. In Chapter 3
we discus€LoubANGELSWhere we deploy angels to minimize the maximum distribution time for
bulk-synchronous delivery. In Chapter 4 we discuss our secoplitapion; AngelCasta cloud-
based peer-assisted live streaming service. In Chapter 5, we dism#sssiBt where we deploy
angels to enhance Tor’s performance for bandwidth-intensive apphsa Chapter 6 summarizes

our contributions in this thesis.



Chapter 2

Related Work

In this thesis, we argue for the use of the peer-assisted content gdiysiems especially for
applications where content has to be fresh and cannot be cachedss&atdhe plethora of P2P
literature, we use three dimensions: (1) structured vs unstructurednsystee define a struc-
ture content delivery system as a system piinsistent connectiortsetween peers where content
keeps flowing over the same connections as long as they are reliablappddn the duration
of the content delivery, (2) centralized vs distributed systems: in cergdaBystems a central
authority decideswhich nodes are connected and what content is transferred betwesan ith
a distributed system, each client is responsible for taking these decis®rispflogy-aware vs
topology-agnostic: where the underlying topology and the connectivitgitons are part of con-
nectivity decisions or not. For the three applications we target we fawectated peer-assisted
content distribution systems where connections are persistent. The s#rafaws us to mini-
mize the angel deployment while allowing us to maintain the required level oiceeguality. It
is hard to minimally provision angel deployment in unstructured systems whisrimfeasible to
identify where, when and by how much angels’ capacity is required. A¢iaty said, managing
structured peer-assisted systems is hard in a distributed fashion thusaeretoeusing central-
ized authority that collects node information and decides on their utilization lelrelhe case
of bulk-synchronous and live streaming the central authority (the ragissrresponsible for de-
ciding which nodes are connected and at what rate content is tratstaetween them. In the
case of Tor, each client has to choose the relays in its circuit, as deletf@smigcision violates
the anonymity requirement in Tor. Yet, we argue for enhancing Tor'srakizred authority (the
Directory Authority) to better Tor’s load balancing mechanism, increasingdke utilization and

minimizing the variance in circuit throughput.

11
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The peer-assisted content distribution landscape is also divided betwymdagy-aware and
topology-agnostic systems. Our systems do not explicitly optimize based omdleeying net-
work topology. Even though in the live streaming and Tor applications we depézhanisms to
avoid degraded end-to-end connections, we do not actively optimizel lmesthe network topol-
ogy. In today’s internet, the bottleneck is more likely to be at the edge of tteeorie(Cataltepe
and Moghe, 2003), which is the main reason why CDNs like Akamai deplaysbevers at the
edge of the network. For P2P applications, the bottleneck is typically at @titeof the over-
lay connection and rarely in the middle of the network, thus for the sake ofisitypve deploy
topology-agnostic content delivery mechanisms.

Table 2.1 provides a taxonomy of P2P and peer-assisted content gislpgdems based on the
three aforementioned dimensions: structure, centralization and topol@ggress. The following

is a detailed comparison of these systems to the ones we introduce in this thesis.

P2P Systems Structured| Centralized| Topology-aware
OSMOSIS (Bestavros and Jin, 2003) Y Y Y
(Sweha et al., 2012b; Sweha et al., 2011
(Kumar et al., 2007; Kumar and Ross, 2006) Y Y N

(Sherr et al., 2009)
(Smaragdakis et al., 2008)
dPAM (Sharma et al., 2005) Y N Y
Splitstream (Castro et al., 2003)
P2PCast (Nicolosi and Annapureddy, 2003)
CoopNet (Padmanabhan et al., 2003)
(Dhungel et al., 2010)
(Sweha et al., 2012a)
(Snader and Borisov, 2010) Y N N
(Aggarwal et al., 2007) N Y Y
dHCPS (Guo et al., 2008a)
Antfarm (Peterson and Sirer, 2009)

CYCLOPS (Michiardi et al., 2012) N Y N
ONO (Choffnes and Bustamante, 2008)
(Bindal et al., 2006) N N Y

BitTorrent (Cohen, 2003)
CoolStreaming (Zhang et al., 2005)
(Wang et al., 2007) N N N

Table 2.1: A taxonomy of P2P literature based on: structure, centralization and
topology-awareness
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The closest work to our bulk-synchronous and live streaming systeryS<arar et al. (Ku-
mar et al., 2007; Kumar and Ross, 2006) where they used a structergthlized and topology-
agnostic delivery mechanism like us. The first paper addresses theyndkronous applications
from an analytical point of view using the Uplink Sharing Model (Mundingieal., 2008). We ex-
tend the analytical model to incorporate angels and then propose a drdisiseanination strategy
(GT) and build a system and deploy itin Emulab. For the second paperskdyMundinger et al.,
2008) again to find the maximum bit-rate of a live video streaming swarm. Agaiextemd the
analytical model to include angels, build tAegelCastystem and deploy it in both Emulab and
Planetlab. OSMOSIS (Bestavros and Jin, 2003) is a structured, cesdraliml topology-aware
cache-and-relay VoD delivery mechanism with playback functionaliy, skip, rewind and fast
forward. In this system a client searches for the closest peer witlsexepacity to download the
whole video from. OSMOSIS is a typical case of end-system multicast vameemd-user acts as
a source for other end-users uploading the whole content to them. dBBAafrfa et al., 2005) is a
distributed prefetch-and-relay version of OSMOSIS. The main differdretween OSMOSIS and
dPAM on the one hand anmdLoupANGELs andAngelCasbn the other is that we deal with fresh
content where there is no playback functionalities or a chance fortphérfg.

(Smaragdakis et al., 2008) is a structured distributed topology-awarmyrbmadcast protocol
where each client in the swarm wants to disseminate synchronously adiffée to the othern
clients. This is different from bulk-synchronous application where alidients want to download
the same file. The main contribution of this paper is that despite the peer setimtision of each
peer is made independently, the swarm manages to achieve its overarmaimg minimizing the
time to download all the files to all clients. (Sherr et al., 2009) is another steattdistributed,
topology-aware content distribution protocol that aims at enhancing performance through al-
lowing clients to probe the underlay and construct circuits with small link-lgteé'we conducted
a live measurement over the Tor network and found little evidence thasitgpoircuits based on
link-latency would impact the Tor network positively. A node-based cirseii¢ction yields higher
node utilization and less variance in circuit throughput. Thus we opt fggadgy-agnostic circuit

selection strategy in Tor.



14

Similar to our TorAssist protocol (Sweha et al., 2012a), (Dhungel ef@llp) and (Snader and
Borisov, 2010) argue for a topology-agnostic circuit selection in Tare @rotocol is different as
it allows for the establishment of multi-path routing to enhance the performafnisandwidth-
intensive applications, the other differences are the changes wesgrégppahe Directory Author-

ity’s probing and circuit selection mechanisms.

The same category of structured, distributed and topology-agnostic @scuéw video stream-
ing systems, such as SplitStream (Castro et al., 2003), P2PCast (Nardoshnapureddy, 2003),
and CoopNet (Padmanabhan et al., 2003). They are similang@ICastis that they rely on a
multi-tree constructionAngelCasts different in its reliance on a central authority (the registrar)
to make connectivity decisions. We argue that having such central @yteoablesAngelCasto
make better resource provisioning decisions. We safeguard agaifsthpence degradation due
to churn by relying on proactive membership management. We discuss ys¢ses in detail in

Section 4.6 supporting our argument with experimental evaluation.

The second half of the table is for unstructured P2P systems whereatiomseare not persis-
tent and each chunk of the content is most likely to traverse a differaningpg tree. The poster
child of these systems is the widely used and studied BitTorrent protocbiefC2003). Cool-
Streaming (Zhang et al., 2005) is the video streaming version of BitTorréetdifference is that
the deadline of a chunk playtime is a factor in the piece selection algorithm. Wad\Wang
et al., 2007) proposed adding powerful peers to BitTorrent swarmsdelexrate the download
rate in an uncoordinated fashion. This is not efficient, because thefgetk” will unnecessar-
ily consume the scarce upstream capacity in the swarm to download the wholaAlfilef the
three aforementioned protocols are unstructured, distributed and tgpadpgstic. There have
been a large body of work around them, we focus on a few of them tocgts@rour taxonomy.
For topology-aware protocols we discuss three protocols. First, (Agd&t al., 2007) relies on
a central oracle that suggests connectivity information to clients basecaretivork topology.

ONO (Choffnes and Bustamante, 2008) is the distributed version of thatewdach client uses
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CDN-hints to decide which other clients are topologically close-by. (Bindall £2006) is similar

to ONO in being a distributed topology-aware unstructured protocol wtienets bias their peer
selection towards other clients in the same ISP to improve locality. This modificaties bt
need a centralized authority. As for unstructured, centralized and wppalgnostic protocols, we
start with dHCPS (Guo et al., 2008a) which resembles GT in that it relies derarthical P2P
dissemination mechanism for streaming, whereby each cluster has a Headytbe for this clus-
ter) which is a member of a superNode swarm fed by the source. dHQRS $loe optimization
problem for deciding how much upstream capacity each head shouldatetticthe superNode
swarm versus its own group. Antfarm (Peterson and Sirer, 2009Ca@L. OPS (Michiardi et al.,
2012) are similar to GT andngelCastin that a central authority decides on when to deploy ex-
tra resources and by how much. Antfarm is a content distribution systemm#esures the vital
signs for each swarm by plotting tiReesponse Cury&vhich is the relationship between the seeder
upload rate and the average download rate in the swarm. Antfarm allocateseawuler rate for
swarms with steeper response curve. CYCLOPS deploys the minimum anf@louedresources

to maintain the availability of content in a BitTorrent swarire,, as long as chunks are available

in the swarm CYCLOPS does not need to make these chunks availablehhtheugjoud.

To conclude, our taxonomy of the peer-assisted content delivery literetbased on three
dimensions, structure, centrality and topology-awareness. Each @ilihgihg three chapters has
a related work section that contrasts details pertaining to our specificagpi@other approaches

in the literature.



Chapter 3

CloudAngels: A Peer-Assisted Bulk-Synchronous Content
Distribution Service

Leveraging client upstream capacity through peer-assisted conteéithudion was shown to de-
crease the load on content providers, while also improving average digiritiimes. These ben-
efits, however, are limited by the disparity between client upstream andsti@am capacities,
especially in scenarios requiring a minimum distribution time (MDT) of a freshepidcontent
to a set of clients. Achieving MDT is crucial famulk-synchronouapplications, when every client
in a set must wait for all other clients in the set to finish their downloads bbfgirg able to make
use of the downloaded content. In this chapter, we propose the useliotdel servers, which
we call angelsto accelerate peer-assisted content distribution in general, and to minimize MDT
in particular. An angel is not itself the content origin, nor is it interested lly flownloading
the content; its only purpose is to enable a peer-assisted content distribchieme to approach
the theoretical lower-bound for MDT. To overcome scalability issues @rttén an optimal MDT
construction, we propose and evaluate a content exchange stratelyyrig\angels, which we call
Group Tree In addition to simulation results that demonstrate the near optimal performboge o
proposed approach, we present the architecture and implementatop @bANGELS — a service
that allows the elastic, on-the-fly deployment of angels (in the cloud) tot@ss@ntent provider

(off the cloud) in realizing its MDT objective.
3.1 Motivation and Problem Statement

Existing peer-assisted content distribution systems can be seen as "aat Hoest effort” in the

sense that a client upstream capacity is tapped only to the extent that wtrerisg clients are

16
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able to utilize it. Indeed, most mechanisms proposed and implemented for pegiosedo not
primarily aim to maximize the utility of a swarm’s aggregate capacity, but rather focushen o
goals, including dealing with freeloaders using rational tit-for-tat exgkarfCohen, 2003), or re-
ducing inter-I1SP traffic using geographic (or topological) locality (of88). These approaches
are well justified when peer-assisted content distribution is not undeotiistof a single author-
ity or does not cater to a common overarching “socially optimal” (not to menticai)letjectivet
We contend that for many emerging applications and settings, either or btitesag conditions
may not hold. In particular, when content providers employ peer-adgisiévery mechanisms,
they are in fact acting as a single authority that choreographs the open&tidi clients involved,
using specially-developed software clients. Moreover, for many engepoperative applica-
tions, optimizing the performance of individual clients may not be a rationalctibe as it may
lead to suboptimal group performance.

Motivated by the above observations, in this chapter we tackle the prolil@eeo-assisted
content delivery in a setting where it is assumed that (1) the content prosftbreographs the
participation of all clients in a swarm, and/or (2) the objective of the contelivtedy system is to
minimize the time it takes to distribute a common piece of content to all clients in the swarm.
Bulk-Synchronous Content Distribution: Our focus in this chapter is on systems witiMani-
mum Distribution TiméMDT) objective. An MDT objective implies that the overarching common
goal of the providemand clients is to minimize the time by whicéll clients finish their down-
load. The need for such a bulk synchronous mode of operation (whiobt isew (BSP, 2007))
is paramount, with applications to: enterprise-wide system administration iregjgymchronous
software patching or data replication, virtual community games and simulatéty exaviron-
ments requiring common content such as dynamic simulated terrain informatioratzéssible
to all players before any progress could be made, publish-subsatwenks and distributed data
stores requiring consistency across multiple sites, among many otherglitioratb applications

where synchronization is over content, the MDT objective may be desif@biistributed multi-

A file-sharing application is a canonical example where both of thesetimmmsihold. Indeed, early research on
swarming protocols was singularly geared to issues stemming from &kngrapplications.
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agent applications in which the delay in one agent’s response may négatipact the overall
fidelity of the systeme.g, an advanced alert system composed of a set of distributed monitoring
agents that download and process a common live feed: independenylgiagé using a different
anomaly detection approach and reporting any security breaches ttra eerthority.

To achieve an MDT obijective for a group of clients requires a judicioesofislient upstream
and downstream capacities, which are typically highly asymmetric as mosoff@éPtheir clients
download speeds that are significantly larger than upload speeds. &lsiad-hoc, best-effort
swarming mechanism, this disparity may result in an under-utilization of the die®ans capacity
to the clients, even if the upstream capacity of clients in the swarm is fully tapiped video
dissemination system, this may not be a problem as long as the download ratigitiueclients
is larger than the playback rate (Huang et al., 2007). But, for bulk coudtgivery that is not
subject to a nominal playback rate, under-utilizing the swarm capacity ldgmatic.

Kumar and Ross (Kumar and Ross, 2006) derived a theoretical lavwgrdbon MDT and
proposed a fluid model that achieves this bound. Their result suggaesMET is limited by one
of three potential bottlenecks in any P2P overlay: (1) the seeder upstagaacity, (2) the slowest
client downstream capacity, or (3) the aggregate upstream capacltglidts in the swarm. We
note that the third of these bottlenecks, namelystvarm upstream capacitys likely to be the
most prevalent in many settings, due to the aforementioned disparity betweapdtieam and
downstream capacities of most cliefts.

Chapter Contribution and Outline: In support of the MDT objective for bulk-synchronous con-
tent distribution, in this chapter we investigate the potential benefit from treeorand deploy-
ment of cloud resources to alleviate the swarm upstream capacity bottlefieckkhat end, we
propose the use of helper nodes — which we @aflels® An angel is not a client in the sense that
it is not interested in receiving the entire content (file) to be distributedabier it is interested in

minimizing the MDT to all clients. As such, an angel uses its storage and up/lilckvcapacity to

2\We also note that nothing can be done “inside the netwaelg,(by leveraging cloud resources) to alleviate the
first two potential bottlenecks.

3The idea of introducing helper nodes was also considered in (Wang 20@¥), where the focus was on using idle
nodes to improve BitTorrent’s steady-state performance as opposetintzing any specific objective.
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cache and forward parts of the file to other peers, in such a way thavtrensupstream capacity
ceases to be the limiting factor for MDT. Doing so ensures that the contavitlpr is able to fully
leverage the upstream/downstream capacities of the clients.

In Section 3.2, we extend the analytical results in (Kumar and Ross, 20@6rtant for the
presence of angels by deriving a new lower bound on MDT. Also, weavghat this new lower
bound is tight by constructing a distribution strategy under a fluid modehgstson. Simula-
tion results show that a direct implementation of our fluid construction is impraciibarefore,
in Section 3.3, we present a coordinated swarming strategy — cattaap Tree(GT) — that ad-
dresses the impracticalities of the fluid model to fully utilize angels. Simulation reshdts that
GT outperforms other strategies, scales well with the increase in the nufnddemds, and oper-
ates near the optimal theoretical bounds. These findings suggest thafriast to focusing only
on piece or peer selection strategies, a strategy that incorporatesiterih tiolds the potential for
significant performance gains. Armed with the promise from these simulatoiftsgin Section
5.6, we present the blueprints ©foubANGELS— an “angels on demand” cloud service that com-
plements peer-assisted content delivery to achieve an MDT objectivBedtion 3.6, we report
results from live Emulab experiments in which @iroupANGELS service is used in a real content

distribution sessions.

3.2 Optimal MDT Construction
3.2.1 MDT Problem Statement

We aim to minimize the distribution time of a file of siZeé from a set of Content Providers
(providers),p € P to a set of Clientsg € C, with the help of a set of angels,€ A. Following
the Uplink-Sharing fluid model presented in (Mundinger et al., 2008) andtad by (Kumar and
Ross, 2006), our goal is to minimiZg whereT' = max;cc {7;} andT; is the time it takes client
to finish the download. The fluid model must make sure that each node’sipddald or download
rate, does not exceeds neither its upstream capagijynor its downstream capacity(i), which

under a fluid model can be infinitesimally divided. Specifically:
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u(p) > Z xp;, Provider upstream capacity (3.1)

ie{C,A}
wherex,,; is the upload rate from to

u() > Z x;5, Client upstream capacity; € C (3.2)
Jje{c,A}

d(i) > Tpit+Tai +Z xj;, Client downstream capacity; € C 3.3)

Jje{C}

u(a) ZZ Zq;, Angel upstream capacity (3.4)
ie{C}

d(a) > z,, Angel downstream capacity (3.5)

The Uplink-Sharing model (Mundinger et al., 2008) does not accaumtdtwork cross-traffic
or losses. Thus, for notational convenience, we aggregate thepgemiders and the set of angels
into one provider and one angel, with the upstream/downstream capacitymitvider and of the
angel set to the aggregate capacities of all the providers and of allgetsarespectively. Chiat

al. proved the correctness of such an abstraction (Chiu et al., 2006).

3.2.2 Main Results
In this section, we prove that under the aforementioned model, we carlamviine file in the
minimum time possible while utilizing the full capacity of angels.

Lemma 1. In the presence of angels, under a fluid Uplink-Sharing model, a disiofodime T’
for a file of sizeF is achievable, where:

T r 3.6
min{u(PLdnLiwn%cw_%} ( )

where d,,i, = miniec{d(i)}

Proof. We provide a fluid construction that achieves the boundifoiThis construction follows
three cases corresponding to the nature of the underlying bottlenedeftbeninator off").
CaseA: When the upstream capacity of the content provifles the bottlenecki.e., u(P) <

. u(P)+u(C)+u(A u(A
it { g, MO _ )

}, P sends fresh data to each clienwith ratez,;, and also

sends fresh data to the angel with rajg. Each client forwards data it receives from the provider
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to the othelC' — 1| clients. Similarly, the angel forwards data it receives from the providaf to
|C| clients. Notice that once data is sent to one client, all other clients wouldssfatlg receive

it from that client as long as,; = z;; Vj € C. Figure 41 illustrates the idea. To complete

Figure 3-1: Clients/angel forward content received from provider to other clients.

our construction, we show that there are valuesafgrandz,, that ensure that all clients will
successfully download the data with ragggqual to the provider’s capacitye., y; = u(P), Vi €
C, without violating the upstream/downstream capacity constraints of the \ariodes To that

end, consider the following rates:

Z'pi = (1 — 5)7

where

These rates respect the five aforementioned constraints and achidesitteel MDT. It is straight-
forward to verify that the choice of these rates ensures that the cliathte@angel will not exceed

their upstream capacities (constraints 2 and 4), and that the total datagseate of the provider
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z, (given below) satisfies the seeder’s capacity constraint (constjaint 1

v ;A v =000 =7 e
_ u(P) . u(C) +U(A)
|1é(|€)1 +% G]=1 " Ic
= u(P)

CaseB: The clients’s share of the aggregate upstream capacity is the bottleereck; JFu(@)Fu(d)

ICT
Tg'? < min{u(P), dmnin}. Our construction in this case requires a new dissemination strategy,

which goes in two phases as outlined below.

Phase 1.The provider divides the file int@”'| + 1 unequal size blocks proportional to the upstream
capacities of th¢C'| clients and of the angel. Next, the provider sends bidckthei-th client and
block: = |C| + 1 to the angel. Unlike in Casd, due to its upstream capacity constraint, a client
is not able to disseminatdl the data it receives, from the provider, to the other clients. Hence
clients can only share parts of their blocks with each ofteey,z,; > z;; Vj € C. LetWW denote
the duration of phase 1. The block sizes are chosen to guaranteetihra Bt each client would
have completed the download of its corresponding block from the prosigtionly parts of the
other clients’ blocks.

Fig.32 illustrates this dissemination strategy, where it is clear that the client's dotvrddey

from the provider differs from its upload rate to the other clients.

Figure 3-2: During phase one, the provider sends each client its perspective block
which in its turn forwards part of it to the other clients.
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Phase 2:In this phasej.e, for t > W, the clients continue to send the data they got from the
provider in Phase 1 to all other clients, while the provider uses its upstrapatity to help out
with the dissemination of incomplete blocks. Figur8 Blustrates the state of file reception for

client1 during Phase 2.

From Seeclej From Seeclej
Block 1 Blﬁcl( 2 ‘ Bloc#l( 3 ‘ ‘ ‘ Block H ‘
E:om Leacher 2 EI"O]H Leacher 3 EI"O]H Angel

Figure 3-3: The state of the file reception after tiriié for client 1

To complete our construction, we propose the following rate allocation sgh&hieh we
show to match the distribution timE in Eq.2, while satisfying imposed capacity constraints. To

that end, consider the following assignments:

= 0
Tpi = \C’| 7 +0 Viel
_ u(4)
el
xzj—m VZEC,Z#]
(3.7)
Settingz;; = c ‘ 7 guarantees that clients will not violate their upstream capacity stnce

(IC] = 1) x 32;p, wij = u; (constraint 2). Likewise the angels (constraint 4). Assuming that the

angel's downstream capacity is greater than or equb/[t0| of its upstream capacity ensures the

satisfaction of constraint 5. Choosing= UI(C\) (\cmg) 0T |é|2) guarantees that > 0 as

u(P)4u(C)4u(A) u(A)
u(P) = (/e

Substituting fow, the aggregate rate by which the provider sendsdata D, 2pi +2pq =

u(C) u(A u(C) u(P u(C u(A A
Cr +1C18 + e is given by:a, = 5y + [C1CTEE — (e + T ) + 167 = u(P)

thus satisfying constraint 1.

Each client; will download with ratey; = @i + Yy, sicc 1077 + %pa = 011 + “|(—P‘ -

—
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(‘Cﬁ(g‘) 5+ |(g|2)) + |(0|) = “(P)Jr“‘(g'H“(A) ‘(()‘2), thus satisfying constraint 3.

To summarize, when the network upstream capacity is the bottleneck, wedhbat a rate

y; = min{u(P), dmin, “(P)“"g)*“(/‘) — Tg?}} Vi € C'is achievable while satisfying the various

imposed capacity constraints.

Case(': The downstream capacity of the slowest client is the bottleneck,

2. dpin < min{u(P), “EHHEHA sy

We consider two subcases, for which we provide a proof sketch below.

e Subcas&'l: dp, < %@1 + 5

e Subcas€’2: d,;, > %@1 +

Proving achievability for Subcas@1 is similar to cased. We use the same fluid model of

u(C) u(A) —dumin
Fig. 41, except for a change in the value bf= H(Z)‘C‘ . Similar to Cased, setting
[C]—1 C|
Tpi = (1 — 5)|C‘ 7 andwz,, = (1 —90) \(LI) and making nodes forwarding received data to the

other clients satisfies constraints 2 and 4. The amount of data the prosiiiy squals:

2p = Dvicc,a o = 2yiec((1=0) gr=p) +(1-9) |(C|) (1_5)(%'(\0) +u|(51\)) = dpmin < u(P)
satisfying constraint 1.

The download rate of any client will be:
Yi = Tpi + D ovjec,agjri Tii = 2vjec.a Tpj = dmin Satisfying the distribution timé@” in Eq.2
and constraint 3.

To satisfy constraint 5, the angel downstream capacity most exceed faatitipn of the slowest
u(A)
client downstream capacith,in oy
1c-1717C

the desired client download rate.

< d,. Thus these rates satisfies the 5 constraints and

Similarly, proving achievability for Subcage? is similar to case3, except for a change in the

value of§ = dyin — (fé(ﬁ)l + %). Again, constraints 2 and 4 follow through from the assigned
rates in equations 3.7 because> 0. Also, we assume that, > z,, = ‘(C‘) which is a fair
assumption to satisfy constraint 5.

The rate of data send from the provider equals:
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oz, = 4O u(A)
V;Cxpz‘F pa |C|— +|C’| ‘C|
C) u(C) | u(A), | u(d)
= = T IClmin - !C|(|C| R
= o u(A)
= [Cldmin = (u(O) + ul(A) + 75
But in this casel,,,;, is the bottleneck, thus:
u(P) +u(C) +u(4)  u(A) .
‘C| |C‘2 - min
WC)+ uP) 4 uld) = [Cln+ 57
u(P) = ’C|dmm—(u(C)+u(A))+u|(CA|)
U(P) > Z Tpi —i—xpa
B \;iec

Thus the constraint 1 is satisfied.

Now, lets check the rate of download of any cliept;

yi = "L‘pl + Z ’71 +$pa
ijﬁzec
u(C) u(C)  u(A),  u(A)
= T4 1 dmin_
o)1 = Em1 e T e

Thus each client downloads with ratg,;,, satisfying constraint 3 and Equation 2.

Following the same steps in the proof for cageand B, one can show that the distribution

time T in EQ.2 is achievable for subcas€s and(C2, respectively. Ol
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Lemma 2. In the presence of angels, under a fluid Uplink-Sharing model, the mmidistribu-
tion time, T},.;,, has a lower bound given by:

F

. u w(C)4u(A u(A
min{u(P), dmin, wP)tulO)tu(d) ‘(C|)+ A) _ ‘é|2)}

Proof. The bound given on MDT implies that the download rate of any cligpt,. is bounded as

follows: ymax < min{u(P), dpmin, “(P)“"g)*“(“‘) — T((;?Q) }. This implies that the MDT bottleneck

is due to one of three possibilities. The first is the upstream capacity ofdkEpr: ymax < u(P).

In this case the provider’s upstream capacity limits the minimum download rateen$ .9,
when clients are powerful and the provider is weak). The secondbildgss the downstream
capacity of the slowest clienf.x < dmin. Clearly the minimum download rate cannot exceed
the minimum downstream capacity of any client. The third possibility is the aggregatream

capacity of the swarmyma, < “Z )““(CC[)JF“(A) - qréj‘?. In this case the aggregate upstream

capacity of the swarm cannot saturate the downstream capacity of thisclien
Only the third of these cases is not obvious. First, we start with the caseamigels. We know
that the aggregate download rate cannot exceed the aggregate mps#gacity in the swarm:
Y vicc ¥i < uw(P) + u(C). To utilize a fractionz, of the upstream capacity of the angel, the
angel must download fresh data with a rate of at I%ﬁrﬁtThus, in case of using angels, we get:
Svico¥i + % < u(P) +u(C) + 2(A) Zugelt < MPIUOEA) _ 2
Since the minimum is always less than the mean and the upper boygg.ds achieved when

z(A) = U(A), we conclude thag,., < “(P)““(CCIH“(A) — Tgl?. O

Theorem 1. The minimum distribution timé&;,,,;,,, given in Lemma 2 is tight.

Proof. The proof follows directly from the fact that the construction given in Leninachieves
the lower bound stated in Lemma 2. Ol

3.2.3 Implications on the Role of Angels

It follows directly from the aforementioned theoretical results that whergtieneck lies in the
aggregate upstream capacity of the swarm and not in the source @rsvigdstream capacity) or

the sink (slowest client downstream capacity), adding upstream capadity swarm through the



27

use of angels will necessarily improve MDT. But, can angels achieve tass if they behave
just like normal clientsi(e., download the entire file)? The answems. If angels download
more thanﬁ of what they upload, they will not be able to upload the excess amount tasclien
It would have been more beneficial to upload this excess data to the clieatshydiirom the

provider. For example, our optimal construction can speed up dowrﬂma(ﬂc(% — Tglé)). If

angels act like clients (and have capacities identical to these of clients)wimodal rate would be

u(P)+u(C)+u(A)

CTHAl . This roughly equal (2)+u(C) , which is identical to not having angels in the first

IC]

place. Thus, adding angels that behave just like clients (by downloadiraptiient in its entirety)
only enlarges the swarm but does not optimize MDT. Even if the addedsangstream capacity
is made (say) double that of the clients’ upstream capacity, the speedrapofir construction
would be double the speed up achieved by having angels act like clients.

To summarize, merely adding “participants” to a swarm will not result in lovgeMDT,
unless these participants behave in the specific manner prescribed ior@truction. This is
precisely the role we propose for angels: Angels are on-demand spativipants that do not
have and do not seek to obtain the content (they are not replicas @scatthe provider); they

download just the right amount of the content (as prescribed in ourtrcmtion) to minimize

MDT.
3.3 Practical MDT Construction

The optimal fluid construction presented in the previous section makes twmpsisns: (1) data
dissemination is fluid instead of packetized, and (2) a client is able to opeansanan arbitrary
large number of concurrent connections, as large as the number d&dhetme swarm. As we
experimentally show later on (see section 3.4), a direct implementation of adic@astruction
results in a very degraded performance due to the realities of OS andrkestaok implementa-
tions (.9, given the packet-based nature of transport protocols, and giediat¢hthat setting up
an unbounded number of connections leads to bandwidth fragmentatidrC&htimeouts).
That said, our optimal MDT construction gives us two important insights tleacrucial for

building a near-optimal bulk-synchronous content distribution stratelgythé upstream capacity



28

of clients is the most scarce asset in the system, thus utilizing the clients upstipanity fully
and as soon as possible is key, (2) angels can utilize their upstreanitgdpidcto forward data

even if they download data with rates significantly smaller than their downsirepacity*

3.3.1 The Group Tree Coordinated Swarming Strategy

Taking into consideration the pros and cons of an optimal fluid construgt®build a coordinated
swarming strategy that does not require any client to have morekthannections at any point in
time. OurGroup Treg(GT) strategy works in two phases as depicted in Figue Bhe first phase
utilizes a tree-like structure with the aim of getting all nodes (angels and clierds)vnload, and
hence upload, content as soon as possible. In the second phase,smatm together to finish
downloading the file. In the remainder of this section, we provide the detailesé two phases
of the GT strategy.

Initially, the provider (seeder) divides the file iftosegments, wherk is the upper-bound set

on the out-degree of (number of connections allowed for) clients — anedea of the GT strategy.

In Phase 1, the swarm is organized iktbinary trees. One of the trees is dedicated to angels,

whereas the other trees are populated by clients. Clients are matched apsignkd to trees
in such a way that all tree participants have similar upstream capacities. tieacis assigned
a segment of the file that is proportional in its size to the nominal, individudteg®s capacity
of nodes (clients or angels) in the tree. The seeder sends the segmemisikis to the root of
each tree, noting that the tree nodes operate in a pipelined fashion: @leet&angel receives a
packet, it forwards it to its children in the tree. For example, as depicted ind=-8#, client(b, j)
downloads the segmebbf the file from client(b, L%J ). It only takeslog (V) multiples of a packet
transfer time for all clients to begin utilizing their upstream capacity.

In Phase 2, sets df nodes (from thet different trees) each having received one of the

different segments of the file, form a clique for swarming purposes.dBgtcuction, each clique

would include one angél. Each clique uses our optimal MDT construction to disseminate the

“Actually, any excess download by an angel underscores an inefficias a client could have used this wasted
capacity.
SFor implementation purposes, if the number of servers supporting &nutionality is small, the servers can
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Phase 2

Figure 3-4: lllustration of the GT strategy. In phasei = 4 different segments
are disseminated downward through= 4 binary distribution trees. In phase 2,
segments are disseminated laterally within cliques of kize4.

file between its members. For example, as depicted in FigdrecBents(b, 1), (r,1), (g,1) and
(y,1) form a clique. Notice that in this phase, the operation of angels and clieniffeisedit.
In particular, each angel sends data to clients in its cligiteoutreceiving any data from these
clients, thus saving the precious upstream capacity of clients.

In the first phase of our GT strategy, the content provider kd®sary subtreed.g., fan-out =
2) to distribute a given segment to a particular set of nodes. Theoretitalgptimal fan-out for
distributing segments in Phase 1 is the natural nuneb&imulation results show that a fan-out of
2 achieves better performance than a fan-ou,gfistifying our choice of a binary tree construc-
tion for our GT strategy.
Proof: The depth of amn-ary tree,i.e., a group tree of fan-outn, which hasN clients is
d = [log,,(& + 1)]. The time needed to distribute a chunk of siZefrom a client with up-
stream capacity of to m children will be% x m, Which is linear im. This happens because as
we increase the fan-out each child’s share of its parent’s bandwidtdedtease.

. T, the time to disseminatg of the file to each client, will be:

time-multiplex their capacities between multiple cliques, effectively allowingrayebper clique.
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F

T = —xmxd
¢
F N

- log, (— + 1

- xmox [logy, (== +1)]
F N

T > —*m*logm(z+1)
c

> f*ln(]zﬂ)*(m?;))
The optimal value ofn is whendL =
) * ) = °
n(m*) = 1
m* = e

Thus, the optimal fan-out of GT would be 2 or 3. We used our discrete timdationtio decide
the optimal fan-out of the GT. FigureBcompares the distribution time of a file size 192 MB to
an exponentially increasing number of peers. The upstream and deamstapacities are similar
to the ones used in section 3.4. The graph shows that a fan-out of 2 \eifitter than a fan-out of
3. From now on, we use a fan-out of 2 whenever we use GT.

In contrast to theRecursive MDTheuristic, using GT activates all nodes aftee Tpxr *
log,. 1 |L| during phase 1, wherép is the time to transfer one packet. The node activation
time using GT is thus faster than that of tRecursive MDTheuristic by a factor equal to the ratio
between the packet size and the file size, thus dominating in performaneesystbm will utilize

its aggregate upstream capacity much faster.
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Figure 3-5: A comparison between GT with fan-oRtand GT with fan-ou8.

3.3.2 Other Distribution Strategies

In addition to our GT strategy, which is rooted in our MDT construction, weltansidered a host
of other practical distribution heuristics that rely on peer and piece salesttiategies to assess
their appropriateness for achieving the MDT obijective.

The most basic (baseline) strategy we considerdglbisdom whereby the sender chooses a
receiver at random, and sends a random piece to it given that thigsaeneeds this piece. This
strategy does not employ any intelligence in peer or piece selection. Tithainsaur implementa-
tion we ensured that no sender remains idle as long as a receiver naeds that the sender has.
This strategy fully utilizes the resources in the system but without coordmatio

To evaluate the benefit from smarter piece selection strategies, we implera¢ioiea Rarest
First (LRF) piece selection strategy (Legout et al., 2006), which sends tlce prgh the least
number of copies that the receiver’s neighbors have. LRF tries tovachedanced piece distri-
bution depending on local information. In addition to LRF, we also implementélbbal Rarest

First (GRF) piece selection strategy. While impractical at scale, GRF allows uslaed® the full
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benefit of optimizing piece selection depending on full piece distributionnmédion. To evaluate

the benefit of peer selection, we implementdeha Peer Selectiorstrategy (FPS), which tries to
get each client a fair-share of the network’s upstream capacity. desehooses the least fortunate
recipient to send data te,g, the client with the least fan-in given that all the clients have the same
upstream capacity. Finally, we implemented a strategy that combines pieceeandgtection.
The FPS+GRF strategy chooses the most needy recipient, and thelseGdd- piece to it. This

strategy can be seen as independently supporting intelligent piece arskfsetion strategies.
3.4 Simulation Results

In this section we present simulation results comparing our GT strategy to #ge\iir-agnostic
strategies. We built a custom discrete-event simulator that simulates a praviit of angels,
and a set of clients downloading a file consisting of a set of blocks. Eadé builds a set of
connections to some (or all) of the other nodes. Each connection hasia gfiblocks to be
transferred sequentially over that connection (the delivery of onekbimarks the beginning of
the transfer of the next block). Upon receipt of a block, a node dsaideether or not it should
forward that block to other peers. A connection is terminated as a resuieadf two events: either
the expiration of a randomized timeout parameter, or when there are no oks ko transmit
over the connection. Upon the termination of a connection, a node estaldistev connection
possibly to a new peer, if necessary. Our simulation is done at the sesgamntkeus ignoring
transport layer effects.g, due to packet loss or cross traffic, which we captured at the session
level by introducing variability in the connection speed over time.

In our experiments, we use the following model parameters: the filefSigeset to 24 MB
(with a block size of 28KB); the provider upstream capacity is set to 512 Kbps; the client/angel
upstream capacity; is set to 128 Kbps and the downstream capaditis set to 256 Kbpsy: €
C, A. These parameters ensure that the aggregate upstream capacity wathe(&ithout the
angels) is the bottleneck, which is the scenario of interest as explainectionsé.2.3.

In our first set of experiments, we evaluate the performance of a dimggémentation of

an optimal MDT construction as the number of clients scales up, and compaeztievable
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distribution time to the theoretical lower bound (predicted by our fluid model).rgig6é shows
that a direct implementation of the MDT construction does not scale. This @&ibec¢he optimal
construction assumes a fluid communication model, implying that a client canrtbdasa the
instant it receives it. In practice, clients need to transfer data in blockis rMeans that as the
number of clients in the swarm increases, the speed of each conneatreasks correspondingly
(since the client bandwidth is equally divided across all connections3jrogthe time to transfer
a block to increase linearly. The figure also shows the results when thé&r&dgy is used under

the same settings, showing near optimal MDT and scaling characteristics.
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Figure 3-6: Performance of a direct implementation of the MDT construction and
of the GT strategy (also showing the analytical MDT lower bound).

In our second set of experiments we fixed the number of client8&@nd varied the number
of angels betweef and16, to examine the potential improvement in MDT due to angels. Figure
37 shows the performance of the GT strategy versus the theoretical lowedbwhich makes it
evident that the performance of the GT strategy tracks that of the MDTr loawend as the number
of angels increases, subject to a relatively fixed overhead foriogrout Phase 1 of the GT.

In our third set of experiments, we compared the performance of the &€&gyrto these of the

other distribution strategies presented in section 3.3.2, as the number ofdigassfrom 4 to 512.



34

c)

e

N
o
(@)

T

—_—
(&)
o

GroupTree
Lower Bound

a1
o
T

Min Distribution Time (s
S
o

0 5 10 15 20
Number of Angels

Figure 3-7: Performance of GT as a function of the number of angels.

Figure 38 shows the results (as well as the theoretical MDT lower bound). Tlessés indicate
that our GT strategy outperforms all others and that it operates within gfriistance of the
optimal MDT bound. Another observation from this set of experiments isiegberformance of
the GRF+FPS strategy (utilizing both piece and peer selection, albeit indimpéyn) is decidedly
superior to the stand-alone GRF and FPS strategies.

Minimizing the worst-case distribution time may result in a degradation of the geetiatri-
bution time, especially in settings wherein the client downstream capacitieghhediverse e.g,
a setting where a few clients have much lower (outlier) download speedmitstrothers. In such
settings, aiming to reduce MDT will necessarily hurt the average distribution tivieeargue that
bulk-synchronous content distribution applications are unlikely to invalvd slisparate profiles
for client upstream/downstream capacities. Rather, for our purpibgeset of clients involved in
a bulk-synchronous download are likely to have comparable capabiktigsd set of broadband
residential users in a virtual-reality gaming application, or a set of enterpeivers acting as con-
sistent data repositories). In such settings, our experiments confirntezptivaizing MDT does

indeed improve the average distribution time as well. FigugesBows theaveragedistribution
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Figure 3-8: MDT for various strategies as a function of the number of clients.

time for the swarm considered in the last experiment; it shows that our GE€gtravhich while
primarily aiming to optimize MDT, outperforms the other strategies with respect tavbege
distribution time as well. This hints to the utility of coordinated swarming beyond MiDfis not
a focus of this work.

To summarize, our simulation experiments show that the GT strategy outperddirother
strategies, scales well, and operates near the optimal, theoretical MD@.bOum findings also
suggest that coordinated swarming strategies, which coordinate bottgpidpeer selection, such
as GT result in much better performance than strategies that focus onpébeior peer selection
(e.g, the LRF, GRF, and FPS strategies) or these that consider both butmtaordinated fashion
(e.g, the FPS+GREF strategy).

3.5 CloudAngels: Blueprint for System Design

In this section we present the design and implementation of a cloud servientizdes a content
provider to utilize cloud resources to complement a peer-assisted corggifiution system for

the purpose of minimizing content distribution time. Our service, which weQalluDANGELS,
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Figure 3-9: Average distribution time as a function of the number of clients.

is based on the GT strategy presented in section 3.3. We believe that a fletidgois the
most appropriate paradigm for an implementatiolCodupANGELS because the service needs to
be able to instantiate angels on-the-fly: As content providers seek assistédh MDT content
delivery, the system would need to instantiate a set of Virtual Machinesj\¥d/act as angels. The
aggregate capacity of the deployed angels would depend on the comteidiep's stated objectives
—e.g, how much upstream bandwidth to “add” to the swarm to achieve an optimal, MD{©
ensure that MDT is below a certain preset threshold.

We identify the following agents as the essential players in our system:
Provider: (P) This is the entity in need of theLoubANGELs service’s help with the distribution
of content (namely, a file within its possession) to a group of clients engagdalilk-synchronous
application.
Clients: (C1,Cs,---,Cy) These are the agents constituting the swarm interested in the bulk-
synchronous delivery of content from the provider. We assume tleapttbvider relays to the
CLoubANGELs service the list of clients authorized to access the content.

Angels: (A1, Az, --- , A;) These are the agents (VMs) that are created on-the-fly to help the con-
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tent provider distribute the content subject to MDT objectives.

Figure 11 illustrates the design of oBLOUDANGELS system, which consists of two major
components: (1) the Auxiliary Services Component (ASC) which acts witld@rctmtrol plane
to choreograph the GT strategy, and (2) the Content Distribution Comp¢@B) which acts
within the data plane to distribute content to clients using the GT strategy.

In support of CDC, the ASC provides two sets of services denoted iné-iigli by the“Pro-
filer and the"Accountant”. The CLoubANGELS profiler is responsible for the collection of in-
formation about each client’s upstream and downstream capacity. Cliegitsithar self-report
their capacit§ or else, the profiler may use other methods to estimate their upstream/downstream
capacities. Th€ LoubANGELs accountant is responsible for identifying the level of assistance (in
terms of the number and capacity of angels, if any) that the bulk-synetsorontent distribution
group would need to meet its MDT objectives. This objective may simply be to minikii2€,
or alternately, it may be to ensure that MDT remains below a preset thrg$tioddminimal qual-
ity of service dictated by the bulk-synchronous application). To do soatkeuntant estimates
the distribution time achievable without the help of angels, and based on tinedde¥O T objec-
tive, calculates the characteristics (number and capacities) of the angiefetd to be deployed
to meet this objective. The accountant keeps track of these aspectgfmsps of charging the
provider for the service.

The CDC supports the ma@LoubANGELSs content distribution functionality as follows. Upon
receipt of a request from the content provider to distribute a file, the @8floys d'Registrar”
process to manage the request. The registrar does not get involved diatthéransfer but is
responsible for managing the bulk-synchronous swarm. According t@Thewarming strategy,
the registrar assigns identifiers to clients to choreograph their connectiometanother. The
registrar issues each client a signed token allowing it to introduce itself astharized client in
the swarm. This token includes the file name and a computed unique identifiéoltbBe client in

the swarm. The client ID is in the form of a tuple j) wherei is the segment that the client needs

SWe note that for bulk-synchronous applications, the MDT objective is bothtional/selfish objective for the
individual clients, as well as a socially-optimal objective for the swamd, thus clients are incentivized to truthfully
report their upstream/downstream capacities.
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to subscribe to in Phase 1 of the GT, ghid the location of the node in the distribution tree. The
registrar determines this ID based on the upstream capacity of the clienhdamtizer possible
information in support of additional objectives,g, topological location for efficient intra-ISP
swarming).

To distribute a new file;, the content provider divides the file inkossegmentgzy, ..., zx) and
startsk server processes to handle requests for each one of these segmemigsts from the
roots of each one of thie (binary) trees constituting the first phase of the GT strategy. When the
root of tree; sends its signed token to the content provider, the appropriate precess segment
x; in 64KB-block increments, eventually resulting in thalifferent segments being transmitted
through the roots of thé distribution trees.

In the first phase of the GT strategy, a client with (D;) needs to download segment To
do so, the registrar sends the client the IP address of its parent in thg tree— namely(i, L%j )

The client then begins its download, and starts a server process thas listampload requests
from the client’s children in the tree (during the first GT phase) and frantlilent’s siblings in the

cligue (during the second GT phase). Every time a child or a sibling contactetkier, it forks a
thread and starts uploading segmentgiving priority to requests for; from its children over its

siblings.

In the second phase of the GT strategy, the client witl|[)) needs to download all the other
segments; | # i. For segment, the registrar sends the client the IP address of its sibling in the
[ tree. Client(, j) contacts its siblings to download the other segments as soon as these segments
are available at the siblings.

To meet the MDT objective requested by the provider, the registrar ingsfian the fly) the
necessary number of appropriately provisioned angels (as pres@iybeur MDT construction).
Each angel is assigned an (B, j), wherea corresponds to segmeny of the file that the angels
are responsible to disseminate (recall, the size.0fs a function of the MDT construction). In
the first GT phase, angels act like clients, disseminating segmearnong themselves using the
binary tree. In the second GT phase, angels run a server listeneeadtieir clique siblings

segmentz,, but unlike clients they do not request or download any of the other sggroéthe
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file.
3.6 CloudAngels: Experimental Evaluation

In this section we present results from extensive experimental evalgatfaur CLOUDANGELS
service. Our main motivation in performing these experiments was to (1) ektablididence in
the performance of our implementation by comparing its average perfornbanicat of widely
used swarming solutions, (2) establish the effectiveness of deploym anthe cloud for the
purpose of meeting MDT objectives, and (3) provide evidence of tHalsitity characteristics of
our system.
Experimental Setup: We used Emulab (Emu, 2010) to acquire virtual nodes for our experimental
needs. To marginalize hardware and operating system interferenceguested configurations
in which all nodes were identical. Subject to this requirement, we were ablet @ @tal of 36
Emulab nodes (all running on 64-bit Xeon processors with 2GB of RANh & 64-bit Fedora 8
Linux Distribution operating system). This allowed us to evaluate GT swarnasiaed in binary
trees of depths 1, 2, 3, and' 4To introduce variance among nodes in terms of their upstream and
downstream capacities, we used Linux packet filters

In our experiments, we divided the set of Emulab nodes under our tamincthree groups
(for purposes of the first GT phase) with the nodes in each groupnassin upstream capac-
ity of 5mbps, 6mbps, and 7mbps, and a downstream capacity of 15mbpsp48amal 21mbps,
respectively. This assignment is reasonable given the typical (fattarooto three) mismatch
between broadband upstream and download speeds. In addition tehiressgroups of clients, a
fourth group of nodes was set aside to serve as angels, with eadhnadgeprovisioned with a
downstream capacity of 24mbps and an upstream capacity that we setixpatiments to one of
the following values: 0, 6, 12, 18, and 24mbps (based on the MDT ndéks swarm).

For comparative purposes, we have also configured our Emulab (gulgsct to the same

upstream and downstream provisions) to run an unmodified BitTorrd)t¢lnt to allow us to

A GT swarm with an out-degree boundiobrganized irfull binary trees of deptti could be as large ds«(2¢ —1).
With 36 nodes, we are able to considigit GT topologies of depth three, and only partially-full GT topologies beyond
that.
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establish a baseline model for MDT performance (against which the tdy@nfCLOUDANGELS
could be evaluated). The specific client we used is the Instrumented Rititorrainline client
(version 4.0.2) (ins, 2010).

In our experiment, the content provider is represented using a singlingesode, whose
upstream capacity was set to 27mbps, and the file size is 30MB.
Experimental Results: To establish a performance baseline, Figud®3*hows the MDT achiev-
able when content is distributed (1) using a client-server model, (2) usngiodified BT client,
and (3) using ouCLOUDANGELS service without deployingny angels {.e., simply coordinating
the content distribution according to the GT strategy). As expected, singeghe number of
clients participating in the swarm results in a linear increase of the MDT for atdierver dis-
tribution strategy, but results in a sub-linear increase of the MDT forreivey strategies (namely
our CLouDANGELsSservice and BT), underscoring the benefit from tapping the upstrapacities

of the clients.
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Figure 3-10: The relationship between MDT and the number of clients for
swarming-baseddLoupANGELS and BT) versus non-swarming-based (client-
server) approaches.

Figure 310 also shows that the scaling characteristicSi@upANGELS (without angels) and
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of BT are fairly similar in terms of their growth pattern, with the MDTs achievalgi€boubpAN-
GELS consistently below those of BT. These results give us confidence that theniemptation
of our GT coordinated swarming strategy is efficient in the sense that impetitive with (and
indeed noticeably better than) vanilla BT swarming implementations. Needlesy, teirsze in
these experiments no angels were deployed, the lower MBOLOUDANGELS may be due to the
superiority of the GT swarming strategy or it may be simply the result of a ldergementa-
tion, which does not include all the bells and whistles (and hence oveshassbciated with a BT
client.

An important observation from the results in Figur&@relate to the “step-wise” nature of the
growth inCLoubANGELS MDT as the number of clients is increased. This step-wise behavior is a
direct result of the increase in the depth of the binary tree used in th&firghase.

Figure 311 shows the average (as opposed to minimum) distribution time for the same exper
mental setup. It confirms the findings from our simulation experiments (seeeR¥9) — namely,

that the reduction in MDT does not come at the expense of average distnitime.
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Figure 3-11: The average distribution time and the number of clients for
swarming-baseddLoupANGELS and BT) versus non-swarming-based (client-
server) approaches.
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We now proceed to presenting results in which angels were deployed g thebANGELS
service. Figure 32 shows that as we increase the upstream capacity of angels the Mizaskex
Figure 313 shows the improvement in MDT as a result of deploying a fixed amounhgsla
capacity, as the number of clients increases, which results in an incretise dmerall depth of
our previously defined GT depth. Naturally, as the number of clients isessthe effectiveness of

CLouDANGELS (with a fixed set of angels) in reducing MDT becomes increasingly limited.

Tree‘depth =4 ——
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Tree depth =2
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Figure 3-12: The impact of angel’s upstream capacity on MDT

3.7 Related Work

While not studied before, the bulk-synchronous content distributionlg@moland solutions we
discuss in this chapter build on and leverage a vast body of prior worknangber of areas.
We examine the most relevant of these rfemtting that we have referred to other related works
throughout the chapter.

MDT bounds and implications: Kumar and Ross (Kumar and Ross, 2006) established MDT

8We note that we do not consider content delivery acceleration schesuesh as caching and replication — that may
indirectly improve MDT to be relevant related work.
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Figure 3-13: MDT as a function of number of clients for fixed angel capacity.

bounds for file dissemination from a seed to a set of clients, and identified timiting con-
ditions for MDT — namely the seeder, client, and network (swarm) bottleneBsed on the
observation that the best operating regime for a swarm is when the seadéethe bottleneck, the
Antfarm system (Peterson and Sirer, 2009) directs its resources foigugd swarms for which
the seeder is the bottleneck. For swarm-assisted content distribution systerhsas those of-
fered by major providers (aka, 2012; oct, 2012)), we argue thatetbees (provider) is likely to
be well provisioned, making the network the likely MDT limiter, and providing theivation for
all our constructions and for theLoubANGELS prototype we presented in this chapter. While our
theoretical MDT bounds (in the presence of angels) are similar to thospendently derived by
Kumar and Ross (Kumar and Ross, 2007), our fluid construction (to\ecM®T) is different.
The fluid construction in (Kumar and Ross, 2007) separates clients into tgpwiih the MDT
bound achieved only for the top tier. In our fluid construction, which is simgiie MDT bound is
achieved forall clients, making our construction more appropriate for bulk-synchronongent

delivery.
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Overlays for optimized bulk-synchronous delivery: Smaragdaki®t al. (Smaragdakis et al.,
2008) considered an alternative bulk-synchronous delivery frarewn which the content does
not originate from a single source (the seed) but rather from the clieessétlves. Thus, each
bulk-synchronous delivery involves an exchange of content fneenyeclient to all other clients in
the swarm. In that work, the focus is not on a coordinated swarming cmtisin, but rather on
the construction of an optimal topology for minimizing MDT.

Cooperative swarming: An inherent feature of bulk-synchronous swarms is that all clientseshar
a common objective — that of minimizing MDT. Thus, unlike the “selfish” behavexpected
in file-sharing swarms (for example), clients participating in a bulk-synaue content delivery
swarm must be cooperative. There has been a relatively small numbtrdaés that considered
cooperative swarming (Smaragdakis et al., 2008), the most prominentici vehperhaps Bit-
Tyrant (Piatek et al., 2007; Carra et al., 2008), which can be seewaatat of BT that abandons
the more rational tit-for-tat mechanism in favor of a mechanism that pusbhestérm to a more
“socially optimal” operation, thus indirectly assuming that clients are cooperati

End-system multicast:In essence, our GT strategy can be seen as an (asynchronotss)séeh
multicast (Chu et al., 2002; Banerjee et al., 2002; Castro et al., 2008gstraln that respect,
the dHCPS system (Guo et al., 2008a) resembles GT in that it relies on aveldierarchical
P2P dissemination mechanism for streaming, whereby each cluster had &ttesource for this
cluster) which is a member of a superNode swarm fed by the source. 8ld@fres the optimiza-
tion problem for deciding how much upload bandwidth each head shouldadedo the superN-
ode swarm versus its own group, whereas the main aspect of the GDgtimthe assignment
of clients to trees and cliqgues and the determination of the segment sizesHorfe@ther end-
system multicast system that resembles GT'’s distribution strategy is ChudlagdSjyenkataraman
et al., 2006), which divides a file into appropriately-sized chunks whieldsseminated through

different trees to avoid the overhead due to routing/ordering of indaidiounks.
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3.8 Summary of Contributions

In settings where bulk-synchronous content distribution is necessamymizing the maximum
time it takes any client in a set to download content becomes the overaraahdmthis chapter,
we have developed a provably optimal fluid construction that enablestart@ource (provider)
to leverage the resources of helper nodes (angels) to meet specific mirdistiitution time
(MDT) objectives. Armed with insights gained from this fluid model, we pregdaheGroup Tree
coordinated swarming strategy that forms the basis of a cloud seGic&,pDANGELS enabling
content providers to leverage elastic cloud resources, on the fly, tahedefMDT objectives. We
presented performance evaluation results that confirm the potentiat pacadigm and system.
Our current work is focused on making the GT strategy more agile, by alipa§mamic
adjustments to the assignment of segments to clients as a result of changegik wenditions,
and on extending thELouDANGELS service to enable pipelined bulk-synchronous distribution of
content from a single provider to a set of clients as well as to enable mentbulk-synchronous

distribution of content from multiple providers.



Chapter 4

AngelCast: Peer-Assisted Live Streaming Using
Optimized Multi-Tree Construction

Increasingly, commercial content providers (CPs) offer streamingRIRd solutions that lever-
age an underlying peer-to-peer (P2P) stream distribution architecbeeuse of P2P protocols
promises significant scalability and cost savings by leveraging the losalmees of clients —
specifically, upstream capacity. A major limitation of P2P live streaming is thabptaates are
constrained by the upstream capacities of clients, which are typically muei tban downstream
capacities, thus limiting the quality of the delivered stream. Thus, to leveradgefehitectures
without sacrificing the quality of the delivered stream, CPs must commit additiesaurces to
complement those available through clients. In this chapter, we proposadludsed service —
AngelCast- that enables CPs to elastically complement P2P streaming “as needed’b<gyilsu
ing to AngelCasta CP is able to deploy extra resources (“angels”), on-demand frooidbd, to
maintain a desirable stream (bit-rate) quality. Angels need not downloadhbie wtream (they
are not “leachers”), nor are they in possession of it (they are matdsrs”). Rather, angels only
relay (download once and upload as many times as needed) the minimal pérssititen of the
stream that is necessary to achieve the desirable stream quality, while maxititizilyg available
client resources. We provide a lower bound on the minimum angel capastied to maintain
a desired bit-rate to all clients, and develop a fluid model construction thévas this lower
bound. Realizing the limitations of the fluid model construction — namely, susdiptib po-
tentially arbitrary start-up delays and significant degradation due to ehwenpresent a practical
multi-tree construction that captures the spirit of the optimal construction, atdlieling its limi-

tations. In particular, ouAngelCasprotocol achieves near optimal performance (compared to the

46
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fluid-model construction) while ensuring a low startup delay by maintaining aribgnic-length
path between any client and the provider, and while gracefully dealing Wwitmdoy adopting a
flexible membership management approach. We present the blueprintsaibtype implemen-
tation of AngelCast along with experimental results confirming the feasibility and performance

potential of ourAngelCasservice when deployed on Emulab and PlanetLab.

4.1 Motivation and Problem Statement

Streaming high-quality (HQ) video content over the Internet is becomingnaastd expectation
of clients, posing significantly different challenges for today’s conpoviders (CPs) such as
Netflix, Hulu, or IPTV, compared to the challenges associated with the Hestdelivery of low-
quality streaming through CPs such as YouTube and Facebook. For lexdNefflix reported last
year that it is delivering streams at rates between 1.4Mbps and 2.8Mp2(X.0).
Chapter Contributions: In this chapter we propose a cloud-based “live stream-acceleration”
service,AngelCast By subscribing toAngelCasta CP is assured that its clients would be able
to download the stream at the desired rate without interruptions, while maximedisatging the
benefits from P2P delivenAngelCastachieves this by (1) enlisting special servers from the cloud,
calledangelswhich can supplement the gap between the average client upstreantycapddhe
desirable stream bit-rate. Angels are more efficient than seeders adaheyt download the
whole stream, but rather they download only the minimum fraction of the streanetiables
them to fully utilize their upstream capacity. In our architecture, the capaecitytherwise would
have been wasted in downloading the full live stream to the servers caimabeelled to help the
clients directly; (2) choreographing the connectivity between nodes{slend angels) to form
optimized end-system multi-trees for peers to exchange stream conter{8)dmhdling clients
dynamic arrival and departure.

We present theoretical results that establish the minimum amount of angelityapeeded
to allow all clients to download at a desirable rate, as a function of their dosams/upstream
capacities. We show that this lower bound is tight by choreographing tieectvity of nodes in

such a way that the optimal bound is achieved under a fluid model.
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A good live streaming system would also minimize the start-up delay neededure ass-
tinued service. We prove that the start-up delay is zero under the fluid nbedéhat the optimal
construction leads to a start-up delay that is linear in the number of clientsnetaeing the fluid
model assumption. Moreover, an optimal construction may require buildioty mésh between
clients (with no bound on node degrees). These reasons lead us topdaveore practical ap-
proach that utilizes almost the minimal amount of angel capacity (predictest thelfluid model),
while also ensuring that the start-up delay is logarithmic in the number of clients pi@ctical
approach relies on dividing the stream into substreams, each of whiclsérdisated along a sep-
arate tree. To download the stream, each client subscribes to all theesumistiwhereas angels
subscribe only to one substream, allowing them to upload at full capacity while/asting too
much upload bandwidth in downloading the whole live stream. The idea of splitimmgtream
into substreams was proposed in prior work, most notably in SplitStreanr¢&asl., 2003) and
(Liu et al., 2008). In the related work section, we discuss what we lddroen those proposed
techniques, and how we avoided some of their shortcomings.

Another limitation of the fluid (optimal) choreography is that it does not comsgteies of
churn due to node arrival and departures. We address this limitation bgporating member-
ship management capabilities that ensure uninterrupted service with minimuap stefay. We
achieve this by ensuring that the trees used in our construction are Waeickd, and by avoid-
ing degenerate cases. Our cloud-based service proviggssérar that collects information about
clients, making fast membership management decisions that ensure smaatiirggre

We discuss the architecture of our proposedelCassystem, and evaluate a prototype imple-
mentation against SopCast (sop, 2012) —a commonly use P2P streamingl¢iekperimental
results carried out on Emulab and PlanetLab show the utility of angels antfébhtveness of our
choreographed live stream distribution.

The remainder of this chapter is organized as follows: In Section 4.2, esept the theo-
retical model that bounds the minimum amount of angel upstream capacitgdé&edeliver the
stream to all clients with the required bit-rate. We also present an optimal fiaistreiction that

achieves that bound and compute the start-up delay associated with it. ¢edmthat section by
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highlighting the effectiveness of using angels over using seedersémttieaming. In Section 4.3,
we present our practical construction that avoids the impracticalities ofpti@al construction
by relaxing the fluid assumption and bounding the node degree. In Sectiomelpresent oukn-
gelCastservice architecture including the membership management techniques alesite of
our protocol. In Section 4.5, we experimentally evaluateAngelCasprototype against SopCast
in Emulab and PlanetLab. In Section 4.6, we review the related work. Weuzmtain Section 4.7

with a summary of results and directions for future research.
4.2 Theoretical Bounds

We adopt the Uplink Sharing Model (USM) presented by Mundinger inf(@inger et al., 2008),
wherein each client is defined solely by its upstream and downstreamitiaga The client is
free to divide its upstream/downstream capacity arbitrarily among the otklessras long as the
aggregate upload/download rates do not exceed the upstream/downsaieacity. Hereafter, we
use the ternfluid modelto refer to the use of the Uplink Sharing Model along with the ability to
infinitesimally divide link capacities. The providét is the originator of the live stream, it has an
upstream capacity af(P). The set of clients subscribed to the live strear@'isf sizec = |C].
Each client; € C has an upstream capacity«fc;) and downstream capacity éfc;). We denote
the clients aggregate upstream capacity:by) = > . . u(c;). The aggregate angels’ upstream
capacity isu(A). We assume that the stream playout raig constant?

Each clientj should be able to download fresh live content with a rgte= >, 4 p %ij
greater than the playout rate wherex;; is the rate between nodésandj. By definition the
provider's upload bandwidth is not less than the playout ) > r, otherwise the provider
cannot upload the live stream. Also, it is fair to assume that the downstraaaweity of all clients
is greater than the playout raféc;) > r Ve; € C, otherwise these clients will not be able to play

the live stream at the desirable playout rate.

!It is recommended to use CBR for live streaming. But in the case ofblarkit-rate encoding (VBR), we can use
the optimal smoothing technique to achieve a constant bit-rate (CBR) (8akdh 1996).



50

4.2.1 Optimal Angel Allocation

In this subsection, we derive the minimum amount of angel upstream capaeitied in order
for all clients to receive the live stream with rateFirst, we provide a lower bound on the angel

upstream capacity, then find an optimal fluid allocation scheme achieving thigibo

Theorem 1. The minimum angel upstream capacity needed for all clients to receive daarstt

a prescribed playout rate is:

e

C

Proof. For a client to receive the stream live, its download rate should equalpeyt rate. Thus,
the slowest client should receive content with rate not lessithafin;jcc{x;} > r. Because the
average is always greater than the minimum, the average download rale skoeed- as well;
if minjec{x;} >r then@ > r.

First, let us consider the case of no angels. The uplink sharing model dittiateéhe aggregate
downstream capacity cannot exceed the aggregate upstream capt@tgwarm:u(P)+u(C) >
> vicc Ti- To optimally utilizeu(A) of the upstream capacity of the angels, an angel must down-
load fresh data with a rate of at leasgtA)/c then upload it to alt clients. Thus, in case of using

angels, we have:

u(P) +ulC) tuld) > 3wt U

vieC
u(P) +u(C) +u(A)  u(4) 2_viec i

>r
c c? c

v

Rearranging this inequality allows us to derive the angel upstream capaeitied to achieve

the prescribed playout rate
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Not surprisingly, the bound in Theorem 1 suggests that the capacityeoiedeangels grows
linearly with the number of clients and with the deficit between the playout ratethanclient

share of the provider and clients upstream capacities.

Theorem 2. All clients can achieve the playout ratevhen:

w(A) = <« (r — U(P)+u(C))

Cc

Proof. We prove that the lower bound on the minimum angel upstream capacity is/alsleie
by construction. Using a fluid model, we choreograph the transfer ratesebn nodes so as to
achieve a download rate that equals the playout rate for all clients. Tlé Equations 4.1 has
these rates. The provider sends data to cliemtith ratex p;. The cliente; in turn forwards this
data to other clientg € C with ratex;;. The provider sends data to the angel with tate, the
angel relays this data to theclients immediately.

;L'pi:Z(Ci)—l—(; Ve, € C

—1
A
TpA = u(c )
piy =29 veecig
c—1
where § = U(P)IT >0 (4.1)
P

These rates guarantee that each client receives data atvélt@ut violating the upstream capacity

constraint of any node. The aggregate download rate for cliéndm all sources) will be

Tj =2pj+x4; + Z Tij

i€Cli]
_ ”(_Cji SpCC > u(_cq
¢ ¢ ieCriti ©
_ 2
_ u(C) +u(P) TJFE* c *(riu(P)—l—u(C’))
c—1 c—1 c c—1 c
=r (4.2)

The upload rate of each client,will not exceed its upstream capacity @s- 1) * u(c;)/(c —
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1) = u(¢;). The same can be said about the angels:u(A)/c = u(A). Also, the aggregate

upload rate from the provider will not exceed its capacity:

rpA + prj

jec
:Z(:(_CJQ—HS)—I-E* CC : *(T_iu(P)—&—u(C))
jeC

= u(P) 4.3)

To ensure that each client receives non-duplicate data. The praédels unique data to the
angels. As for the clients, each client receives unique data withutatg/(c — 1) and the same

data with rate) to all clients. O

Figure 41 illustrates two examples of the optimal construction. The left side of Figlres4
an example with three clients whose upstream capacities are sufficieni¢geaatplayout rate of
r, thus there is no need for angels. Each client splits its upstream capaeigelnethe other two
clients. The provider sends data to clients with a rate that equals half th&ieammscapacity plus
0. Thed part of the upload rate is identical, in terms of its content, to all clients, while ther oth
part is unique, ensuring the uniqueness of data disseminated. On thsidiglf Figure 41 is an
example where the upstream capacity of the provider and the two clientséamagh to secure a
playout rater. Thus, an angel is needed. Here, the angel downloads from thierewd uploads
to the clients. Each client downloads from the provider and uploads somleadfit receives from
the provider to the other clients (and angels do not download from clients).

4.2.2 Startup Delay

In this section, we study the effect of packetization on startup delay. rdsghat the unit of
transfer is of size). In the fluid modely approaches zero. In a practical setting, each node cannot

forward a packet to another node before it finishes receiving it.

Theorem 3. Using the optimal construction in Theorem 2, the startup delayis:

D=2Y Px(c—1)

r ming, ec u(ci)
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u(Cy)i2 u(C1)i2

u(A)2

C: | uiCa2

u(Cy)i2 u(Cs)

Figure 4-1: lllustrative examples of the optimal construction: 3 clients notin need
of any angels (left) and 2 clients in need of one angel (right).

Proof. The proof is by construction. The delay until all clients receive a certagkgt consists
of two parts; the first is the delay until a client receives this packet franptbvidery /r and the
second is the delay until it forwards the packet to all the other1 clients. The client that is
forwarding the packet to all the other clients can be the one with the smalletseam capacity,

thus we divide the amount of data needed to be genf;— 1), by the minimum upstream capacity

mine,ec u(c;). O
Therefore, if the goal of the system is for all clients to enjoy an unintéexipervice, each
client should fill a buffer of sizé3 before starting the playout, where:

Px(c—1)

B=rxD=19¢4rx—
ming, ec u(c;)

This result suggests that the startup delay grows linearly with the packet sind with the
number of clients:. Under the fluid model assumption, this is not consequential begaus®,
resulting in a startup delay of zero dan, .o D = 0. In practical settings howevet; # 0 —
e.g, it could be the MTU of a TCP packet 1,400 Bytes. In such cases, the optimal construction
may result in significant startup delays for large number of clients. In Sedt®, we propose
a dissemination strategy that achieves the desired download rate using minirgats eapacity

while keeping the startup delay under a reasonable (logarithmic) bound.
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4.2.3 Implications on the Role of Angels

The premise behind this work is that there is a significant gap between thesclipstream and
downstream capacities offered by ISPs. The promised higher doamstapacity encourages
content providers to stream at an ever-increasing rate. Pure P2ilkagi helps alleviate the
cost on content providers by utilizing the clients upstream capacity. Tgébtdis gap, many
peer-assisted file-based streaming constructions were proposeslis@ue first to realize that it
is more efficient for the added resources to download a fraction of thestiream instead of its
entirety. Figure 4 illustrates the ecosystem of our angel-based content acceleratidiecaie.
In this ecosystem, the aggregate downloaded data equals the aggrégateedmlata. The client
upstream capacity cannot match the download rate of many streams. &hneedto add agents
to this ecosystem that produce more than they consume. Angels provideyttatvnloading a
fraction of the stream instead of consuming the already scarce resafunpstream capacity by

downloading unnecessary content. In live streaming, content previtienot have the luxury

Aggregate Download

Aggregate Upload

Figure 4-2: Our proposed ecosystem; clients download more than they can up-
load, and angels download as little as possible.

of uploading the content to many servers beforehand. Thus, thoseserill compete over the

upstream capacity with clients. In a peer-assisted streaming mechanism, likeetigesented
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in (Liu et al., 2008), the system relies on more server capacity to strearhighar stream rate
not supported by the clients upstream capacity. FiguBesthows a numerical analysis of the
performance of angels against servers in a hypothetical setting. ltaresmfhe number of angels,
each with upstream capacity ten, versus the number of servers, eactpsitbam capacity ten
too, (on the y-axis) needed to achieve a streaming rate (on the x-axisye$ults are shown for
a family of curves with varying clients’ ratios of upstream-to-playout ratesnging from 3:10 to
9:10. The streaming rate (x-axis) varies between 1 and 9. There arsub86ribed clients and
the number of clients an angel can connect with concurrently is 40. Theufa to compute how
many servers we need is

CxrTr

wa) =7 % (1 — ratio)

and the formula for the number of angels is

cxrxk

ICES)) % (1 — ratio)

. The growth in the number of angels is linear with the stream rate. Howewee, ifse servers,
the growth is super-linear. For example, when the streaming rate is 9 andrtleg apstream
capacity is 10 we need, nine-tenth of a server capacity is wasted in upiaadistream to another
server (90% overhead). The graphs compare different valugbdaatio between the upstream
capacity to the playout rate. The greater the gap, the more angels/dhvengsstem will need.
Clearly, angels are significantly more efficient than servers, especiaiynhe stream playout
rate is large.

Figure 44 shows the maximum number of clients that can download at a desired ratetigé/
number of available angels/servers. We fix the ratio between the upstaéaand stream playout
rate to 1.2. At low stream rates, a few high-capacity angels/serversippors many clients. As
the stream rate increases, the number of clients satisfied by the servieastec Again, the angels

are more efficient as they are able to serve more clients consuming the saom@ anm@sources.



56

T T T T

600 Servers 3:10 e i

Servers 5:10  mmm—

Servers 9:10 -===--

Angels 3:10 - T
Angels 5:10

Angels 9:10 -===-~

Number of needed Angels/Servers
N w S [6)]
o o o o
o o o o
T

—
o
o

o

10
Streaming Rate

Figure 4-3: The number of angels versus the number of servers needed to achieve
a desired playout rate for 100 clients.

4.3 A Practical Construction

The optimal construction in Theorem 2 requires each client to connect tohalt clients. This
leads to operational challenges and a start-up delay that grows linearliheittumber of clients.
To mitigate these problems we developed a new dissemination mechanism theginenise node
degree of each client th, i.e., each clients can communicate with at mbslients at any point in

time. We call this constructioAngelCast

4.3.1 Bounding the Angel Upstream Capacity

The limit on the node degree influences angel effectiveness inverkidglly, an angel would
download a small fraction of the stream and would upload iltcclients. Under a bounded-

degree assumption, it is intuitive that we would need more angel capacity.
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Figure 4-4: The number of clients that can be supported by a fixed number of
angels or servers.

Lower Bound on Angel Capacity

Theorem 4. The minimum angel upstream capacity needed for all the clients to downtdhd a
playout rate, when each node is constrained to connect to/onther nodes, is:
k u(P)+u(C)

u(A) > 25+ (r — =)
Proof. Similar to the proof of Theorem 4.1, in order to optimally utilize u(A) of angeltigasm
capacity, an angel must download data at a rate of at Fé@%tthen upload it to a maximum
of k clients, given that < ¢. On the one hand, forwarding the same data to more thaients
simultaneouslyould violate the out-degree constraint, and on the other hand, forwgtirdirsame
data to more thah clientson stagesvould result in the reception of stale and out of stream data to

some clients. Also, tearing down connections and building new ones fitgaad systematically

would result in performance degradation due to the nature of the transptocols.
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To ensure that the aggregate upstream capacity is more than the aggmegaltead rate:

u(P) +u(C) +u(A) > Z x; + u(]:l)
vieC
2 vieo Ti >

w(P) +u(C)+u(4) u(A)

V

c kxc — c

Thus: u(A) > (:jcl)*(r_M

)

c
0

For small swarms, when< k, the bounded-degree constraint is never reached, thus the bound
on the angels upstream capacity does not change. Evenabkehandk is relatively large, we
would not need significantly larger angel capacity s — 1) ~ k/(k — 1) ~ 1. For example if
k = 100 the overhead due to constraining the out-degree is arbo#neven when the number of

clients is extremely large.

Construction Under a Bounded-Degree Assumption

The optimal construction used in Theorem 2 assumes the ability of each clieohtect to all
other clients simultaneously. In the remainder of this section, we develogticptaonstruction
under the constraint of limited node degrée where each node can communicate with okly
other nodes at any point in time.

Our construction divides the stream intosubstreams. We disseminate each substream using
a multicast tree and each client subscribes to allthigees. The rate of dissemination of all the
substreams;, is equal, such that the sum of the substreams equals the playouerate = r/m.
This construction is similar to what is done in Splitstream (Castro et al., 20@GB)CaopNet
(Padmanabhan et al., 2003).

The number of treesn, depends on the allowed degree of any ndded;or d-ary trees, each
node is connected to at mast+- 1 other nodes (one parent adcchildren). Thus, the number
of trees is bounded bym < |k/(d + 1)]. Choosing the arity of the trees is not trivial. On the
one hand, choosing a small arity allows for a greater number of tredswéidca small substream

rate. This will minimize the unassigned client capacifiés. -~ (u(c;) mod r;) and utilizes angels
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more efficiently. As the theoretical results showed, angels are best utilized they download
the smallest substream which allows them to upload with their maximum bandwidthe®@ither
hand, choosing a larger arity would result in a smaller start-up delay, asove in Section 4.3.2.
Also, choosing a large arity enables the utilization of the client with high upstoegacity in full
because when a client subscribes to all trees as a parenttafdren, it can forward data with
maximum ratel = r; * m = d x r. Thus, any client upstream capacity abadver will be wasted.
Consequently, choosing the right arity has to balance utilizing the resoanckproviding a small
start-up delay.

Beside deciding on the number of trees and their arity, we need to decide @atement
of each client in each tree. First, let us consider the case in which thergaangels. Adding
angels to this construction is straightforward and will be explained shorilyut construction,
each client calculates how many children it can adopt across all treéd) aduals the upstream
capacity of the node divided by the rate of a substregmlet us call this parametdy, where
l; = |u(c;) /). Our construction dictates that these children be allocated in the minimum number
of trees. This is necessary to avoid degenerate trees, where paseatsrily one child. Thus,
the number of trees where this client can hawvehildren isg; = |l;/d]|. Clienti can have the
remaining children assigned to one more tree and it will be a leaf in all the o#es. ttwWhenever
a new client arrives, it will join all trees. To ensure that no tree is starfondpandwidth while
another one has an abundance of it. The new client will be a parent ineébewhere there are
fewer places to adopt more children. We useantSpotso denote the number of places in a tree
where it is possible to adopt more children.

The position of clients in each tree is equally important. To ensure a small ptdelay, the
depth of the trees should be minimized. In a bounded-degree setting, theqratarfy node to
the root should be logarithmic in the size of the swarm. Subsection 4.3.2 shatfsltirees with
large arity achieve that. Therefore, nodes that can adopt more chéldoeitd be higher in the tree.
Subsection 4.4.1 shows how we add/remove clients and change connedtidgsnaintaining
low-depth trees.

Adding angels to this construction is straightforward. The minimum upstrepacitg of an-
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gels neededy(A), is given by the lower bound in Equation 4.4. This upstream capacity wauld b
divided equally between a number of angels= u(A)/(k*r.), each of which will be assigned to

a different tree. Each angel will havechildren in that tree. Whenever the number of vacantSpots
in a tree falls below a certain threshold, we know that this tree is in poor hbaltice we add an
angel to that tree. When a tree has too many vacantSpots, we eliminate §nfaarmgeexists in

this tree. Even though when an angel is added, it is added to a single rdealh of the other
trees will also improve. This is because newer clients will not need to becareatp in this tree
and will allocate their resources to other needy trees.

As for the provider, it will be a parent to the roots of the trees. The excapacity of the
provider can be utilized fully as well, as the provider can adopt more childferavoid adding
angels in all trees at the start, the provider focuses its extra capacityen fiexes.

To conclude, this construction allows each client to download withrated achieves near
optimal utilization of the clients upstream capacity. The remaining upstreancitagiaat is not
enough to adopt a child equdls, - (u(c;) mod r;), which can be seen as insurance in the case
of bandwidth oscillations. The gap between the clients’ upstream capacitaba playout (and
hence download) rate can be supplemented by angels, and each nodetviidlve to connect
to more thank other nodes. In the following subsection, we show that our constructiendn

average, a logarithmic startup delay in the number of clients,

4.3.2 Bounding the Startup Delay

In this section, we compute the startup delay given our construction in Qudbsd.3.1. A node
with d children dedicates; of its upstream capacity to each one of them. Therefore, if we serialize
the dissemination by sending a packet to a child at a time, the time to send a plasizetpto

the first child will bevy/(r; % d). The time to disseminate a packet of siz¢o all thed children,
isdx*/(r xd) =1 /r seconds. Each tree hashildren, thus, it hatg,(c) levels. Therefore,

the time it takes for the last client in the last level of the tree to download a piacke

D =log,(c) * Z = log,(c) * 7'*(dw+1)/k
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This startup delay is the minimum wh%@Z =0

oD w*k:*ln(c)*(—(d%l—&-log(d)*l))
od r In?(d)
In(d*) = _de:1 At %S:o

The above means that in order to minimize the start-up delay, the degree oéehghtruld be
maximized H.e., k — 1. This result illustrates the trade-off between minimizing the start-up delay
and minimizing the needed angel capacity: The more trees we have, the betsr utilizing the

angels/clients at the expense of increasing the start-up delay.

4.4 AngelCast Architecture

Figure 11 shows the agents in our system. While the registrar does not disseminaieclaiee-
ographs the connectivity of clients and angels in the system. The regidinarrizain agent in our
cloud service. Content providers contact the registrar to enroll theiarsis. The registrar uses
the profiler to estimates the upstream capacity of clients. The accountanthesestimated gap
between the clients’ upstream capacity and the stream playout bit-ratestthgicontent provider

an estimate of how many angels it will need.

4.4.1 Membership Management: The Registrar

Live streaming swarms are dynamic in nature. Clients arrive and depastréam constantly.
Also, some bilateral connections between clients can degrade arbitrahlys, Tt is absolutely
essential to incorporate resilience in the design of swarms to ensure thatrsmimal quality
of service is maintained. In this section, we explain hmgelCasthandles membership man-
agementj.e., handling client arrival and departure, and replacing degradegections with new
ones. Our system relies on a special server to achieve that, the redisteaegistrar is a special
node in the system that orchestrates the swarm and choreographsitieetooty of the clients.
When a new node joins the stream, it contacts the registrar and informs it edilatde upstream

capacity. The registrar uses a data-structure representing the strdegemgnd assigns the new
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client to a parent node in each tree. The registrar also decides how otang €hildren the new
node can adopt in each tree. Clients can also “complain” to the registrat gigir parents. The
registrar would pick a new parent for a complaining client, informs the cliéitsmew parent,
and also probes the under-performing parent to ensure it is still aimet, lit pro-actively informs
other children to disconnect from it and provides them with new parents.

These decisions are crucial in guaranteeing a continued service withtdoiwup delay and
little disruption. In order to ensure fast response to clients’ requestsedisrar maintains a data-
structure containing the state of each node in the system. The state of aontaies: (1) the depth
of the subtree rooted at that node, (2) a pointer to the closest desteritea vacant spot that can
adopt one new child, which we call titdosestAdopterand (3) the distance to the closestAdopter.
When a new client joins the swarm, the registrar adds it to the root’s clodestex in each tree.
The arrival and departure of clients changes this state. Algorithm 1ssti@function that updates
the closestAdopter as well as the distance to it. The value of the closestAdaptehange for
the new/old parent as well as for predecessors, recursively allafi¢onthe root (by construction,
a logarithmic process at worst). If the node has vacantSpots, then it is litclosestAdopter
with distance zero. Otherwise, it picks the closestAdopter of one of its ehildhe one with
the minimum distance to its closestAdopter. The update will propagate resyraleng the path
towards the root until the closestAdopter of a node along the path doebaiuge.

Figure 45 illustrates how the value of the closestAdopter changes when a new cligrsa
Before the addition, nodes C and D had vacantSpots. The root, no@es Aplde C as the closestA-
dopter. Thus node C will adopt the new node, F. This will change the \dltiee closestAdopter
up the path to the root. Nodes C, F will have no closestAdopter. Thus, AisaddosestAdopter
will become node D, its other child, node B’s, closestAdopter.

As we alluded before in Subsection 4.3.2, in order to minimize the averageiptddlay, we
need to minimize the depth of the tree. We note that the degeneration of a ttedemaused by
these few nodes that cannot have the maximum number of children. Qus tmpush these nodes
down the tree to avoid this condition. In order to do so, we allow new nodedreptcertain

connections. By intercepting a connection we mean severing a conneetieedn a parent and a
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Algorithm 1 UpdateClosestAdopter()

oldAdopter = self.closestAdopter

if This node can adopt more childréren
self.closestAdopter = self
self.closestAdopterDistance = 0

5: else
minDistance = Infinity
adopter =NULL
for all child in ChildListdo
if child.closestAdopterDistance minDistancethen

10: minDistance = child.closestAdopterDistance;
adopter = child.closestAdopter
end if
end for

self.closestAdopter = adopter
15:  self.closestAdopterDistance = minDistance +1
end if
if oldAdopter!=self.closestAdopténen
parent.UpdateClosestAdopter()
end if

leaf child node, making the parent adopt the new node, and making the nevadogethe child

node. We prefer interception over adoption if the distance to the closestptés smaller than the
distance to the closestAdopter. We maintain and update the information abaoldgbstintercept
and its distance for each node in the tree in a way similar to the closestAdopter.

The registrar receives complaints from nodes about their parentstivyeare not download-
ing at an adequate bit-rate. The registrar sends a probe to the parewt pdrént is alive and
replies, the problem is with the link not with the parent. The registrar seversttnection to that
parent and attaches the complaining child, and the subtree below it, to thet8ldspter in the
tree. We need to ensure that the complaining node is not re-attached tortgaeent, or worse
to a descendent of its own. We ensure that by setting the closestAdopsercgi®f the parent to
a very big number and propagating the update upward the tree, forcingati® choose a closest
adopter away from the complaining node. We then attach the severedestahtine new closestA-
dopter then set the closestAdopter distance of the old parent to zerpdatbwp the tree. By the

end of this process, the complaining node gets allocated, with its subtreeiffierand part of the
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Figure 4-5: Node F joins the tree, the registrar updates the data structure accord-
ingly.

tree and the values of closestAdopter of all the nodes are adjusted.

If the registrar’s probe to a node results in no response, the registatudes that the client
unsubscribed from the stream. Thus, it will actively remove it from allsdré&hen a node is re-
moved from a tree, each of its orphaned children will be added, onedyymthe closestAdopterin
the tree. To maintain balance in the tree, the children with smaller distance to tlseistddopter
are added before the children with larger distance to their closestAd@pierservice enables a
graceful departure of clients by allowing them to declare their intention te [tee/stream.

Figure 46 illustrates how our membership management techniques work through anlexamp
Step 1 shows the initial state in which the provider is the root of the three bsan upstream
capacity of 4 and a stream playout rate of 3. Thus, the root, s, haaat@&ots, two of which are
assigned to the first tree and one vacantSpot for each of the secerahttehe third tree. Client
x joins in Step 2. It has two vacant spots, both of them will be assigned to theddéree. As we
discussed before we assign a client as a parent in the minimum numbersofanmeaintain low
depth trees. As aresult of clientsarrival, the number of vacantSpots in the third tree is reduced to
zero. Thus a new anged, is added automatically to the third tree. The angel’s upstream capacity

equals 3, allowing it to have three children in one tree. If we had only oee tine angel would
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have been useless as it will have had only one child and downloading dsaslticis uploading.
Because there are no vacantSpots in the third tree, the added angel wikpitthe connection
between the provider and client Step 3 illustrates the arrival of cliegt Both of its vacantSpots
will be assigned to the tree with the minimum number of vacantSpots, which is ttaeSiep 4,

clientz complains about its connection to the provider in the first tree. The regiks@nnects it
from the provider and instructs it to connect to clignStep 5 illustrates the departure of clignt

It will be removed from all trees and its children, if any, will be added onere.

Step 1:
S
add(Node = S, Q\‘ C? Q?
Capacity = 4) (17 O
Step 2:
add(Node = x, (f\"“
Capacity = 2) i)
Triggers add(Angel = A, - 4 ‘ [:L‘.
Capacity = 3) Nt Nt
Step 3:
add(Node =y,
Capacity = 2)
/"f\j \j*\ ’\‘—,\
Step 4:
r"!lf
disconnet(node = x,v \. «
ree=1) x) @
Step 5:
N
depart(node = y) et ,
d &

Figure 4-6: A hypothetical scenario illustrating the formationAfgelCastrees
when clients join, leave or change parents.
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4.4.2 The AngelCast Protocol

The registrar decides on the number of substreams, the fan-out of ¢éseatnd adds the provider
as root to all trees. It also initializes the data structure in which the state ofstens is kept.
The registrar then starts a listener process to receive join requestsrapthnts from clients. It
uses the membership management techniques, described in Subsectioto 4ekfond to such
request. Whenever the number of vacantSpots in a tree falls below a ¢kresihold, the registrar
instantiates a new machine from the cloud as an angel. When a tree has toeananiSpots,
an angel is released from this tree, if any exists. A full implemented systemingenany live
streams concurrently, can instantiate a couple of machines and leave thetamdhy at all time.
Therefore, in the case when a stream is in need of help, an angel wowady to help and there
would be no need to wait for the typical delay associated with acquiring ainefrbm the cloud.
In our implementation, the provider and clients need to download plug-inswaaf) to enable
them to interact with théngelCastystem. On the provider side, the software divides live content
as it arrives into substreams, which are maintained in separate substuffans.bThe content
of each buffer is divided into chunks of fixed size. The provider atadts a listener process,
which instantiates threads in response to join requests. These thredfforea substream buffer
and sends chunks of data to the client. On the client side, the softwarelstartsmtacting the
registrar asking to join a stream. The registrar replies with information abeigtteam as well
as the identity of a parent capable of serving the (sub)stream in eaciUjpea contacting these
parents, a newly-arriving client is able to start downloading the sulmsgr@ao different buffers.
The software on the client side includes a thread that reads from th#eeskin a round robin
fashion and writes to a local port using an HTTP server. Any media @ayéh the ability to
play streams over HTTRe(g, mplayer ) can play out the stream from this local port. Similar
to the software on the provider side, the software at the client also startsreeliprocess, which
instantiates threads in response to join request from children. Wheraseduest is received for
a specific substream, the software sends data from the buffer asdagitit¢hat substream. The
angels’ software is similar to the software at the clients, except that anggtisamly subscribe to

one substream and then listen and serve incoming client requests fonéhstilostream.
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Figure 47 illustrates an example of the interaction between a newly arriving client, client
the registrar and other clients chosen by the registrar as parent to £liartivo trees. Clientd
joins the system by sending a “Join” message (mesgagdo the registrar, the “Join” message
contains the ID of the requested stream and the upstream capacity it is willbogtidoute. The
registrar replies with a “Welcome” message (mess#gg informing the client with the stream
playout rate, the number of trees (substreams), the chunk size, ancetiityiadf the chunk it
should download first. The registrar also sends to the client the IP/poa#abf parent that the
client should contact for each substream (Messages #3 and #5)n ¥dheacting these parents
(messages #4, #6), the client specifies the tree ID and the chunk it istiexgp® start downloading
from. Messages #7 to #13 represent data messages from the pardietg td.CThe data messages
has the chunkID and the associated streaming data. In this example, theisgreantinues
smoothly (message #13), after that the connection is lost or degradesbpesl4 is lost). The
client realizes that and contacts the registrar before it depletes its.btffends message #15 to
the registrar informing it that it was disconnected from its parent in thetfigst clientB. The
registrar replies to clientl with a new parent to connect to , clieft (Message #16). The client
sends message #17 to the new parent, cliegntequesting chunks starting at where it stopped,
the new parent starts streaming this substream. In the meanwhile, the rqgistres old parent,
client B, to check if it is still alive or not (Message #18). In this case it receareSEchoBack”
message (#19), and the registrar sends the old parent message #2Migfioto disconnect that
child. If the registrar had not received an "EchoBack” message, illdvoave assumed the client
is disconnected and would have sent a proactive message to all its chifidriétrees to connect
to a different parent. For security reasons, the registrar sends gesseathe parents informing
them which clients to accept as children. The client can ignore any dod/ndmpiest from any
unauthorized client. We omitted those messages from this example for simplicity.

We implemented a prototype of odngelCastprotocol in pythor?: Our prototype includes
the code for the registrar, provider, clients and angels. Our prototyge bt include the profiler,

thus clients report how much upstream capacity they are willing to contributectossvarm.

2The code is available alttp://csr.bu.edu/angelcast/
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Figure 4-7: An interaction diagram showing the exchange of messages between
a new client, the registrar and the parents.

4.5 Experimental Evaluation

To evaluate the performance of ofingelCastprototype, we deployed it in the widely used re-
search platforms: Emulab(Emu, 2010) and PlanetLab(pla, 2010). Om#bkand, the Emulab
experiments give us accurate insights by isolating our protocol form ettpariments, and also
making it possible for our results to be repeatable. On the other hand, thetlRlA experiments
are meant to validate thaingelCasperforms well “in the wild” on the Internet.

Our main motivation in performing these experiments is three-fold: (1) estatsistidence
in our implementation by comparing its performance to that of widely used streasulngons,
(2) establish the effectiveness of deploying angels from the cloud égpiinpose of guaranteeing
the desired streaming rates, and (3) measure the performance of tamaysder churn. We

deploy the registrar on a machine of its own. The angels were also demloyeaulab/PlanetLab
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machines instead of the cloud.

The first set of experiments aims at validating dungelCastprototype by comparing its per-
formance to that of SopCast(sop, 2012). SopCast is a popular P2masteeclient used widely
on the Internet. We ran SopCast aldgelCasiprotocols on the same set of machines at the same
time to neutralize unpredictabilities related to host/network processgsofoss-traffic).

We performed experiments to compare the frame drop-ratidrgfelCastvs Sopcast for
streams of varying rates (280Kpbs to 1.4Mbps) on Emulab. The résarksshown in Figure
4.8a. Emulab machines tend to have significantly higher upstream bandwidthhiénaverage
household, thus we use traffic shapers to limit the upstream capacity afdiee.rnWe limit the up-
stream capacity of the provider to twice the stream rade;, and the32 clients upstream capacity
to (4/3)*r. This assignment guarantees that there is enough upstream capaaltglients, thus,
there is no need for angels. In this baseline experiment, the stream is sptiirirdobstreams each
is disseminated through a trinary tree. The start-up buffer between the tiieataequests to join
a stream and the start of the playout is four seconds. The result shattbe frame drop-ratios
of AngelCastand SopCast are comparable when the upstream capacity is plentiful.

Figure 48b shows the result of the same previous experiment on PlanetLab. @&rhe firop-
ratio is significantly higher than in Emulab but the performancAmgelCastand Sopcast is still
comparable. Because Emulab allow us to perform repeatable experimdrtts ianlate the per-
formance from other experiments running on the same machine, we decidedtte rest of the
experiments on Emulab.

The second set of experiments aims to characterize the effectivenasged§. Our system
deploys angels when a tree has no vacantSpots. We secured 26 clretisvidoading a live
stream at-=950Kbps playout rate. We vary the client upstream capacity betweknt&d00%
of the stream ratey. AngelCastsplits the stream into ten trees each with a fan-out of three.
The provider's upstream capacity is double the stream rate, ensurintpéhprovider is not the
bottleneck. An angel upstream capacity is 1.5 times the stream rate, erthatiitgs larger than

the stream rate, but also that it does not have too many children in onenage(um=15).

3All results are shown within 95% confidence interval.
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Figure 4-8: The frame drop ratios dingelCastvs SopCast.
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Figure 4-9: Minimal amount of angel capacity is sufficient to achieve good stream
rates.

On the x-axis of Figures-8a and 49b, we vary the client upstream capacity, shown as the ratio
between the client upstream capacity and the stream rate. On the y-aigsicd #9b we plot the
capacity of angels deployed ngelCastagainst the theoretical bound for the minimum angel
capacity AngelCastheoretical). Also, we compare it against the minimum server capacity when
the server downloads the whole live stream (ServerCast). The reeafisnt thatAngelCastuti-
lizes near minimal capacity, and that it achieves significant savings wimepared to ServerCast.
On the left-hand-side of Figure@a (in red), we plot the angel capacity being used and on the
right-hand-side scale (in black), we plot the associated frame drop Tdtis.experiment verifies
that our system achieves reliable streaming utilizing near minimal resources.

The third set of experiments aims to demonstrate the performanteg#iCastunder churn.

In live streaming, churn is due to client arrivals and departures. Thifésaht from how churn is

typically modeled in VoD where playback functionality, such as pause,asdkast-forward must



71

be considered as well(Guo et al., 2008b). Therefore in this experimertpgerve a live stream
over a period of 210 seconds, whereby clients join the stream afterpametially distributed
waiting period with a mean of ten seconds. Clients watch the stream for anexied amount of
time of mean 50, 100, 150, 200 or 250 seconds then leave.

We set the upstream capacity of the provider to be twice the playout rateeivilee upstream
capacity of angels to be 150% the playout rate; and we set the clientstapstrapacity to be
70% the playout rate. The stream is divided over ten trinary trees antréaensstart-up buffer is
4 seconds. The first set of results are in Figué4on the x-axis we vary the expected duration of
the client’s stay. On the right y-axis we show the frame drop-ratio. This@xgnt shows that, as
expected, higher churn results in poor performanegy, (When clients stay less than a minute on
average, the frame drop ratio is as bad as 5% but as clients stay longeanigedrop ratio drops
to 0.5%). On the left y-axis, we plot the aggregate capacity of the deplaygels. When there
is no churn, six angels are needed to fill the capacity gap. In the peesértiurn, the number
of deployed angels is almost fixed to ten, the number of trees. The reastivaf is the lack of

vacantSpots in each tree at different points during the experiment, dherto. c
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Figure 4-10: The performance oAngelCasunder churn.
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In the aforementioned experiment clients leave the system and do not ffeiguire 411 shows
the result for the same experiment except that departing clients take lkafbrekD seconds on
average then rejoin the stream, maintaining the same multiprogramming level (Mhe)spstem.
The results are similar to the ones shown before, indicating that whetheuthieen of clients
drops with time or stays the same, the performance is similar. For the followiregimgnts, we

use the first departure model where clients leave and do not return.
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Figure 4-11: The performance oAngelCasunder churn where clients rejoin the
stream after they leave.

The aforementioned experiment also is for the case when all the clienthamaérg. But
one important question to answer is the effect of churning clients on homing clients ice.,
clients who stay for the whole duration of the experiment). On the x-axis ofr&ig12 we vary
the expected duration of a churning client's stay. On the right y-axis we $he frame drop-
ratio for non-churningclients. The results shows that the performance of non-churning clients is
independent of the churn level of other clients. This results illustratesntitatnly our system
tolerates churn, but that the resulting modest degradation is confinedyléogchurning clients.
The next experiment examines the effect of the start-up buffer on terpence of clients. The

x-axis denotes the buffering duration before the client starts the plyldde x-axis of Figure
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Figure 4-12: The frame drop ratio for non-churning clients against varying churn-
ing rate for other clients.

4.13 denotes the start-up delay in seconds and the y-axis denotes the fogmatb. We plot the
results for a family of varying churn levels, where clients stay for a duraifc0, 100, 150, 200
or 250 seconds (no churn). Regardless of the churn level it seeinthitba to four seconds are
enough to achieve smooth streaming. Longer buffers will result in stateiowithout achieving
meaningful performance gains.

Another parameter of the system is the number of trees we construct gemstihe x-axis of
Figure 414 denotes the number of such trees, the right y-axis denotes the frameatio and the
left y-axis denotes the normalized angel capacity utilized. We limit the numlzesilfble angels
to ten. When the number of trees is under ten, the frame drop ratio is low. piimeab value for
this specific configuration is six trees, as the frame drop ratio is lowest ang&the least number
of angels. When the number of trees is above ten, some trees will notigeeasangels. Thus in
the event of churn there will be significant frame loss in the angel-less diespite having enough
overall angel capacity to deliver the content. We conclude that we shiouldhe number of trees

to a handful to avoid wasting angel capacity or having high frame dropiretiie angel-less trees.
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Figure 4-13: The frame drop ratio of clients against an increasing start-up buffer.
Different curves denote different churning levels.

4.6 Related Work

This chapter builds on a rich body of work that approach the problerardat delivery in general

and live streaming in particular from a number of perspectives:

Pull-based Mesh Protocols: There is a large number of papers/systems that utilize pull-based
mesh streaming, such as SopCast, PPLive, UUsee, Joost, and ConiSgre®ur push-based
approach differs from these in that it choreographs the connectimitgng nodes to guarantee
the quality of streaming foeveryclient. We choose to compafmgelCastagainst SopCast (sop,
2012) as itis extensively used, allows users to stream their own chamuklgorks withmplayer

over Linux. An example of such pull-mesh protocols is CoolStreaming (Zletuadj, 2005), the
streaming version of Bittorrent. The difference is that the deadline of alkcplaytime is a factor

in the piece selection algorithm. Feng et. al. (Feng et al., ) illustrated the irtsti@mcomings of

pull-based mesh networks as well as providing a glossary of such ptstoc
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Figure 4-14: The frame drop ratio of clients against an increasing number of
substreams (trees).

Peer-Assisted Content Distribution: The research community is aware of the promise of P2P in
alleviating the load of content distribution on servers. Nonetheless, it isamlace of its limita-
tions, especially in providing sufficient upstream capacity. For file shawang et al (Wang et al.,
2007) proposed adding powerful peers to BitTorrent swarms to aetelte download rate. This
is not optimal, because these “helpers” will unnecessarily consume treesgastream capacity
in the swarm. In Antfarm (Peterson and Sirer, 2009), the authors pecp@rotocol for seeders
to measure the vital signs for multiple swarms and allocate more seeder bantiwstithggling
swarms. Jin el. al. (Jin et al., 2002) introduced edge caching to help drggingers stream to
clients at the prescribed bit-rate. The cache contains the objects wheatithHeetween the client
request rate and the deficit between download rate and playback rateiisahal his work is dif-
ferent as it requires in-network caching, but it highlights the need faastructure help to ensure

smooth streaming.

Modeling P2P Performance:Qiu and Srikant’s seminal work (Qiu and Srikant, 2004) is the first

to characterize the average download time in a swarm. Das et al (Das €04l),eXtended Qiu’s
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model (Qiu and Srikant, 2004) of swarm download rate to incorporatesgeThe result points
out that the average download time is inversely proportional to the séadgregate upload rate.
However, the increase in the number of peers requires a linear inéngagenumber of seeders to
maintain the same average download time. Although Qiu’s model is fundamentéhedif these
results are in line with our findings. Parvez et al.(Parvez et al., 2008)dedeQiu and Srikant’s
model (Qiu and Srikant, 2004) to the case of stored VoD, studying thefaeséequential progress
instead of random chunk download. This is inline with our design condegitareographing the
connectivity of the swarm instead of relying on random chunk download.

Kumar et al. (Kumar et al., 2007) used the uplink sharing model (Mundiegak., 2008) to
find the bound on the highest streaming rate a swarm can handle givepstineaim/downstream
capacities of the clients. They proposed a fluid construction that achiewebtiund. We extend
their model to compute the required angel capacity to achieve a desiretisigaate. Likewise,
we built an optimal fluid construction that achieves the bound, incorporatiggls. They high-
lighted the gap between the upstream capacity and download rate, statimgostathannels in
PPLive are running at rate 2-4 times the upstream capacity of many raéaldeoadband peers.
Angels are the answer to this problem. Liu et al. (Liu et al., 2008) extendmdalKs model in
the case of bounded node degree as well. They proposed creatmyrgpé&rees with varying
streaming capacities. Given their construction, they provided bounds aeftie of the tree, the
maximal upload rate and the minimum server capacity. Their constructions@sshe provider
can connect to all clients, that the number of spanning trees can reanbrttieer of clients and
the depth of some trees can be linear in the size of the swarm A@gelCastechnique avoids

these three problems.

Multicast Multi-Tree Construction: Many papers leverage the idea of constructing multiple
multicast trees (a forest) for file distribution as well as for streaming. SplaBtrgastro et al.,
2003) constructs a forest of multicast trees, one for each stripe, allthéttsame rate. This
approach is different from ours in that the client can choose the nuofbsripes it wants to

subscribe to, thus receiving a subset of the broadcasted data. trastdo tree-based multicast,
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the load on the nodes is balanced as each node is an internal node iredmet tideaf node on the
others. When the internal nodes of one tree cannot adopt any moreechilde child must search
for some node in the excess capacity tree to download this strip. This leaddfioiémcies as a
node could perform a distributed linear search until it finds a suitablenpavore importantly a

client with significantly large capacity can adopt many children each in arélifféree resulting

in degenerate trees and more than logarithmic depth of trees. Our techniges muae that

any parent has at least two children except for the nodes in the sézdast level, insuring a

logarithmic depth of all trees.

P2PCast (Nicolosi and Annapureddy, 2003) is a modification of Splitstseaere all nodes
subscribe to all trees to download the same content. They require frdnckaat to participate
an upstream capacity equal to the download rate. This could be unrealistictge diversity of
user’'s upstream capacities and the shielding of some clients behind NadpNet(Padmanabhan
et al., 2003; Padmanabhan et al., 2005) creates multiple trees, each sfreasuimstream of an
MDC encoded video. There contribution is in providing a mechanism to cdpefve fluctuation

in the available bandwidth.

Coding for Adaptive Streaming: Multiple Description Coding (MDC)(Chou et al., 2003) and
Scalable Video Coding (SVC) (Abboud et al., 2011) were introducedablerclients to download
the same video on different rates/qualities. MDC tends to be more theoretieake wny number
of descriptions are enough to decode the movie at a rate proportional tuthiger of received
descriptions. SVC codes the video in layers, the base layer is essentilddoding while the
subsequent layers are increasingly less important. Such techniquesrassingly deployed to
overcome the uncertainty of the available bandwidth and its fluctuation, in gartibynamic
Adaptive Streaming over HTTP (DASH) (Stockhammer, 2011). We considsse techniques
complementary to our angels approach. Providers who prefer bettebdsamffortdelivery to
their clients can deploy angels to offer better download rate. MDC and @¥ie deployed in
conjuncture with angels in this case, where clients can attempt subscribinggées downloading

m descriptions/layers. If a client is not able to download all the layers, it isadilé to decode
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the video with lower quality. Our current prototype implementation works ovVEF P we are

planning on extending our protocol to conform more closely to DASH.

4.7 Summary of Contributions

In this chapter we considered the potential of peer-assisted conteitiudistn for affordable high-
quality live streaming. As, the deficit between clients’ upstream and dosarstcapacities limits
the use of pure P2P architecture in such a setting, we introduced the nictiogeds — servers who
do not have a feed of the live stream and are not interested in downlaaatirigll. We computed
the minimum amount of angel capacity needed in a swarm to achieve a desiratelio all
clients and provided a fluid model construction that achieves that bouedntvdduced practical
techniques that handle limited node degree constraints and churn. Wémhgé#iCasta cloud-
based service that assists content providers in delivering quality stteahesr customers, while
allowing the content providers to leverage the customers’ resources follds. We deployed
AngelCasunto two research platforms: Emulab and Planetlab. We showed that tbenpanice of
AngelCasts comparable to that of SopCast, a widely used streaming protocol, andstetpgable
of supplementing the bandwidth deficit with near minimal capacity, while beingtalthandle
churn. We are currently developing a versionfafgelCastfor wide-spread deployment. We are
planning on conducting extensive evaluation and on collecting measureaietsperformance
in delivering real-world live streams. Our future work will explore waysninich under-utilized
angels are managed. This includes the possibility of using angels acrosderauliizms. Security

is another focus of our future work, especially securing the registratral messages.



Chapter 5

TorAssist: Enhancing Tor Performance For
Bandwidth-Intensive Applications

When it was first introduced a decade ago, Tor, the anonymous onimimggorotocol, aimed
at providing anonymity for latency-sensitive applications, such as welding, as opposed to
bandwidth-intensive applications, such as on-demand or live videarstrga This emphasis on
latency-sensitive applications is evident from proposed Tor circuigéchding techniques (Tang
and Goldberg, 2010; Dingledine and Murdoch, 2009) that throttle baltksntensive applica-
tions in favor of bursty, latency-sensitive applications. In this chapterdewviate from this tra-
ditional view by identifying key attributes and design decisions that nedptivgact Tor's per-
formance in general and its ability to cater to bandwidth-intensive applicatigoarticular, and
by proposing new capabilities that aim to enhance Tor’s performanceedatiés to anonymizing
bandwidth-intensive traffic. We present results from in-vivo meanarg studies that shed light
on Tor's approach to manage load across relays, which manifests itse#f imaty source-based
routing at the end-systems (clients) is handled. We present an analytidal that captures the
key attributes of the feedback control inherent in Tor's approach @ moanagement — namely,
probing and circuit selection. We show that changing some of these kéyutt yields mea-
surable improvement in terms of overall network utilization as well as betterbatahcing of
relays, resulting in better predictability of individual circuit performand®. boost the perfor-
mance of bandwidth-intensive circuits, we propose the use of on-demeays (angels) to not
only increase the capacity in the Tor network, but also to implement specidividth-boosting
functionality using multi-path routing. Our conclusions are backed up withiteesom simulation

experiments.

79
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5.1 Introduction

Tor, a second generation onion routing system (tor, 2012a), is basadaurce routing protocol
that provides anonymity to its clients by routing traffic through a randomlstraated circuit of
intermediate relays. A client does not have to trust any node except txetatiy server from
which it gets the list of relays that are presumed as independent andofioding. Typically,
the client chooses three relays from such a list to construct a circuavgrthay path) for traffic
to/from any Internet host (server). Through proper encapsulatidrencryption, traffic flows from
one relay to the next in such a way that any node (relay) in the networkmgrglean a partial
view of the overlay path between the client and the server, thus breakynasaociation between
the source and destination of flows traversing the Tor network (and alsmtihe identity of the
client from the server). Although Tor is the most widely used anonymity nigwbstill suffers
from major performance issues (Dingledine and Murdoch, 2009). 8eeldpers and the research
community are aware of these performance limitations, as evidenced by araleftatudies and
proposals aiming to enhance the performance of Tor (Reardon and €g|d¥)09; Tang and
Goldberg, 2010; Jansen et al., 2010; He et al., 2007). The main penioge issue considered
in these works is the highly unpredictable performance of circuits estabilisiieugh the Tor
network, e.g, resulting in poor HTTP response time. There have been two main hypstasse
to the culprit: (1) delay through a relay — namely, the amount of time a Tor p&ogi) spends
in a Tor relay from the moment it is received till the moment it is sent to the néxy,rand (2)
latency of an overlay link: the time it takes the cell to traverse an overlay lioky the moment it
is sent from one relay till the time it appears at the other end. For examplaythers ofTunable
Tor (Snader and Borisov, 2010) assumed relay delays are dominant, tasmprelays based on
their estimated throughput, whereas Stetral. assumed overlay link latencies are dominant, thus
choosing relays to minimize the sum of overlay link latencies.

Motivation and Scope: When it was first introduced a decade ago, Tor aimed at providing
anonymity for latency-sensitive applications, such as web-browsingppssed to bandwidth-

intensive applications, such as on-demand or live video streaming — k@m@&mphasis in the
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aforementioned studies on delays as the primary gauge of performarigght lof the increasing
prevalence of streaming, in this chapter we deviate from this traditional vidadoging on Tor’s
ability to deliver higher bit rates, consistently. At a very basic level, this is gemaf provi-
sioning: adding relay “capacity” to the Tor network to allow it to move more bésgecond. In
prior projects of ours (Sweha et al., 2012b; Sweha et al., 2011), dresskd similar provisioning
problems in peer-to-peer (P2P) overlays through the usag@éls— special resources acquired on
demand €.g, from the cloud) for the sole purpose of improving the fidelity of a serviteding
raw capacity to make up a deficit in a particular resource is not a panacaddition to deploying
angels (if needed), it is necessary to ensure that the underlying Re#sis able to optimally
capitalize on this added capacity. To do so, it is often necessary to makejgdecisions, not
only as it relates to the number, capacity, and placement of angels, batsatselates to altering
the way angels participate in the underlying P2P protocol.

Chapter Outline: In this chapter, we evaluate the extent to which angels may be used in suppor
of bandwidth-intensive applications in a Tor network: we examine the keputs and design
decisions that negatively impact Tor's performance in general andiliy &b cater to bandwidth-
intensive applications in particular, and we propose new capabilitiespeiedthrough the use of
angels, to enhance Tor’s performance relating to anonymizing bandimigtfisive traffic.

We start in Section 5.2 with some background on Tor’s operation as it retatesv clients
construct circuits in a way that is meant to achieve high utilization of Tor ressu We also
review prior work aiming to improve Tor’s performance. In Section 5.3 wesent results from
in-vivo measurement studies that we conducted to shed light on the edfeesis of the various
mechanisms used for load distribution in Tor. Our first finding is that the pyialprit for Tor's
poor performance is the uneven throughput of the relays that makengoié. cThis finding implies
that better and more predictable performance would result if Tor’s reley$oad balanced.e.,
the attainable throughput from individual relays is more even. Indesdsexond finding is that
as currently implemented and configured, Tor results in an inadequatalyekd load distribution
over relays, resulting in lower overall utilization and higher variance iruditbroughput — both

of which are undesirable attributes.
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Load distribution in the Tor network is achieved through a set of interactingharésms: a
probing mechanisrto estimate the available capacity of relayfe@dback mechanista compute
a normalized value that corresponds to the total capacity of the relay, eintlii construction
mechanismo preferentially assign load to under-utilized relays. To gain insights into thew
interaction between these processes affects load balancing, in Sectiarefresent an analyti-
cal model that captures the key probing and circuit construction attribfites feedback control
inherent in Tor’s load distribution mechanisms. Using this model, we show lilagiging some of
these key attributes yields measurable improvement in terms of overall nattilar&tion as well
as lower variability of individual circuit performance. In Section 5.5, Wwews that these improve-
ments are tangible by presenting results from simulation experiments, in wisigmpsons are
relaxed, and various variant mechanisms are evaluated.

While adding angels to a well-balanced and highly utilized Tor network eashat the added
capacity will be utilized judiciously, it does not provide us with a mechanism Wiambandwidth-
intensive applications are properly provisioned. In Section 5.6, we int®d simple angel func-

tionality that boosts the performance of bandwidth-intensive circuits usirii-path routing.

5.2 Background and Related Work

Tor Protocol Basics: Tor (tor, 2012a) is a source routing protocol that provides anonymity to its
clients by means of routing their traffic through an encrypted circuit ofimégliate relays (muxes).
Tor relies on a core set of arougd900 persistent relays, typically operated by research institutes
or privacy activists. Aroundl00, 000 clients make use of the Tor network, daily, with around
120, 000 active at any point in time (tor, 2012b). Tor leverages the (processghg@mmunication)
resources of clients by allowing them to function as relays, boosting thralbgapacity of the Tor
network, which can be seen as a P2P overlay. A Tor client contatitecory serveito get a list

of Tor relays, from which it constructs circuits (overlay paths). A refag circuit cannot identify
other nodes in the circuit except for the relay that precedes it and thtéhahfollows it. When a
client wants to send a messageg, an HTTP request), it recursively encrypts the message with

symmetric keys shared with the relays in the circuit, starting with the exit relayglingthat sends
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the HTTP request to, and receives the response from the web)sémtiie forward direction, each
relay peels a layer of encryption (a layer of the onion), sending thédtiregmessage along the
path towards the exit relay. In the reverse direction, each relay, staringhe exit relay, adds an
onion layer of encryption, sending the resulting message along theegagtstowards the client.
Upon receiving such a message, the client recursively peels all lagdrsonsumes the content
(displays a web page). By construction, each byte of data sent dveddsy a client needs to
traverse at least three relays, consuming communication and procespauities at each.
Acquisition and Management of Relay Capacities in Tor:Given documented, chronic perfor-
mance issues, an important aspect of the Tor protocol (and the subjeatb research) relates to
how Tor manages the capacity and utilization of various relays. In this warkiserelay capacity

to refer to the number of bytes that a relay can forward per second omaalits going through it;

we userelay utilizationto mean the fraction of the relay capacity that is in use at any point in time;
we usenormalized relay capacityo refer to the relative overall capacity of a relay; and we use
relay available capacityo mean the throughput that a circuit is able to command from the relay at
any point in time, which is a function of the (raw) relay capacity as well as timetxer of circuits
using that relay in a max-min fair fashion.

As we alluded before, Tor’s load/resource management is done thtiogghinteracting mech-
anisms: grobing mechanispafeedback mechanisand ecircuit construction mechanisnior’s
circuit construction mechanism seeks to improve the overall system utilizatiorcteasing the
selection probability of relays deemed to have higher capacities. In eagligions of Tor, each
relay self-reported its capacity. To protect against untruthful clienésgtiirent implementation
of Tor uses directory authorities (DAS) to estimate the normalized relay itigsad.oesing et al.,
2011). Every hour, based on previous estimates, each DA partitionsttbé dedays into groups
of 50, and constructs two-relay circuits using relays in the same groupatoload a file for the
purpose of estimating the available capacity of the constituent relays. &@ka#able capacity
estimates are fed to a PID controller (Loesing et al., 2011) that implementsatiback mecha-
nismfor estimating the normalized relay capacities. Eebe the average throughput of the DA's

relay-pair probes involving relay F; Vi is fed into a PID controller (Loesing et al., 2011), which
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produces an estimate of the normalized capacity for each relay at aisfollows:

F.
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© DvjerlFi}/IR]

The controller increases (decreases) its estimate of a relay’s normadigadity when the probe
throughput through that relay is above (below) average, thus emgiogr (discouraging) clients to
(from) using this higher-capacity (lower-capacity) relay in circuits thaystact in the future.

When a client contacts a set of DAs, it gets from each DA the list of retsgiell as estimates
of their normalized capacitied;ST;, according to that DA. A client takes the average of these
estimates, also called tliwnsensus capacityVhen a client constructs a new circuit, it chooses
the constituent relays with probability proportional to the consensus itgpdiche relays. Tor
clients construct up to twelve circuits and alternate their usage.
Link and Relay Delays in Tor. Concerned with the performance of latency-sensitive applica-
tions, Dhungekt al. (Dhungel et al., 2010) conducted a measurement study to dissect tlge dela
characteristics of Tor circuits. They showed that the delay of a circpéigs on two components:
the delay through the relays, and the delay attributed to the latency of gedwarsrlay links. They
concluded that while relay delays are the principal contributor of ciralays, a sizable minor-
ity of circuits are dominated by overlay link delays. More importantly, they foomdorrelation
between the delay introduced by a relay and its advertised or consapastg. Moreover, they
showed that relay delay fluctuates over time, except for relays with vghydapacity. They sug-
gested that Tor’s token-bucket scheduler — for multiplexing the use elfagg among all circuits
going through it — needed more frequent replenishment, as circuits ussigdagested relays end
up exhausting their quota of tokens, resulting in under-utilization of théagstceDhungekt al.
stopped short of proposing circuit construction algorithms.
Relay-based vs Link-based Circuit Construction: In an attempt to address Tor’s performance
issues, two classes of circuit construction algorithms emerged: (1)lbakssd circuit construction,
and (2) link-based circuit construction.

Under the hypothesis that selecting powerful relays results in betterpehce, the authors

of Tunable Tor(Snader and Borisov, 2010) propose having relays (as opposedlspdstimate
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the relay available capacity, and having the consensus capacity be talclaone authority
that distills the normalized capacity estimates of all relays uBiggnSpeeda principle compo-
nent analysis estimator. To minimize overhead, a relay does not activddg pther relays, but
rather uses the circuits routed through these relays to passively estinint/#ilable capacities.
Tunable Tor allows Tor clients to trade-off anonymity for enhanced pexdoce. A parameter
governs this tradeoff by decreasing the probability of choosing a refagrentially with the prod-
uct of a times the rank of the relay with respect to available capacity. éfjuals zero, all relays
are chosen with equal probability, achieving maximum anonymity at the expémeerformance;
asa grows, the more powerful relays are chosen with an increasingly hgbeability.

Under the hypothesis that circuit construction should avoid overlay lirkisate congested
or suffer from long delays due BGP routing, Shetral. (Sherr et al., 2009; Sherr et al., 2007)
proposed using Vivaldi (Dabek et al., 2004), a decentralized coatelisystem, to measure the
distances between different relays. The virtual coordinate of eda ieadjusted every time a
new RTT measurement to another relay is available. Any client can measuogdtall delay of
a circuit by summing the delay of each link in the circuit. A circuit is chosen witibability
exponentially proportional to a tuning paramedetimes the rank of the circuit in the sorted list
of all possible circuits based on the estimated circuit delay. Again, the psmaméunes the
tradeoff between performance and anonymity. Panchenkd. (Panchenko and Renner, 2009)
advocate link-based measurement to enhance path selection in Tor. rolpege two link-based
measurements: (1) actively measuring RTTs of circuits, (2) passivéiyamg link delay using
the circuits passing through it. They acknowledge that estimating link statisticadsatic in the
number of relays and suggest selecting relays based on average tarkediso all other relays.
They also mention a hybrid approach that combines relay capacity and la deey suggest
ranking circuits with probability inversely proportional to their aggregate dielkay and directly

proportional to the minimum relay capacity.
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5.3 A Measurement Study on Live Tor

Experimental Setup: We used a client machine at Boston University (BU) to crdat®o cir-
cuits, one after the other, over the course of a few days. The cliestTuseto download files
from an FTP server, located at BU as well. Both the client and the FTRRrsare machines with
powerful CPUs and 1Gbps connections to the internet, ensuring thadieayvidth bottleneck is
in the Tor network, not in the client, the server, or their links. The thregiseteentry, intermedi-
ate, and exit relays — vary from a circuit to another, in accordance witk Gircuit construction
mechanism. Tor maintains multiple circuits (typically twelve) at a time and choosesého
use at random. In our experiment, we limit the number of established circuitsetdy setting
the parameter__DisablePredictedCircuits 1” . We mine the log files produced by Tor
to get the ID and IP address of the constituent circuit relays. Using éPGeovice (fre, 2012),
we find the longitude and latitude coordinates of the relay, from which waldesto calculate the
geographical distance between adjacent relays in a circuit. Althouglethdigtance between two
relays does not directly correspond to the propagation delay betwessn riflays, it could serve
as a meaningful first-order approximation (Huffaker et al., 2002; P&sttorras and Vespignani,
2007). In addition, we mine the consensus file when each circuit is estbljsburly) to collect
the consensus capacity estimate for each constituent relay. We usd dsebanstructed circuits
to measure the average download time of a 3MB file and that of a one-bytedilegveraged over
eight trials).

Results: The first question to consider is whether the delays introduced by circkst (as esti-
mated by the sum of the distances between adjacent relays in a circuit)dkteawith the circuit
throughput. If strong correlation exists, link-based circuit selectionlavba justified. Figure &
shows the correlation between the sum of link-distances in the circuiti§x-ard the average

duration to download a 3MB file (y-axis). The Pearson product-momenglation coefficient is

found to ber = 0.0063.1 This result suggests that there is a very weak (negligible) correlation

1The distance is computed using the great circle Haversine formula amst¢nege duration is the file size (3MB)
divided by the throughput. We plot duration against distance since arglation between the two is likely to be linear,
and hence possible to gauge usingtistatistic.
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between the throughput of a circuit and the aggregate link distanceggpibltween its relays.
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Figure 5-1: The correlation between the duration to download a file (y-axis) and
the sum of the geo-distances between the relays in the circuit (x-axis).

The second question to consider is whether the latency of a circuit idateddo its through-
put. We definecircuit latencyto be the time it takes to download a minimal-size (one-byte) file
using that circuit. Clearly, latency captures the delays due to links (patipagdelay) as well as
relays (packet processing delays). Figuaghows the relationship between 3MB download times
(as proxy for circuit throughput) on the y-axis and latencies on theix-&he correlation is evi-
dent ag- equalsd.6553, suggesting that using latency as a first-order approximation of download
duration is justifiable.

The third question is whether the throughput of a circuit is correlated witmdnmmalized
capacities of the constituent relays. Figurd Shows the relationship between the throughput of
a circuit in Mbps (x-axis) and the minimum of the consensus capacity estimfates relays that
make up the circuit (y-axis). The correlation is weakyas 0.1496, suggesting that Tor’s three-
pronged approach (using the probing, feedback control, and caoogtruction mechanisms) to
distribute load results in a good utilization across relays. In (Wang et al2)2@ie authors

considered this lack of correlation as an evidence of failure. On theatgntwe argue that the
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Figure 5-2: The correlation between the duration to download a file (y-axis) and
the delay to download just one byte using the same circuit (x-axis).

lack of correlation is indicative of evenly utilized relays, which is one of tbalg of the system.

The fourth question we consider is whether the clients’ experience (tbaeghput observed
by different clients or by the same client over time) is consistent. This is aefsrguestion,
corresponding to a recurring complaint from Tor clients that sometimes tieestiack with low-
throughput circuits (Dingledine and Murdoch, 2009). Here we notestret though relays may be
evenly utilized (as suggested by the results in Figug, % might be the case that the constructed
circuits exhibit highly uneven performance. For the circuits we constlyete noticed that the
coefficient of variation (the standard deviation divided by the mean) af éichieved throughput
is large -C'V = 0.62576 — confirming that the fidelity (measured in terms of achievable bit rates)
of Tor circuits is highly unpredictable.

The last question we consider is whether Tor's three-pronged agiptodoad distribution
yields any particular probability distribution function (PDF) of relay availatdeacities. Recall
that the available capacity of a Tor relay is the expected throughput of @itdiraversing that
relay. For a fully-utilized relay, the available capacity is nothing other thampe min fair-share

for a circuit going through that relay. For a relay that is not fully utilize@, évailable capacity is
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Figure 5-3: The correlation between the throughput of a circuit (y-axis) and the
raw capacity of its constituent relays (x-axis).

the expected throughput of a newly created circuit going through tteat réo characterize relay
available capacities, we construct a special two-relay circuit wherexthaagle is our local BU
Tor relayBostonUCompSci . The circuit downloads three files of size 3MB each from a powerful
BU server to a powerful BU client. This set-up is our best attempt to maleethat the circuit
bottleneck is the entry relay. The average throughput of the circuitasaed for each of the 2,917
relays that were present in the Tor network at the time of the experimentreFsglishows the
PDF of relay available capacities. It suggests that most relays have swaitdbée capacities, and
that the number of relays with higher available capacity decays at an exfalrate?

Summary: Our live measurements on Tor lead us to the following conclusions: (1) thagh#
put of a Tor circuit can be assumed to be largely independent from tigraghical link-distance
between relays in that circuit; (2) the latency of a circuit and its througaginversely, strongly
correlated; (3) the throughput of a circuit is largely independent obtrezall (normalized) ca-

pacity of its relays, suggesting that Tor is relatively efficient in its use sduieces by keeping an

2This is important as it allows us to assume that relay available capacities fafioexponential distribution in
Section 5.4.1.
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Figure 5-4: PDF of relay available capacities, decaying exponentially.

even utilization of relays; (4) the throughput of different circuits vamgadly, suggesting that some
clients suffer significant performance degradation; and (5) the diitibof the relay available

capacity can be approximated using an exponential distribution.
5.4 Tor Circuit Throughput: Analytical Model

Assuming that relay available capacities follow a certain probability distribdtizan we charac-
terize the probability mass function of the throughput of a circuit constuasea result of Tor
(current or proposed) circuit construction mechanisms? In this se@t®evelop an analytical
model that allows us to obtain such characterization, and consequentliifgulae performance
implications from variants of Tor circuit construction mechanisms, as wekaants of Tor prob-

ing mechanism.

3We derive two models: the first is under the assumption (verified thrmegisurement) that relay available capac-
ities are exponentially distributed, whereas the second is under the d@gsuthpt they are uniformly distributed.
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5.4.1 Variability of Tor Circuit Throughput

As previously defined, the available capacity of a relay is the expecteddgipaot of a circuit
traversing that relay. In this subsection, we assume that the availablgtgaga relay follows an
exponential distribution with parametr f(x) = exp(\) = Ae~**. The throughput of a circuit
is the minimum throughput of its three constituent relays. From the literaturedef statistics
(David and Nagaraja, 1970), the minimum of three random variables isdomawariable of

density function:
fra(@) =3(1 = F(@))*f(x) = 3(1 — (1= e )% % (Ae ™)

= 3Xe M = exp(3N)

which is itself an exponentially distributed variable with a parameter three timesthéothe
relay available capacity. Knowing that the mean and standard deviatioh é\qdhe coefficient
of variation (CV) would equal one. This is a surprising result, CV is indelpat from\, which
suggests that if we manage to decrease the skewness in the distributionrefatha@vailable
capacity, the variability experienced by clients (due to different circypicdies) would stay the

same. We attribute this result to the memoryless nature of the exponential distributio

5.4.2 Effect of “Best-Of-K” Circuit Selection

Tor clients typically create between two and twelve circuits and choose the ase at random. In
this section, we ask the question what if each client uses the best (aseoltpca random) circuit
from the set of circuits it created? Doing that would eliminate slow circuitd) agt¢hose observed
by Dhungel in (Dhungel et al., 2010). Since circuit throughput is gooagntially distributed
random variable with paramet&i, order statistics tells us that the maximumkafuch circuits is

also a random variable with PDF:

fik () = R(F (@) f(2) = k(1 — e D) I3pe
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This random variable has an expected value:

e = /mfk:k(x)dx = /xk(l — 6_3)‘I)k_13)\€_5)\xd$ = 3—;
0 0
whereH;, = Z <. The detailed derivation is in Appendix 7.1.

Similarly, we can compute the variance of the random variable governingrtuat ¢through-

put:

2
whereb;, = 23k 1 H; %. The detailed derivation is in Appendix 7.2.

While the coefficient of varianc€V, = ¥ W’“ = ¥ /3 is independent ok, the skewness

of the relay available capacity distribution, it does depend&,dhe number of circuits from which
the best is chosen. Figuressshows CV as a function @f. CV decreases with the increase in the
number of circuitsk.

Figure 55 also shows CV as a function &f under the assumption that the relay available

capacities follow a uniform distributiofi (a, b). In this case,

z+1

Hie = Z 3z+1

k

i k Vit
var() = (b — P2 (CE ) 1y e

1=0 1=0

. See Appendix 7.3 for the detailed derivation. Again, the CV of circuititbhput decreases with

k. This result suggests that choosing the best-oircuit is not a mere byproduct of assuming an
exponential distribution for the relay available capacities, thus it is a reconedegoractice. We

verify this result through simulation in the next section.
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Figure 5-5: The CV of the throughput of the best-éfeircuit.

5.4.3 Effect of Filtering out Probes with Below-Average Throughput o the Performance of
the PID Controller

As we discussed earlier, the Directory Authority (DA) probes all relagilarly and feeds the
PID controller with the average throughput of (typically five) probesrasstimate for the relay
available capacity. The designers of the PID controller were concénaesome bad relay pairings
would result in probes with very low throughput, lowering the estimate of aMaileapacity, thus
skewing the feedback signal to the PID controller. To mitigate this, the awexfatpe five probes

is calculated, and probes with below-average throughput are filtetedTéwe PID controller is
fed with thefiltered average probe throughput as the estimate for available capacity. This pro
filtering mechanism turns out to have the inverse effect of what it wasdetito achieve, resulting

in an average estimate that is heavily skewed towards the maximum througigred, mostly

equal to it)?

4Using our simulator, described in Section 5.5, we noticed that typicallypbtie five probes has a throughput that
is significantly higher than the other probes. As a result, this maximum psabe only one with throughput above
the average probe throughput before filtering, effectively equatiadiitered average with the maximum of the probes
throughput.



94

To quantify the impact of probe filtering, we analytically derive the CV of tigmal sent to
PID controller with and without probe filtering. The estimate of the relay normdlzapacity

is EST! = ESTf‘1 * Vi € R, whereF; is a random variable representing

E;
2 vieriliH/ IR

the throughput of the average-btno filtering) or max-oft probe (filtering). A good controller
. . F’L .
would have the feedback signat: = Socn 1A approach one quickly. For a large set of

relays, it is safe to assume that,;,{F;}/|?| ~ E(F;). The feedback signal is a random

o(Fy)
E(F;)"

variables = B with a mean of one and a standard dewaﬂor%{;%. Hence,CV =

In the case of filteringF; is the max-oft, which is mathematically identical to the derivation of

best-of circuit selection in the previous section. In this cdsg = \/Zf;:l 2H; — H}? « Hil
whereH; = 22:1 % In the case of no filteringy; is the average-ofprobes, each is exponentially
distributed, which is an Erlangdistribution divided by with a mean o% and standard deviation
of % HenceCV = %
Figure 56 plots the ratio between the CV of the signal sent to the PID controller with and
without filtering. It suggests that the current version of Tor, with 5, feeds the PID controller a
feedback signal that i£3.5% noisier (with higher variability) than our proposed version without
filtering. Such a noisy feedback signal would negatively impact the norethlielay capacity
estimates produced by the PID controller and, consequently, compromisirgffitiency of the

whole system.
5.5 Performance Evaluation

To confirm the conclusions from the analytical models in Section 5.4 untieegtassumptions
(and additional parameters), to capture the feedback dynamics betweemprbbing, feedback
control, and circuit construction mechanisms, and to evaluate our prpopeovements to these
mechanisms, we built our own Tor simulator. In this section, after descrihingimulator, we

show a representative set of the experiments we conducted that gigémsights into the behavior

of Tor, and confirm our findings.
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Figure 5-6: The ratio between the CV of the signal sent the PID controller with
filtering and without filtering as a function in the number of probes.

5.5.1 The Simulator

Our simulation model consists of three modules. The first module mimics the beb&eaidarge
number of clients. Each client constructs a circuit, using three relaysfdhecavailable re-
lays. The second module assigns throughput to constructed circuitsrgae-min fairnessand
estimates relay available capacities, which determines the throughput availablesto circuit
(probe). The third module models Tor's measurement infrastructure hwhgularly probes all
the relays, and uses PID control to update the normalized capacity estihaidy,

These three modules greatly influence each other as constructed cifiagtdtee throughput
of the measurement probes, which in turn are used by Tor’s PID comttokstimate each relay’s
normalized capacity, to be used by clients to bias their relay selection foitsicounstructed in the
next hour. Thus, over time, the simulator captures the change in relagigapstimates and its
effect on the achieved throughput of the constructed circuits. In péatjave adopt a quasi-static

discrete-time simulation model wherein probing is performed at each time sfgpgeating, say,

SMax-min fairness is typical of how resources are shared on the kttern
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12 minutes), and weights for circuit selection are updated every 1 steps. We take = 5
(representing an hour), and we assume that the system reachesst&tadyetween time steps so
circuits achieve their steady-state max-min fair share.

Circuits Construction: To model the circuits selected by Tor clients at a certain point in time,
we create a certain number of circuit$ at each time step, with a default af = 120, 000.

We choose a circuit’s constituent relays proportionally to their PID-pexvithpacity estimates as
described in Section 5.2. To simulate our modification of choosing the béstiotuit, a client
builds £ candidate circuits, compares their anticipated throughput, and chooskestheavithk
between one and six. Because the selection of the best circuit depeotiserved performance
of already established circuits, while constructing Mieircuits, we re-estimate the relay available
capacities, and hence throughput of established circuits, ewery M circuits, with a default of

m = M/10. As noted earlier, the throughput of circuits is calculated assuming a maxamin f
capacity allocation.

The PID Controller: As described in Section 5.2, every hour, Tor probes each relay a mahbe
times, at least five by default. These probes provide the PID controlleranigstimate of each
relay’s available capacity,e., throughput of a circuit passing through the relay. If the average
probe throughput for a relay is higher (lower) than the average faekdys, this indicates that
this relay is relatively under-utilized (over-utilized), and the PID contraliereases (decreases)
its estimate of the relay normalized capacity and hence the relay’s selectidm vegiticing more
circuits to (not) use this relay.

As noted earlier, we simulate probing at each time step. The probes anectemaver two-
relay circuits. A probe throughput is computed in the same way as a circoitghput, based on
max-min capacity allocation. After probing all relays, we apply a filtering tephato drop some
(or none) of each relay’s probes. Tor's default behavior is to gropes that have throughput that
is below the average of all probes. Besides Tor’s default behawosimulator supports: (I)o
filtering, i.e., use all probes; (2) drop the probe with the maximum throughput for esdai; or
(3) drop the minimum and the maximum throughput probes for each relayPlhepdates its

estimate of each relay nhormalized capacity (weight) and publishes it to clién8etion 5.2).



97

Drop max

No Filtering s

Drop max and min £
Filtering

cv
Utilization

best_of_k best_of_k

Figure 5-7: The performance of different probe filtering techniques against an
increasing number of circuits from which the best is chosen.

To obtain performance metrics, each simulation runs for a duratidb of n time steps,

equivalent to updating circuit selection weights 25 times. Our simulation resiltia/f

5.5.2 Simulation Results

The base model for the following experiments mimics Tor’s current defabiatior. In it, a client
constructs only one circuit and all the below-average probe valuefitared out. The number
of probes is five. The relay capacities follows a bounded-Pareto distriblbetween 1,000 Kbps
and 1,000,000 Kbps and a shape parameter 2. We vary the number of relays (around 2,000
relays) while keeping the sum of the relay capacities (the aggregateityagfathie Tor network)
equal to 3,900,000 Kbps. The number of circuits constructed is 120,@e8ally, the capacity of
relays would be assigned to the circuits allowing each one of them to haveugtiput of around
35 Kbps. We set a limit on the throughput of each circuit that is uniformlyidigied between 70
and 100 Kbps. This limit is introduced to mimic Tor’s flow-control window mecgsan(AlSabah
et al., 2011b), which limits the throughput of circuits to protect the Tor néfrom bandwidth-
intensive clients like P2P applications.

The first experiment compares different probe filtering techniqueissigan increasing num-
ber of circuitsk from which the client chooses the best. In Figuré-Eft, the y-axis is the
coefficient-of-variation (CV) of the constructed circuits, while the x-axithe number of circuits

from which the client chooses the best. Wheg: 1, the current Tor filtering techniqué€., drop
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Figure 5-8: The PDF and CDF of relay available capacities under two configura-
tions: (1) Filtering,k = 1, and (2) No filteringk = 6.
probes that are below average) is outperformed by “drop max” but stitsothe “no filtering”
technique. Fok > 1, “no filtering” outperforms other filtering techniques. Figur@sight shows
the aggregate utilization of relays (on the y-axis) with similar conclusionscéferth, the results
are shown in a pair of graphs: one CV on the y-axis, and another utilizaibresults show 95%
confidence intervals.

For the same experiment, in FigureB5we plot the PDF and CDF of the relay available
capacities for two configurations: (1) vanilla Tor configuration with filteriteployed and = 1,
and (2) our proposed configuration with no filtering @ne: 6. This result validates the model in
Section 5.4 in that the available relay capacity decays exponentially. It th woting though that
vanilla Tor has a heavier tail, indicating that a few relays are left with a lovailable capacity,
indicating inefficiency (bad load balancing).

The following set of experiments examine the effect of changing certaempeters on Tor
performance. The first is increasing the minimum number of probes thatohatucts per relay.
Figure 59 shows that as the number of probes increases, the utilization increasixe aariation
in client experience (circuit throughput) decreases. The improvembmited though.

The next experiment studies the effect of changing the shape paramatsd to generate
the relay capacities. It is important to note that we kept the aggregateityajp@csame. Thus,
a highera results in fewer relays with more variable capacities. The higher variabilitglaj

capacities results in a reduction in utilization (with wider confidence intervald)adso in more
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variability in the throughput of constructed circuits.

The next experiment considers the effect of increasing the aggregpéeity of the Tor net-
work. The x-axis shows the factor by which the aggregate capacity oflails is increasea,.g,
by a factor of 1, 1.2 and 1.4. The increased aggregate capacity transkaten increase in the
number of relays, while the number of circuits remains the same. This dossemotto affect the
utilization of relays but it lowers the CV of circuits, due to the decreaseddoaehch relay (less
circuits per relay).

Lastly, we study the effect of increasing the bound on the allowable cittugitighput. The
average throughput is 35 Kbps, and we set the upper limit to be uniforntijbdited U(70,70),
U(70,100), U(70,140). As expected, allowing circuits to have highewutynput results in higher

circuit throughput CV without a significant effect on the utilization of thiays.
5.6 Bandwidth Boosting using Multi-Path Routing

So far, our effort has been to increase the utilization of the relays in theéfaork while lim-
iting the unpredictability of clients’ circuit throughput. In this section we ps®penhancing the
performance of certain clients using angels. Angels are special exasnuith a lot of capacity.
However, the throughput of a circuit is governed by the minimum availalpaaity of its con-
stituent relays. To mitigate this problem, we adopt an approach originallyopeapby AlSabah
etal. (AlSabah et al., 2011a). This approach uses multi-path forwarding taneehthe per-
formance of constructed circuits. Figurellillustrates the idea. The angel (the exit node), is
responsible for fetching content from, say, a web server and routiragk to the client. The angel
can split the reply into segments, routing each through a different eepath. The client receiving
these segments reorders the received cells to reconstruct the ormiteht(before being split by
angels). For this to work, the client needs to actively construct thesaiff paths and to inform
the angel that these paths belong to the same circuit. This can be achiexeghthrnonce. When
a path is extended to the angel, it will have a random nonce, if the angeahlotizer concurrent
circuit with the same nonce, it knows that both are paths of the same circustintportant to

note that this capability does not require any modification to regular Torgélay relays that are
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not angels). Indeed, regular relays cannot even discern whathet a circuit going through it is
part of a multi-routed circuit. More importantly, angels performing the splitfiomality cannot
glean any information pertaining to the identity of the client — only that some anouy client
wants to use a multi-path circuit. In this section, we show analytically and vetffgranentally
that angel-assisted multi-path circuit construction increases the througihglients and reduces
the variance of constructed circuits. Analytically, we show that if all clieses multi-paths, the
variance in their throughput will decrease.

We consider a multi-path enabled Tor network. Let there:h®rcuits at a certain point in
time where each circuit has-paths. Also, let the aggregate capacity of angel€heand the
throughput of pathi of circuit j bet{. Consequently, the sum of the throughput of all paths of all
circuits must not exceed the angel capadisy, >, ", #/ < C,. Assumingt/ follows an
exponential distribution, then its parameter musf\be “=*. Thus the throughput of a circuit is
the sum of the throughput of its paths which is an Erlang distribution (sumpfreeatials) with
variance :f\% = mCTiZ For vanilla Tor,i.e., no multi-path routing, the sum of the throughput

of all circuits must not exceed the angel capadity, Z;‘:l t/ < C,. Assumingt’ follows an

exponential distribution, then its parameter must\be- c% and its varianceAl—2 = %3 This

suggests that the variance in circuit throughput in case of multi-path cetistr is% that of the
vanilla Tor protocol.

The above analysis assumes that all clients use multi-path routing with the sambemof
paths. To evaluate the effect of deploying a limited humber of angels, aatermfraction of the
traffic, we revert to simulation. We set up our simulator in such a way thatdfd¥e aggregate
capacity of the network is provided through angels capable of the splittimgji€unality. Clients
equipped with bandwidth-boosting capabilities inform angels acting as éxjtsref the number
of paths they require using special bit marking when setting up a circuiursimulation, this is
set up as a uniformly random integer between one and five. We evaluatepathltiouting under
three configurations: (1) “F, k=1" is Tor's default behavior, usimghe filtering and best-of-1
circuit selection, (2) “NF, k=3" uses no filtering and best-of-3, and'E3k=3" uses filtering and

best-of-3.
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Figure 510 is a scatter plot showing the results. On the x-axis is the number of paitiesii ¢
is requesting and the y-axis is the average circuit throughput. The “d&, detting provides the
highest utilization and the most predictable results. For example the relay utitizm88% while
the average circuit throughput when the number of paths is five is 4.99 gafive) times the
throughput of circuits with one path. The CV of constructed circuits is betm®079 and 0.045
(near zero). These results should be contrasted to the “F, k=1" settirgeuvhe relay utilization
is 0.78 and the CV is between 1.2 and 0.6. The third “F, k=3" setting cornelspto the case
when we have no influence on the directory authority (which uses filtenvig) clients choosing
the best-of-3 circuits, with multi-path forwarding enabled through angelghit case the relay
utilization is 0.91 and the CV is between 0.78 and 0.38. These results highlightdhese of

multi-path angel-enabled routing as explained at the outset.
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Figure 5-10: The effects of splitting a circuit into multi-paths.

5.7 Summary of Contributions

In this chapter, we set out to understand the behavior of Tor and howld be possibly influenced

to yield better, more predictable performance. We started with a charatiteripé throughput
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and delay performance for small and large data transfers, which welated to a number of
relay/circuit attributes. We concluded that the mechanisms that Tor employsttibute load
across relays achieve the basic goal of high relay utilization, but thatebeg much to be desired
in terms of predictability due to the high variability of circuit throughput.

Armed with these observations, we used order statistics to analyze theiemeftif-variation
(CV) of throughput achieved by circuits, under Tor’s default randorcuit selection versus our
proposed best-of- strategy, and also under Tor's approach to probe filtering (of relaitadle
capacity measurements) versus other variant probe filtering strategiesling no-filtering. We
analytically showed a lower CV under the no-filtering and best-approaches. We then vali-
dated this using a simulation model that captures the feedback dynamics hehegarocesses
responsible for measuring/estimating relay available/normalized capacit@s$heamircuit con-
struction mechanism used by clients. To further improve performanceropeged and evaluated
the deployment of special relays (angels) capable of supporting multrgating of some client
circuits. We show that even without disabling Tor's default filtering, weachieve lower CV, and
scalable higher throughput to multi-path capable, throughput-sensitivesclie

A future research direction is to incorporate these improvements into theStens, by mod-
ifying only angel relays and clients empowered to use multi-path circuits, prag$essing the
effectiveness of these improvements in the presence of legacy relhgiemts. Another research
direction of ours is to evaluate the effectiveness of angels in mitigating timingattabich create
congestion to de-anonymize their victims. By alleviating this congestion, angetsie potential

to improve the anonymity characteristics of Tor.



Chapter 6

Summary

In this thesis, we presented a framework for deploying on-demand céaadirces (angels) into
peer-assisted content delivery systems. The P2P paradigm lends itgmilitations where a large
number of clients are interested in fresh content that cannot be catheding the resources of
the content delivery network. We noted that most clients suffer frormasstric Internet connec-
tivity, i.e,, their upstream capacity is but a fraction of their downstream capaciagdregate, this
capacity gap results in limited quality for clients especially the ones that wanfiisazie their
identity. Our solution, as presented in this thesis, was to study such systdrds\aiop a coor-
dinated mechanism to most efficiently utilized the clients’ resources. Wheti¢ginéstresources
are not enough to maintain the clients’ desired level of service, we degémyurces, on-demand
from the cloud (angels), in the same judicious manner we utilize clients’ ressuve addressed
three applications; (1) delivering bulk-synchronous content: whéaega number of clients need
to wait for each other to finish download before anyone can take adysmaotahe downloaded con-
tent, (2) live video streaming, and (3) bandwidth-intensive applications Der, the anonymous

routing network.

In Chapter 3 we introduced the first application, bulk-synchronousfeanWe extended the
analytical model in (Kumar and Ross, 2006) to accommodate added angedevAloped a lower-
bound for the maximum time by which all clients finish downloading the content. &veldped
an optimal dissemination strategy that achieves this bound. Realizing the imaligciod the
optimal construction and the need to centrally decide on the clients’ conitgtbivachieve near-
optimal performance, we developed GT — our practical tree-baseddisstion strategy. Our

simulation shows that our centralized GT strategy outperform well-estatldiséributed peer

104
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and piece selection strategieSLOUDANGELS is the blueprint of cloud-based service that helps
content providers minimize the MDT of content dissemination to a set of clientsthstthelp

of angels, we deployed a prototype in Emulab. Our experimental resultgedhtbat we achieve
better MDT than BitTorrent as well as client-server architectures. MWebalso that we are able

to efficiently utilize the angel capacity.

In Chapter 4, we introduced our second application, live video streanWwegextended the
analytical model in (Kumar et al., 2007) to accommodate angels and find the minimmaunt
of angel capacity needed for all clients to achieve a desired streamingtdaitAn optimal con-
struction was developers to achieve this lower-bound. We generalizeaptinisal construction in
AngelCastour multi-tree practical constructioAngelCasteploys angels efficiently to maintain
the streaming rate at the required level, limits the needed start-up buffer taréthogjc factor, as
a function of the number of clients, and handles churn efficiently throygbactive set of mem-
bership management algorithms. We proposed a blueprint of a cloud-baséce to help content
providers with their live streams through the deployment of angels fromldiuel cOur proof-of-
concept implementation managed to disseminate and playback a VC-1 ensedéddio stream
to tens of clients with the help of angels. Our experimental evaluation showedthaur perfor-
mance in slightly better than SopCast, the widely used P2P live streaming gr¢®)dbere is a
trade-off between the start-up buffer and frame-drop ratio, and 3hatl{en the clients’ upstream
capacities are not enougAngelCastdynamically invokes a minimal number of angels, helping
clients maintain their play-out rate. To mitigate skepticism towards churn-hgndbilities of
centralized peer-assisted content distribution systems, we conductediextexperimental eval-
uation. Our findings confirmed that our proactive membership managencbniqaes manages

churn with minimal effect on clients’ performance.

Chapter 5 studied improving the throughput of bandwidth-intensive apiplicaver Tor. We
conducted in-vivo measurement study to identify the cause behind therperice uncertainty

seen by Tor clients. Our findings suggested that the current thregguidoad-balancing system
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in Tor leaves more to be desired. We proposed modifications for the ciedaitt®n mechanism
used by Tor clients as well as the probing mechanism used by Tor’s Diyefstvhority. We used
an analytical model based on order statistics to validate these modificatiorsjringaoth fair-
ness as well as efficiency. We used the coefficient of variation (C¥fjeothroughput achieved by
Tor clients as a measure of fairness. We used the unassigned capageilyysfas a measure of
the network inefficiency. We built a simulator that accounts for the DA, thefselays, the set of
clients as well as the feedback loop between these three groups. Ourtgimrdaults showed that
our modifications can enhance both the network efficiency as well agprtairness to clients.
Increasing Tor’s efficiency and fairness is needed but not enfardiandwidth-intensive applica-
tions over Tor. Consequently, we proposed an angel-based, multieuaihg functionality to help
clients with bandwidth-intensive applications. Our analytical model as wslhaslations showed
that we can dedicate more of the added resources towards bandwidtsinatapplications with-

out having to change anything in the Tor network except the angels amigith@nding clients.

Our findings in this thesis confirmed our hypothesis that a coordinate@agpto optimize
the resource deployment of cloud-resources for peer-assistgu ¢ontent delivery systems is

attainable.
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Appendices

7.1 Calculatey, for Exponential Distribution
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7.2 Calculatevar,(x) for Exponential Distribution

varg(x)

Where : z

vark(gg)

varg(x)

Uark(x)

varg(x)

Uark(x)

vark(gg)

Uark(x)

1
1

o J (il =2) = Hy)2dz"

ey

(1 —e—3>\3:)

91\2 [(tn(1 ~ )+Hk)22k]é
/Z *2(n(1 — 2) + Hi) 1:12

dz

oz [(In(1 = 2) + Hk’)QZk](I)

1
ﬁ/mn(l —2)+ Hy) x 7—dz
0
1

k-1

oY /2(5”(1 —a 4 HY Y dide

0 i=0

gelin(l—2)+ Hk)sz](l)

— [ 2(In(1 — 2) + Hy) *din(1 — 2)

9>\2 2in(1 — z) ZZdZ+W2HkZ +1

T[( n?(1 — 2) + 2HpIn(1 — 2)) (2" — 1)]§ + 1
1‘2 Hip1 + 927}212

97;2 szl In?(1 — Zl)/z;QHfln (1-z kzéz
gizim[Ql"<iz/il/:1(>é‘z Lyt

2ot~ £
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7.3 The Model Assuming a Uniform Distribution

In this appendix we assume that the relay available capacities follow a und@tmibution:
f(z) = u(a,b) = L. The throughput of a circuit is the minimum throughput of its three
constituent relays. The minimum of three random variables is a randonibkaatdensity func-

tion:

fra@) = (1= F@) () = o # (b2

Fi3(z) = /fl;g(.lf)dl‘ = / (b—%)i* * (2?2 — 2bx + b%)dx

x3 — 3bx? + 3ba® — b3 + b® — 3b%a + 3ba® — &®
(b—a)?

b—x..

- 17(b—a)3

The expected value of the circuit throughput will be:

b b 0
)P
o= /xflzg(x)dx = /—xdEZ_CL))g = /((b—a)yl/3 —b)dy
3(
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The variance:

b
var(z) = /@—umewﬂx

(b—a)?
5 [ 3b-a)
—a
= (b_a)s/(y+ ) vy
a—b
wherey = z -0
0
_ 3 4, 6(b—a)y®  9(b—a)’y?
a—b
_ 3 [yj 6(b—a)y* 9(b— a)2y3]0
(b—a)3'5 16 163 '
= i(b—a)2

The coefficient of variation then equals:

_ Vvar(z)  /3/80(b— a)
Vo= T30 —a)

Which means that the CV increases with the increase of the width of the $uppdr Thus if
angels can be used to decrease this support, the client experiencebeantte predictable.
In the case of best-of-k circuit selection.

b—=x _13(b—x)?
b—a)g)lC 1 ((b—a))3

Frn(@) = k(F(2))* f(2) = k(1 — (

The mean circuit throughput in this case would be:

b b
pe = [ afte)d = [ - G=P)

I
S
\
=)
+
»—A\O
—~
[
\

w
~—
o
—
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\
S
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Where y = 2=%
0
,uk—b+(b—a)/(1—y3)kdy:b—|—(b—a)*ak
1
Where
0 0 & k y3itl
o = [a—fay= [ Sty = 0 Y R
; 1+ 1
1 1 =0 =
k L (—1)itl
— b4 (b c!
i tl-0) Ol

As for the variance of the circuit throughput:

b

varg(z) = /($ — i) free (@) da

a

b
b—=x

— [ mrda - (=

a

0 i
— ((b—a)a)? — 2(b— )’ / y S CH(—yP)idy — 206 — a)’a

1 =0

k 3742
i Yy

= (b a)ay)? _2@_@)2;(_1) (o
= ey ) — e
- YT T T T

Where
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The coefficient of variation in this case would be:

varg(z)  (b—a)vbi

CVy = =
F Lk b+ ar(b—a)

If a = 0thenCV, = % Figure 55 shows thatC'V,. decreases in this case as well with the
increase of;, the number of circuits a client chooses from. This results suggests tagiolg the
best-of circuit is a recommended practice, regardless of the skewness of thdying distribu-
tion of the relay available capacities as a uniform distribution is flat comparéttexponential

distribution.
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