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ABSTRACT

One of the great advances in computation over the last 20 years is the availability,

connectivity, and growth of datacenters. These advances in the datacenter have mo-

tivated research, development, and adoption of new techniques to improve the overall

performance of datacenter activities. Such techniques include virtualization, soft-

ware defined networking (SDN), distributed computing, platform-as-a-service (PaaS),

serverless computing, and many more. Continued improvements and support for all

these datacenter applications has required a re-imagining of the current connected

environment into one that is more data focused, where computation is everywhere,

and high performance networks connect all resources together. A key part of this

evolution is making network fabrics more intelligent by substituting traditional net-

work interface cards (NICs) with SmartNICs; these create opportunities to move

computation away from compute nodes and into the network. Field programmable

gate arrays (FPGAs) play a significant role in realizing these new opportunities in

the network fabric as they have both compute and communication hardware. In this

thesis, we investigate performance and usability of network FPGAs and demonstrate

v



their utility with case studies in security and privacy for tenants in the datacenter.

We propose an approach to achieve a new level of security and performance

through the use of reconfigurable hardware available with network attached FPGA

SmartNICs. We first show how FPGAs directly connected to high-bandwidth network

resources can reduce the network load through function offload onto FPGAs. We then

demonstrate the capabilities of FPGA SmartNICs to perform in-line packet acceler-

ation functions as well as application acceleration without host processing. Next, we

improve the security of the datacenter through network isolation techniques and se-

cure data processing between tenants co-located in the same datacenter. To this end,

we accelerate a state-of-the-art cryptographic algorithm, Secret Sharing Multi-Party

Computation (MPC), using FPGAs. Our FPGA accelerated Secret Sharing MPC

uses at least a 10× less computing resources compared to the original design using

CPUs.

To demonstrate the real-world advantages of leveraging network-attached FPGA

SmartNICs, we present three unique applications of these FPGAs specifically for se-

curity. First, we improve the performance of datacenter nodes on CPUs by offloading

common packet functions such as remote memory access and packet fragmentation.

Second, towards the goal of providing private cloud enclaves, we propose a method

of securing tenant private networks with FPGA SmartNICs. Finally, we leverage

FPGA SmartNICs to efficiently perform joint confidential data processing between

cooperating organizations.

vi
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Chapter 1

Introduction

1.1 Overview

One of the great advances in computation over the last 20 years is the availability,

connectivity, and growth of datacenters. These advancements in the datacenter have

led to the adoption of new techniques to improve the overall performance of data-

center activities. Such techniques include virtualization, software defined networking

(SDN), distributed computing, platform-as-a-service (PaaS), serverless computing,

and many more. Continued improvements and support for all these datacenter appli-

cations require a re-imagining of the currently connected environment. The future is

evolving toward a more data focused environment where computation is everywhere

and high performance networks connect all resources together. A key part of this

evolution is making network fabric more intelligent by substituting traditional net-

work interface cards (NICs) with SmartNICs. The inclusion of SmartNICs provides

additional capabilities in datacenters, e.g., edge computing, in-network computing,

and network attached storage. These capabilities create opportunities to move com-

putation away from compute nodes and to the network. Field programmable gate

arrays (FPGAs) play a significant role in realizing these opportunities as they have

both compute and communication hardware. In this thesis, we propose leveraging

the capabilities of FPGAs to enable methods of improving security and privacy for

tenants in the datacenter.

Over the last decade, maintaining security and privacy has become one of the most
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important challenges in computing systems. An increasing number of organizations

are adopting more advanced security and privacy techniques while using public dat-

acenters. An emerging approach to address security concerns in public datacenters is

leveraging private cloud enclaves. Such enclaves offer tenants security while using pub-

lic resources through methods of hardware isolation and network protection. Inside

an enclave, organization can use custom encryption algorithms to achieve higher se-

curity guarantees. Adding network attached FPGAs to private cloud enclaves enables

tenants to upgrade the encryption algorithms as security threats evolve. Although

private cloud enclaves provide privacy through isolation techniques, they are costly

and restricted to a small subset of tenants. A potential solution for datacenter privacy

could be through the use of cryptographic algorithms such as Multi-Party Computa-

tion between public cloud tenants. Unfortunately, such crytographic algorithms are

computation and/or communication intensive and running these algorithms on CPU-

centric datacenters is not viable. As FPGAs are effective at accelerating both com-

putation and communication heavy applications, they provide a perfect framework

for running cryptographic algorithms in the datacenter. In this thesis, we propose to

leverage network connected FPGAs to achieve security and privacy in the datacenter.

1.2 Datacenters and the Move to Smart Network Fabrics

In recent years, one of the biggest technological advancements comes from the growth

of public datacenters. The distributed computing environments enable us to contin-

uously surpass hardware limitations. These days, organizations have access to hun-

dreds of hardware resources without the need to invest large amounts of time and

money in building private datacenters. Due to the increasing demand for access to

datacenter resources, cloud providers strive to find new ways of increasing the overall

datacenter performance. Unfortunately, the predicted performance improvement by
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Moore’s Law does not hold true anymore, which forces cloud providers to invest in al-

ternative methods to upgrade datacenters. Application acceleration utilizing graphics

processing units (GPU), field programmable gate arrays (FPGA), and application-

specific instruction set processor (ASIP) provides new avenues to improve the overall

performance of the datacenter.

GPUs help provide unique computation performance for highly parallel applica-

tions and enable achieving higher performance compared to multi-core CPUs. Soft-

ware libraries such as CUDA and OpenCL enable software developers to utilize GPU

resources without an exact knowledge of the underlying architecture (Du et al., 2012).

GPUs continue to be an important hardware accelerator for many high-performance

computing applications (Landaverde and Herbordt, 2014; Sanaullah et al., 2016c;

Sukhwani and Herbordt, 2014; Wu et al., 2021a).

Recently, FPGA as co-processor accelerators are integrated into datacenters to

provide dynamic reconfigurable hardware for accelerating big data processing appli-

cations. FPGA is a versatile hardware resource using an array of programmable

logic blocks and interconnects that allow the reconfiguration of hardware based on

the programmer’s requirements. Initially, FPGAs were widely used as communica-

tion processors and aided in the telecommunication and networking industry. Now

FPGAs are utilized as co-processors in high performance applications which benefit

from hardware reconfiguration. Such utilization have shown major improvements to a

range of HPC applications (Herbordt and VanCourt, 2005; VanCourt and Herbordt,

2005; VanCourt and Herbordt, 2006a; VanCourt and Herbordt, 2006b; Gu et al.,

2006; Sanaullah et al., 2016a; Sheng et al., 2014; Yang et al., 2019b; Yang et al.,

2019a).

The public cloud has recently started migrating into a more data-centric system

where all hardware is interconnected and shared using high speed networks. The in-
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troduction of data processing units (DPUs) and SmartNICs (Zilberman et al., 2014;

NVIDIA, 2022b; NVIDIA, 2022c) aim to enable connectivity between tenants with

all available public cloud resources. These new connectivity options improve upon

both the computation bottlenecks of tenant applications and infrastructure require-

ments of public cloud vendors. Prior to dedicated hardware options, management of

cloud resources was done using the compute resources of each individual node. Nodes

would dedicate entire cores for management tasks such as network provisioning, hy-

pervisors, and software security reducing the overall efficiency of cloud nodes. Each

additional CPU core used by the cloud provider for management tasks reduces the

overall performance of a given node for tenant applications.

DPUs are a combination of high-speed networking connectivity, a dedicated high-

speed network processor, and a low power onboard processor which runs an embed-

ded real-time operating system (RTOS) (Fungible, 2022; NVIDIA, 2022b). Through

their unique host-independent capabilities, DPUs enable cloud providers an effec-

tive method to offload management features such as virtual machine provisioning

and isolation, network resource sharing, and remote hardware access. As DPUs use

low power processing cores, acceleration options are limited to low performance data

manipulation.

FPGA SmartNICs are an alternative to DPU resources which provide similar

functionality in management and acceleration options without the need for entire an

operating system and processing cores to perform software defined functions. FPGA

SmartNICs are a compelling option to provide hardware only solutions for in-line

packet processing or offload acceleration. Headless operation in FPGA SmartNICs

delivers similar advantages to DPUs in terms of management offload features. Utiliza-

tion of network attached FPGAs in commercial clouds is limited to in-house operation

and is not available for public cloud tenants.
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While in early days accelerator options were limited to dedicated cloud nodes

and were only offered to customers with special requests and application demands,

nowadays the public cloud aims to support various organizations and their specific

application needs. However, utilizing shared public resources in datacenters is not

practical for organizations which require higher security guarantees. In this thesis,

we demonstrate that the availability of FPGA SmartNICs to both cloud providers

and tenants offers unique features for security related applications.

1.3 Security in the Datacenter

Growing data requirements give rise to the importance of data privacy for individuals

and organizations. Data privacy is an important issue as organizations collect and

utilize increasing amounts of data every day with some having little concern over the

data holder’s privacy.

Data leaks and ransomware attacks occur more regularly to companies with little

to no security mechanisms in place. These data leaks put the privacy and security of

individuals at risk and cause very substantial problems for individuals with no control

over the data collected by organizations. Due to this high potential damage, control

over private and classified data continues to be important for all data holders, both

individual and organizations.

Organizations with security and privacy as a top priority traditionally avoid the

public cloud as they lack control over the environment and require a significant

amount of trust with the cloud provider and their security practices. These orga-

nizations rely on private on-site datacenters as one of the only options to utilize

advancements in distributed computing for confidential data processing. Some com-

panies may want to share data with like-minded organizations as a global data set

provides advantages for many big data applications. Those organizations with an



6

interest in data privacy do not have a simple solution to combine data with another

entity without the risk of leakage or loss in confidentiality. Having a secure and easy

method to sharing confidential data can open up a number of possibilities to any

organization limited in classified data processing.

There is a growing need to improve the security and privacy of the public cloud

to help enable future avenues for confidential data applications and individual data

protection. Addressing the security of cloud tenants and improving methods of secure

joint computation lead to improved security mechanisms while using the public cloud.

Improved security in the public cloud reduces the chance of future data leaks for all

tenants. Overall improved security is not just limited to those organizations with

strict confidential data regulations, but can have a positive effect for all companies

and individuals using public resources.

The introduction of regulations for consumer data such as the General Data Pro-

tection Regulation (GDPR) or the California Consumer Privacy Act (CCPA) are a

start to help individuals maintain control of their data. The purpose of these regu-

lations is to enable protection for individual data owners over their own data. These

regulations aim to provide individual data privacy, but should instead be used by

organizations as motivation for improved security of private data. This is similar to

organizations such as government, healthcare, and finance which are already under

strict regulations when it comes to handling classified data.

1.3.1 Example Scenarios

The Health Insurance Portability and Accountability Act (HIPAA) was established

in 1996 as a federal law to protect the sensitive data of individual health records from

being disclosed without the consent of data holders or those with explicit control

of individual data. This law means healthcare facilities must always value the data

of individual patients as a top priority and must maintain full security and privacy
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over data collected and utilized for further research or processing. This control on

healthcare organizations inhibits the continued growth of research as they would

benefit from an increased amount of raw data access.

Government organizations are another example with special classified data re-

quirements. Government security requirements must meet standards classified into

three categories, confidentiality, isolation, and assurance. Each category represents

security thresholds based on need and government use cases. Confidentiality is the act

of providing privacy on data-at-rest and data-in-transit from any outside malicious

actors. Isolation is the method of protecting government resources from attacks either

remote or physical. Assurance is the requirement to enable access to each resource

without any interference or downtime. This is important as critical systems must be

available during any catastrophic event scenarios. The combination of each security

requirement can add up to a very strict security guarantee. This is why traditionally

the government is unable to use public resources for classified data use cases.

1.3.2 Public Cloud Security

An alternative to in-house private datacenters, public clouds offer special accommo-

dations for private data organizations in the form of separated hardware silos. These

“walled garden” offerings add security through separation from public tenants and im-

proved security guarantees for data storage and communication. They are typically

removed from the public hardware datacenter and placed into physically enclosed

environments with limited access by authorized individuals. Due to the increased se-

curity protections, hardware in these private accommodations typically undergo slow

update cycles and are often behind in hardware generation. Public cloud vendors

are aware of the shortcomings of these private datacenter silos and have worked with

the US Federal Government to offer an security-conscious alternative known as Fe-

dRAMP (VanRoekel, 2011). However, these offerings still require increased cost and
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maintenance which limits the overall adoption by all classified data organizations.

Researchers are investigating approaches to create dynamic private enclaves with

public cloud bare metal nodes (Mosayyebzadeh et al., 2019). The goal is to reduce the

trust required using a cloud provider and allow for private enclaves of cloud resources

only accessible by private tenants. An organization can request for a private enclave

which then creates a private network and resource pool carved out from the public

resource allocations. The organization can then act like a cloud provider for private

entities and distribute their enclave resources with no authorization and connection

with the public cloud provider. Creating private cloud enclaves requires vendors to

hand over full control of public cloud resources and remove any additional monitoring

tied to each instance. This can cause disruption and additional headache for cloud

vendors, thus has not be developed further outside a research space.

1.3.3 Privacy Preserving Computation

A current field of study is the usage of privacy preserving computation as a method of

secure computation over private data. Confidential data is first encrypted as a means

to obfuscate it from any public attackers. Computation is performed on the encrypted

versions of data by any public facing system. Upon completion of all computation,

data is decrypted and the final value is reconstructed into the plain-text version.

The main goal of privacy preserving computation is the ability to share private

data and compute an agreed upon computation without the fear of data leakage during

the computation process (Kissner and Song, 2005). Computation can be performed

using public resources while maintaining privacy as all calculations are performed

on encrypted data. This allows companies with sensitive data to participate in using

public clouds or allow third party entities to perform computation behalf data holders

without knowledge of the private input data.

All computation can be converted into privacy preserving computation but may
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require a few changes for added security and performance. Such changes include

rethinking how sensitive data is consumed and re-engineering of the applications.

An example of re-engineering of applications can be seen in the rise of Federated

Learning (FL) (McMahan et al., 2016). Federated Learning allows many participat-

ing entities to aid in the training of machine learning models utilizing their private

data. One method of Federated Learning is to perform training updates locally at

each data holder and then aggregate each updated model using a trusted third party.

A real world example is the auto-completion model for google keyboard, which uti-

lizes information from individual android users without sharing each individuals most

commonly used words (Bonawitz et al., 2017).

Secure joint computation can be utilized for all arithmetic and logic applications

as the base implementation replaces simple functions such as addition and multipli-

cation with secure versions. This can introduce a large performance loss compared

to operations with plain-text data, but would enable secure processing at the lowest

level.

1.3.4 Advances in Public Cloud Infrastructure

Advances in the datacenter through the use of application specific acceleration such

as GPU, FPGA, and ASIC hardware aim to improve upon hardware bottlenecks. One

example is the inclusion of GPU hardware as a prolific improvement to highly parallel

applications such as machine learning on efficient parallel hardware. The introduction

of FPGAs as co-processor accelerators are an attempt to introduce dynamic recon-

figurable hardware to address applications which may not fit well on GPU resources.

The FPGA is a versatile hardware resource which greatly benefit applications that

have high communication demands.

FPGA hardware are used as network processing accelerators and network attached

headless nodes to provide bare metal functionality with no host system requirements.
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Commercial utilization of network attached FPGAs in the datacenter is limited to in-

house acceleration and do not provide methods for public tenants to use this hardware

environment. Datacenters continue to adopt FPGAs into many different roles as they

offer customized improvements to common datacenter requirements. These include

co-processors (Amazon, 2022a), network attached FPGA SmartNICs (Caulfield et al.,

2016; Chung et al., 2018), dedicated accelerator network (George et al., 2016), and

storage devices (Sakalley, 2017).

1.4 Thesis Statement and Contributions

The growing need to maintain security over private data was once a restriction on

a select few organizations, however continues to become a growing concern to more

companies and individuals alike. There is no single best method to improve upon

current security guarantees while also enabling future advancements in applications

and technology. This thesis aims to provide a multi-pronged approach to utilizing

hardware available in the public cloud to both enforce privacy while also limiting the

impact on performance when adding security minded approaches to existing methods.

We utilize the customization and reconfigurability of commercial FPGA hardware to

enable security features for all tenants of a public cloud and enable privacy aware

methods of joint computation. We present our thesis statement as follows:

Network connected FPGAs can improve public cloud security and

privacy for confidential data holders by enabling high performance secret

sharing MPC and enhancing network isolation techniques.

The main contributions of this PhD research are as follows:

• Demonstrate network offload improvements for security and perfor-

mance leveraging network connected FPGAs. Improving the perfor-

mance of applications in the datacenter require a re-imagining of distributed
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systems and hardware connectivity. Currently, distributed applications utilize

many core processors and direct memory across multiple network connected

nodes. Control and management of each network connected node is managed

with the local CPU resources available. Support and cost of CPU only com-

pute nodes increases every year as improvements to performance continue to

decline. An alternative to CPU only systems is required to improve upon the

performance of datacenter activities. We demonstrate hardware accelerated

offload options using FPGA SmartNICs for both applications and cloud man-

agement. Offload onto the network fabric alleviate CPU resources and allow

focus to remain on tenant applications. The demonstrated offload options help

enable a future data-centric model where computation is spread out across the

datacenter.

• Utilize FPGA resources for improved network security with little

to no dependency on the host system. Government regulations utilize

a two layer protection approach when communicating over a public network.

They maintain that two unique methods of protection must be placed between

restricted devices when utilize public channels. This approach can be useful

for many organizations wanting to secure communication between public cloud

nodes in a datacenter. We propose the use of network attached FPGAs to create

a secure hardware encryption layer between each individual public cloud node.

Maintaining a secure independent network device unassisted by a host node

helps to provide a physical separation from a potentially compromised system.

Our goal is to enable a customizable and cost-efficient method of providing an

additional layer of security for organizations participating in the public cloud

while minimizing the trust required of cloud providers.

• Enable hardware accelerated secure joint computing in the datacenter
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with multi-party computation. We propose that secure joint computation

is best done in a datacenter setting through the use of secret sharing multi-

party computation. The datacenter provides the ideal environment to best use

privacy preserving algorithms for joint computation. Low latency networks and

high throughput computation can help achieve performance results which en-

able real world use cases for multi-party computation. We employ hardware

accelerated multi-party computation with a network of FPGAs to remove the

current bottlenecks that are faced with traditional MPC operations in both com-

putation and communication. This enables secret sharing MPC to be a viable

solution for secure joint computation between party members with restrictions

on confidential data. Through the combination of performance improvements

to both computation and communication, we demonstrate that utilizing FPGAs

outperforms the same algorithms running on a high core CPU and NIC.

1.5 Organization

The remainder of this dissertation is organized a follows. We start with background

and related work in chapter 2, where we give background of public cloud datacen-

ters, the need for secure private cloud enclaves, privacy preserving computation and

utilization of FPGAs for enhanced computing. After that, we discuss how the dat-

acenter is migrating away from compute-centric and into a data-centric model and

how network communication is becoming the essential backbone of the datacenter

in chapter 3. In the next few chapters, we cover three pieces of our work, including

network function offload with FPGA SmartNICs in chapter 4, secure private enclaves

for classified usage in chapter 5, and secure joint computation using hardware accel-

erated MPC in chapter 6. Finally, we present a conclusion and an overview of future

work in chapter 7.
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Chapter 2

Background and Related Work

In this chapter, we give background on the public cloud and available security op-

tions for tenants and private organizations. In section 2.1 we first look into current

public cloud offerings and how they have changed over the past few years. We next

introduce the currently available options for private cloud enclaves and their limita-

tions in section 2.2. Finally, we compare the different methods for privacy preserving

computation in section 2.3.

2.1 Public Cloud Datacenter

Growth of the public cloud datacenter continues to accelerate every year with the

inclusion of higher core count processors and faster networks between multiple nodes.

The major cloud providers spend enormous amounts of money providing incremental

improvements to the cloud ecosystem targeting high performance computing (HPC)

applications such as machine learning and artificial intelligence. However, the scale

of improvements continues to decline as predicted performance improvements by

Moore’s Law do not hold true anymore. Companies begin to look into alternative

methods of improving the datacenter environment through application specific hard-

ware offload. Vendors such as Amazon and Microsoft show they are willing to invest

in unique hardware offerings to enable new avenues of technology growth. Instances

containing GPUs and FPGAs help to provide tenants a chance to develop with cutting

edge hardware new technology which exceeds the current compute bound applications
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in the HPC datacenter. In addition, these cloud vendors also utilize these unique

hardware platforms to improve upon the operations running in the datacenter. One

example we will discuss further is Microsoft and their inclusion of FPGA hardware

for network function acceleration.

Early days of public clouds, growth was based directly on the number of offerings

available through high core count CPUs and large memory nodes. Investment was

made to increase the size of both number of cores available and total amount of

memory accessible for each tenant virtual machine (Amazon, 2022b). Amazon offers

today the choice of high core count systems with 192 core vCPU and high memory

systems with up to 24 TiB of accessible memory. As the trend of high core offerings

become increasingly more difficult to improve upon, Amazon began to offer GPU

instances back in 2016. These P2 instances enabled tenants to run GPU workloads

on dedicated virtual nodes with up to 16 GPU cores available per instance. Tenants

were quick to adopt these instances for HPC applications such as machine learning

and deep learning. The increased compute resources provide a large improvement

in parallel core count compared against a CPU only system. Following the success

of GPU instances, Amazon then began introducing FPGAs similarly to how GPUs

are utilized as co-processor accelerators (Amazon, 2016). The first F1 instances also

introduced in 2016 enabled use of up to 16 FPGAs in each node running Xilinx Virtex

UltraScale+ hardware. AWS provides either an HDL programming environment with

all the provided interfaces between the host system or OpenCL HLS with their own

unique board support package (BSP) encapsulating the Virtex FPGA.

Utilizing all the available compute resources, the growth of large-scale distributed

applications continues to take over the datacenter. Here multiple nodes are utilized

together to deliver a pool of resources to perform distributed processing. Common

programming models such as MapReduce (Dean and Ghemawat, 2008) utilize many
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Table 2.1: AWS Instances

Instance Size vCPU Memory (GiB) Network BW (Gbps) GPU FPGA

c6a.large 2 4 12.5 0 0

c6a.xlarge 4 8 12.5 0 0

c6a.48xlarge 192 384 50 0 0

u-24tb1.metal 448 24576 100 0 0

g5.xlarge 4 16 10 1 0

g5.48xlarge 192 768 100 8 0

p2.16xlarge 64 732 20 16 0

f1.2xlarge 8 122 10 0 1

f1.16xlarge 64 976 25 0 8

nodes and many processes to perform distributed tasks such as database lookup,

key-value store, and scatter-gather operations. The goal of distributed models is to

provide mechanisms to scale up applications to utilize as many resources necessary to

reduce the overall latency of highly parallel tasks. Orchestrating the communication

and data access of the distributed nodes requires a large amount of network and IO

for communication and data access.

2.2 Secure Public Cloud Enclaves

Government and private data organizations utilize public clouds in a unique manner

from traditional tenants. They typically utilize physically isolated private instances

of the datacenter only accessible by one organization (Amazon, 2022c; Microsoft,

2022). The physically isolated system limits any unauthorized physical access to help

mitigate the potential attack surface requiring access to the underlying hardware.

This could include man-in-the-middle attacks or side channels associated to power

and hardware snooping (Agrawal et al., 2003; Zhao and Suh, 2018; Lin et al., 2009).

As shown in Figure 2·1, public clouds have various attack vectors which reduce the

security guarantees required for the confidential data clients such as government.
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Figure 2·1: Public cloud threat actors and their implicit access

These attack vectors could be in the form of the manufacturing process for each

node (Tehranipoor and Koushanfar, 2010), unauthorized software access by cloud

provider administration, the maintenance crew with remote and physical access to

the datacenter hardware, and other tenants utilizing the same shared datacenter

resources.

Outside of the datacenter, government entities follow a strict guideline when ac-

cessing private networks both intranet and through the external web (National Secu-

rity Agency, 2022). Through regulation and policy descriptions, requirements include

utilizing at least two layers of encryption from two different manufacturing sources.

This includes usage of Type 1 encryption and commercial-off-the-shelf encryption

devices (Smid and Branstad, 1988). These regulations are not limited to just govern-

ment usage but can also be utilized for organizations accessing public cloud instances.

As an alternative, there is a private cloud marketplace option known as FedRAMP

(VanRoekel, 2011) which allows for public cloud vendors to provide their private

secure instances as potential options for use by these security conscience tenants.



17

These options usually attempt to secure public hardware in a cost efficient manner.

AWS for example offers their C2S private cloud (AWS Public Sector Blog Team,

2017) which separates the datacenter away from the public cloud offerings. Microsoft

Azure attempts the same thing as Amazon through isolated nodes and networks. This

however results in limited upgrades and refresh cycles, as the hardware is conforming

to the FedRAMP requirements and is less often updated.

2.3 Privacy Preserving Computation

Privacy preserving computation is a method of utilizing public cloud resources for

private data computation. Public cloud resources can be utilized for computation on

private data through the use of crytographically secure protocols which enable a set

of unique arithmetic functions on encrypted data. There are two major classifica-

tion of privacy preserving computation, Homomorphic Encryption and Multi-Party

Computation.

2.3.1 Homomorphic Encryption

Homomorphic Encryption is considered the ‘holy grail’ of secure data computation

as these methods would provide computation on encrypted data by any untrusted

entity (Will and Ko, 2015). Utilizing homomorphic encryption protocols, private

data holders are able to utilize public cloud resources and algorithms to perform op-

erations on their private data without the risk of data leakage. A prime candidate

for homomorphic encryption is performing statistical analysis on the private financial

data of individuals in a corporation. For example, if accountant Alice stores all client

information on a public server in encrypted formats. She wants to take a statistical

average of all individuals with a specific common account. Without homomorphic

encryption, she would need to decrypt all account holder data to perform her statis-

tics operation, however with homomorphic encryption she can utilized the data in
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encrypted format and only decrypt the final value without ever knowing the initial

input private data.

Currently there are three types of homomorphic encryption:

• Partially Homomorphic Encryption (PHE) - Only a single type of arithmetic

operation is available and can be performed an unlimited number of times, e.g.,

addition or multiplication.

• Somewhat Homomorphic Encryption (SHE) - All mathematical operations are

available for use with only a limited number of operations done in sequence.

This is due to values losing accuracy over time and encrypted forms must be

reconstructed to continue arithmetic operations.

• Fully Homomorphic Encryption (FHE) - All operations can be performed an

unlimited number of times.

Homomorphic encryption sounds like a potential solution to our problem, but in re-

ality this form of computation still remains in development as it suffers from high

resource overhead and complexity (Cheon et al., 2017). Alternative types such as

PHE and SHE first started as stepping stones to a FHE algorithm, but continue to

be used for higher performance and better accuracy compared to complex methods

of FHE. Some shortcomings to fully homomorphic encryption include higher data

requirements and much larger computation resource utilization to perform simple

arithmetic operations. FHE requires much larger data sizes for cipher-test represen-

tations compared to their clear-text versions as a set of input values are converted

into a polynomial expression. Operations are then performed on the cipher-text poly-

nomials where noise is introduced into the polynomial. After a limit of sequential

operations is reached, a bootstrapping mechanism helps to recreate a new polynomial

expression that eliminates much of the noise introduced.
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Figure 2·2: Fully Homomorphic Encryption

As imagined, the base operations on Fully Homomorphic Encryption take hun-

dreds of cycles longer than plain-text operations and thus require much more time

and computation resources.

2.3.2 Secure Joint Computation - Multi-Party Computation

Secure joint computation of data is the method of performing computation with

other like-minded individuals with the goal of obtaining a collaborative result between

members. All this is done while maintaining a level of security and trust between all

participants in the process. This enables all protected data to be utilized without

the risk of data leakage. Secure Multi-Party Computation (MPC) is one example

of data computation between a few party members which maintains a high level of

confidentiality since during computation trusted party members never learn more

than what is required to continue computation. MPC has been an active area of

research for the last 40 years (Evans et al., 2018; Yao, 1982; Yao, 1986; Shamir,

1979), and it has been deployed to protect data in the healthcare (Archer et al., 2018;

Giannopoulos and Mouris, 2018), education (Bogdanov et al., 2016; Feigenbaum et al.,

2004), finance (Bogetoft et al., 2009; Damg̊ard et al., 2017; Abidin et al., 2016), and
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technology (Bonawitz et al., 2017; Ion et al., 2019). Since then MPC has continued to

evolve to provide highly efficient protocols while continuing to maintain a minimum

level of trust and minimum chances for data leakage (Araki et al., 2016b; Araki et al.,

2017; Demmler et al., 2015; Mohassel and Rindal, 2018; Wagh et al., 2020; Byali

et al., 2020; Dalskov et al., 2021; Chaudhari et al., 2020).

Garbled Circuits

The first of these being Andrew Yao’s approach formally known as Garbled Circuits.

Originally from 1986 (Yao, 1982) was used in a thought experiment to solve a simple

problem, without disclosing any information does member A have more or less money

than member B. Following this, he came up with an approach in 1986 that formally

fulfils the thought experiment. This approach uses a sender and receiver protocol

where one member generates a cryptographically secure algorithm for the other to

evaluate. During circuit generation, the sender creates a circuit for evaluation by

generating labels for each gate input and assigns the outputs as encrypted versions

based on theoretical inputs selected. For each gate in the circuit is represented through

a table of encrypted entries which are only decrypted with the correct labels versions

of outputs based on the inputs to the gate, as shown in Figure 2·3. After sending

the generated circuit to the receiver, the sender utilizes a method known as Oblivious

Transfer to pass their input selections without revealing any of their private data

to the receiver. The receiver requests labels from the sender for selection of their

own inputs. During evaluation all labels from sender and receiver are utilized as

input selections and used to decrypt the output of each gate in sequential order. A

successful evaluation of each gate results in either inputs to the next successive gate,

or a representation of the final output.

Even with optimizations (Beaver et al., 1990; Naor et al., 1999; Kolesnikov and

Schneider, 2008; Zahur et al., 2015; Yakoubov, 2017), Garbled Circuits have a small
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number of communication rounds but a large communication size (80-128× the size of

the original data), rendering them beneficial in high-latency scenarios but detrimental

when processing large datasets. However, GCs are costly in terms of bandwidth

because the size of the encrypted representation is such that each gate is a multiple

of the number of bits of the chosen security parameter. Using AES-128 where key

length κ = 128, a single two-input gate would be 4×κ bits. There exist optimizations

(Kolesnikov and Schneider, 2008; Beaver et al., 1990; Naor et al., 1999; Yakoubov,

2017) to reduce the gate size but the trend holds that each gate in a GC requires

more bits to be communicated per gate required in the full function. This limits the

maximum throughput of this scheme even when used in an ideal network with low

latency.

Due to the size of each circuit and low number of communication rounds, Garbled

Circuits is considered low in communication and high in computation. As the size of

circuits increase, the amount of data required to send the circuit from one participant

to the other increase. Thus, garbled circuits requires large bandwidth connections,

but only required during initial transfer and communication is limited after evaluation

begins. Method to improve upon the computation in garbled circuits is a heavily

researched topic including methods of using co-processor accelerators in the form of

GPUs and FPGAs for improved circuit evaluation (Hussain and Koushanfar, 2019;

Fang et al., 2017; Fang et al., 2019; Huang et al., 2019; Songhori et al., 2015; Leeser

et al., 2019).

Secret Sharing

Another choice for MPC is known as Secret Sharing. The general form of this protocol

is usable for ‘N’ number of parties, this means more than two parties can perform joint

calculations of secure data. Unlike garbled circuits, parties involved in secret sharing

are an equal to each other and perform all calculations in lock step for a successful
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Figure 2·3: Each garbled circuit gate is composed of two input wires in the
form of keys and an output wire. The inputs are selected through the process of
oblivious transfer which hides the corresponding value from the evaluator. The
output wire is a set of four values which are encrypted with the input keys. After
input keys are selected, the output is decrypted and passed along to the next gate.

secure computation. Data is initial broken up into pieces known as ‘shares’ which

are passed around to each party. Individual parties calculate the shared function

requiring no additional knowledge during basic calculations until party members must

communicate obfuscated pieces of their shares. Once final share outputs are generated

and party members reveal the final value through one last round of communication

between members.

Comparing against garbled circuits, secret sharing requires many more rounds of

communication, however bandwidth per calculated gate is minimal. For example,

many protocols performing a simple AND gate operation may only require one bit

of communication per AND gate processed between two party members. Successive

operations require each round of communication to complete before the next gate,

thus latency per communication becomes the largest factor of performance when

relying on secret sharing techniques.

We are are most interested in secret sharing protocols which require an honest

majority. This means the calculation will complete successfully if all parties remain

honest, with no data leakage if a single malicious party intervenes. Parties with more

trust between members can choose to use a semi-honest protocol which allows for
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Figure 2·4: Three Party Multi-Party Computation

D

Figure 2·5: Four Party Multi-Party Computation
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higher performance at the cost of security. In a semi-honest system, protections for

malicious adversaries are limited or removed from computation process reducing the

overall amount of work required for any application. Our original work focuses on

a semi-honest 3PC using the Araki et al. (Araki et al., 2016b) method of secret

sharing. This method creates and distributes 2 out of 3 shares of data between the

3 party members. This means only 2 cooperating party members are required to

reconstruct the plain-text value of the final calculations. A more detailed description

of this protocol can be found in section 6.2.

Our follow-up work reconstructs the algorithms for a honest majority 4PC using

Fantastic Four (Dalskov et al., 2021). Shares are distributed in a 3 out of 4 member

system, each member contains information for 3 shares and must communicate with

one other participant to reconstruct each value. Malicious protection is done through

a ‘checks and balance’ system during computation which requires additional commu-

nication rounds. Each party member first runs the protocol as expected and receives

shares of data as intended. A second communication round receives hashed versions

of the same data from a different party member. Next the receiving party performs

the same hashing function on the original data and verifies that the calculated hash

and the received hash value match. This step verifies that the data shared between

members is accurate and each party member is lawfully running the protocol. We go

into more detail for this protocol in section 6.2.
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Chapter 3

The Data-Centric Evolution

The growth of the datacenter continues to achieve higher computation performance

through an evolution into a data-centric datacenter. Advancements in intelligent

network fabric enables this evolution by separating general purpose compute from

acceleration and storage. A data-centric datacenter results in a multitude of new

applications and resources for a more dynamic datacenter experience. Leading this

revolution is the introduction of data processing units (DPUs) and FPGA SmartNICs

as endpoint connectivity hardware for improved performance and communication

between datacenter resources.

In this chapter, we first describe past methods of datacenter improvements through

the addition of dedicated network hardware. Next, we walk through the recent evolu-

tion of intelligent network devices starting from commercial NICs and going to exotic

FPGA SmartNICs in section 3.2. We discuss some key applications of intelligent net-

work fabric to improve the overall performance and security of the current datacenter

in section 3.3. Finally, in subsection 3.3.1 we show how FPGAs are an ideal target for

many different applications in a new data-centric datacenter and how they are used

in prior research for enhanced computing in subsection 3.3.2.

3.1 Performance Limitations

Focus on compute-based datacenters incur performance limitations from other re-

sources. This includes data access times for large data sets found elsewhere in the
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Figure 3·1: Approximation of global data collection (Reinsel et al., 2020).

datacenter. Big data applications range from multiple GBs, on average 14GB (Row-

stron et al., 2012), to multiple Petabytes and growing. Datasets in the petabyte

range cannot be loaded on a single bare metal instances and thus must be accessible

through high performance distributed data systems.

As more applications rely on distributed compute and data access, the network

begins to show the limitations of using traditional Ethernet network interface cards

(NIC) with 1Gbps, 2.5Gbps, and 10Gbps. Low bandwidth networks are not sufficient

enough for distributed big data applications. Advancements in both protocols and

network communication technology lead to newer high bandwidth interface cards

which can reach 100-200Gbps.

Higher network requirements in a distributed datacenter cause increased load on

compute resources. Cloud providers must allocate more CPU cores to help with

cloud infrastructure tasks and overall network management. Allocating cores per

node for non-tenant applications reduce the number of available cores for virtual

machine allocation and overall application performance. A breakthrough innovation

led to the separation of the application space from cloud management. Separation of

management operations such as hypervisor, security, and IO acceleration from node

CPUs proved to be very beneficial to both tenants and cloud providers.
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Amazon introduced Nitro in 2017 which replaced current AWS Hypervisors with

a dedicated ASIC, Nitro card, controlling the hypervisor of each node (Amazon,

2022d). This removed the load on CPUs for tenants and helped to disaggregate the

infrastructure layer from the application layer. Each tenant would only have access

to application resources and additional resources would be available as part of a

distributed network connected to the Nitro card system. After the initial release of

Nitro, Amazon used the dedicated offload resources as a mechanism to provide a hard

isolation between tenant applications and functions such as high-speed networking,

security root of trust, distributed storage, and private enclave support.

Similar to Nitro, Microsoft showcased their use of FPGAs in a datacenter with

Project Catapult (Caulfield et al., 2016). The initial Catapult design uses co-processor

FPGAs connected on their own dedicated back end network to enable high bandwidth

communication without interfering with datacenter network infrastructure. Catapult

shows the capabilities of using co-processing FPGAs with high bandwidth and low

latency dedicated communication interfaces to achieve distributed computation with

Bing search improvements, specifically for the ranking service.

Microsoft then updated their initial design to Catapult v2 (Firestone et al., 2018;

Li et al., 2016) which migrates the FPGAs from their own dedicated network to

a Bump-in-the-Wire inline network connected accelerator. Each FPGA is between

the NIC controller and top of rack switch (TOR). This provides complete hardware

access to packets in process between NICs and enables a network of FPGAs which

can communicate with each other without the need for host interaction, similar to

Catapult v1. Utilizing this method of communication, they aimed to accelerate both

applications and common software defined network functions which can improve the

overall infrastructure of the datacenter. Microservices were designed as hardware

only acceleration cores which can be utilized by any application to improve common
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functions. Their showcase application Project Brainwave (Chung et al., 2018) helped

to improve deep neural network (DNN) running on the Azure datacenter.

3.2 Classification of networking

Networking is becoming one of the most important factors in the datacenter as more

functionality is being offloaded to discreet hardware. Not only do NICs provide com-

munication between individual nodes, but they are being used to access all resources

available in a datacenter. The increase in functionality of NICs has given rise to a

new classification of different network hardware. Consumer grade traditional NICs

typically run in the 1Gbps – 2.5Gbps range and require a host processor to perform

most functions with packet processing. These have continued to be phased out for al-

ternatives with higher performance as they provide ample communication bandwidth

for most applications requiring large communication requirements.

We have seen the rise of 100Gbps to 200Gbps networks which are managed by

dedicated hardware on the NIC and help to reduce the load of CPUs for network

functions. The main difference between traditional NICs and high bandwidth vari-

ants are inclusion of dedicated offload hardware to eliviate the CPU requirements.

Without this offload, CPUs must dedicate at minimum a single core for full-time

network processing and may not handle the full throughput available, thus turning

communication into a compute bound problem.

The introduction of SmartNICs utilize a combination of high bandwidth NICs

and dedicated ASICs for hardware offload solutions. The dedicated ASIC hardware

provide additional features such as hardened encryption cores, e.g. XTS-AES, remote

direct memory access (RDMA), remote storage access, e.g. NVMe-oF, and virtual-

ization networking like single root I/O virtualization (SR-IOV) and software defined

networking (SDN) (NVIDIA, 2022a; Netronome, 2022).
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Figure 3·2: Classification of network interface cards in the datacenter environ-
ment (Kennedy, 2021).

Advancements in SmartNICs have led to Data Processing Units (DPU) which

typically contain on board processors which can run full operating systems and enable

a full software access to the flow of packets (NVIDIA, 2022b; Intel, 2022b). This

enables full programmability of offload options to enable any additional functionality

outside of the host system. We go into further detail in the following section.

Similar to DPUs, the FPGA SmartNIC enables reprogrammable hardware op-

tions to perform any packet processing function in-line with packets (Intel, 2022a;

Cisco, 2022). As discussed earlier, the Microsoft Project Catapult utilized FPGAs

with SmartNIC functions to program dedicated hardware microservices to accelerate

network functions and large distributed computation.
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Figure 3·3: Intel’s future of the datacenter fully connected through intelligent
network fabric (Intel, 2021).

3.3 The Rise of the Data-Centric Datacenter

The use of DPUs provides many advantages as compared to previous public cloud

infrastructures due to their headless operation and programmability. The future of

the data-centric datacenter is that of a intelligent network fabric which connects all

resources together and performs autonomous resource management enabling a global

resource pool for any application. Some examples include storage pools, GPU and

FPGA accelerator racks, on demand high memory systems, and a shared network

of compute modules both accessible directly by tenants or remotely for distributed

applications.

Creating a separation between tenant’s application layer and the cloud infrastruc-

ture enable DPUs to utilize their resources independently from cloud tenants and

help create and manage a more dynamic experience using virtual machines and cloud

nodes. The Amazon Nitro system discussed earlier was the start of this method of
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Figure 3·4: DPU integration into datacenter nodes provides both hardware iso-
lation between application and management layers, and software offload for virtu-
alization and network functions (Colbert, 2020).

separating the functions required by the cloud providers and applications that are

utilized by tenants. With the initial Nitro card, nodes are managed by the cloud

provider to help partition resources such as the network and accelerators as well as

introduce cloud provider security features such as a root of trust and hardware attes-

tation system. The network can be controlled through SDN options and even enable

bandwidth limits and firewalls to prevent tenants from performing denial-of-service

attacks internally in the datacenter.

In a data-centric environment individual resources are less often tied to individual

specialized nodes as they were in the past, but now the resources are setup in a global

model and access is given to any tenant. The usage of DPUs and FPGA SmartNICs

enable a system of distributed resources which can be assigned and utilized at any

given time through direct tenant requirements or distributed application use cases.

Resources are tied to headless DPUs which control and manage the resource parti-

tioning / time slicing, security, and additional data retrieval necessary to complete

remote tasks. Utilizing protocols such as RDMA, NVMe-oF and SR-IOV, large pools
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of resources such as storage are not required to be directly connected onboard a host

CPU but are accessed over the networks and headless nodes of DPUs. Pools of ac-

celerator resources such as GPUs and FPGAs are allocated through the connected

DPUs and share each resource through time sliced or partitioning systems allowing

for more accessibility options by all tenants of the cloud.

3.3.1 FPGAs in the datacenter

The biggest difference between DPUs and FPGA SmartNICs are the additional hard-

ware options available using reconfigurable FPGA resources where DPUs with low

power processing units are limited. FPGAs initially started as co-processor acceler-

ators, but due to their high communication performance they have becoming a vital

hardware resource in the growing data-centric datacenter. FPGAs directly connected

through the network offer unique distributed accelerator opportunities where large

applications can utilize the additional resources available with each FPGA. These

accelerator networks are created with either dedicated FPGAs for application use, or

rely on the additional resources available on FPGAs performing cloud infrastructure

tasks. Figure 3·5 shows that network connected FPGAs fill the datacenter to perform

many different tasks. FPGAs are utilized in many ways including:

• Co-processor - FPGAs used as a lookaside acceleration for specific application

functions. This is similar to acceleration kernels in languages like OpenCL.

Existing cloud vendors provide access to FPGA accelerators such as AWS F1

and Azure N-series.

• Bump-in-the-Wire (BitW) - FPGAs are placed inline with network controllers.

Typically FPGA SmartNICs are the hardware of choice as they place FPGA

compute resources between the NIC controller and onboard transceivers. This

enables a large number of options for inline packet processing and application
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acceleration without host interaction.

• Storage managers - Storage requirements in the datacenter continue to grow and

devices such as PCIe based NVMe provide high performance storage options.

Essential storage processing features such as virtualization, data encryption, and

compression require compute resources and dedicated management controllers.

FPGAs provide custom resources to offload storage functions and interpret in-

terface protocols such as RDMA, RoCE, and NVMe-oF in a completely headless

environment.

• In switch accelerators - Compute-in-the-network is a major field of study in

distributed HPC applications as many communication bottlenecks are based on

distributed network functions. Collectives in MPI are a large portion of per-

formance overhead for many HPC applications. FPGAs appended to switches

can help to minimize the congestion of running collective functions directly to

host nodes. Advanced methods of MPI Reduce require high software require-

ments to minimize network congestion during point-to-point communications.

FPGAs attached to a switch can be used to intercept and redirect packets

upon completing the collective operation to avoid any additional host software

requirements.

• FPGA cluster - FPGA clusters enable distributed compute resources and re-

mote accelerators with high bandwidth FPGA-to-FPGA communication net-

works. Each accelerator can be reconfigured with remote invocation of different

functions, which enables a single host node to control any number of available

FPGAs for large scale distributed applications.
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Figure 3·5: FPGAs are viable for many operations in the datacenter. Co-
processor offload, remote headless accelerators, network attached storage con-
troller, FPGA SmartNICs as Bump-in-the-Wire network accelerators, and top of
rack switch collective acceleration are just a few.
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Figure 3·6: FPGA versatility and performance comparison between CPUs,
GPUs, and ASICs.
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3.3.2 FPGA Enhanced Computing

We leverage FPGA hardware as they provide ideal opportunities for application hard-

ware acceleration shown in Figure 3·6. They offer great performance very close to

dedicated hardware while still remaining versatile and reconfigurable. FPGA as com-

munication processors support high bandwidth and low latency networks utilizing

high performance transceivers. FPGAs offer a lower development time than their

ASIC counterparts since they don’t require the creation of custom silicon, but com-

pared with CPU and GPU tool-flows, FPGAs are still more challenging to develop

on. FPGAs are already available in the datacenter as acceleration offload engines

(subsection 3.3.1).

Previous work utilizing FPGAs in HPC has demonstrated the effectiveness of re-

configurable hardware for many applications. This includes general overviews (Her-

bordt et al., 2007; Herbordt et al., 2008; VanCourt and Herbordt, 2009), basic work

in programmability and performance (Herbordt and VanCourt, 2005; VanCourt and

Herbordt, 2005; VanCourt and Herbordt, 2006a; VanCourt and Herbordt, 2006b),

programmability and performance using a commercial tool chain (Yang et al., 2017;

Sanaullah and Herbordt, 2017; Sanaullah and Herbordt, 2018b; Sanaullah and Her-

bordt, 2018c; Sanaullah and Herbordt, 2018a; Sanaullah et al., 2018a), FPGA system

design and architecture (Khan and Herbordt, 2012; Sheng et al., 2015; Sheng et al.,

2016; Sheng et al., 2017; Sheng et al., 2018b; Sheng et al., 2018a; Shahzad et al.,

2021), FPGAs used with middleware such a MPI (Xiong et al., 2018b; Xiong et al.,

2018a; Xiong et al., 2019; Xiong et al., 2020; Haghi et al., 2020b; Haghi et al., 2020a;

Haghi et al., 2021; Haghi et al., 2022), and many case studies involving applications.

In case studies, bioinformatics work includes studies of dynamic programming based

algorithms (VanCourt and Herbordt, 2004; VanCourt and Herbordt, 2007), heuristic

sequence alignment such as BLAST (Mahram and Herbordt, 2010; Mahram and Her-
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bordt, 2015), multiple sequence alignment (Mahram and Herbordt, 2012), and other

string matching applications (Conti et al., 2004). Molecular Dynamics studies include

surveys (Herbordt, 2013; Khan et al., 2013), datapath optimization (Gu et al., 2008;

Wu et al., 2021b), handling neighbor lists (Chiu and Herbordt, 2009; Chiu and Her-

bordt, 2010; Chiu et al., 2011), particle mapping (Sanaullah et al., 2016a; Sanaullah

et al., 2016b), the long range force using multigrid (Gu and Herbordt, 2007), the

3D FFT (Humphries et al., 2014; Sheng et al., 2014), the bonded force (Xiong and

Herbordt, 2017) and complete FPGA integration (Yang et al., 2019b; Yang et al.,

2019a; Wu et al., 2021a). Other HPC applications include Discrete Molecular Dy-

namics (Model and Herbordt, 2007), Molecular Docking (Sukhwani and Herbordt,

2008; Sukhwani and Herbordt, 2010), Microarray Analysis (VanCourt et al., 2003),

Adaptive Mesh Refinement (Wang et al., 2019b; Wang et al., 2019a), Multi-Party

Computation (Wolfe et al., 2020; Patel et al., 2020; Patel et al., 2022b; Patel et al.,

2022a), and Machine Learning (Sanaullah et al., 2018b; Geng et al., 2018b; Geng

et al., 2018a; Geng et al., 2019b; Geng et al., 2019a; Geng et al., 2020a; Geng et al.,

2020b; Geng et al., 2021a; Geng, 2021; Geng et al., 2021b; Geng et al., 2021c; Zhang

et al., 2022).

3.4 Summary

As datacenters continue to evolve the use of DPUs, FPGAs, and FPGA SmartNICs

have transformed the compute-centric datacenter into a data-centric environment

leveraging high bandwidth and low latency networks. We show a solution of offloading

networking functions with a full software-hardware toolkit and methods of using these

FPGA SmartNICs for security-related applications, e.g., to help enable classified data

processing without sacrificing confidentiality with the public cloud.
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Chapter 4

Network Function Offload with FPGAs

In the last chapter, we described the evolution of a data-centric approach where

computation is spread out across the datacenter. The deployment of smart net-

works makes this approach a reality through increasingly capable hardware such as

FPGA SmartNICs. However, there are many fundamental problems with incorpo-

rating FPGAs as a replacement to traditional network solutions. Currently FPGAs

are more complex to program and adopt compared to traditional network solutions.

Unlike standard NICs, they are not easily portable between applications and require

considerable insight into the hardware, and often vendor tools as well, for optimal

performance.

In this chapter, we describe our work in addressing key issues to facilitate the

integration and adoption of future FPGAs as network attached accelerators. We be-

lieve overcoming the programmability hurdle will enable future adoption of FPGAs

in the datacenter. Creating an agnostic production environment between hardware

and software enables applications to be optimized for FPGAs without the complexity

of vendor specific features. In this chapter, we leverage Intel’s Configurable Network

Protocol Accelerator (COPA) as our agnostic production environment. COPA aims

to utilize open-source software libraries and generic hardware development code to

provide high performance communication with commercial FPGA solutions. We uti-

lize this hardware-software framework to achieve our goal of improved security for

private tenants with the help of FPGAs on a smart network.
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We demonstrate the capabilities of the COPA framework through the implemen-

tation of hardware fragmentation of large packet payloads and the integration of the

lookaside accelerator feature set. The hardware fragmentation application shows the

advantages of network packet offload in reducing CPU resources and improving the

congestion of network throughput with an unreliable connection. The inclusion of

the lookaside accelerator enables a multitude of user programmable applications with

direct access to the COPA network.

4.1 FPGAs and COPA

Adoption of SmartNICs continues to increase as a means to accelerate network func-

tions and offload packet processing tasks away from CPU resources (Le et al., 2017;

Schonbein et al., 2019; Eran et al., 2019; Tork et al., 2020; Grant et al., 2020; Miano

et al., 2019). Past avenues of research focus on ASIC-based SmartNICs that utilize

general purpose cores for packet processing, typically ARM cores, however currently

face challenges in adoption as they are limited by both processing speed and spe-

cialized hardware functions. In contrast, SmartNICs with integrated FPGAs address

these limitations by offering a reconfigurable hardware interface and enable inline

acceleration of network functions. Utilizing FPGAs in conjunction with NIC offload

processors these advanced SmartNICs improve upon the limitations through parallel

processing and custom network functions.

Integrating FPGA SmartNICs into the datacenter should provide many advan-

tages for both cloud providers and tenants, but similar to past FPGA adoption, the

engineering effort required remains a large hurdle to overcome. Experienced hard-

ware designers will utilize the FPGA as a blank slate and develop both the ‘shell’

required and application specifics to satisfy the application. Less experienced hard-

ware designers will take advantage of the provided ‘shell’ as a starting point and
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develop their applications directly utilizing the interfaces and communication chan-

nels through that system. This method is similar to deploying applications on the

AWS F1 FPGA instances (Amazon, 2016). Amazon provides a general layout of all

available communication functions to the host processor and allows for disconnecting

of unused systems to save on fabric utilization to increase the available resources for

larger applications. Unfortunatly, changes to the provided interfaces is completely

dependent on Amazon and systems such as FPGA-to-FPGA communication still re-

mains unavailable to this day. There is an additional hurdle for application designers

as the implementation of the software layers which can natively communicate with

these SmartNIC resources depends on the cloud providers defined interfaces.

The Intel Configurable Network Protocol Accelerator (COPA) (Krishnan et al.,

2020; Krishnan et al., 2021) was developed to address these issues. COPA utilizes the

open source software library, OpenFabric interface (OFI) libfabric (Grun et al., 2015),

for platform-agnostic development and a standard for networking and acceleration

invocation. In addition, the COPA hardware framework provides two options to

reconfigurable accelerators, inline and lookaside, both of which are directly accessible

from the libfabric API. COPA uses the on-board high speed transceivers, e.g., of the

Intel Stratix 10 GX, and a uniquely designed architecture to enable high speed remote

direct memory access (RDMA) between nodes at 100Gb/S line rate. Unique features

include the ability for remote invocation of accelerators and headless operations for

host free integration into a distributed datacenter environment.

COPA provides high throughput network connections running on existing Eth-

ernet network technology thus making an ideal candidate to integrate as a direct

replacement to existing NIC hardware. To achieve consistent 100Gb/S bandwidth,

COPA utilizes techniques to offload software functionality directly into the COPA

pipeline; examples include remote direct memory access (RDMA), inline packet pro-
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cessing functions such as checksum calculation, and hardware level packet fragmen-

tation. Each of the above examples help to reduce CPU requirements for network

communication as the FPGA works as a dedicated communication processor and

manages all packet traffic requirements. After deployment, as additional research

and development is done the FPGAs can be reconfigured to include additional packet

processing and software defined networking requirements to improve communication

further without the need to invest both time and hardware into improved communi-

cation in the datacenter.

COPA also enables additional capability for tenants and cloud providers to utilize

the remaining hardware fabric on the FPGA for application level hardware acceler-

ation. This can be used similar to a dedicated accelerator co-processor or directly

attached to the network as either an accelerator core or inline during packet flow.

Accelerators communicating with the COPA network are useful for distributed com-

putation applications such as those currently using MPI commands for data and con-

trol flow during processing. Any use case has the potential to boost the performance

in both computation and communication through dedicated hardware accelerators.

We aim to show that FPGA SmartNICs are the most ideal hardware for the

inevitable evolution of the data-centric datacenter; using the power of reconfigurable

hardware to improve software defined network functions and application performance

with high bandwidth and low latency networks.

4.2 Background

The COPA FPGA works by using the libfabric software API with included exten-

sions to queue commands for processing by the hardware. Libfabric is part of the

OpenFabrics Interfaces (OFI) (Grun et al., 2015) and is defined to enable a tight map-

ping between HPC applications and underlying networking device, known as fabric
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hardware. Fabric hardware, using the OpenFabrics Interface standard, is co-designed

with the alliance to provide an agnostic integration with software running the lib-

fabric API. OpenFabric Interface is targeted at high-bandwidth, low-latency NICs,

with a goal to scale to thousands of nodes. COPA’s implementation of the libfabric

interface creates a specialized command format to include both RDMA functionality

and accelerator specific commands. Following the OFI provider API functionality,

COPA utilizes dedicated message queues and event queues to provide control com-

mands to the underlying hardware to perform PUT and GET functions with remote

memory. These RDMA functions use the COPA network data paths to perform mem-

ory data transfer functions to host and onboard memory without CPU involvement.

Previous work has shown the COPA network can achieve up to 100Gb/S bandwidth

with zero-copy direct memory access (Krishnan et al., 2020; Krishnan et al., 2021).

COPA aims to introduce network attached FPGAs into the datacenter with an open

standard for programming and control of network hardware. Using an open standard

would help to eliminate the engineering effort required for cloud providers when up-

grading environments to new and improved fabric hardware. In addition, application

developers can focus on the software layer abstraction for HPC applications and trust

that the underlying hardware network will function without the need to understand

the complete provider library interface.

Directly connected COPA device endpoints provide many usecases for distributed

computation including database operations, machine learning at the edge, and sparse

matrix operations. Applications with high data transfer requirements between end-

point locations map well to a distributed FPGA network and COPA provides an ideal

interface to access and share memory point-to-point. Unlike DPUs with dedicated

processing cores and full operating systems to provide additional headless control,

COPA commands and dedicated hardware blocks create headless operations without
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Figure 4·1: This diagram shows the overview of the openfabric interface or libfab-
ric library. COPA is an OFI provider and has the necessary requirements to meet
the software library API. Libfabric’s purpose is the translation between high level
HPC middlewares such as MPI and SHMEM into hardware networking devices in
an agnostic manner. Hardware devices can utilize many forms of communication
networks such as TCP, UDP, RDMA, and RoCE to name a few (Grun et al., 2015).

the need of a dedicated operating system. The combination of a FPGA COPA cluster

and headless operation create an environment where a single host system can perform

distributed computation and application across multiple FPGAs from a root location.

Custom hardware acceleration and application integration open up opportunities for

advanced distributed processing without the explicit need for host control over the

cluster. We explore these future enhancements in section 4.4.

Hardware acceleration support comes in the form of inline and lookaside acceler-

ators. Both accelerator options can be reconfigured by users for application specific

functions.

• Inline - Inline functions operate on packets during transit in a bump-in-the-wire

method, allowing for data manipulation of packets during egress or ingress of

edge nodes. Two examples of inline acceleration are checksum calculation on

data in transit or encode/decode functions with pre-shared key pairs. Multiple
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inline accelerators can be toggled on and off and daisy chained on payload data.

• Lookaside - OFI commands can be constructed to trigger the lookaside accel-

erator functions both locally and on remote COPA nodes. Lookaside functions

operate on data at rest, in host memory, and have direct connection with the

COPA network to perform additional RDMA functions. Any number of RDMA

COPA commands can be generated and placed into a dedicated hardware accel-

erator command queue for full COPA functionality. This enables the lookaside

accelerator to perform data transfer, remote invocations, and memory alignment

tasks without requiring the host to initiate network operations. Lookaside func-

tionality is similar in concept to a dedicated processing core as found in DPUs.

We envision the usage of these accelerators in two methods, either developed in-

house by application designers or available as an FPGA-as-a-Service system where

accelerators are programmed before tenants request usage.

4.3 Architecture Implementation

4.3.1 RDMA functions

At the current time, COPA provides data transfer functions in the form of PUT

(RDMA write), GET (RDMA read), and MESSAGE (send). Reliable and unreliable

operations of each function is available with retries automatically generated at the

hardware level of operation.

• PUT - Prior to data transfer, the remote destination address is advertised

through libfabric support to be an approved location at the target location.

The initiator creates a new command with the source address, advertised des-

tination address, and length of payload data. Each command is placed into

transmit command queue for completion. The COPA system takes each new
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incoming command and performs a DMA operation on the source address data

from either the host memory or dedicated on-board memory and begins to con-

struct a new packet with the destination the target memory address.

• GET - The initiator device requests data from a target location, which is then

sent back to the initiator as a GET RESPONSE packet. The source address is

the remote data location in memory and the destination address is the initiator

data location. Upon receiving the GET command packet on the target device,

a GET RESPONSE packet is created in a similar form to the PUT data packet

with the device roles reversed.

• MESSAGE - Data being transferred does not require explicit buffer declaration,

but instead data is transferred from initiator target buffer to the remote target

buffer. Typically MESSAGE commands are used to send small payloads of data

or configuration information.

• Unreliable - Upon completion of any command packet, unreliable operations

continues to the next command in the transmit queue. This would be similar to

UDP functionality in which dropped packets are understood by the application

developer and should be considered plausible during normal operation.

• Reliable - Reliable operation however place each completed command into a

pool to wait for expected responses from the target device. Response packets

can be sent as standalone packets containing no additional data and only sig-

naling acknowledgement of each successful packet id or piggyback with packets

being sent from the original target to the original initiator. This piggyback

method helps to eliminate additional packets on the network with a single ac-

knowledgement bit of information.
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Additional functions are being developed for more advanced functions in the form

of remote invocation and bandwidth optimized functionality.

4.3.2 Network Offload - Fragmentation

Development of the COPA infrastructure continues to advance and provide more re-

liable high bandwidth operation of all network packets. Network function offload

provides both less CPU utilization and enables saturation of available network band-

width for all HPC communication heavy workloads. One such example is moving

packet fragmentation away from the application and operating system layer into the

NIC hardware. Some network resources may have a limit to packet payload size, also
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on-chip memory for control and synchronization. The shared memory contains in-
formation for: Number of fragments required, Fragment currently being processed,
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known as maximum transmission unit (MTU), and typically perform packet fragmen-

tation in software to indicate to the target node that the full data frame is spread

across multiple packets. Reliable IP protocols such as TCP only send an acknowl-

edgement after all fragmented packets are received for a single frame of data. If a

single fragment is lost then all fragments for that particular frame must be trans-

mitted again during retry phase. This can have very negative effects on bandwidth

utilization and may cause network congestion if too often fragements are lost during

transmission. Offloading fragmentation to the COPA hardware pipeline enables soft-

ware to be agnostic to MTU requirements and packets can be added to the transfer

queue with the largest MTU size available. COPA is then able to fill the transmit

pipeline fully with fragmented packets, saturating the network and only performing

retries for lost fragments without needing to resubmit entire packets again.

We demonstrate our implementation of hardware fragmentation in Figure 4·5.
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Figure 4·6: Flowchart of fragmentation process consists of determining if next
packet requires fragmentation, calculation of new header and length information,
and sending new fragment packets forward.
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final fragment processed.
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Our hardware fragmentation offload consists of two separate flows to control each

packets current fragmentation status during operation in the COPA TX pipeline. To

maintain concurrency, on-chip memory is used to store fragmentation information for

both flows. The shared memory maintains information for each packet per processing

queue and holds the required information for packet fragmentation. This information

includes the number of fragments for each packet, the total fragments processed,

the individual fragments completed successfully, and the total number of completion

events for each packet. Using all this information synchronous behavior is maintained

between the two flows.

The first flow determines the number of fragments required for the current packet.

New header information is generated which calculates the new length, source, and

destination address values. Each fragmentation packet behaves independently from

this point forward in the COPA pipeline. The second flow is the completion flow which

takes COPA acknowledgement signals and assigns them to the correct fragmentation

portions for each individual packet. Each fragment must be completed successfully

before the entire packet can be considered fully sent. Upon completion, a signal is

sent up the pipeline to indicate the packet is fully processed.

Our results in Figure 4·8 demonstrate the throughput available with the included

hardware fragmentation offload engine. These results are taken using unidirectional

PUT commands with increasing sized packets from 32 bytes to 8 kilobytes. The

fragmentation size is varied for each test. These results are similar to the original

results (Krishnan et al., 2020), which indicates the inclusion of hardware fragmen-

tation has negligible effect on the overall throughput of the system. In Figure 4·9

we present the improvement of the hardware fragmentation retry scenario vs tradi-

tional software fragmentation. As each fragment is considered individually, for the

scenario presented, hardware fragmentation enables higher throughput for unstable
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Figure 4·8: The inclusion of the hardware fragmentation accelerator show little
change to the original COPA RDMA throughput.

connections. As presented, a drop rate of 5% for a system running on an 2kb MTU

will only reduce the throughput by 4.35Gbps where software fragmentation of packets

requiring at least 2 fragments reduces the throughput by at least 9.75Gbps.

4.3.3 Inline Acceleration

The inline accelerator provides methods of performing hardware operations on trans-

mit or receive payload data. Function daisy chaining allows for data augmentation

and additional operations on data stored in host memory. This is very useful for

a number of applications which want to perform computation in the network. One

example of daisy chaining inline acceleration is converting stored 32-bit integers into
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with hardware fragmentation the total throughput is 83Gbps.



55

32-bit floating point and then performing checksum calculations on the payload data

prior to sending forward to the target device. Checksum calculation is important

for verifying correct data transmission, however is only valid on the correct data

transferred. Thus performing data augmentation prior to transfer such as number

conversion, the checksum should only be accurate utilizing the correctly converted

values of the payload data.

Operations performed on payload data will introduce increased latency on the

network, however due to the pipeline functionality the latency will remain consistent

and minimal on successive packets such as for larger frames with fragmented data

packets.

Additional examples of joint TX and RX inline operations are:

• encryption and decryption - Prior to network operations a private and public

key or symmetric key can be shared between endpoints for packet security. All

commands then after can indicate the usage of the encryption and decryption in-

line accelerator which would automatically perform encryption on transmission

and decryption on packet reception utilizing the stored keys. Since this is done

in the hardware pipeline, no data will be transmitted without going through

the encryption process and successive retries would utilize the same encryption

process but may contain uniquely different data in the payload depending on

the encryption algorithm in use.

• compression and decompression - Utilizing state of the art compression tech-

niques on streaming data, such as SZ (Xiong et al., 2019), payload size and

overall network bandwidth can be reduced at the cost of compression and de-

compress latency. For large HPC applications such as timescale scientific data

collection, real time data is less important as is collecting the most data pos-

sible and storing for later analysis. Inline compression enables data collection
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initiators to send larger data counts with minimized payload sizes.

• checksum and verification - Similar to what was described above, checksum

computation is important in maintain integrity of data transmission. Utilizing

these function as inline accelerators allows for automatic data checking at the

hardware network layer and can request for a retry in payload data if verification

failed on the receiving end.

4.3.4 Lookaside Accelerator

The COPA lookaside architecture uses separate accelerator logic outside of the COPA

network as seen in Figure 4·3. Acceleration is initially controlled by the host through

a unique OFI command containing the source data location, destination location,

length of data, and type of operation. A global control unit manages incoming com-

mands in the queue and assigns them to appropriate accelerators. This feature en-

ables a single host to issue commands to different accelerators for added parallelism

or unique functions. The lookaside accelerator has full access to the COPA network

through a dedicated hardware only command queue. Each accelerator initially col-

lects the source data through a DMA operation from the host memory. If source data

is unavailable locally, i.e., found on a remote COPA node, then a COPA network

command is generated and used to obtain data from the remote node prior to DMA

operation. Following DMA completion, acceleration is performed and final calcula-

tions are sent back to memory through a second DMA operation. If the destination

memory location is for a remote node, then the COPA network is again used to send

the final completed values to another COPA node on the network. To demonstrate

this functionality we utilize our MPC application as a perfect candidate to gain both

computation and communication improvements with COPA FPGAs, details about

our implementation can be found in section 6.1.
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Functionality of the lookaside accelerator have many different use cases for ad-

vanced application requirements. An FPGA network running COPA can take advan-

tage of the large amount of compute nodes available and perform remote acceleration

near data storage. An ideal scenario would be for database key-value store operations

where data is located on target NVMe devices directly connected to PCIe channels

to the FPGA. This is similar to NVME-oF but instead of transferring all data back

to the host processor for computation, remote accelerators can perform data opera-

tions at the target storage location and only send response data based on application

requirements. This helps to reduce congestion on the host network and enables a

simple distributed application network configuration.

If processing and data storage are decoupled from one another, distributed ap-

plications can gain advantages of the network resources by performing distributed

computation on a remote cluster of COPA nodes with each node requesting and sub-

mitting data to off-device storage without host knowledge. An ideal usecase would be

for applications such as molecular dynamics (Stewart et al., 2021) where computation

can be performed in parallel utilizing many accelerator nodes, but do not necessarily

contain all the information required on local memory. Requests for remote memory

can be performed in unison only when required without host intervention enabling

high performance parallel operation for each iteration of the simulation space.

4.4 Future Enhancements

Even after adoption of FPGA SmartNICs in the datacenter, future enhancements

can provide additional benefits for all types of applications and only require a simple

reprogramming of the FPGA. A few examples of enhancements include:

• Scatter Gather Memory Access - Hardware optimized memory access patterns

replace CPU buffer pack and unpack operations, reduce the total number of
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packets on the network, and improving overall payload size (Gainaru et al.,

2016). The usage of larger payloads improve the bandwidth utilization of the

network, but can cause increased congestion with errors and dropped pack-

ets. Finding a balance between scatter-gather memory access is important to

improving the performance of RDMA memory applications and overall commu-

nication requirements.

• Small Message Coalescing - Currently utilizing the full 100Gb/s bandwidth re-

quires large payload sizes per frame of data. This means less bandwidth is used

with packet headers allowing for more payload data at any given time. Appli-

cations with smaller more frequent parallel payloads can benefit from higher

bandwidth networks through coalescing of small packets into a single larger

packet with the same destination. The scatter operation can help directly allow

for none contiguous memory patterns to be combined into a single packet. An

advanced mechanism would allow for data to piggyback on packets with inter-

mediate destination hops but would require a much better understanding of the

network topology in the system.

• Remote Atomics - Distributed applications suffer from synchronous operation

hurdles where large distributed applications must be performed on a number

of servers with knowledge that each server is in lockstep. Enabling a feature

to maintain synchronicity between nodes can provide useful to allow the host

controller to assume all clients are operating together and do not require addi-

tional programming effort and bottlenecks with barriers and other synchronous

checks.
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4.5 Summary

In this chapter, we demonstrated that an agnostic production environment such as

COPA provides a myriad of network acceleration opportunities with an open-source

software interface and a generic hardware development framework. In the following

chapters, we utilize the custom features available with COPA as a platform to enable

unique security opportunities through private cloud enclaves and high performance

MPC. The inclusion of the hardware fragmentation offload engine demonstrates a

completely host-independent functionality of packet processing. In the upcoming

chapter we utilize this independent behavior to introduce a two layer network isola-

tion approach. The inclusion of the lookaside accelerator enables custom applications

to gain performance through both improved computation and communication with

network connected FPGAs. The lookaside accelerator features are utilized in chap-

ter 6 to enhance Multi-Party Computation.
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Chapter 5

Secure Public Cloud Networks for

Classified Environments

Diverse institutions such as government, healthcare, and financial organizations all

have very specific classified data requirements, but will continue to face challenges

with growth of hardware resources as they depend on a high level of security guar-

antees. To maintain security and privacy of their confidential data, these organiza-

tions commonly utilize private on-site datacenters or trust private cloud vendors with

maintaining a small physically isolated resource pool as a short-term solution. Even

with this temporary solution one problem exists: maintaining secure and reliable

communication with organizations and individuals outside of the physically isolated

environment. We demonstrate a method of using a network attached FPGA to reduce

the potential attack surface of man-in-the-middle and network snooping attacks for

current and prospective vulnerabilities.

5.1 Threat Model

Organizations rely on public resources as a solution to provide agile and dynamic

resource updates for ongoing improvements to current performance bound applica-

tions. Cost and maintenance of private on-site datacenters grow at alarming rates

as organizations attempt to stay competitive while maintaining high levels of privacy

over their confidential data. This is why public clouds are considered an opportune

next step to enable a relatively low cost of entry and provide a reliable environment
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Figure 5·1: Malicious actors have many opportunities to steal classified informa-
tion through both spatial and temporal attack vectors. Spatial relies on having
access to the nodes adjacent to the classified provisioned hardware during use.
Temporal is the access of classified nodes before or after use.

for any organization looking to utilize the newest hardware advancements and large

resource pools.

The possibility for dynamic private cloud enclaves in a public cloud setting would

reduce the cost of deployment and maintenance of in-house private datacenters. Bor-

rowing public cloud resources for private enclaves enable dynamic addition of on-

demand cloud nodes when requested. However, the attack surface of shared public

cloud nodes would increase as security in the datacenter would require both a spatial

and temporal understanding of malicious adversaries with shared hardware resources.

Figure 5·1 demonstrates an example scenario of potential attack vectors with shared

resources as both spatial and temporal attacks can result in a loss of privacy to private

cloud nodes.

A spatial attack vector is shown through the sharing of nodes provisioned for clas-

sified organizations. Research has shown that tenants who obtain access to the same

physical node while utilizing a separate virtual machine (VM) can obtain classified
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data through side channels such as cache, network, and memory (Yarom and Falkner,

2014; Liu et al., 2015; Gu et al., 2018; Ling et al., 2012; Lindemann and Fischer,

2018; Hund et al., 2013). It is important for nodes which are allocated to classified

processing be separated from all other tenants and only accessible by the authorized

tenant. This is similar to services offered such as bare metal instances (Barr, 2017)

where the whole node is provisioned removing any additional access through virtual

machines.

A temporal attack vector is shown through the reuse of nodes with other tenants

in the cloud, both before and after classified organization provisioning. As this is

a public cloud environment, any node which is requested by classified organizations

could be available for public cloud tenants as a usable resource. A requirement for

classified nodes is to enable an attestation mechanism or secure provisioning and de-

commissioning of each node which guards against attackers. Malicious individuals

may leave harmful code running on a node prior to classified usage to obtain informa-

tion as another tenant utilizes the same node. Communication with harmful code can

a form of covert channel, leaking data while the node is in use to an outside entity,

either a different node in the same rack or outside the cloud entirely. Additionally,

after a classified organization returns the node to the public pool of available ma-

chines, a malicious tenant may attempt to gain access to the same node and reverse

engineer data from latent information remaining on the node.

5.2 Network Threats

So far, we have seen attacks to the shared nodes in both a spatial and temporal

manner. Another shared resource that must be considered in our threat model is

the network architecture for each private enclave. This is important to consider as

remote attackers can either passively or actively reduce the confidentiality, isolation,
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and assurance of the system.

Active attacks are those which aim to prevent the access of the node, compromise

the integrity of the private cloud enclave, obtain full control of a private node, or any

combination. Some examples include, man-in-the-middle attacks, Denial of Service

(DoS) attacks, MAC and IP address spoofing, VLAN hopping, and many more. The

goal of the malicious party can be to limit the confidentiality of the system and obtain

classified information, limit or remove the isolation through gaining access to nodes

or redirecting data outside of the private enclave, and / or remove the assurance the

system is available at any time especially during time critical events. Once an active

attack is performed the victim node may be completely inaccessible and all data lost

to the hands of the malicious party.

Passive attacks are those which try to obtain confidential data through monitoring

or performing side channel or covert channel attacks without disrupting the function-

ality of the private enclave node. Theoretical attacks can range from monitoring

network packets through a shared top-of-rack switch, or obtaining access to network

configuration features which can route packets from a private enclave node through a

man-in-the-middle device before reaching the intended target node. These examples

do not give the victim any indication that the node is compromised and reduce both

the confidentiality and isolation of the whole system.

One method to combat data leakage through network attacks such as snooping

and man-in-the-middle attacks is to always use a form of encryption when accessing

the public network. This is a very common approach to mitigate attacks trying to

learn confidential information from plain-text network packets. RSA encryption is

still the most widely used public key encryption method but has seen some backlash

as private keys generated with poor prime number selection can reduce the security of

the algorithm (Lenstra et al., 2012; Shumow, 2020). This gives malicious individuals a
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far easier approach to retrieve the private key information. The ability to dynamically

update and change the encryption methods help to combat future attacks against

ageing encryption engines.

Government restricted classified data rely on special protection systems which are

certified by the national security agency (NSA). One example of specialized hardware

encryption components are known as Type 1 encryptors (Smid and Branstad, 1988),

e.g. High Assurance Internet Protocol Encryptor (HAIPE) (NIST, 2022). Type 1 en-

cryptors are certified products by the NSA to be used for securing classified data such

as U.S. government information. The internal encryption algorithms can be based

on well-known protocols, internet protocol security (IPSec), but contain additional

information and safeguards to ensure the device is not tampered with or compro-

mised. Protections include both physical and remote attack vectors after deployment

or during operation. Due to the rigorous certification process, Type 1 encryption

devices continue to be costly for individual deployment and are rarely updated. This

may result in future threat vectors as compromised encryption processes or newly

developed attacks can force agencies to offline their current network as they wait for

updated security devices to be available.

5.3 Commercial Solutions for Classified

Designing an approach to enable protection against all described threats is a mon-

umental task. However, there are guidelines created for government entities which

enable usage of commercial hardware and resources known as Commercial Solutions

for Classified (CSfC). The current methods of protection for classified use cases are

to increase the number of security layers in a system to combat a single compromised

layer. We will focus on those guidelines which are most relevant to the private cloud

enclave use case.
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Figure 5·2: CSfC Network Requirements

The goal for the CSfC guidelines is to enable a double protection layer for commu-

nication over a public untrusted network. In Figure 5·2 we demonstrate this through

the use of two unique solutions for encryption of data when crossing network bound-

aries. Commercial Solutions for Classified incorporates multiple unique layers of

protection to safeguard against malicious parties from compromising the system with

only a single attack vector. This is useful against many different scenarios including

manufacturing attacks before before deployment and remote attacks after deployment.

A large pool of available devices give opportunity for multiple hardware manufac-

tures to create and deploy systems which are unique to each other. This is important

as the manufacturing process of each encryptor is independent of each other and

spreads out the chance for compromised processes entering into both layers of en-

cryption. For example, if manufacture A creates the first layer Type 1 encryptor and

manufacture B creates the second layer. A compromised device such as a hardware

trojan during hardware fabrication of manufacture A would not have any impact on

the manufacture B device, thus maintaining security of the system even after deploy-

ment.

Utilizing unique algorithmic deployment approaches of encryption protocols can

also help mitigate compromise of a network environment. While two devices may
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Figure 5·3: Classified network microservices on FPGA SmartNIC

both utilize IPSec for their security protocol of choice, each device may implement

the algorithms differently, e.g. hardware ASIC, software on CPU, CPU co-processor

accelerator. A single attack vector targeting a specific deployment approach may

compromise a single device, but is ineffective against a second device using a different

approach. An example of a compromised approach can be seen in the attacks against

Intel SGX and the ability to retrieve private keys from a compromised system. This

attack cannot be used similarly when attempting to obtain keys with a system using

a unique hardware ASIC approach.

5.4 Cloud Network Attached FPGA Design

Incorporating Type 1 encryptors into a public cloud datacenter adds cost to each node

and would require a large change to the current public cloud providers infrastructure.

Network attached FPGAs can provide a unique solution to mimic the functionality of

custom Type 1 encryptors and reduce the monetary and engineering cost for the cloud
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vendor. Positioning FPGAs in a Bump-in-the-Wire manner, connected between the

node and the outgoing network, no additional wiring would be required and default

functionality would pass all packets through the FPGA system with no alteration.

This would enable uninterruptible addition of network attached FPGAs without a

major rework of the cloud infrastructure. Once incorporated, these FPGAs can pro-

vide many features for security, application specific acceleration, and cloud native

functions.

Due to the dynamic hardware nature of FPGAs, all functions can be selectively

utilized based on cloud vendor or tenant usage. Common network related functions

including firewalls, packet monitoring and analysis, or even encryption and decryption

are easily incorporated as the FPGA would function as a single port switch and route

all packets from ingress to egress. The setup of each network function can be done

dynamically by the tenant or statically through the cloud vendor interface.

We imagine the inclusion of specialized security kernels for tenant customization

called Firmware Secure System (FSS). The goal of the FSS is to enable a secure

trusted method of updating individual functions on the FPGA. Specialized encryption

algorithms can be used in place of common methods with updated designs to combat

current and future attacks. Bootstrapping keys at a unique update interval would

help to limit the usability of stolen keys after a potentially successful attack by a

malicious party.

5.5 Prototype Scenario

In our initial prototype design, we utilize a Xilinx Kintex KCU105 setup to utilize

a MicroBlaze softcore embedded processor running Linux connected to the QSFP

transceivers as an ethernet device driver. The FPGA device is placed between two

devices simulating two cloud nodes on a public network. Each edge node has IPSec
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Figure 5·4: Initial Security BitW FPGA encryption design.

functionality available and encrypts all traffic between both devices. The FPGA

contains a custom firewall and packet forwarding mechanism which is performed using

IPTables in Linux. We envision this functionality in the future can be done using

FPGA hardware resources without the need for a dedicated processing system.

Each host node generates packets as if performing normal communication tasks

between two systems. They are then run through a software IPSec protocol to per-

form initial encryption on each packet before passing to the FPGA subsystem. The

general process of the FPGA is to pass through all packets to their destination. Uti-

lizing a Bump-in-the-Wire configuration packets can be blocked if necessary using a

configurable firewall, and packet counts and statistics can be captured using a simple

packet monitoring mechanic. Finally, accepted packets out of the FPGA are trans-

ferred onto the public network and wait processing by the corresponding FPGA on

the destination interface.

Similar to Type 1 encryptors, each FPGA can be configured with specialized fire-

wall parameters and unique private key generators. Each generator can cycle through

private keys based on a set lookup table of approved destinations. This mechanism

helps to limit attacks from gaining access to a private node as any successful attempt

at stealing private keys would only be useful for a limited amount of time.

Network attached FPGAs provide unique functionality while attempting to im-

prove the security of the network from side and covert channels attacks. With the
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usage of the Microblaze software processing in our prototype, we can introduce mech-

anisms such as dummy packets or fixed size payloads. These examples are just a small

addition to prevent malicious parties from gaining additional information through the

means of a side channel attack.

5.6 Analysis

As we continue to see FPGA adoption for many different application scenarios, our

prototype system shows a unique approach to providing additional network isolation

techniques to privacy focused tenants. The main goal of the FPGA network security

features is to provide tenants with a custom security approach while trusting cloud

provider networks during secure enclave operations. Unlike traditional network se-

curity through Type 1 encryption devices and commercial hardware-based network

solutions, the FPGA Bump-in-the-Wire method allows tenants to control the amount

of security required through a tailored experience. The addition of custom encryption

engines, firewalls, filters, and network monitors are just a few examples of accelera-

tors to enable tenants full control over their network security while complying with

standards similar to CSfC.

One example of customization is each tenant’s ability to change the implementa-

tion for encryption engines. In theory, any algorithm can be adopted to the FPGA al-

lowing for very unique encryption protocols for tenants such as the government. This

enables government organizations to implement highly classified encryption schemes

unknown to the public directly onto private enclave networks. This can remove the

potential for adversaries to use future network encryption attacks on common proto-

cols such as AES to decode messages during operation.

The use of public resources always poses a high risk situation where control over

shared hardware can be compromised before, during, or after tenant use. Systems
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Table 5.1: Network Isolation Comparison

Cost Physical Protection Encryption User Control

NSA Type 1 High Yes NSA Cert Low

CSfC Low No IPSec Med

Private Cloud Med Yes Multiple Low

Private Enclave Med No Software Med

FPGA Low No Custom High

like the FSS can provide additional features to maintain security over the FPGA pro-

gramming interface, or verify the functionality of the accelerators through attestation

methods (Vliegen et al., 2019). It is important to verify that each FPGA is only us-

ing the tenant supplied functions and does not leave any confidential information on

the FPGA once returned back to the public cloud. Attestation with the Firmware

Secure System opens additional features for many important security requirements

such as a hardware root of trust (Schear et al., 2016), private key management sys-

tems (Fornero et al., 2020), packet monitoring and control (Ghafir et al., 2016), and

network concealment (Fraunholz et al., 2018).

There are trade-offs when using FPGAs for network isolation compared to existing

products. Table 5.1 shows how the technology we previous discussed compares to our

FPGA prototype. Based on customer security requirements, cost, and customization

features, the FPGA isolation techniques provide an ideal system for communication

between trusted nodes over untrusted networks. Customers which require the highest

level of security over their private data will continue to utilize Type 1 encryption de-

vices as they provide the highest network isolation guarantee while sacrificing cost and

user control. However, if customers require elastic hardware environments, private

clouds provide isolated pools of resources physically secluded from the public. We

envision a combination of FPGA network isolation techniques with private enclaves

would enable a method of trusted communication between private nodes and external



71

systems over the public cloud network. Using the numerous customization features,

FPGAs would allow tenants to implement any number of isolation requirements for

their specific security needs including those following the CSfC specifications. Thus,

our FPGA prototype does not aim to replace existing systems, but instead offer an

additional method for cloud tenants control over their data security.

5.7 Conclusions and Future Work

The prototype system presented in this chapter is a step toward an FPGA approach

to the requirements of Commercial Solutions for Classified through dynamic configu-

ration of features and protocol implementations. One advantage to our prototype is

the ability to update and improve the encryption and packet filtering mechanics. This

provides tenants with the ability to adopt future encryption schemes when patches

are applied against newly discovered vulnerabilities both against the current protocols

and any targeted attacks on the system running on the attached node.

As this was a simple proof-of-concept prototype, we demonstrate how FPGAs

available in the datacenter provide a configurable environment for future network

isolation techniques. Using reconfigurable logic enables tenants to have direct control

of advanced security features. Future steps toward a full featured network isolation

solution would be to enable a full security suite of packet operations and a certified

FSS that can be bootstrapped and attested by private organizations to program,

configure, and use all the available features a Bump-in-the-Wire FPGA brings to

private cloud enclaves. Integrating FPGAs into the current research — of turning

public clouds into private cloud enclaves — can help increase the security of running

nodes and also enable future developments in provisioning and network isolation of

each private enclave from other nodes in the same datacenter environment.
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Chapter 6

Hardware Accelerated Multi-Party

Computation

Organizations gain substantial benefits from shared data pools, however not all or-

ganizations are able to share their private data due to privacy concerns. These or-

ganizations cannot use trusted third parties to jointly compute across data in fear

of potential data leakage. Thus, much research has been made in the field of pri-

vacy preserving computation. However, many of these approaches suffer from high

computation requirements and continue to be a limiting factor for adoption.

In this chapter, we argue that FPGAs in the datacenter provide an ideal envi-

ronment for crytographically secure algorithms. Specifically we look to improve the

performance of secret sharing Multi-Party Computation using the hardware features

available through network connected FPGAs. We first give background about MPC

and datacenter adoption section 6.2. Then we discuss our three party algorithm of

choice in subsection 6.2.3 and corresponding FPGA designs section 6.3. Next we

look into a honest majority four party algorithm in subsection 6.2.4. We adopt the

COPA FPGA environment to design a network connected lookaside accelerator in

section 6.4. Finally, we describe a future application of our hardware accelerated

MPC for Machine Learning in section 6.5. In this section, we present our current

progress towards a complete software-hardware distributed MPC Machine Learning

case-study and describe the unique opportunities datacenter MPC provides for future

Federated Learning applications.
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6.1 Introduction

Multi-party computation (MPC) allows parties to securely share confidential data

and compute collective information without ever releasing one’s own personal data.

As defined in pending legislation within the United States Senate, “the term ‘secure

multi-party computation’ means a computerized system that enables different partic-

ipating entities in possession of private sets of data to link and aggregate their data

sets for the exclusive purpose of performing a finite number of pre-approved compu-

tations without transferring or otherwise revealing any private data to each other or

anyone else” (Wyden, 2019). As discussed previously chapter 5, cloud systems for

confidential data have been limited to privately owned systems and are less widely

utilized by those requiring more computation power at any given moment. Thus, the

public cloud is rarely considered by those interacting with confidential data.

MPC has been an active area of research for the last 40 years (Evans et al., 2018;

Yao, 1982; Yao, 1986; Shamir, 1979), and it has been deployed to protect data in the

healthcare (Archer et al., 2018; Giannopoulos and Mouris, 2018), education (Bog-

danov et al., 2016; Feigenbaum et al., 2004), finance (Bogetoft et al., 2009; Damg̊ard

et al., 2017; Abidin et al., 2016), and technology (Bonawitz et al., 2017; Ion et al.,

2019). In addition, the use of MPC for machine learning applications is actively

being researched (Bonawitz et al., 2017; Mohassel and Zhang, 2017; Mohassel and

Rindal, 2018; Wagh et al., 2020; Dalskov et al., 2021; Byali et al., 2020; Chaudhari

et al., 2020). We go into further details for our ongoing implementation efforts to-

ward distributed Machine Learning applications and potential future applications of

Federated Learning in section 6.5.

Recent surveys reveal a few companies with specialized MPC offerings. For adop-

tion of MPC to increase, it is necessary to continue to improve the performance and

ease of use of general-purpose systems. Existing work shows that general-purpose
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MPC can be used in viable systems (Huang et al., 2012).

6.2 Background

MPC uses a combination of 4 operations, known as gates, to perform all computa-

tion requirements. The combination of the 4 gates form a Turing complete machine

allowing for any algorithmic computation to be performed using MPC. The focus for

research in MPC is to improve the performance to these gates in order to improve

the overall performance of the application.

MPC currently focuses on two main approaches. Secret Sharing allows for a

balanced arithmetic intensity between compute and network bandwidth, but it re-

lies on a low latency environment to achieve high performance results. In contrast,

Garbled Circuits typically perform better in higher latency situations, due to fewer

communication rounds, but require high bandwidth to support large circuits. Be-

cause Garbled Circuit approaches are typically compute-bound, they appear more

amenable to hardware acceleration, and as such have been the subject of significant

prior research with FPGAs (Järvinen et al., 2010a; Järvinen et al., 2010b; Frederiksen

et al., 2014; Songhori et al., 2016; Hussain et al., 2018; Songhori et al., 2019; Hussain

and Koushanfar, 2019; Fang et al., 2017; Fang et al., 2019; Huang et al., 2019; Leeser

et al., 2019). The current approach to MPC on FPGAs may need to be reconsidered

to better utilize a growing and evolving cloud environment with the introduction of

FPGA SmartNICs and change to a data-centric datacenter.

6.2.1 Datacenter Model

The target datacenter model used here is the adoption of a MPC-as-a-Service which

can utilize the various configurations of accelerators found in different cloud and

cluster setups. The MPC use case requires multiple computing and communicating

parties for security and low latency networking for performance. Thus we consider
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scenarios where datacenter processing hardware is owned by different parties and co-

located within a single physical location. This helps to limit the additional bottlenecks

found when traversing physical distances to perform low-latency operations.

FPGA hardware acceleration has seen increasing adoption in datacenters due to

their very high bandwidth and low-latency communication used by means of high

speed transceivers. As described in subsection 6.2.2, FPGA hardware properties,

especially co-location of compute and communication logic on the same device, yield

high throughput for MPC protocols based on Secret Sharing, which makes the most

effective use of available bandwidth.

We believe the availability of network-attached FPGA configurations in the data-

center provide the most beneficial scenario for MPC secret sharing computation. Our

initial experiment platform is done using FPGAs readily available on commercial

clouds in a co-processor accelerator model. We aim to show a scenario where par-

ties are co-located on a single FPGA to provide an ideal low latency communication

environment. Considering the security and confidentiality concerns with co-located

parties on a single hardware resource, our successive experiments examine MPC hard-

ware acceleration with FPGAs SmartNICs using the COPA framework.

6.2.2 MPC Paradigms

In general, MPC protocols allow an arbitrary number of compute partiesN to perform

a joint computation while resisting a subset of T ‘bad’ parties who wish to breach the

confidentiality of other people’s data or tamper with the integrity of the calculation.

In our first experimental setup, we examine a 3-party protocol which tolerates 1

adversarial party who “semi-honestly” follows the protocol and only tries to break

confidentiality. Definition of the protocol can be found in subsection 6.2.3. Our

following experiments utilize a 4-party protcol with protection against 1 malicious

party. The protocol includes features which allow each party to perform checks after
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every independent operation with another party member. Additional definitions for

the protocol can be found in subsection 6.2.4.

General-purpose MPC designs often represent the agreed-upon computation as

an arithmetic or Boolean circuit, and follow the Garbled Circuit or Secret Sharing

approaches. Secret Sharing-based MPC systems have the compute parties evaluate

each gate of the circuit in parallel on their own pieces or shares of the data, with

a small amount of network communication required for each multiplication or AND

gate (none is required for addition or XOR gates).

The computation and communication overhead of MPC manifests itself differently

for Garbled Circuits and Secret Sharing. Even with optimizations (Beaver et al., 1990;

Naor et al., 1999; Kolesnikov and Schneider, 2008; Zahur et al., 2015; Yakoubov,

2017), Garbled Circuits have a small number of communication rounds but a large

communication size (80-128× the size of the original data), rendering them beneficial

in high-latency scenarios but detrimental when processing large datasets. Conversely,

Secret Sharing approaches require a low-latency environment because they involve

many rounds of communication, however they consume substantially less bandwidth

per computational step.

To date, most MPC implementations are in software, and thus rely on general-

purpose processing hardware and commodity networking equipment. In this scenario,

Secret Sharing tends to be network latency-bound whereas Garbled Circuits are of-

ten compute-bound. Consequently, most of the prior focus in hardware acceleration

has been directed toward Garbled Circuits. Our work specifically considers MPC

implementations in the datacenter, where Secret Sharing systems offer higher maxi-

mum throughput and the network latency can be low enough to realize meaningful

performance benefits by optimizing the computation with FPGAs.
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6.2.3 Three Party Semi-Honest Secret Sharing MPC

The original Secret Sharing implementation (Araki et al., 2016b; Araki et al., 2016a)

differentiates between arithmetic and Boolean operations. The design by Araki et

al. requires that 3 parties agree to perform a computation, however it only requires

each party to communicate with one other party at a time (aside from initial secret

sharing and revealing the final result). This means for most actions 1 adversarial party

is tolerated, but breaks the trust in the system when employed in higher application

scenarios.

We focus on the implementation of both types of Secret Sharing circuits, Boolean

and arithmetic. The main difference between these two categories is based around

the use of a ring modulo 2n. For all n > 1 operations are categorized into arithmetic

gates either addition or multiplication. We opted to use n = 128 for our arithmetic

implementation. For the special case n == 1, addition is the same as XOR and

multiplication is the same as AND.

The process of MPC secret sharing involves 3 phases. First, confidential data is

securely split into three shares and given to each party member. Each party’s share

does not contain enough information to deduce the original confidential data. The

protocol dictates that only 2 parties’ shares are necessary to reconstruct the final

result. Computation is performed using either the Boolean XOR and AND gates

or arithmetic addition, and multiplication gates. The decision to use either form of

Secret Sharing is made as a group between all parties either before the share split-

ting phase occurs or after a transformation is done between secret sharing protocols.

Reconstruction of the final value is done with the help of another party member’s

final share information. We explore the details of each step below for the protocol

implemented.



78

Start Secret Share

RandomValue Random

⊕,−

X3X1 X2

⊕,− ⊕,−⊕,−

A1A2 A3

X3A3X1A1X2A2

Finish Secret Share

Figure 6·1: Initial construction of three party secret shares. Two pseudo-random
values are selected and used to compute three values following Equation 6.2. The
second piece is constructed with the random values and each pair is sent around
to one party member.

Data Split - Share construction

Each share consists of two pieces: one uniformly random value, and one value based

on data passed from another party. We denote each share as a pair (xi, ai) and v

as our confidential data being shared among the party. Shares are generated and

distributed based on the computation being performed, either arithmetic or Boolean

logic. Shares are generated using uniformly random values x1, x2, x3 which follow the

rule stated in Equation 6.1. Based on the protocol form of Secret Sharing, values for

(xi, ai) are created using either Equation 6.2 or Equation 6.3, where if i = 1 then

i− 1 = 3. The process of generating three unique shares for the confidential value v

is visualized in Figure 6·1.

x1, x2, x3 ∈ Z2n (6.1)

Arithmetic:

x1 + x2 + x3 = 0 then ai = xi−1 − v (6.2)
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Boolean:

x1 ⊕ x2 ⊕ x3 = 0 then ai = xi−1 ⊕ v (6.3)

Gate operations - Computation phase

To perform any operation two shares are passed to each party, one for each data value

‘v1, v2’. We denote an input pair for v1 as (x, a), v2 as (y, b) and the output of the

operation as (z, c).

• XOR - Each party can compute the XOR of their individual shares simply by

performing a local xor of the individual parts in the pair.

z = x⊕ y and c = a⊕ b (6.4)

• Addition - Similar to XOR, individual parties can perform a simple addition of

arithmetic shares using their local information without the need for communi-

cation.

z = x+ y and c = a+ b (6.5)

• AND - Performing an AND operation requires parties to communicate with one

another and thus is more complex. First, each party i produces a correlated

random value αi ∈ {0, 1} which follows Equation 6.6. From here we calculate ri

using Equation 6.7. Lastly, each party passes their ri value to one other party

member and finally calculates the output share (z, c).

α1 ⊕ α2 ⊕ α3 = 0 (6.6)

r = x&y ⊕ a&b⊕ α (6.7)

z = ri ⊕ ri−1 and c = ri (6.8)

• Multiply - Much of the computation for multiply is similar to the AND gate
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previously described. Parties select correlated random values that hold αi ∈

Z2n , following Equation 6.9. Calculation of each ri is done using Equation 6.10.

Due to the unique nature of the shares and their set associativity, we take

advantage of the modular multiplicative inverse for our q value. Similar to the

communication necessary in the AND gate, each party passes their generated

ri and calculates their individual shares (z, c).

α1 + α2 + α3 = 0 (6.9)

r = (a · b− x · y + α) · q where q · 3 ≡ 1 (mod 2n) (6.10)

z = ri−1 − ri and c = −2ri−1 − ri (6.11)

Final results - Data reconstruction

Finally once all computation is performed on the party shares, each member can

reconstruct the final value by requesting information from one other party member.

Arithmetic:

v′ = zi−1 − ci (6.12)

Boolean:

v′ = zi−1 ⊕ ci. (6.13)

6.2.4 Four Party Honest Majority Secret Sharing MPC

We use the 4-party honest-majority MPC protocol of Dalskov, et al. (Dalskov et al.,

2021) with malicious security. This design requires 4 parties to agree on joint com-

putation in a 3-out-of-4 protocol. This means a single party member maintains just

enough information to only require communication with one other member to recon-

struct the final computation. Similar to the previous 3-party protocol, operations are

split between arithmetic and Boolean depending on the ring modulo 2n.
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Start Local Computation

XiAi YiBi

YiXi Ai Bi

⊕,+ ⊕,+

Zi Ci

ZiCi

Finish Local Computation

Figure 6·2: Local computation of XOR, addition gate

Start Corr. Rand. for Pi

Random

ID++Ki Ki+1

PRF PRF

f(Ki,Ki+1)

αi

End Corr. Rand. for Pi

Figure 6·3: Three party correlated random values are generated with a combina-
tion of a local key and one shared key from another party member.

Start AND,multiply for Pi

YiBi

Xi Yi

αi

Bi

XiAi

Ai

∧, · ∧, ·

f(Ai, Bi, Xi, Yi, αi)Ri

Transmit Ri to party Pi+1

Figure 6·4: Three party initial AND, and multiply computation. Intermediate
data is exchanged with one other party.
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Receive Ri−1 from party Pi−1

Ri Ri−1

=,− f(ri, ri−1)

Ci Zi

ZiCi

Finish AND, MULTIPLY for Pi

Figure 6·5: Three party final computation performed after communication from
one other party member.

Data Split - Share construction

Our initial experiment setup assumes each party member has control of a single FPGA

SmartNIC in a Bump-in-the-Wire scenario tied to a host process under their control.

Utilizing this hardware setup, we envision that all confidential data is in possession of

the node and the FPGA exclusively interacts with only data in share format. As all

confidential data remains tied to the host, this maintains full privacy of confidential

data as any data passing through the COPA network is obfuscated in the form of

shares.

Shares are generated into four pieces: three uniformly random values, and one

value calculated with the input data. We denote each share as xi and v as our

confidential data being shared among the party. Shares are generated and distributed

based on the computation being performed, either arithmetic or Boolean logic. Shares

are generated using uniformly random values x1, x2, x3 which follow the rule stated

in Equation 6.14. Based on the protocol form, values for xi are created using either

Equation 6.15 or Equation 6.16. The process of generating four unique shares for the

confidential value v is visualized in Figure 6·6.
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Start Secret Share

Random Random RandomValue

⊕,+

⊕,−

X1 X2 X3 X4

Finish Secret Share

Figure 6·6: Initial construction of four party secret shares. Three pseudo-random
values are selected and used to compute the final share value. Values are sent
around to party members to follow the 3-out-of-4 share distribution.

x1, x2, x3, x4 ∈ Z2n (6.14)

Arithmetic:

x1 + x2 + x3 + x4 = v (6.15)

Boolean:

x1 ⊕ x2 ⊕ x3 ⊕ x4 = v (6.16)

Gate Operations - Computation phase

We focus on arithmetic MPC operations which consist of addition and multiplication.

Shares are formed using 128-bit values and all operations are based around modular

arithmetic with a ring module of 2128. Functionality for Boolean shares is similar

to arithmetic and our implementation allows for these additional operations with a

simple selector input to change gate function.

To perform any operation two shares are passed to each party, one for each data

value ‘v1, v2’. We denote an input for v1 as x, v2 as y and the output of the operation

as z. For our algorithm of choice, MPC addition consists of local computation only
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and doesn’t require interaction between members. Shown in Equation 6.17, shares can

be added in parallel and only require local computation done synchronously between

all party members.

Addition:

z1 = x1 + y1

z2 = x2 + y2

z3 = x3 + y3

z4 = x4 + y4

(6.17)

The base multiplication algorithm requires both local computation of shares and

a single round of communication between party members; we thus focus on the per-

formance obtained through improvement of these communication rounds. Each mul-

tiplication operation is broken down into the accumulation of share multiplications as

seen in Equation 6.18. Since each party member only contains 3-out-of-4 share infor-

mation, multiplication cannot be done locally due to the missing share information.

There are two scenarios in which the distribution of share information creates unique

situations during multiplication operation.

Multiplication:

x ∗ y = x1y1 + x1y2 + x1y3 + x1y4

= x2y1 + x2y2 + x2y3 + x2y4

= x3y1 + x3y2 + x3y3 + x3y4

= x4y1 + x4y2 + x4y3 + x4y4

(6.18)

The first case occurs when performing the individual share multiplication of two

of the same shares xi and yi, shown in Table 6.1. Three of the four party members

contain enough information to perform the local computation. In this scenario, no

communication occurs as the party members which need the result z′i contain all the

necessary information. Local computation is performed and is included in the final
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Table 6.1: Party ‘3-1’ missing information

Share Party 1 Party 2 Party 3 Party 4

z′1 x1y1 x1y1 x1y1

z′2 x2y2 x2y2 x2y2

z′3 x3y3 x3y3 x3y3

z′4 x4y4 x4y4 x4y4

Table 6.2: Party ‘2-2’ missing information

Share Party 1 Party 2 Party 3 Party 4

z′′1 , z
′′
2 x1y2 + x2y1 x1y2 + x2y1

z′′1 , z
′′
3 x1y3 + x3y1 x1y3 + x3y1

z′′1 , z
′′
4 x1y4 + x4y1 x1y4 + x4y1

z′′2 , z
′′
3 x2y3 + x3y2 x2y3 + x3y2

z′′2 , z
′′
4 x2y4 + x4y2 x2y4 + x4y2

z′′3 , z
′′
4 x3y4 + x4y3 x3y4 + x4y3

multiplication result.

The second case is unique due to party members missing exactly half of their

required information to fully complete the computation. As we demonstrate in Ta-

ble 6.2, only two party members contain enough information to perform the complete

computation and the remaining two party members only have half of the necessary

information. We will refer to this step as the ‘2-2’ computation. To perform an accu-

rate and secure ‘2-2’ computation, the process involves usage of a correlated random

value between the knowledgeable party members and one communication round with

the remaining members.

Correlated random values are generated in the same fashion as done in Figure 6·3,

each party member maintains hold of a shared key with one other party member. The

‘2-2’ calculation involves exactly two computations between a pair of party members,

therefore six random numbers will be generated two for each shared key.

Parties with full knowledge of sub-calculations in ‘2-2’ perform the local compu-



86

tation with their information. Directly sharing this information with the other two

parties would result in a convergence in knowledge and thus reduce the security of

the operation. Instead the correlated random number is used to create a new sharing

pair with the completed local computation shown in Figure 6·7. These values will be

shared with the remaining party members to complete the operation.

Prior to the communication round, each party member combines the earlier com-

puted xi ∗ yi result and two selected splits from each pair of the local computations

in ‘2-2’ per share. This pre-communication requirement is shown in Figure 6·8. They

store this value in local memory awaiting the values shared by the other party mem-

bers to fully complete the multiplication operation.

Communication phase

Each pair of party members perform individual ‘2-2’ and jointly choose which piece

should be sent to the remaining parties. For base protocol functionality, only a

single value must be obtained from each other party member to have an accurate and

complete multiplication operation. Since the ‘2-2’ computation involves two party

members jointly computing the same information a unique opportunity is created

to add additional malicious security. Malicious security is done with the second

party member sharing additional information to the same destination as the first.

The second round of communication typically involves creating a hashed value of

completed share information and performing another round of communication upon

completion of the above steps. Hashes of reduced size are typically used to minimize

the total amount of communication bits in the overall process, which reduces the

overall bandwidth requirement of the added malicious security step. The locally

generated hashed value and transmitted value over the network are compared and a

mismatch in calculated hashes would indicate computation has either failed or altered

by a party member. The party members can then abort future computation to avoid
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Start Multiply for Split1,2

X2Y1X1Y2 Rand1,2

X2 Y1Y2X1

∗ ∗

+

Split1,2 Split2,1

Save and transmit Splits

Figure 6·7: Each ‘2-2’ computation generates a unique pair of split information
determined by the local computation performed by the knowledgeable party mem-
bers and a correlated random value. This pair provides no additional knowledge
into the initial share information when used during the communication stage and
thus helps to maintain privacy of the operation.

the risk of data leakage in the case of a malicious actor. Since all intermediate data is

in the form of shares, no additional information would be available by a single party

member, and trusted members will not share any data after aborting the current

process.

6.3 FPGA accelerated Three Party Secret Sharing MPC

We focus on the Araki et al. Secret Sharing using 3 parties as our starting point.

Extensions of this protocol can provide more security over malicious individuals or

allow for more party members(Araki et al., 2017; Furukawa et al., 2017; Furukawa

and Lindell, 2019). Our goal is to provide evidence toward the benefits of accelerating

MPC in the datacenter while leaving room to adapt the protocol for future use cases.

Our designs for the arithmetic and Boolean versions of Secret Sharing contain

many common details and features. This provides the opportunity to customize the

allocation and utilization of gates in the design at a higher level without the need to
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Local Multiply Calculation before Communication

Yα Splitα,βXα Splitα,γ

∗ +

+

Local Comp of Z ′
α Network Splitα,δ

Save Local Value for Zα

Figure 6·8: Each party member perform all local computation for both ‘3-1’
and ‘2-2’ split pair generation. The local information is combined together and
waits for network communication from a single party member to complete the
multiplication operation.

reconfigure the hardware. We will discuss in depth the process involved when utilizing

AND and multiply gates as those require different calculation and communication

actions. XOR and addition gates are done locally and do not require much additional

design choices as seen in Figure 6·2.

We rely on OpenCores projects (Hsing, 2012; Castillo, 2004) for our design when

generating pseudo-random numbers. This design choice was made out of convenience

to easily adapt the design to any hardware provided. Our future plans are to utilize

vendor specific Random Number Generator (RNG) hard cores or reference designs

created by FPGA vendors to provide a better optimized version for targeted hardware.

Security of the OpenCores RNG module was not considered for this application but

will be examined in the future when making a selection between different vendor

specific tools and designs. We use the selected random number during initial key

generation, share splitting phase, and the correlated random requirements in both

AND and multiply gates.

The usage of a correlated random number between each of the three parties is

important to both following the protocol listed in section 6.2.3 as well as providing
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a method for all parties to obtain random values without the need for additional

communication. Figure 6·3 shows the process we developed for our correlated random

protocol. Prior to performing any MPC computations each party generates an initial

key through the use of the RNG block and maintains a copy of the key value and

shares this same value with one other party member in round robin fashion. These

keys are then used to generate a pseudo-random value of 128-bits using both keys in

possession. The function f(Ki, Ki+1) is pre-determined when the party selects to use

Boolean or arithmetic operations.

Arithmetic:

α1 + α2 + α3 = 0 and αi = PRF (Ki)− PRF (Ki+1) (6.19)

Boolean:

α1 ⊕ α2 ⊕ α3 = 0 and αi = PRF (Ki)⊕ PRF (Ki+1) (6.20)

Calculation of α must be performed for each use of an AND or multiply gate to

provide additional security to the protocol and prevent replay attacks on the system.

6.3.1 Analysis of FPGA Implementation

The FPGA implementation uses Amazon Web Services (AWS) FPGAs available

through its Elastic Compute Cloud (Amazon EC2). Specifically, Xilinx Virtex Ul-

traScale+ VU9P FPGAs are accessible via a virtual machine in EC2 F1 instances.

Amazon includes a FPGA hardware shell for software/hardware co-design between

the node CPU (Intel Xeon E5-2686 v4) and FPGA. Software control for F1 instances

rely on provided DMA functions and PCIe function templates which communicate

directly with the hardware shell (Amazon, 2016). This furnishes the mechanism for

loading data, controlling operations, and retrieving results.

The PCIe packets are translated through the Amazon shell and utilize multiple

AXI bus configurations to send and receive data with the software system. We use
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the general purpose AXI bus supporting a 512 bit data packet to provide a single mes-

sage containing two secret share vectors (4×128-bits) prior to starting the hardware

operations. The HDL design takes each AXI bus message, parses the information,

and relays data to the desired module.

Since all gates are routed individually, connecting gates to form a specific circuit

or equation can be done either through the software host process or with an agreed

upon hardware change between all party members. This provides us the opportu-

nity to route multiply and addition gates to function together for matrix multiply as

individual connections or as a joint multiply accumulate (MAC) module. Previous

work done with matrix multiply shows efficient methods of using Garbled Circuits

to accelerate the generation of MPC circuitry before passing the garble tables over

to the participating party member (Hussain et al., 2018; Huang et al., 2019; Leeser

et al., 2019). Our approach to matrix multiply using secret sharing performs all com-

putation jointly during run-time. We discuss later in subsection 6.3.3 how our FPGA

implementation can fully utilize the network bandwidth found in the datacenter for

larger applications such as machine learning.

6.3.2 Results

MPC Secret Sharing modules are assessed in terms of total FPGA resource utilization

and total throughput with all gates running in parallel.

Our final implementation requires only a single cycle to perform either an XOR

or addition gate and a total of 4 cycles to calculate an AND or multiply gate. This

is obtainable after an initial 21 cycles of pre-computation of party keys and initial

correlated random values. The computation for each additional correlated random

value is performed during the utilization of the current peusdo-random value during

AND or multiply gate evaluation.

At the time of our initial three party experiments, Amazon F1 did not currently
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offer their “FPGA-Link” and thus only provides FPGA to FPGA connections through

PCIe or over their 25GbE network through a host NIC. Our current design focuses

on obtaining the most utilization on a single FPGA and thus is not limited based

on network speed. For verification and to fully utilize our design without network

bottlenecks, we designed a test environment allowing for 3 parties on a single FPGA.

This is a possible use case in a real world environment through the use of a trusted

third party to perform calculations on behalf of all three party members. This de-

sign includes the necessary routing and control logic to enable the system to perform

calculations between all parties from start to end without the need of software in-

tervention. The test environment allocates 3 AND or multiply gates, one for each

party member, then each group is duplicated to fully utilize the FPGA; summarized

in Table I.”

We include the number of bits in Table 6.3 as a measure of the amount of data

communicated during the exchange part of each computation cycle.

Amazon F1 instances provide a few choices in clock speed when synthesizing

FPGA designs. As a conservative estimate the default choice of 125Mhz is selected

as we are not currently limited by a computation bottleneck. We determine that the

current design utilizing 4 cycles per AND operation and running at 125Mhz has the

potential to perform 160 Gbps of computations when being fully utilized with only

20% utilization exceeding the current Amazon F1 network bandwidth.

Comparing with the Araki et al. design running on 20 Xeon E5-2686 v4 cores,

their theoretical MPC op./sec can reach a total of 10 billion operations, while our

fully utilized FPGA design surpasses it by over 10×.

6.3.3 Analysis

Based on the minimal data dependencies and flow in Figure 6·3, Figure 6·4, and

Figure 6·3, in principle all MPC Secret Sharing gates can execute one operation per
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FPGA Secret Sharing implementation, and FPGA implementations based on Gar-
bled Circuits.
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Table 6.3: AWS Implementation Result Analysis

AND Cores Bits MPC (billions op.)/sec

1 128 2.67

3 384 8.00

12 1536 32.0

24 3072 64.0

48 6144 128

60 7680 160

clock cycle. This can be done by utilizing a fully pipelined implementation of the

AND and multiply gate. Our follow-up work shows the possibility of a fully pipelined

one operation per clock cycle design in section 6.4. Such a design would saturate a

10Gbps network connection when operated at 78.13 MHz. Operating at the higher

frequencies used commonly by FPGAs would require higher bandwidth.

Our tests and analysis of different quantities of MPC blocks on Amazon AWS

provide sufficient data points to establish that Secret Sharing MPC can be competitive

when implemented on FPGA hardware in the datacenter.

The original software design utilized a software implementation of the protocol

executed on general purpose processors (Araki et al., 2016b; Araki et al., 2016a).

Specifically, each party used varying numbers of cores from one or two Xeon proces-

sors. The authors were able to nearly saturate their 10Gbps link (7.38Gbps) between

parties when using all cores in each node. While the authors were limited by multiple

cores causing queuing congestion at the Network Interface Card (NIC) the use of

a CPU appears to have more limited scaling potential. Using the reported number

of AES/sec and network communication for 1 core, scaling from 73.3% CPU usage

to 100% would appear to show 1 core being capable of saturating a ∼0.780Gbps

connection. Multiplying for 20 cores that would indicate a peak of ∼15.6Gbps.

In comparison, the FPGA block we tested for performing Secret Sharing only
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requires 3 AND cores to exceed the 7.38Gbps reached with 20 CPU cores, reaching a

full 8.00Gbps. This uses ∼5% of the fabric available on the FPGA targeted, a 10×

improvement vs the CPU utilization. Attempting to fully employ the available fabric

it is possible to implement 60 AND cores based on our design which would permit

saturation of a 160Gbps link.

We demonstrate the peak performance obtainable using the roofline model in

Figure 6·9. Figure 6·9 shows the limiting factors and constraints of Secret Shar-

ing designs: compute bandwidth (horizontal lines) and network bandwidth (diagonal

lines). We first show that the peak performance is demonstrated in number of MPC

operations per second (MOPs), while arithmetic intensity (AI) is designated as MOP-

s/bit of data transferred over the network. We utilize the AND gate as our common

Secret Sharing gate and assume a pipelined design of one MOP per cycle. Each Secret

Sharing gate requires exactly one bit of communication thus an arithmetic intensity

of 1 is achievable. Therefore the Araki et al. design has the potential to hit a peak

performance of 1010 MOPs if they did not encounter any drawback due to network

congestion. Comparatively we show that a fully utilized FPGA running all AND gates

can outperform the software design by ∼2 orders of magnitude. This analysis shows

that the Araki et al system provides an almost perfect balance between network and

MOPs when utilizing their 10Gbps interface. However, if a larger bandwidth network

is available, such as 40 GbE, then their application will be limited by computational

performance and thus will not effectively utilize the bandwidth available.

By contrast, using a fully pipelined version of our design, we show a theoretical

peak performance of the FPGA accelerated Secret Sharing design able to achieve 1012

MOPs. This indicates that the design of Secret Sharing on FPGAs remains limited by

the current bandwidth offered in the datacenter. This limitation allows for the extra

FPGA resources to be distributed for other tasks such as more local computations
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of XOR and addition gates or control logic for high performance applications. We

compare this against the arithmetic intensity of Garbled Circuits with the assumption

that each garbling table can be created each clock cycle. Traditionally each MPC gate

contains a table of 4 SHA hashes. We consider the arithmetic intensity (AI) of Garbled

Circuits to be 1/(4×128) = 0.002, which when translated to the roofline model shows

that Garbled Circuits are heavily network limited due to the low arithmetic intensity

and high bandwidth requirements.

These results demonstrate preferable scaling properties supporting the selection

of FPGAs for acceleration. Based on the results, targeting the anticipated 200Gbps

links in the Amazon F1 would require less than 25% fabric utilization to reach full

saturation utilizing the pipeline improvement described earlier. With a frequency

improvement, adjustable through AWS, even less fabric would be required. The

remaining available fabric is beneficial as it allows for work distribution, additional

secure computations, and higher application control logic such as matrix multiply. In

the follow-up section we look into our design of a 4-party computation protocol and

achieve high performance through the use of an FPGA SmartNIC.

6.4 FPGA Four Party Secret Sharing MPC using COPA

In our followup experiments, we utilize the 4-party protocol described in subsec-

tion 6.2.4. We adopt the protocol onto the COPA lookaside accelerator for optimal

utilization of FPGA compute resources and the 100Gbps COPA network.

To fully utilize the COPA lookaside accelerator we split up the multiplication

operations into the local computation stage and a post communication accumulation

stage as seen in Figure 6·10. Data is first obtained by the DMA logic and stored

into two sets of on-chip memory, Data A and Data B. Data in these two on-chip

memory regions are based on the stage of computation being performed. First stage
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Stage 1 Stage 2

Local
Computation

Accumulation

Data A Data B

From DMA

To Network

To DMA

Figure 6·10: Two-stage MPC implementation as single lookaside accelerator.
Stage 1 performs local arithmetic operations on incoming share data. Some output
is sent back to host memory and other sent out COPA network to computing
parties. Stage 2 performs accumulation of local share data and incoming data
from parties.

computation takes two lists of values in share form, while the second stage contains the

intermediate share data and communication data received from other party members.

The local computation stage uses a pseudo random number generator and on-chip

resources to perform the initial MPC calculations and save the intermediate share

information back to host memory. Addition operations only require the use of the

first stage accelerator to perform calculation on input data and generate complete

shares.
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Table 6.4: Single MPC lookaside accelerator FPGA utilization

Stratix 10 FPGA Raw (Total Percentage)

Freq 250MHz - 275MHz

ALM 10667 (1%)

Memory bits 5,156,500 (2%)

RAM blocks 668 (6%)

DSP blocks 150 (3%)

Multiplication operations use the first stage to prepare partial local shares and

data for communication to other party members. Stage 1 hardware implementation is

fully pipelined with the help of parallel random number generators working in unison

to produce the six necessary random values per cycle of input data. This results in

local computation being available every cycle after initial startup delay.

On completion of the first stage, party members prepare data for the communi-

cation phase to pass along via the COPA network. The lookaside accelerator uses

dedicate hardware command queues to create PUT commands which simultaneously

transmit the prepared data to each correct party member and signal the host system

for stage 2 operation on data transmission completion. This process both prepares

the data for processing in the second stage of the multiply operation and enables the

host to trigger second stage operation. Stage 2 performs a simple accumulation of the

locally generated intermediate shares and ingress data from party members, saving

the result back into host memory for future computation. In subsection 6.4.2 we will

discuss the limitations of the current design and address improvements, this includes

the use of remote invocation of the lookaside accelerator and a better coupling of

intermediate data between stage 1 and stage 2.
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Data Z' Split 1 Split 2

Random

Random

Controller

Multi
Cmd

Data

Figure 6·11: Fully pipelined implementation of first stage MPC lookaside accel-
erator. Commands are sent to the controller which interpret the operation, share
structure, and location of data in memory. DMA operations are performed and
data is sent to multiplication instance. Parallel random number generators enable
new values to be used on every successive clock cycle. Upon completion of the first
stage operations, the local output calculation z′, and two split pairs are generated
and saved in local memory for communication and output DMA operations back
to host memory.
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malicious security is over 26.3Gb/s.
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6.4.1 Experiment Setup

We focus on the throughput and resource utilization of the multiply operation for a

4-party semi-honest majority MPC algorithm (Dalskov et al., 2021). In particular,

performing multiplication on shares of 128-bit integer data types which generates

three 128-bit integers per multiply operation for communication to the other party

members. We implement our hardware design on the COPA framework using Intel

Stratix 10 FPGAs interconnected with 100GigE high speed transceivers. Each party

maintains ownership of a single FPGA connected to a host system using the COPA

framework for communication between party members. Acceleration is performed

through the use of a single lookaside accelerator, on each FPGA, with dedicated

software commands sent from each host system directly to the FPGA through a

co-processor acceleration queue. The lookaside command format allows for batch

operations on a stream of data from a specified source and saves local computation

back to host memory while preparing the network data for transfer to each party

member.

In our results we consider both the base algorithm performance and that of in-

cluded hashed values for malicious security protection. The process of malicious

security protection can be disregarded if all parties are semi-honest and will not at-

tempt to stray from correct operation. This is normal for a secure joint computation

environment where each party member has more to gain from successful completion

of computation then from trying to obtain information about a single party member’s

confidential data set.

6.4.2 Results & Analysis

Resource utilization for a single MPC lookaside accelerator can be found in Table 6.4.

This shows the implementation uses minimal resources which allows for the inclusion
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of more accelerators into each COPA FPGA; these additional accelerators may include

multiple instances of the MPC core operations or additional functionality for High

Performance Computing applications such as collectives similar to the discussion in

subsection 4.3.4. With the inclusion of a single MPC accelerator, Figure 6·12 shows

how much data is available for communication based on the input length of the

lookaside accelerator source data.

The pipeline implementation of the accelerator allows for data to be processed

and ready for communication every cycle, after an initial startup delay accessing host

memory. Using a single accelerator and batching multiplication operations over a

stream of source data, the accelerator performs enough computation to saturate a

traditional 10Gb/s link. These results are similar to past implementations (Wolfe

et al., 2020; Patel et al., 2020) and show that integration with the COPA system is

beneficial to improve the total throughput possible with these hardware implemented

MPC operations.

Examining the throughput of large batches of multiplication operations, Fig-

ure 6·12 shows a single accelerator performing the basic algorithm (without abort)

can saturate a 17.5Gb/s connection, while the inclusion of additional malicious secu-

rity for abort requires larger than 26.3Gb/s connection to avoid saturation. We can

therefore include up to 6 MPC accelerators without abort, or 4 MPC accelerators

with abort, to fully utilize the network bandwidth capabilities of the COPA network.

In addition to the communication improvements, the COPA system enables a

set-and-forget method for acceleration and communication which frees up each host

processor to perform additional non-MPC functions. Queuing operations into the

lookaside accelerator, with knowledge that data will be shared appropriately, allows

for final completion of each operation without the need to block the process on each

step.
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Knowledge of future COPA FPGA SmartNIC enhancements can help to make the

final use of the MPC lookaside accelerator architecture more friendly to individual

tenants of a datacenter working together for a secure joint computation. A combina-

tion with secure private cloud enclaves and the accelerator capabilities of the FPGA

SmartNIC, we envision a managed system which creates temporary virtual networks

(VLAN) to perform joint computation between enclaves. The inclusion of remote

invocation would enable individual hosts to perform the desired computation with all

tenants without the additional engineering work required to synchronize all tenants

FPGA accelerators. In addition, inline encryption acceleration would allow for any

data during communication phases to only be accessible by a single destination node

and would provide a safeguard to simple man-in-the-middle attacks.

6.5 MPC for Machine Learning

Machine Learning algorithms and models can achieve amazing performance for pre-

dictive operations when combined with a large amount of source data. To achieve

improved ML models, private organizations employ MPC during both the learning

and inference phases. These shared models often provide more accuracy for inference

as each organization gets the benefit of private data outside their own. Using MPC

allows organization’s to develop a shared model without disclosing each organizations

private data.

In this section, we examine the potential improvements of FPGA accelerated MPC

for Machine Learning and our ongoing process of implementation. We also discuss

the unique benefits MPC provides for the special Machine Learning technique of

Federated Learning and how our future approach differs from those using techniques

such as Fully Homomorphic Encryption.
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6.5.1 FPGA Accelerated MPC for Machine Learning

The use of FPGA accelerated MPC requires many implementation hurdles to create

a fully functioning Machine Learning training and inference package. We envision

tackling these requirements through a bottom-up approach. Earlier in section 6.3

and section 6.4 we provided hardware designs and results of running the essential

MPC functions for a fully functioning MPC accelerator. Using this hardware we aim

to bridge the software and hardware communication requirements. There are many

software libraries (Keller, 2020; Knott et al., 2020; Songhori et al., 2015) which offer

high level functionality for machine learning applications using low level MPC. Our

future goal is to provide a communication wrapper to allow for any MPC software

package access to our FPGA accelerated hardware with minimal changes. We would

replace the following machine learning functions with versions compatible with our

FPGA hardware running MPC.

• Convolution linear layers

• ReLU activation function

• Matrix Multiply

In Figure 6·13 we demonstrate the throughput obtained by a single accelerator

core running directly with our simple software layer. As seen in section 6.3 and

section 6.4 each MPC gate utilizes a minimum number of resources, under 3% of

FPGA fabric, thus allowing for multiple accelerators running in parallel on a single

FPGA. This allows for the highly parallel machine learning functions such as matrix

multiply and convolution to run over multiple accelerators.

Our initial results for matrix multiply show the total time for all multiplications

varying the size of an N ∗N matrix. The initial dip is reflective of the throughput of

a single accelerator and time for data copy. The performance of a single accelerator is
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Figure 6·13: Throughput of single multiply gate for machine learning design
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Figure 6·14: Throughput of Matrix Multiply
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Figure 6·15: Throughput of Convolution

outweighed by the total time for data transfer from host memory to on-board FPGA

memory. This is reversed once requirements shift from a single accelerator to multiple

accelerators. Here the data transfer is done with a single batch command to all on-

board memory and each accelerator operates on their shared memory in parallel.

The results for the convolution experiments are based on the total number of parallel

multiplication operations. Results differ between the two protocol implementations

mainly due to the total amount of data required during data copy and subsequently

during each operation communication phase. For our 3PC implementation, each gate

requires 4 data points each 128-bit in size and a single 128-bit value of communication

per party. Comparatively, the 4PC implementation requires 6 data points each 128-bit

and communication of 3 128-bit values per party member.

f(x) =


0 ifx < 0

x ifx ≥ 0

(6.21)
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Figure 6·16: Throughput of ReLU

The ReLU activation function requires the evaluation of a piecewise function

shown in Equation 6.21. To perform this function in MPC a sequence of events

are required.

1. Arithmetic to Boolean conversion of x

2. Obtain MSB to determine sign of value

3. Perform local computation and open value between members

4. Perform arithmetic xor operation

5. Set value to zero if negative

Our initial results are determined based on a total sequence of 13 multiplication

operations. We approximate the total time requirements without the inclusion of

network latency as our best-case scenario.
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We continue to develop the necessary functions for full featured distributed ML

training using FPGA hardware assisted MPC. Our eventual goal is to have a com-

parison between software implementations and a recently published GPU approach

using Secret Sharing MPC (Watson et al., 2022).

6.5.2 MPC for Federated Learning

Federated learning aims to enable shared machine learning training between private

data owners without the risk of data leakage. The basic method can be condensed

into 3 steps. In the first step all data owners start with a global model obtained

from a trusted third party. In the second step local data owners train with their local

private data and obtain an updated model of weights and gradients corresponding to

their unique private data. In the last step each local data owner sends their updated

results back to the trusted third party which combines and averages the updates to

form the new global model. This new global model can be shared back to the parties

for future training updates and use during inference.

Traditional federated learning suggests an optimal solution to the privacy issue

as no local data is shared between joint computation members. Past research shows

that sharing updated weights and gradients can open leakage attacks which enable

methods of obtaining individual private data (Rahimian et al., 2021). In addition, the

requirement of a trust third party to maintain security during the federated learning

process places a single point of penetration to the entire system.

A major research focus is taking the base federated learning algorithm and in-

tegrated methods of encryption and/or secure computation as a method to secure

the transfer of model updates, also known as secure aggregation. Secure aggregation

methods include use of differential privacy (Byrd and Polychroniadou, 2020), homo-

morphic encryption (Truex et al., 2019; Xu et al., 2019), and multi-party computation

(Bonawitz et al., 2017). Each provides different methods of adding security to global
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Figure 6·17: Model update method for classic Federated Learning requiring
trusted third party. Models are initial obtained from the global server and each
local system performs training updates based on local data. Upon completion,
models are shared back to global third party which performs a federated averaging
function to generate the new global model.

model updates at the cost of accuracy and/or performance.

Background and Related Work

Federated learning can take on forms such as Cross-device, Cross-silo, and many

others (Kairouz et al., 2021). Each federated learning environment may introduce

different problems which guide implementation of privacy and security in different

directions.

Cross-device federated learning consists of many devices (e.g. mobile or IoT) each

possessing unique private data which is used as input into the training of a centralized

ML algorithm. Private data is never shared and devices create local updates to a
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global model and share their updates with a central server for global averaging. On

completion of the training, each device is updated with the new model from the

central server before participating again in future training updates. This form of

federated learning can utilize hundreds or more low power devices each performing

local ML updates and sharing their updates with a server over a traditionally slower

network connection.

Cross-silo federated learning uses a smaller number of contributing parties each

possessing a larger amount of data typically consolidated from many sources (e.g., in

healthcare and finance). Private data remains local to each member. However, larger

model updates may be performed over many more data points. Global model updates

may be assigned and computed by a trusted third party and eventually shared with

all members, or jointly computed between all contributing members.

Privacy Solutions

Federated learning methods require the use of cryptographically secure aggregation

methods to enable global updates without data leakage. Secure aggregation can be

performed through a few different methods which utilize encryption and obfuscation

to share ciphertext of locally generated model weights and gradients. The construc-

tion of the global machine learning model is then done by combining the ciphertext

values with the original model through methods such as federated averaging or fed-

erated stochastic gradient descent. Upon completion plaintext values for each global

weight is obtained through decryption or share combination methods. In the next

subsections, we discuss the different methods of secure aggregation and the limitations

involved with each method.

• Differential Privacy (DP) - Differential privacy is the method of obfuscating lo-

cal model updates during secure aggregation methods through the use of small
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statistically insignificant additions which do not cause a global change of the

generated model. Traditionally Gaussian noise is added to the weights of each

local model update prior to performing secure aggregation (Wei et al., 2020).

The addition of noise to the local model updates may help to prevent back trac-

ing of private data contributions. The best case scenario for differential privacy

is with large number of clients in a cross-device federated learning environment

as each inclusion of noise may only introduce small inaccuracies toward the

global model.

• Fully Homomorphic Encryption (FHE) - Fully Homomorphic Encryption uses

algorithmic techniques to perform data computation on encrypted ciphertext

which upon completion can be decrypted by the data owner to obtain the final

result. Based on federated learning requirements, encryption keys and cipher-

text can be shared and generated by clients or the server performing the secure

aggregation step. One option the aggregation server performs all HE functions

including decryption of the final values generated the final global model up-

dates locally and transfers the final results to each collaborating member. The

second option, each private data holder encrypts their local model updates and

shares these updates with an aggregation server. The server performs the se-

cure aggregation and returns the ciphertext version of the global update model

back to the private data holders, which decrypt the new values and update

their local model with global parameters. This second method enables an un-

trusted third party aggregation server to be central point of contact between

contributors which can utilize a high number of compute resources. FHE algo-

rithms require a large amount of computation resources resulting in overall low

performance during secure aggregation. Acceleration of FHE continues to be a

common research topic utilizing distributed resources, GPU and FPGA acceler-
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ation, and improving upon algorithmic techniques through data packing. FHE

can be a viable solution to secure aggregation, however with low performance

and demanding hardware requirements alternative methods may provide better

options if applicable.

• Multi-Party Computation (MPC) - Multi-Party Computation typically is per-

formed with a small number of contributing party members (e.g. 2 party, 3

party, or 4 party). MPC is a method of performing agreed upon computa-

tion between individuals with shared private data. Data owners first start by

splitting data into shares and distributing them between party members each

involved with the joint computation. Each share does not contain enough in-

formation to reconstruct the initial data, but allows for computation to be

performed both locally and jointly between members to obtain a shared result.

Federated learning with MPC enables all contributing members to jointly com-

pute the global model update and only requires a single round of communication

upon completion to obtain plaintext results of the new model weights.

Proposed Datacenter Model Design

The environment and available resources in which federated learning takes place can

heavily dictate the best privacy solution for the optimal performance. The datacenter

continues to grow and attract more users through fully managed and on-demand

resources which enables short term large application computation. Increasing number

of organizations have migrated most of their operations to the datacenter including

hosting their data and utilizing the available compute nodes. This includes those

with protected data as more options for private cloud instances are ever increasing

allowing access to datacenter resources in a secure manner. We believe a model

where organizations utilize datacenter resources to compute on private data as shown
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Figure 6·18: Shows a potential environment where users share their private data
with an organization data silos that collects and stores this data for joint compu-
tation in the future.
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in Figure 6·18. This model allows for individual data owners to coordinate with

an institution such as a healthcare system to maintain secure possession of data.

Organizations are free to utilize any method of obtaining private data from sources

and maintain full access to this data for future processing. Multiple organizations

utilizing the same datacenter resources may agree to secure joint computation over

their private data in a federated learning scenario. Thus we believe it would not

be unreasonable to suggest parties may agree to collocate in the same datacenter to

obtain the best network performance when performing joint computation. With the

above assumptions, we believe MPC will provide the best method to privacy aware

joint computation in the datacenter setting as MPC can utilize the performance

benefits for both computation and communication when operating on a federated

learning application.

With the help of datacenter resources and secure private enclaves, we envision a

design where there is no global model holder and instead each data holder organization

jointly performs the secure aggregation steps with all other parties. Removing the

single model aggregator eliminates a single point of attack in the system and helps to

keep all parties semi-honest with each other for mutual benefit. We list out the steps

required for a single epoch below:

1. Collect data - As a data holder, when new confidential data is available collect

and store securely. This can be done with traditional encryption processes or

through any secure data transfer methods. Using private enclaves and encrypted

data storage, all confidential data will only be held in encrypted form and

accessible by private key holders by the trusted organization.

2. Perform addition training with new data - Each data holder has access to the

global model at all times and can perform additional rounds of training utilizing

any number of datacenter resources. Differential privacy is used during the
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Figure 6·19: Model update method for proposed MPC version of Federated
Learning. Each participating member locally owns the global version of the model.
Each local system performs training updates based on local data. Upon comple-
tion, models are encrypted into shares and distributed among the group. Secure
aggregation is jointly performed and collectively final models are generated upon
completion and stored in plain-text.
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training process to help create an additional level of security against back tracing

after model updates are shared among other party members.

3. Indicate to party members of new global update - Once all local training is

complete, party members can indicate to the group of semi-honest individuals

that a new model is generated and can be shared. No data is shared at this

time and there is no limit to the number of party members with an update to

contribute.

4. Secure joint computation of model update - Here we perform the procedure of

secure aggregation using MPC. The global model is stored in both MPC share

form and plain-text form, which helps to make future joint model updates easier

and local training updates quicker. Using the MPC share form of the global

model, each party with local changes creates new shares of their local weights

or gradients and distributes them to all the cooperating party members. Once

completed, each party member will have a piece of information from all member

updates and can then begin the process of secure aggregation. Parties jointly

compute the updates to the MPC share global model and upon completion

each have a piece of the global model update. Last the final computation step

is performed to create a new plain-text version of the global model for future

epochs and local inference.

5. Local inference against new global model - Each party member can perform local

inference with the plain-text model and does not require any communication

with other party members.
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6.6 Summary

Multi-Party Computation aims to be a viable option for privacy preserving computa-

tion between privacy aware organizations. However, due to the complexity of current

algorithms, performance is limited by both CPU and network fabric. In this chapter,

we propose the use of network connected FPGAs in the datacenter to accelerate the

performance of secret sharing MPC.

Our FPGA implementations for 3PC and 4PC algorithms Araki et al. (Araki

et al., 2016b) and Fantastic Four (Dalskov et al., 2021) respectively use only 3% of

FPGA resources and obtain more throughput compared to the original CPU designs.

Using the COPA lookaside accelerator framework, we can run multiple accelerators

in parallel and fully utilize the 100Gb/s network resource to perform over 6000 MPC

operations per second.

We aim to incorporate our MPC hardware accelerators into a fully featured MPC

Machine Learning environment. In our initial experiments running machine learning

functions such as matrix multiply and ReLU activation, we find significant improve-

ments due to both parallel MPC accelerators and high bandwidth connections. In

addition, we propose a unique alternative method for Federated Learning which re-

moves the requirement of a third party aggregator and allows all parties to have full

control over the global training process. Combining our FPGA accelerated MPC with

distributed Machine Learning demonstrates the full capabilities of our design for a

real world application scenario.
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Chapter 7

Conclusion and Future Work

In this chapter, we summarize the contributions of this thesis, discuss the future

direction of research in the field of security of datacenters for classified use, and out-

line generally the directions for future work of FPGA SmartNICS in the datacenter,

especially for security.

7.1 Summary of Major Contributions

Datacenter security continues to be an important research field as a growing number

of organizations require additional security guarantees to use public cloud resources.

In this dissertation, we propose various methods of improving the performance and

security of the datacenter for tenants with confidential data requirements. In our

proposed methods, we leverage FPGAs as they provide an ideal acceleration plat-

form for various types of applications, especially for those with high communication

requirements. Using FPGA SmartNICs, we improve the performance of datacenter

operations for both tenant applications and cloud infrastructure.

With recent advances in datacenters, cloud providers leverage FPGAs Smart-

NICs to provide performance improvements for distributed applications. Such FPGA

SmartNICs can act as co-processor accelerators and headless remote accelerators. We

demonstrate that offloading common network functions to FPGA SmartNICs reduces

the load of CPUs on each datacenter node and improves the overall bandwidth and

network congestion. As an example, we implement a hardware packet fragmentation
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offload engine which operates in the pipeline of the COPA TX network. Leveraging

our proposed fragmentation offload engine, we can write the software without knowing

the network MTU requirements. At the hardware level, each fragmentation packet is

treated as an individual packet on the network. Subsequently, individual fragments

have separate confirmation of success and retries, which improves the reliability and

reduces the bandwidth requirements. In addition to network function offload, the

FPGA provides additional resources for tenant application offload in the form of in-

line and lookaside acceleration. Inline packets provide custom acceleration options

which can be chained together and operate on the payload of data during transmit

and receive of each packet. Lookaside acceleration on an FPGA SmartNIC enables

a similar co-process system with the added capabilities of using the high bandwidth

network resources without CPU intervention.

In addition, FPGAs attached to cloud resources enable security improvements

through separation of tenant applications and cloud management features. This

hardware separation allows for advanced control of node access and network con-

nections. We demonstrate the ability to follow strict government communication

protocols known as CSfC with the use of a custom hardware encryption environment

enabled through FPGA SmartNICs. With hardware attestation features such as FSS

and root of trust zones, tenants have access to security features without needing addi-

tional trust from cloud providers. Reconfigurable regions on the FPGA enable tenants

to deploy custom hardware encryption and advanced cryptographic algorithms.

Finally, we propose the network attached FPGAs in the datacenter as an ideal

environment for high performance secret sharing Multi-Party Computation. High

bandwidth and low latency networks available on FPGA SmartNICs allow secret

sharing MPC to achieve high performance compared to current implementations.

Our results indicate that current MPC implementations are limited by CPU and NIC
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performance whereas network attached FPGAs provided an optimal solution to both

computation and communication bottlenecks. Our implementation can effectively

saturate traditional 10Gb/s networks while only using a fraction of the total available

FPGA hardware resources. Implementations running as a lookaside accelerator on

COPA can achieve upto 17.5Gb/s of MPC operations and we only require 6 parallel

accelerators to fully utilize the 100Gb/s COPA network. A single MPC lookaside

accelerator uses less than 6% of the total FPGA resources.

7.2 Future Research Directions

In this section, we outline the potential directions for future work. Our vision is to

enable secure public clouds for confidential data processing or what we call MPC as

a Service (MPCaaS).

7.2.1 Secure MPC Between Private Cloud Enclaves

As a future direction, we propose a framework that uses headless FPGA SmartNICs to

enable a secure communication channel between private cloud enclaves. Such secure

communication channels allow us to perform confidential data processing. In this

framework, FPGAs in the datacenter create a temporary private network between

parties performing secure joint computation as shown in Figure 7·1. Each temporary

network can be created and destroyed on demand. To maintain data privacy, these

temporary networks never interact with tenant private cloud enclaves and their as-

sociated nodes. To eliminate the possibility of learning the original plain-text data

outside of the secure enclave, all the data stored on each FPGA will be in the form

of secret shares. While performing the computation, parties are given a choice to

communicate over the network with non-encrypted shares of MPC data for the best

performance, or use hardware encryption algorithms running as inline accelerators to

increase data security on the temporary network. In the latter scenario, parties enable
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FPGA

FPG
A

FPGA

FPGA SmartNIC

(a) Three Private Secure Enclaves

FPGA

FPG
A

FPGA

FPGA SmartNIC

(b) Temporary MPC Network between FPGA SmartNICs

Figure 7·1: Tenants have their own secure private enclaves keeping classified
data secure from others in tenants in the public cloud. While performing MPC
a temporary private network is created connecting each party’s FPGA SmartNIC
together. Once complete, the nodes are returned to each private enclave with the
final data.
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point-to-point security by sharing unique key pairs with each member. This approach

is similar to the system described in subsection 4.3.3 and limits the possibility of man-

in-the-middle attacks. To achieve optimal performance, MPC is implemented using

lookaside accelerators as demonstrated in section 6.4. Finally upon completion, these

temporary networks would be terminated to avoid additional opportunities of data

leakage.

To achieve our proposed solution, we can employ cloud infrastructure functions

on both FPGA SmartNICs and top-of-rack switches to create temporary networks

similar to HIL (Hennessey et al., 2016). Additionally, the inclusion of the remote

invocation feature from COPA provides an opportunity to automate the computation

between each party member. The combination of these features would enable a fully

autonomous MPC operation between agreeing parties.

7.2.2 Extending MPC Hardware Acceleration to PaaS

So far, we have focused our efforts on MPC improvements through dedicated hardware

accelerators; however, we have neglected a very important aspect of high performance

computing. An important aspect of our proposed future direction should focus on

the interaction between software libraries and our hardware accelerators. The goal

is to enable users, such as data scientists, to leverage the benefits of secure joint

computation without the need to have a full understanding of the underlying hardware

system. To this end, we envision providing systems similar to Platform-as-a-Service

(PaaS) offerings for machine learning in the datacenter. Software development tools

such as PyTorch for machine learning offer development platforms for specialized

hardware systems including transparent integration with GPUs. There are a myriad

of software libraries in development to support MPC algorithms and frameworks,

with many focused on distributed machine learning as their target application (Zhao

et al., 2019; Ohrimenko et al., 2016; Du and Atallah, 2001; Knott et al., 2020).
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One avenue to achieve an integrated software and hardware experience is to in-

clude accelerator additions directly into the currently offered MPC software packages.

For this to be successful, a standardized hardware communication layer is required

to provide a method of interaction with all types of applications for hardware accel-

erators. OFI libfabric provides an open source software layer to communicate and

interact with a number of different network communication accelerators. Combining

this open source framework with open source MPC software libraries would allow for

continued improvement of the communication layers and neither side would be stifled

by a closed source ecosystem.

Eventually, the goal is to enable a fully complete Software-as-a-Service (SaaS),

which enables organizations with little to no knowledge of software development to

utilize cloud offerings. Subsequently, such organizations can securely manage and

operate on confidential data without the fear of data leakage during joint computation

with others.

7.3 Final Remarks

In summary, we propose multiple methods of providing classified data holders the

opportunity to utilize public cloud resources for confidential data processing. We

demonstrate how FPGA SmartNICs provide great value to datacenter growth, ap-

plication performance, and mechanisms for public cloud security. The inclusion of

FPGAs in the datacenter is not limited to cloud provider operations, but can be

used by tenants to secure the network and improve the performance of secure joint

computation. We strongly believe that FPGA SmartNICs in the public cloud offer

substantial possibilities for security and performance and can be used by all organi-

zations to protect confidential data and eliminate future data leaks.
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