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ABSTRACT

The Random Oracle (RO) model has proven to be very powerful for building
cryptographic tools, but is known to be unrealistic. As such, finding security proofs
for various crypto primitives that do not involve the random oracle model is of utmost
importance. One property of the RO — Correlation Intractability (CI) — has proven
to be an extremely useful property in this regard. A series of publications (Canetti
et al., 2018) (Canetti et al., 2019) have constructed succinct publicly verifiable non-
interactive argument systems using hash functions that are CI. Another application
of RO is the Proof of Work(PoW) in Bitcoin where it serves many functions. In this
thesis, we investigate these functions and attempt to eliminate the RO assumption
for at least some of the functions that it serves.

For the puzzle itself in Bitcoin mining, we attempt to construct a candidate hash
function that is moderately hard CI — a function for which, it is hard, but not im-
possible, to find, an input-output pair that satisfies a particular moderately sparse
relation. The motivation for this is mainly the fact that such a function should be

able capture the properties of the work that a successful bitcoin miner needs to do.
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Chapter 1

Introduction

The twentieth century has seen the exponential rise of cryptocurrencies which has
revolutionized the world of finance. Among them, Bitcoin has emerged as the leading
decentralized cryptocurrency.

In the Bitcoin protocol, transactions are verified by nodes (which are part of
the peer-to-peer network) using established cryptographic primitives along with a
consensus algorithm, known as “proof of work”. The proof-of-work involves scanning
for a value that when hashed, the hash, interpreted as an integer, is less than some
(adjustable) value. (Nakamoto, 2008)

In existing literature, the hardness of the ”proof-of-work” of the Bitcoin protocol
is proven with the assumption that the hash function used is in the Random Oracle
model. However, this is controversial in the academic space since no known construc-
tion of a function is known that can satisfy all the properties that a random oracle is
supposed to possess. (Canetti et al., 2004) This is a problem for all the practical ap-
plications that use random oracles in their proofs of security. Due to this, researchers
have tried to distill the properties of the random oracle that are required for each
application and come up with concrete constructions of hash functions that can be
used in such applications and still be proven to be secure based on simple hardness
assumptions. (Canetti et al., 2018) (Canetti et al., 2019)

We attempt to come up with an explicit function that can be used in the bitcoin

protocol and prove that the probability of success in mining bitcoin is proportional



to the computational power of a user.

1.1 Owur Contributions

The problem of coming up with a security proof for the bitcoin backbone protocol in
the standard model (without using a random oracle) can be reduced to finding a hash
function that gives us the following assurances that we get from using the Random

Oracle in Bitcoin -

1. A construction for a moderately hard puzzle — a puzzle that is going to be
hard to solve in time less than a specific time 7" for all adversaries with a high
probability. This is the puzzle that a user must solve in order to successfully

add a block to the ledger.

2. Designing the puzzle in a way such that each puzzle gets uniquely determined

by the contents of the block that the user is trying to add to the ledger.

3. A procedure to generate a large number of independent puzzles each with some

fresh randomness. We must also be able to efficiently generate each fresh puzzle.

4. For all adversaries, generating a new puzzle from a new solution to an old puzzle
(puzzle shopping) should be just as hard as solving a newly generated puzzle

(puzzle solving).

5. A construction to enforce the sequentiality of the puzzles.

In Chapter 2, we discuss the construction of a hash function that we define as
moderately correlation intractable. This function can be potentially used as the hash
function in the puzzle for the bitcoin protocol. Finding a solution to the puzzle, in

this scenario, would be equivalent to finding a correlation for the CI function wrt a



specific relation. We also discuss what solving puzzles would entail, if we used this
function to design them.

In Chapter 3, we attempt to tackle properties 3 and 5 from the list above. For
property 5, we present two different ways to enforce the sequentiality of the large
number of puzzles. However, both of these ways require random oracles for the

security proof to hold. The proof mainly deals with the following two problems —

e Generating many puzzles: We present one way to generate a large number of
puzzles by adding another parameter to the hash function key. This gives us a
large number of different hash functions each of which can be used to create a
fresh puzzle. Solving a specific puzzle would entail finding a correlation in the

corresponding hash function.

e [Introducing randomness to each puzzle: Currently, we use a Random Oracle to

generate each puzzle which makes each fresh puzzle truly random.

For property 4, we do not know how to enforce the puzzle shopping constraint yet.

The present proof, in Chapter 3, only works for puzzles that have unique solutions.



Chapter 2

Moderately Hard Correlation
Intractability

As a candidate for a moderately hard Correlation Intractable function we use a special
case of the construction used in (Canetti et al., 2018). The corresponding proof of CI

till a certain point of time ¢ is also very similar to the proof in (Canetti et al., 2018).

2.1 Construction of Hash Function
We consider the simple encryption scheme of One Time Pad with a PRG applied to
the key. That is,

Enc(k,m)=m® Exp(k) and Dec(k,c)=c® Exp(k)

where Exp() : 2% — 2" is a PRG expansion function.
R is considered to be a relation such that (a,b) € R iff b has k 0’s as its last k
bits.

Our hash function, H, is then defined as follows -
H.(x) = Dec(x,c) = c® Exp(x)

where ¢ € {0,1}" and z € {0, 1}



2.2 Moderate Correlation Intractability

In this section, we provide a proof that the function H. is moderately Correlation
Intractable. In order to simplify the proof, we do the analysis for the case where R is
the relation where b has 0’s in the last k bit positions. However, instead of the last k
bit positions, we may also choose a different set of k bit positions which would give
us a new relation R'. H, is also correlation intractable wrt any such R’. The proof
in that case will be exactly the same as the following proof for relation R.

Assumption 1: We assume that any adversary A that runs in time ¢t < 2% and
is provided with the last k& bits of a PRG output, finds the corresponding seed with a
probability of at most € where € < (poly()\) - 22~%)~1. This probability can be written
as -

Pr [A(c) outputs a*| < ¢

a
c+last k bits of Exp(a*)

Providing A with the last k& bits of Exp(a*) is equivalent to choosing a * that
ends in £ 0’s uniformly and randomly and providing A4 with the XOR of g* and

Exp(a*). Thus, the previous probability statement is equivalent to -

Pr [A(c) outputs a*] < e

@
B* ends with k 0’s
c—Exp(a*)@®p*

Theorem 1. Let Assumption 1 be true. That is, the probability of any adversary that
runs in time t < 2%, finding the seed, given the last k bits of the PRG output is at
most € with € < (poly(\)-22"%)=1. Then H,. is correlation intractable till time T = 2k
with respect to the relation R where X is the length of the input .

The theorem claims that till time ¢ < 2*, any adversary succeeds in finding a

correlation for H,. wrt relation R with negligible probability.

Proof. Suppose towards a contradiction that there exists a probabilistic polynomial-
time adversary A that breaks the correlation intractability of H,. at time ¢ < 2% with
a non-negligible probability v. That is,



Pr{(A(c),c @ Exp(Alc))) € Rl =z v (1)

C

The proof aims to show that if (1) is true, then the following inequality also holds

. 2k .y
Pr [A(c) outputs a*] >
B* ends with k0’s
c+—Exp(a*)®p*

Since relation R is defined to be such that (a,b) € R iff b ends in &k 0’s, we can
change the sampling of a* and * to be uniformly sampled from R. Further, in
the next step, instead of conditioning the sampling (a*, 8*), we instead write the

equivalent statement with the conditional in the probability statement itself:

Pr [A(c) outputs o] = ( l;’r) . [A(c) outputs o]
a* a*,f*)e
* ends with k£ 0’s c (o) He=L*
6ceE:vp(at*)®B* s.t Ezp(a™*)®c=p
= ( Pg) [A(c) outputs o*|(a”, %) € R|

¢ s.t Exzp(a*)®e=L*

(2)

The denominator of the conditional is the probability that a uniformly chosen
(a*, B%) belongs to relation R (that is, 5* ends in & 0’s). This is evidently 5.
f* can then be replaced in the statement with ¢ @ Fxp(a*) and o with A(c).

( Pg) [A(c) outputs o*|(a*, %) € R]
cs.t E’xp(,a*)@CZB*
1
T ek [A(c) outputs a® A (o, 8) € R]

¢ s.t BExp(a*)®c=L*

1
=5 lz*r[A(c) outputs a* A (a*,c ® Exp(a™)) € R]

c

T ok EE[A(C) outputs o A (A(c),c® Exp(A(c))) € R] (3)



In our last step, we relate the probability of the adversary A outputting a specific
a* to the probability of A outputting any string that is a correlation.

li*r[A(c) outputs o A (A(c),c ® Exp(A(c))) € R]

== }Zr[(A(c), c® Exp(A(c))) € R]

Putting (2), (3) and (4) together, we have -

. 2k .y
];’; [A(c) outputs a*] > 5 (5)
B* ends with k 0’s
c+—Exp(a*)®p*

Thus, the adversary A breaks Assumption 1 with probability ¢ > (1/negl) - 25~
which is a contradiction. This means that H, is Correlation Intractable up till As-

sumption 1 holds. O

2.2.1 The Plausibility of Assumption 1

For a given Exp() function and specific k bits, there are 2¥ possible k bit combina-
tions. Let us denote these combinations by Xi, Xs, ..., Xox. For each specific k-bit
combination, X, let the size of the set of seeds whose PRG outputs match the k-bit
combination be S;. We are thus, effectively partitioning the set of 2* seeds into 2*
partitions. That is, > . S; = 2.

For the following analysis, let us assume that each of the above defined parts are

equal in size. That is, for any i € [1,n], S; = 2 = 22F,

Now, the success probability of an adversary for guessing a specific seed, given k
bits of its PRG output, is going to be dependent on our PRG function, Exp().
Best Case Scenario for adversary: The Fxp() function is really simple and

it is possible for the adversary to sample a random seed that matches the given k



bits of output. This means that the adversary can correctly identify the part that
the correct output belongs to. The best strategy for the adversary in this case is to
randomly sample a seed from the part that it has correctly identified. Since in our
assumption, the adversary gets a single chance to guess the seed, time ¢ does not
really help the adversary.

In this case, the probability that the adversary correctly guesses the specific seed

will be equal to 5 = 287,

Thus, if the PRG function is really bad in terms of predictability, Assumption 1
is not plausible and the proof discussed in the previous section does not hold.

Worst Case Scenario for adversary: If the PRG function Fzp() is a Random
Oracle then intuitively, it will be hard for any adversary to guess the specific seed
from k bits of the output.

In this case, however, having time ¢ does help the adversary. The adversary can
make t queries to the random oracle and keep checking the query outputs to find one
that matches the given k bits. It can then output the first query (if any) that matches
the bits (is in the correct part). The best strategy that the adversary can adopt is to

choose these t queries uniformly at random. Thus,

1
Pr[None of the queries match the & bits] = (1 — %)t
= 672%C
t
t
Pr[At least one of the ¢ queries matches the given k bits] ~ 1 — (1 — Q—k)

ka



t

Pr[The query that matches the given k bits is the specific seed] ~ sz
t
~ k= L
N t
oA

So, as t tends to 2F, the worst case probability of the adversary tends to the
best case probability for the adversary. So, after time ¢, even the best possible PRG
function will not render Assumption 1 plausible. Thus, our analysis for correlation

intractability only holds till time at most t < 2*.



10

Chapter 3

Sequentiality of puzzles

In this chapter, we try address some of the issues that need to be solved in order to

use a moderately hard CI function as a puzzle in the context of Bitcoin.

3.1 Generating a large number of Puzzles

To be able to use our CI function as a puzzle, we need a way to generate a large number
of fresh puzzles. For this, we introduce another parameter to the hash function key -
Let I = {p1,...,px} be a set of k bit positions. For any a, let {a}; be the k bits
that are present in a at the k bit positions p, ..., pk.
We change the definition of the relation R to be such that (a,b) € R iff b is 0.

Our hash function, H, is then defined as follows -
He1(z) = {Dec(x,c)}r = ¢ ® Exp(x),;

where ¢ € {0,1}", z € {0,1}* and I = {py, ..., px} with p; € {0,1}.

This solves the problem of getting a large number of puzzles. However, the bigger
problem is ensuring that a miner/user cannot solve a generated puzzle more easily
once they have solved a certain bunch of other puzzles. We attempt to ensure this in
the following sections. However, both of our approaches need the Random Oracle to

work.
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3.2 Sequentiality using RO and Encryption with universal-
keys property

We consider a sequence of puzzles Fy, ..., P, which have the solutions Sy, ..., S,

respectively. Additionally, we define a series of ciphertexts (', ..., C,, with
Ci = Encros,_1)(F)
where the encryption scheme £ = (Enc(), Dec()) has the following properties -

e One-time CPA: £ should possess indistinguishability under a one time chosen

plaintext attack challenge (needed for claim 2).

e Universal-keys: For any given ciphertext and plaintext pair, (C, P), there exists
a key k such that Dec(k,C) = P. Further, let C denote the distribution on
the ciphertexts obtained by Enc(k, P) for a uniformly chosen k and P. Let K
denote the uniform distribution on the key space. Then if we pick C' from C, and
a uniform P, there exists a way to sample k such that the distribution (C, k) is

identical to C x KC and Dec(k,C) = P. (needed for the proof of theorem 1)

Challenge: As inputs of the challenge, the adversary is provided with the first
puzzle Py and all the ciphertexts Ci, ..., C,. In order to solve the challenge, the

adversary needs to output all the solutions Sy to S,,.

Theorem 2. If any given adversary solves a randomly generated puzzle in time < t
with probability at most «, then any adversary wins a challenge of n puzzles in time
< n(t —1t'), with probability at most & — e — 1.
Here, € is the semantic security advantage of the encryption scheme &, q is the
total number of queries that the adversary is allowed to make and 0 is the size of the
puzzle space.
t' is approzimately the time needed to produce n encryptions and verify q puzzle

solutions.
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Proof:

We define a modified version of the adversary A that we call A’. A" calls A and
then at the end queries the Random Oracle with all the solutions that A outputs in
order. It then outputs the same solutions.

We also assume that the random oracle calls are of the form (C;, S;_1). That is,
the RO call specifies the ciphertext that the output is meant to be the key for, along

with the previous solution.

Claim 1: A’ makes at least n random oracle calls, specifically for the inputs S
to Snfl.
Proof: Claim 1 is proved trivially since the modified algorithm makes n random

oracle calls at the end in any case.

Claim 2: For all 0 <7 < n—1, let t; be the time instance at which the adversary
queries the Random Oracle on the solution S; for the very first time. If the semantic
security advantage of the encryption scheme £ is € for adversaries running in time
<t —t, then for A’, the probability that 4, j exist such that j < ¢ and ¢; > t; is at
most n(e + ).

Proof: Let us assume that the adversary does make the first RO call for S; (at
time t;) before he makes the first random oracle call for S; (at time ¢;), that is, t; < ;.
We claim that then, there exists a & such that the first RO call for Sy, is made before
the first RO call for S, that is, t;11 < tg.

Let t;_1 be the time stamp at which the adversary makes the first RO call for S;_;.
It may be that t,_; > ¢;, in which case, we have k = i — 1. Alternatively, t,_; < t;
which implies ¢;_; < t;. We can keep repeating this same argument until we have
tj11 <tj or we find a k such that ;11 < .

As proof of claim 2, we show a reduction of the adversary A’ to an adversary B

that breaks the semantic security of the encryption scheme & = (Enc(), Dec()).
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B finds the k at which A has the highest probability of having ;.1 < ;. B then
chooses n + 1 puzzles Py to P, and n — 1 ciphertexts Cy, ..., Ck, Cria, ..., C),. This
determines the n — 1 keys corresponding to each of the ciphertexts. Only the k + 1%
key is not known to . This is acceptable since A does not query the RO at S, before

Sky1 with probability e. B then functions as follows -

1. B chooses Pp randomly and sends P4 = Py, and Pp to the challenger and

receives a challenge ciphertext C.
2. It then sets Cyy1 = C and sends P, C4, ..., C, to A'.

3. On receiving a RO query (C;, S) from A" where S is some solution, B verifies

whether S solves problem P,_;. If it does then B returns the it key.

4. B directly goes to step 5 when it receives the RO query (C’,S") with S’ = S.
B verifies this by checking whether S’ solves problem Pg. If no such query is

received, B waits until A" stops running and then proceeds to step 5.

5. B then checks if any of the queries received by it solves either problem P, or
Pg. If a solution to Py was queried at any point, 5 returns bit 1 (denoting Pp

was encrypted). Otherwise, BB returns 0 (denoting P4 was encrypted).

Let ¢ be the total number of queries that A’ is allowed to make.

And let the size of the total puzzle space be 2'. This implies that Pr[A given

1

solution is correct for a random puzzle] = 5.

When P, is encrypted, the view of A’ is independent of Pg, and therefore chances
that any one of the ¢ solutions A" queries is a solution for Pg is .
When Pg is encrypted, B outputs 1 whenever A’ queries Sy, 1 before Sy. Since k

was chosen at random, this probability is at most g
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Thus, given that the semantic security advantage of the encryption scheme is e,

we have,

¢ = |Pr[B outputs 1 and Pp was encrypted] — Pr[B outputs 1 and P4 was encrypted]|

Pr[A" makes some RO call out of order |

n

— ¢ x Pr[ A given solution is correct for a random puzzle |

Pr[A” makes some RO call out of order | ¢ (6)
n 2l

Assuming that the probability that A’ makes a RO call out of order is > %7, the
following inequality can be obtained from statement (6):
Pr[A’ does some RO call out of order] < n x (e + &)

This proves Claim 2.

Proof of Theorem 2: Let A be an adversary that wins a challenge of n + 1
puzzles in time < (n + 1)t and makes all its random oracle queries in order with
probability a.

We can then build an adversary B that solves a randomly generated puzzle given
to it in < t time. This breaks our assumption and leads us to a contradiction.

Since adversary A takes < (n+ 1)t time and makes the n RO calls in order, there
must exist an interval marked by two consecutive random oracle calls in which A
solves a puzzle and takes < t time. The position of the puzzle that A is most likely
to take < t time to solve is computed along with the set of starting puzzles. This
position is denoted by r and the puzzles by P, ..., P._1. The probability that A takes
<t time to solve the 7" puzzle must be > <.

n random ciphertexts are generated and A is run with some n+ 1 puzzles of which
Py to P._; are the first r — 1 puzzles. The state of A after it solves the first » — 1

puzzles is saved and hardwired into B. Any RO queries from A during this run are
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answered with the corresponding keys.

Note: The previous step makes the reduction non-uniform. We may also model
the adversary B as having an offline pre-computation phase where it does the above
by itself.

Following this construction, B then interacts with its challenger as follows -

1. B is given an independent random puzzle by the challenger. Let this puzzle be

P.

2. B programs the Random Oracle to output a key k, as the output to the solution
S,_; such that the 7" puzzle is P. It then runs its saved state of A with P as

the 7" puzzle.
3. B wins if A returns the correct solution S in time < t.

Pr[B solves given puzzle in < t]

v

L Pr[A solves n 4 1 puzzles in < (n + 1)t and makes all RO calls in order]

v

L [Pr[A solves n + 1 puzzles in < (n + 1)t] - Pr[A solves n + 1 puzzles in

< (n + 1)t and makes at least one out of order RO call]]

> Lo —n(e+ )]
> S —€e—g5

Note: The step 2 of the functionality of the adversary B, requires the encryption
scheme to have the universal-keys property. For any randomly chosen ciphertext,
there must exist a key that decrypts the ciphertext to the given random puzzle. This
property essentially gives a One-Time-Pad like encryption scheme. In section 3.2.1,
we explore this property further.

The following two points are to be noted regarding this -
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1. An FHE scheme breaks this reduction. All the ciphertexts can be combined to
make a single ciphertext using the FHE and the computation required by the
puzzle in that case may be much less costlier than doing n individual smaller

computations.

2. This implies that any encryption scheme having universal-keys property cannot

be FHE.

3.2.1 Proof of Claim 2 with Perfect Security

The second property of the encryption scheme — universal-keys — is needed for the
main proof of the theorem to work.

Claim 1. If the simulation (P, C,) pairs by B is perfect, then the encryption scheme

must be perfectly secure.

Proof. The view of the adversary A" — which is a distribution on ciphertexts, keys,
and puzzles — the must be the same in the reduction simulation as it is in real-life.
In real life, keys and puzzles are chosen uniformly, and ciphertexts are computed from
them. The simulation is the same, except for the r-th ciphertext: C, is chosen first,
then a puzzle P is chosen uniformly, and then B outputs k, such that Enc(k,, P) = C,.
Thus, in the simulation P is independent of C., and so it must also be in real life,
where P is chosen uniformly. Thus, the encryption scheme needs to have the property
that for a uniform P, given a ciphertext of P, P remains uniform. This property
is equivalent to perfect secrecy [as proved in Theorem 2.4 of (Boneh and Shoup,
2015)]. O

This implies that the encryption scheme &£ will need to be perfectly secure which is
a much stronger property than the one-time CPA security which we needed to prove
claim 2. Thus, there is a simpler alternative proof for claim 2 which utilises the fact
that £ needs to be perfectly secure.
The statement of the main theorem remains almost the same in this case as in
Theorem 2 in Section 3.2, with € = 0 in the probability value. That is, any adversary
q

wins a challenge of n puzzles in time < nt with probability 2 — 7.
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3.3 Sequentiality using only RO

We now consider a sequence of puzzles Py, ..., P, which have the solutions Sy, ..., S,

respectively. Additionally, we have the condition that
P, = RO(Si_1)

We, again, define a modified version of the adversary A that we call A’. A’ calls A
and then at the end queries the Random Oracle with all the solutions that A outputs
in order. It then outputs the same solutions.

Similar to the previous section, Claim 1 is therefore trivially true since A" makes
n RO calls at the end.

Claim 2: Let us assume that A’ makes the call RO(Sk41) before making the call
RO(Sy).

The adversary then makes the call for Sy,; without having any knowledge of the
problem Pj.;. The adversary’s best strategy in that case is to make queries for the
most probable solutions in the solution space.

Thus, in this case,

Pr[A’ does some RO call out of order] < £

The proof of the main theorem proceeds with the exact same arguments as before,

except in this case, the probability analysis yields the result that -

Pr[B solves given puzzle in time < ] > ¢ — 4

3.4 Sequentiality for Expected Time of solving puzzles

So, in the bitcoin setting, instead of a lower bound on puzzle-solving time, we have
a guarantee only on expected puzzle solving time, because the probability of finding
a solution grows linearly with time. Let’s say A solves a sequence of n puzzles faster

than expected time nt, we can then reduce it to the one puzzle adversary B solving
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one puzzle in time faster than expected time ¢. This does not give us a contradiction
however.

We can instead analyze the probability of A solving n puzzles faster than time nt,
and reduce that to the probability of B solving a single puzzle in time lesser than t.

Claims 1 and 2 from our analysis of worst-case time (in sections 4 and 5) still
hold true in this current analysis. We thus have the result that any given adversary
A makes at least n random oracle calls which are all in order with a probability of
1—n(e+ )

For the main theorem, we restate it to the following for the expected time version

of the problem -

Theorem 3. Let the probability that any adversary takes time < t' to solve a random

puzzle be . Then any adversary A has a probability of winning a challenge of n

q

puzzles in time < nt' of at most & — e — 4.

3.5 The problem with replacing of Random Oracles
3.5.1 Using a Correlation Intractable hash function to generate puzzles

Initial approach: The first idea that we had to generate new puzzles as well as tie
each new puzzle to previously solved puzzles was by chaining the puzzles together.
For this chaining, we thought of applying a Correlation Intractable (CI) hash function
to the solution of a current puzzle that would output the next puzzle in the chain.

The security proof in this case would then require each of the puzzles in the chain
to be equally hard. In other words, solving one puzzle should not help an adversary
find a next puzzle that is easy to solve. That is, the CI function should not generate
a puzzle that is easy to solve for some adversary. Using an inductive logic, the CI
should also avoid outputting a puzzle that would make any puzzle down the chain
easy to solve.

However, Correlation Intractability is defined such that it is hard for all adversaries
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to find correlations for a randomly chosen hash function that is independent of the

relation. In our case, the hash function and the relation are not independent of each
other, which is why CI cannot be used for chaining.

Problem of getting randomness: The puzzles obtained from the CI hash function
are all determinable in advance by the adversary. This is at odds with the require-
ment that each new puzzle must have some fresh randomness in it. Otherwise, the
adversary, when they are given the first puzzle, can find multiple solutions in order to
look for a solution that will in turn provide them with an easier new puzzle. And since
the generation of a new puzzle does not require a query to an oracle, theoretically, it

becomes extremely difficult to prove anything about the time taken to solve a puzzle.

3.5.2 Using a punctured PRF in place of RO

When using a punctured PRF, we no longer have the advantage of knowing exactly
when the adversary finds a solution to a puzzle exactly, since no queries are made to
compute the next puzzle. This brings us to the more basic problem of replacing a
Random Oracle. Since time stamps can no longer be defined by oracle queries in the
absence of a random oracle, it is difficult to define the exact amount of time taken by

a user to solve any puzzle in a sequence of puzzles.
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