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To Ida and Nera

FExcuse me, sir. Can you tell me where Chestnut Street is? You don’t

know? But it’s got to be here somewhere. Maybe I have the name wrong,
but I know for a fact it’s a street lined with chestnut trees. What’s that?

There isn’t any such street? Oh, but there must be, sir. Memories can’t
possibly be so misleading.

Danilo Kis, “Early Sorrows (For Children and Sensitive Readers)”
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ABSTRACT

Data synchronization is the problem of reconciling the differences between large
data stores that differ in a small number of records. It is a common thread among
disparate distributed systems ranging from fleets of Internet of Things (IoT) devices
to clusters of distributed databases in the cloud. Most recently, data synchroniza-
tion has arisen in globally distributed public blockchains that build the basis for
the envisioned decentralized Internet of the future. Moreover, the parallel develop-
ment of edge computing has significantly increased the heterogeneity of networks and
computing devices. The merger of highly heterogeneous system resources and the
decentralized nature of future Internet applications calls for a new approach to data
synchronization. In this dissertation, we look at the problem of data synchroniza-
tion through the prism of set reconciliation and introduce novel tools and protocols
that improve the performance of data synchronization in heterogeneous decentralized
systems.

First, we compare the analytical properties of the state-of-the-art set reconciliation

protocols, and investigate the impact of theoretical assumptions and implementation

vi



decisions on the synchronization performance. Second, we introduce GenSync, the
first unified set reconciliation middleware. Using GenSync’s distinctive benchmarking
layer, we find that the best protocol choice is highly sensitive to the system conditions,
and a bad protocol choice causes a severe hit in performance. We showcase the evalu-
ative power of GenSync in one of the world’s largest wireless network emulators, and
demonstrate choosing the best GenSync protocol under a high and low user mobility
in an emulated cellular network. Finally, we introduce SREP (Set Reconciliation-
Enhanced Propagation), a novel blockchain transaction pool synchronization protocol
with quantifiable guarantees. Through simulations, we show that SREP incurs sig-
nificantly smaller bandwidth overhead than a similar approach from the literature,

especially in the networks of realistic sizes (tens of thousands of participants).
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Chapter 1

Introduction

The next-generation decentralized systems (e.g., Web3 [1], [2] and Decentralized Fi-
nance (DeFi) [3]) in conjunction with the breakthroughs in Artificial Intelligence
(AI) [4], Virtual Reality (VR) [5]-[7], and Internet of Everything [8] (IoE) promise
to reshape the Internet [9]. Recently both public and private sector entities have
demonstrated interest in exploring the potentials of this novel family of distributed
systems. The Bank of Canada is building a central bank digital currency [10], and
according to McKinsey & Company, venture capital investors invested 32.4 billion
dollars in Web3 in 2021, and over 18 billion dollars in the first half of 2022 only [[L1].

The vision of the future “decentralized Internet” differs significantly from today’s
Internet clustered around a few “hypergiants” [[12]. In contrast to the centralized
Internet of today, decentralized Internet is built on top of a highly heterogeneous
distributed system of peers (e.g., IoT sensors, mobile clients, dedicated blockchain
validator nodes) that produce and exchange information in a secure and transparent
manner [13]. To challenge the status quo, the proponents of decentralized Internet
promise user ownership of data and digital assets, data usage auditing (e.g., through
smart contracts [14]), and distributed trust [15]. Despite the promises, it is still
unclear if state-of-the-art technologies can live up to the expectations, especially

when it comes to scalability and performance.



1.1 The Blockchain Example

The distributed ledger technologies (e.g., Blockchain), the core of Web3, have been
known to have an inferior transaction throughput performance compared to tradi-
tional payment systems [16]. In contrast to traditional payment systems, blockchain
transactions are grouped into blocks, and a collection of blocks is combined into a
chain using cryptographic techniques. The consensus protocol of the blockchain (e.g.,
proof-of-work or proof-of-stake) ensures that no single participant can independently
alter such created chain of blocks [17].

To submit a new transaction to the blockchain, a participant needs to create the
transaction and submit it to an honest validator node. The validator first makes
sure that the transaction is meaningful, e.g., that blockchain contains no two trans-
actions spending the same funds (double-spending [18]), and then disseminates the
valid transaction to the other participants in the network. In this process often re-
ferred to as transaction dissemination, validator nodes typically record the received
transactions to their transaction pools (see Section )

However, a transaction is not considered finalized as long as it is not included in a
block accepted by the majority of the validators. For this to happen, a block-creating
node (e.g., miner in the Bitcoin network) needs to include the transaction in a block
and propagate the block to its peers in the process that is often called block propaga-
tion. The block propagation process is critical to blockchain performance because the
number of transactions that a blockchain can handle per unit of time (transaction
throughput) is determined by two main factors: (1) the number of transactions that
are included in a block, and (2) the time needed for the block to reach the majority
of the network. The latter not only impacts the performance of the blockchain but
also its security [19], [20], and researchers have exploited imperfect synchronization

to mount various attacks against the popular blockchain implementations such as



Bitcoin [21].

In the core of modern block propagation protocols such as Compact Block [22]
and Graphene [23] is the idea of synchronizing the transaction pools of the nodes that
participate in block propagation. First, the sender announces the block to the receiver
by sharing its globally unique identifier. If the block is not present at the receiving
end, the receiver requests the newly created block. The sender encodes the block as
a collection of transactions and sends it to the receiver. As transaction dissemination
and block propagation happen simultaneously, many transactions contained in the
block that is being propagated are likely present in the transaction pool of the receiv-
ing node. Hence, the efficiency of a block propagation protocol is the measure of the
protocol’s ability to learn the minimal amount of information that the receiver needs
to receive. More generally, the propagation can be viewed as a synchronization of

the two sets: the set of transactions included in the block, and the transaction pool

of the receiving node (see Section )

1.2 Data Synchronization in Traditional Distributed Systems

As apparent from the example of modern block propagation protocols, a fundamental
problem that the envisioned future decentralized systems share with traditional dis-
tributed systems is data synchronization (sync). Historically, sync has been studied as
a subproblem in various systems involving data replication — a common technique for
increasing fault tolerance, availability, and performance in distributed systems [24].

In Content Delivery Networks (CDN), the content is replicated from origin servers
to many “edge” servers that are closer to the content consumers [25]. In so doing,
CDNs decrease the average latency of content delivery and can even improve the
resilience to Distributed Denial of Service (DDoS) attacks [26], [27].

In cloud storage services such as Apple iCloud, Dropbox, Google Cloud, and



Microsoft OneDrive, sync is utilized to incorporate the changes from user devices
into the cloud. As cloud storage services are known to generate tremendous amounts
of network traffic for the cloud providers [28], [29], the reduction in wasted bandwidth
is the main goal. The problem gets even more challenging in mobile computing where
user devices may have constrained connectivity, reduced bandwidth, or power-saving
constraints [30]. In that case, we are not only concerned about the traffic generated
on the cloud provider’s end but also the computational burden on the user device.
Recently, MongoDB has introduced their product named Atlas Device Sync [31] to
automatically propagate data updates to all registered devices via their cloud-hosted
database. Approaches similar to that of MongoDB are likewise being explored by the
researchers [32].

In IoT, sync is used for data offloading [33] and device-to-device synchroniza-
tion [34]. The former is motivated by the discrepancy between the amount of data
that the devices produce and their ability to store it [33]. The latter is driven by
the need to combine the data from nearby devices to support efficient decision mak-
ing. While syncing with the cloud is sometimes less time-sensitive and can be done
in batches (e.g., storing logs in the cloud), device-to-device synchronization is often

done in real-time [35], [36].

1.3 Cloud/Edge Convergence

Cloud computing paradigm has been dominating the last decade. However, the
technology shifts inspired by 6G applications [37] such as virtual/enhanced reality
(VR/ER) and federated machine learning [38], [39] drive the innovations that trans-
form the traditional cloud computing paradigm into a multi-tiered computing contin-
uum [40], [41]. Instead of offloading the majority of computation and storage to the

centralized cloud platforms, future applications will fully exploit the capabilities of
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Figure 1-1: Three tiers of computing continuum: smart devices,
edge/fog, cloud.

the networks and devices on the lower layers of the computing continuum. Operating
in a more decentralized framework, the future applications can achieve better re-
source utilization, enhance user security and privacy, and support critical low latency
applications.

This 6G technology shift has distilled the three main layers in the computing
continuum, which we depict in Fig. Iﬂ At the lowest layer are the smart devices
that communicate directly with each other using dedicated communication protocols.
This layer comprises of the traditional IoT devices (e.g., smart home), Enhanced
Reality (ER) devices, smart vehicles with supporting infrastructure, and other. In
the middle is the edge layer with dedicated edge servers that connects to the devices
through an access network. The cloud is only the last and the furthest layer of the

computing continuum that offers the largest compute power and vast storage, but



incurs the largest latency for the applications.

1.4 Research Questions

The heterogeneity of the computing continuum and the decentralized nature of the ap-
plications that aim at using it call for new approaches to data synchronization. While
traditional applications used centralized architectures and relied on homogeneity of
the underlying systems, the future applications will use decentralized architectures
and operate in highly heterogeneous systems. We see this new reality of distributed
computing as an opportunity to improve the overall application performance. In par-
ticular, we focus on set reconciliation as a data synchronization approach, and in

this regard, we formulate the following thesis statement.

Thesis statement: Set reconciliation protocols can improve data syn-
chronization performance in decentralized applications by leveraging the
properties of the underlying networked systems and the data that is being

synchronized.

We explore the above thesis statement through the following main research ques-

tions:

Research Question RQ1: How do state-of-the art set reconciliation protocols com-

pare to each other in practice?

Research Question RQ2: What are the factors that determine the best set recon-
ciliation protocol choice for the given system conditions? Is there a universally

dominant protocol with superior performance in diverse conditions?

Research Question RQ3: How do applications utilize set reconciliation protocols,

and what design choices can affect application performance?



Research Question RQ4: How do we choose the best set reconciliation protocol

given the emulation of the target networked system?

Research Question RQ5: Can set reconciliation improve transaction pool syn-

chronization in large-scale blockchains?

1.5 Contributions

By tackling the above questions, we made several research contributions.
Comparative analysis of the state-of-the art. Many disparate set reconciliation
protocols have been proposed in the literature. While one family of these protocols
is based on approximate set membership data structures (e.g., Bloom and Cuckoo
filter variants), the other are inspired by the results from the coding theory (e.g.,
Reed-Solomon codes). Prior to our work [42], there was a lack of systematic analyt-
ical comparison among the state-of-the art set reconciliation protocols. That is, the
protocols were typically compared only against those that use the similar algorithmic
principles.

In Chapter H we explore our RQ E] and present a comprehensive analytical com-
parison of the existing state-of-the art set reconciliation protocols with respect to
(1) communication overhead (network bandwidth overhead), (2) computational com-
plexity, and (3) message complexity (rounds of communication). Beyond these three
standard measures, we analyze the other factors that may impact the practical per-
formance of set reconciliation. Precisely, we analyze the problem of estimating the
upper bound on the number of symmetric differences and identify a trade-off be-
tween message complexity and communication overhead. While some protocols can
achieve very competitive communication efficiency, they do so at the cost of addi-
tional round trips, which can be particularly harmful in the high latency networks.

On the other hand, even with the given tight bound on the number of symmetric



differences, some protocols may fail to synchronize with arbitrarily small probability
while others always succeed. Finally, we identify the sources of synchronization inac-
curacy in Cuckoo filter-based protocols as originating from both hash collisions and
the concrete design choices in referential implementations.

GenSync framework. To explore our RQ , we designed and implemented Gen-
Sync, the first unified data synchronization framework based on set reconciliation. Gen-
Sync is implemented as a self-contained C++ middleware library that can be seem-
ingly integrated in existing implementations through a minimal API, and comes with
several generic implementations of both approximate set membership data structures-
based and coding theory-inspired set reconciliation protocols. GenSync users can
straightforwardly extend the framework with platform-specific implementations or
even new set reconciliation protocols by reusing the existing framework components.

One of the distinctive features of GenSync is its benchmarking layer for experi-
mental comparison of the state-of-the art set reconciliation protocols under realistic
system conditions. The application designers can model their target system proper-
ties in therms of computational power of nodes and the properties of the communi-
cation channel (e.g., network latency and bandwidth). Upon configuring GenSyncs
benchmarking layer to mimic their target conditions, the designers can independently
perform the comparative evaluation of included protocols and pick the best one for
their application. On the other hand, the researchers can utilize GenSync as a fair
benchmark to exercise their proposed solutions against the state-of-the-art.

Using GenSync, we perform an extensive comparative analysis among the three
common state-of-the art set reconciliation protocols: Characteristic Polynomial In-
terpolation (CPI), Invertible Bloom Lookup Table-based (IBLT), and Cuckoo filter-
based. We find that there is no universally dominant protocol among those included

in GenSync. The best protocol choice is highly sensitive to the target conditions,



and a bad protocol choice for the given conditions may lead to a five-fold hit in the
real-time synchronization performance. Furthermore, the asymmetry of set reconcil-
iation protocols such as the IBLT-based one can make them an unfavorable choice
in highly asymmetrical compute scenarios (i.e., when one participant has much more
computing power than the other).

Analysis of common synchronization styles. The applications that repeatedly
synchronize their data utilize the data synchronization protocols in two main styles:
cold-start and incremental. The former denotes the family of scenarios when the par-
ticipants do not maintain the synchronization metadata between consecutive rounds
of synchronization. In the later, the participants build the synchronization data
structures incrementally as data arrives and keep track of what has been done in the
previous synchronization rounds.

We explored our RQ B through comparing these two main usage styles under

practical system conditions and found that interactive protocols such as Interactive
Characteristic Polynomial Interpolation (I-CPI) can beat their non-interactive coun-
terparts by orders of magnitude in real-time synchronization performance. While the
interactive protocols exhibit stable synchronization performance over time as long as
the arrivals of new data points do not exceed an upper bound, their non-interactive
counterparts deteriorate in performance as a function of both time and the average
amount of newly arrived data per unit of time.
Modeling performance in emulated wireless networks. A faithful emulation
of the target networked system can help application designers to asses the practical
performance of their applications. As part of our RQ @, we integrated GenSync into
Colosseum, one of the world largest wireless emulators, with the main goal to perform
the cost-benefit analysis among the protocols included in GenSync.

We configure Colosseum to emulate the cellular network in the surroundings of
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the Boston Common public park in Boston, Massachusetts. In one set of experiments,
we configure the network users to move at the pedestrian speed (i.e., 5 m/s) within
the 20 meters radius around their corresponding base stations, and in the other we
make them stationary. As these movement patterns cause the network performance
variations in Colosseum, we analyzed the experimental performance of GenSync pro-
tocols under the good and bad network conditions. We found that IBLT-based set
reconciliation performs the best for the general usage. However, for the applications
that want to be conservative about their bandwidth usage, CPI may be the right
choice. Given the target maximal duration of synchronization, CPI beats IBLT in
bandwidth overhead by up to nine times.
Set Reconciliation Enhanced Propagation (SREP). As we touched upon in Sec-
tion , the synchronization of transaction pools has shown a great potential in re-
ducing the block propagation delay in blockchain systems, and consequently their
scalability and security. Indeed, several heuristics that integrate the synchronization
of transaction pools into block propagation protocols have been proposed [23], [43].
In tackling our RQ B, we take a different approach, maintaining transaction pool
synchronization outside (and independently) of the main block propagation channel.
In doing so, we formalize the problem of network-wide set reconciliation within a
graph theoretic framework and introduce a novel distributed algorithm for memory
pool synchronization called SREP (Set Reconciliation Enhanced Propagation) with
quantifiable performance guarantees. We analyze SREP’s performance in various re-
alistic network topologies, and show that SREP converges on any connected graph
in the number of steps bounded by the network diameter. We confirm our analytical
findings through extensive simulations, including the comparison with MempoolSync,
a similar heuristic approach from the literature. Our simulations show that SREP in-

curs reasonable overall network bandwidth overhead, and unlike MempoolSync, scales
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gracefully with the size of the network.

Our results are particularly significant when considered in conjunction with the
recent results from the blockchain network measurement research [44], [45] that con-
firmed the “small-world” property of the underlying peer-to-peer networks in popular
blockchains (e.g., Ethereum). In such networks, SREP converges in the number of
steps logarithmic in the number of participants, which makes it amenable for large-
scale blockchains (e.g., tens of thousands of participants). Furthermore, our novel
simulation technique incorporates real world transaction pool data obtained from a

measurement campaign performed in the live Bitcoin network.

1.6 Publications

We provide a wider context to our research in a number of publications [42], [46]-[b3],

and in this dissertation, we draw most heavily from:

[46] N. Boskov, S. Simsek, A. Trachtenberg, and D. Starobinski, “SREP: Out-Of-
Band Sync of Transaction Pools for Large-Scale Blockchains,” in 2023 IEEE
International Conference on Blockchain and Cryptocurrency (ICBC) (accepted),

https://arxiv.org/abs/2303.16809.

47 N. Boskov, A. Trachtenberg, and D. Starobinski, “Enabling Cost-Benefit Analy-
sis of Data Sync Protocols,” IEEE Computer, 2023 (accepted), https://arxiv.
org/abs/2303.17530.

[42] N. Boskov, A. Trachtenberg, and D. Starobinski, “GenSync: A New Framework
for Benchmarking and Optimizing Reconciliation of Data,” IEEE Transactions

on Network and Service Management, vol. 19, no. 4, pp. 4408-4423, 2022.

[b0] N. Boskov, A. Trachtenberg, and D. Starobinski, “Birdwatching: False Neg-

atives in Cuckoo Filters,” in Proceedings of the Student Workshop, ser.


https://arxiv.org/abs/2303.16809
https://arxiv.org/abs/2303.17530
https://arxiv.org/abs/2303.17530
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CoNEXT’20. New York, NY, USA: Association for Computing Machinery,
2020, p. 13-14.

In particular, Chapter B is primarily based on our results from [42] and [60], Chap-
ter @ is based on [46], and Chapter B is based on [42].

1.7 Outline

The rest of this dissertation is organized as follows. We lay out the background and
related work in Chapter E In Chapter g we focus on end-to-end data synchroniza-
tion and analyze the state-of-the art set reconciliation protocols. First, we compare
the structure of various protocols and summarize their asymptotic behavior. Then,
we discuss the theoretical assumptions that impact the practical performance of the
protocols. In Chapter @, we introduce SREP, a novel distributed transaction pool
synchronization protocol based on efficient end-to-end set reconciliation. In Chap-
ter B, we present GenSync, a novel framework that allows for easy integration of
various set reconciliation protocols in decentralized applications. We conclude this

dissertation and outline the future research directions in Chapter B



Chapter 2

Background and Related Work

In this section, we first introduce the set reconciliation problem and give a brief
overview of the approaches from the literature. Then, we introduce the approximate
set membership data structures that we use later in Chapter E and Chapter B Finally,

we give a brief overview of the blockchain concepts that we rely on in Chapter @

2.1 Set Reconciliation

The set reconciliation problem involves two parties Alice and Bob with their corre-
sponding sets S4 and Sp, and the goal is to make the two sets equal while minimizing
the communication complexity. The problem has first been formulated by Minsky;,

Trachtenberg and Zippel [p4].

2.1.1 Definitions

Local elements. In the set reconciliation problem, we use the term local elements
to denote the elements known to only one of the parties. In other words, we define
the elements local to Alice as S4 \ Sp, and the elements local to Bob as Sg \ Sa.
Symmetric differences. The set of symmetric (mutual) differences, denoted as
S4 @ Sg, is defined as the union of the elements local to Alice and the elements local
to Bob:

Sa® Sp = Sa\Sg U S\ Sa

“FElements local to Alice”  “Elements local to Bob”

13
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The cardinality of the set of symmetric differences is denoted as:

d: |SA€BSB|

In this dissertation, we focus on the cases when Alice and Bob keep the sets that
are large relative to their symmetric difference (i.e., |S4 U Sg| >> d). In general, set
reconciliation protocols draw their power from the similarity between the sets: the
larger the set intersection (S4 N Sp), the more benefits these protocols provide.
Universe. We use U to denote the universe from which the set elements are drawn.
That is, Sy U S CU.

One-way versus full reconciliation. When only one party is interested in
learning the elements local to the other, we use the term one-way set reconciliation.
Otherwise, when both parties are interested in learning the local set of the other, we
use the term full set reconciliation.

Message complexity. If not otherwise stated, we use the term message complexity
to denote the number of messages exchanged between the parties until the completion
of the protocol.

Computational complexity. The computational complexity of a set reconcilia-
tion protocol is the sum of the computational complexities of the procedures executed
by both parties.

Data point. The set reconciliation protocols that we consider in this dissertation
represent set elements as constant-sized identifiers called data points. Each data point
identifies one concrete record.

The mapping between concrete records and data points is often implemented
through hashing, and comes naturally in some applications. For example, Bitcoin
transactions can vary in size, but each transaction has a globally unique identifier

that is a 32-byte long word. Therefore, Bitcoin block propagation protocols often use
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transaction identifiers as data points.

Communication overhead. If not otherwise stated, we use the term communi-
cation overhead (cost) to denote the sum of the sizes of all messages transmitted over
the network to complete a set reconciliation protocol. For example, when data points
are chosen from a universe of b-bit words, a naive protocol that exchanges the entire

sets has the communication overhead of b(|S4| + |Sg|)-

2.1.2 Assumptions

Although some set reconciliation protocols from the literature operate under slightly
modified set of assumptions, the following assumptions are common among most
protocols.

No prior context — in this dissertation, we focus on the scenarios when the in-
volved parties do not keep reconciliation-related memory. Alice has no knowledge
of Bob other than what is required to connect with him, and vice versa. Alice and
Bob further have no knowledge about any previous synchronizations. However, in
interactive set reconciliation (Chapter a and Chapter H), the parties are allowed to
keep reconciliation-related data structures during the multi-round protocol. This is
because the entire duration of the interactive protocol is considered a single reconcil-
iation session.

No handling of deletions — related to the prior assumption is the fact that set
reconciliation protocols typically do not handle deletions. Suppose that Alice and
Bob reconcile their sets periodically starting with S4 = {1} and Sg = {2}, meaning
that after the first reconciliation has been completed Sy = Sp = {1,2}. Assume now
that Bob deletes element 2 in between the first and the second reconciliation rounds.
Since there is no notion of deletions, Alice will detect element 2 as a symmetric
difference and send it to Bob in the second reconciliation round, thus annihilating

Bob’s deletion. This is related to the assumption of no reconciliation-related memory.
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There are straightforward potential mechanisms for dealing with deletions. For
example, we can keep a separate set of deleted elements and reconcile that set as well.
Prior to reconciling the main sets, the parties can reconcile the set of deletions. Any
new elements obtained in this process would get deleted from the main set prior to
its reconciliation. Another potential mechanism is to add a presence bit to each set

element. Notwithstanding, handling deletions is out of scope of this dissertation.

2.1.3 Set Reconciliation as a Data Synchronization Approach

Set reconciliation is the data synchronization approach that we focus on in this disser-
tation. The other data synchronization approaches include the variants of rsync [28],
[29], [b5], [b6], the file synchronization protocol included in many Linux distributions.
The main difference between set reconciliation protocols and rsync-like approaches is
that the latter works with ordered collections (e.g., strings) and not unordered sets.

Set reconciliation protocols can be specialized to work efficiently with files. For
instance, Song and Trachtenberg [57] used a technique called Recursive Content-
Dependent Shingling in conjunction with the Interactive Characteristic Polynomial
Interpolation-based set reconciliation (see Section ) to implement an efficient file
synchronization protocol. For large files, the protocol of Song and Trachtenberg beats
rsync in communication efficiency.

Throughout this dissertation, we view set reconciliation as more general approach
than file synchronization and use data synchronization as a synonym to data set

synchronization.

2.2 Set Reconciliation Protocols in the Literature

In the last two decades, many disparate set reconciliation protocols have been pro-
posed in the literature. Besides the protocols proposed for the general purpose of

synchronizing large highly similar sets, there are also protocols proposed in more
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Author Algorithm Applicability Class
Skjegstad and
Torleiv [bg] BF
Tian et al. [59]
Fan et al. [60] Counting BF
Luo et al. [51] CF
Li et al. [62] Counting CF General
Luo et al. [63] Marked CF ASM
Eppstein and
Goodrich [64) IBLT
Lazaro and
Matuz [65]
Lee et al. [66] Ternary IBLT
Ozisik et al. [23] BF + IBLT Blockchain
Ding et al. [67] CF
Minsky and CPI
Trachtenberg [6§]
Dodis et al. [69] BCH General
Gong et al. [70] Parity Bitmap
Sketch ECC
Jin et al. [71] CPI Disruption

Tolerant Networks

Naumenko et BCH + low-fanout Blockchain

al. [72] flooding

Table 2.1: Set reconciliation literature summary. BF abbr. Bloom
filter. CF abbr. Cuckoo filter. IBLT abbr. Invertible Bloom Lookup
Table. ASM abbr. Approximate Set Membership. CPI abbr. Char-
acteristic Polynomial Interpolation. BCH abbr. Bose-Chaudhuri-
Hocquenghem (codes). ECC abbr. Error-Correcting Codes.
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specific frameworks such as blockchain and disruption tolerant networks. Most set
reconciliation protocols proposed in the literature draw their inspiration from either
approximate space-efficient set representations or error correcting codes (e.g., Reed-
Solomon, or Bose-Chaudhuri-Hocquenghem). In Table @, we summarize the related
work in the area.

In the rest of this section, we describe the approximate set membership data
structures used in the protocols that we analyze in Chapter , and then introduce the
concepts that we rely on in Chapter @ such as blockchain block propagation. Finally,
we introduce the results from the blockchain topology measurement research that we

use in Chapter @

2.3 Approximate Set Membership Data Structures

Approximate set membership data structures (ASMDS) are a family of compact
set representations that can approximately answer membership queries in constant
time [73]. Suppose that an ASMDS represents set S, a membership query for an
element e ¢ S may falsely return a positive answer with a probability at most € (false
positive rate). Due to their compactness, ASMDSs are often utilized in set reconcili-
ation protocols. Besides space-efficiency, particularly important for set reconciliation
is that many ASMDS come with fast construction times. In this section, we touch

upon the construction of the ASMDSs used later in this dissertation.

2.3.1 Invertible Bloom Filter

Traditional Bloom filter [74] is a simple ASMDS that uses a bit array of size m and k
independent hash functions ranging from 0 to m — 1. Insertions consist of calculating
k hashes and setting corresponding bits in the bit array. The membership query

calculates the same k hashes and checks whether all k& bits are set.
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Invertible Bloom Filter (IBF) is an extension to the traditional Bloom filter orig-
inally introduced by Eppstein and Goodrich [75], and later extended to Invertible
Bloom Lookup Table by Goodrich and Mitzenmacher [76]. The construction process
of IBF is similar to traditional Bloom filters in that there are k hashes used for each
inserted element to determine the buckets to store the element. In contrast to the
traditional Bloom filter, IBF uses one more hash H. Each bucket of an IBF stores

three fields:

(1) hashSum — the sum of hashes of all elements inserted into the bucket.

Suppose that a bucket stores {xi,z9,23} C U, then hashSum = H(xi) &
H(zy) & H(x3), where & denotes bitwise XOR.

(2) count — the number of elements inserted in the bucket, and

(3) #dSum — the sum of all elements inserted into the bucket. For the previous

example, idSum is x1 ® x9 D x3.

Subtraction

In contrast to traditional Bloom filters, we can subtract two IBFs to get the third
one that encodes mutual differences. As illustrated in Fig. El], subtraction is done
bucket-wise. That is, we traverse buckets in IBF4 and [ BFg in parallel, subtract
the corresponding count fields, and XOR-ing the corresponding idSum and hashSum
fields. The common elements cancel out, and with an arbitrarily high probability,
leave one or more buckets keeping only one element.

We can verify that there is only one element in the bucket by computing the
hash of the idSum field and comparing it with the hashSum field. If there is a
match, then we know that the element is present in only one of the filters involved in

subtraction. To determine the exact filter that has originally encoded the element,
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IBF, ={A,B,C,E, F}

bucket 0 bucket 1 bucket 2 bucket 3
idSum A@B BOEGF CeE®F AsC
hashSum | H(A)@H(B) | H(B)e H(E)e H(F) | HC)e HE)e H(F) | HA)®H(C)
count | ST 5 T P )T
IBF5 = {A,B,D, E}
idSum A®Bo®D B®DaE E A
hashSum | H(A)e H(B)oH(D) | H(B)e HD)® H(E) | HE) | H(4)
count | P P " T
IBF, — IBFs = {C,D, F}
idSum D FeD CoF C
hashSum | HD) | HF) eHD) | HOeHF) | HC)
count -1 0 2 1

Figure 2-1: Subtraction of IBF4 and I BFg. Both IBFs use two hash
functions to determine the buckets where to insert elements.

we can look at the count field. If the count field is positive, then the element has been
originally encoded into I BF4. Otherwise, it has been originally encoded into I BF.
We can now proceed with decoding the resulting filter by subtracting the recovered
elements from all other buckets in the filter. This iterative decoding process of IBFs
is commonly referred to as the “peeling” process.

In the example from Fig. Ell, buckets 0 and 3 in I BF4y — I BFp contain only one
element each. The first bucket contains D, and its count field indicates that D has
been originally encoded into / BFp. On the other hand, the positive sign in the count
field of bucket 3 indicates that C' has been initially encoded in IBF4. We can then
subtract C' and D from all buckets in I BF4— I BFp to continue the decoding process.

As apparent from our example in Fig. @, the peeling process may fail for adver-

sarially chosen elements. Given the IBF, an adversary can choose the set of elements
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Figure 2-2: The structure of a Cuckoo filter with 6 inserted elements.

to be inserted so that there is no bucket that contains only one element. When that
happens, the peeling process cannot proceed, and the elements stored in the filter
cannot be recovered. In practice, the probability of decode failures can be controlled
through choosing IBF parameters. We discuss the subtleties of IBF parameterization
later in Section .

For subtraction to work, two IBFs need be of the same size and use the same collec-
tion of hash functions to determine buckets and compute hashSum. This constraint
is particularly significant in IBF-based set reconciliation protocols, as Alice and Bob
need to agree on the parameters of their filters at the beginning of the reconciliation

protocol.

2.3.2 Cuckoo Filter

Cuckoo filters are introduced by Fan et al. [77] as a more space-efficient replacement
for traditional Bloom filters. Similarly to the traditional Bloom filters, Cuckoo filters
supports insertions and lookups. In addition, Cuckoo filters also implements deletions.
As depicted in Fig. @, a Cuckoo filter is divided into m buckets that each contain
b slots. Each slot is f bits wide and stores a fingerprint of an inserted element. A
fingerprint is obtained through the fingerprint hash x ¢, and the collisions on z; cause

certain amount of false positives of lookup. The amount of false positives in Cuckoo
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€ false positive rate

f fingerprint size in bits

b number of slots per bucket

m number of buckets in filter

n number of items currently in filter
Nomaz = Mb maximum number of items
Q= n/Nmaz load factor (0 < o <'1)

Ty fingerprint hash

H bucket hash

MaxNumKicks maximum number of kicks

Table 2.2: Cuckoo filter notation.
filter C' is bounded by its false positive rate ec.
When an element is being inserted into a Cuckoo filter, the fingerprint hash is
used together with an independently chosen bucket hash H to compute the candidate
buckets 7; and iy (@ denotes bitwise XOR):

Gr = x4 (1)
iy = H(z) mod m (2.1)
ip =1, @ H(¢,) modm
The insertion process then proceeds as in Algorithm El If 71 can accommodate the new
element, it is inserted there. Otherwise, the insertion is attempted in the alternative
bucket 5.
If neither of the two buckets can accommodate the new element, then one fin-

gerprint ¢, from the bucket i. is chosen at random and its own alternative bucket is

calculated as:

iq =1.® H(¢,) mod m (2.2)

The process continues recursively until a bucket that can accommodate the new
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Algorithm 1: Insert(x) from Fan et al. [77]

1 ¢p = :Ef(x)Q
2 i1 = H(z) mod m;
3 i2 = il ® H((ﬁx) mod m;
a if bucket i1 or bucket ia has an empty slot then
5 add ¢, to the bucket;
6 return True;
7 b = randomly pick i1 or i9;
8 for k < 1 to MaxNumKicks by 1 do
9 ¢, = randomly selected fingerprint from b;
10 write ¢, to ¢,’s slot;
11 bz = Pu;
12 bar = b ®H(¢,) mod m;
13 if byie has an empty slot then
14 write ¢, to alt;
15 return True;
16 return False;

element is found, or a constant threshold of attempted insertions, MaxNumKicks,
is exceeded. In the latter case, the insertion process fails.

Note the following property of the Cuckoo insertion process: if the eviction of a
fingerprint ¢ from bucket « sends it to bucket 3, then eviction of the same ¢ from
B should send it back to . We use the term Cuckoo hashing idempotence to
denote this property. Given the idempotence of cuckoo hashing, the lookup procedure
can compute the same candidate buckets as insertion, traverse all b slots in each of

the two buckets, and determine whether the element has previously been inserted.

2.4 Blockchain Peer-to-Peer Network

As we touched upon in Section El!, Blockchain is a distributed ledger technology
(DLT) built on top of a decentralized peer-to-peer network. The term “blockchain”
comes from the 2008 Bitcoin paper authored by an anonymous author (or group
of authors) under the presumed pseudonym Satoshi Nakamoto [78]. At the core of

the blockchain idea is decentralization, i.e., many participants in the peer-to-peer
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network can keep the copy of the entire history of records and independently verify
the validity of transactions. The integrity of the history of record is protected using
cryptographic techniques.

A blockchain transaction consists of its inputs and outputs. The inputs of a
blockchain transaction must be valid outputs of some previous transactions, and
the authenticity of the outputs is protected using cryptographic signatures. Each
transaction in the blockchain can be uniquely identified using its transaction hash
(ID). In Bitcoin, for example, a transaction ID is a 256 bits long string generated
through double hashing with SHA256. This assures sufficiently low probability of
collisions even for the large number of transactions in the system.

When a new block is created, a group of valid but yet unprocessed transactions
is combined into a block and the integrity of the block is cryptographically protected
(e.g., using a Merkle tree [[79]). Multiple blocks are combined into a sequence, and
the integrity of the sequence itself is cryptographically protected (e.g., using crypto-
graphic hashes). An important property of such created sequence of blocks is that
tampering with a block noticeably breaks the chain and forging an entire chain is

impractical.

2.4.1 Transaction Dissemination and Memory Pools

The time that the recipients of the transaction outputs must wait until they can use
the outputs as inputs to their own transactions is often referred to as the transaction
confirmation latency [80]. For a transaction to get confirmed by the blockchain

at least the following two must hold:
(1) The transaction must get included into a block by a block-creating node, and

(2) The block containing the transaction must reach the significant fraction of the

network.
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For the former to be satisfied, the author of the transaction has a strong incentive to
share its transaction with as many block-creating nodes as possible. This is because
the election of the block-creating node that will be awarded the right to create the
next block is random, and ideally uniformly so.

The process in which the author of the transaction gets it to as many block-
creating nodes as possible is called transaction dissemination. In practice, the author
submits its transaction to one participant in the network and the network is responsi-
ble for disseminating it further. A straightforward method to disseminate the trans-
action is simple flooding (i.e., everyone sends the transaction to all its neighbors).
However, this consumes significant networking resources, and, instead, non-redundant
flooding is typically used. The sender announces a digest of the transaction to its
neighbors, and the neighbors request the full transaction only when they determine
that they had not received it before. Each block-creating node keeps a collection of
transactions that it has received in a data structure called memory pool, trans-
action pool, or mempool. A transaction that is being disseminated through the
network stays in the memory pool of a block-creating node until one of the following

happens:

(1) The node gets awarded with the right to create the next block and it decides
to include the transaction into the block. The exact method that the node uses
to decide whether to include the transaction varies across implementations, but
a common method is to sort the transactions by their transaction fees — the
award to the block creator. By including transactions with higher fees, the

block-creating node maximizes its profit from participating in the network, or

(2) The node receives a valid block that contains a transaction from its memory

pool.

When one of the two events happen, the node removes the transaction from its mem-
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Figure 2-3: End-to-end block propagation as a one-way set reconcili-
aiton problem.

ory pool.

2.4.2 Block Propagation

The process in which a block-creating node propagates the block to other partici-
pants in the network is called block propagation and often happens independently
from transaction dissemination. Traditionally (e.g., first versions of Bitcoin), it has
been done in the following way. First, the node that has the block sends the block
identifier to a neighbor. The neighbor responds with the request for the block if it
does not already have it. The block sender then sends the entire block with all its
transactions. The process runs in parallel for many, or even all neighbors, contingent
on the implementation.

However, the blocks can be several megabytes in size [81] and the transaction dis-
semination process may have already disseminated many transactions form the block
to the receiving end. As a result, the amount of wasted bandwidth is prohibitively
high [23], [72], [80]. Several protocols have recently been proposed to improve the
efficiency of block propagation [23], [67]. For instance, Ozisik et al. have proposed

a protocol called Graphene [23]| to reduce the bandwidth usage of block propaga-
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tion in Bitcoin and Ethereum using a set reconciliation protocol based on Invertible
Bloom Lookup Tables. One of the significant contributions of Ozisik et al. is explicit
modeling of block propagation as a set reconciliation problem.

We depict end-to-end (i.e., two nodes) block propagation as a one-way set recon-
ciliation problem in Fig. @ Suppose that Bob keeps mempool g, and propagates the
block Spioer, = {Tx_ 003, Tx_004, Tz 005} to Alice whose mempool already contains
Tz 003 and Tz 005. In traditional block propagation, Bob would send all three
transactions from the block to Alice, regardless of what Alice has in her memory
pool. A better approach, Ozisik et al. have shown, is for Alice and Bob to establish
a set reconciliation protocol between Sy, on Bob’s side and Alice’s entire memory
pool on the other. By doing so, they can efficiently learn that only Tx 004 must
be transmitted, while 7" 003, and 7004 are already present at the receiving end,
which significantly reduces the bandwidth overhead in general case. Note that this
is a one-way set reconciliation, as Bob is not interested in learning the elements local

to Alice.

2.4.3 Topology of Popular Blockchain Networks

As opposed to centralized networks (e.g., in data centers), where several entities
can control the network topology, the overlay networks of public blockchains are
decentralized and no single entity can enforce a topology on other participants. Each
node can run its own version of the software, and independently decide with whom to
connect. Therefore, the topology of these blockchains must be learned experimentally.

Discovery of the blockchain network topology typically happens through either
passive or active methods. In the former method, one injects nodes in a diverse set of
locations and records the nodes that reach out to connect. In the latter, one explicitly
connects to a subset of nodes and uses some bookkeeping protocol messages to request

the list of their neighbors. For instance, Ethereum has the FINDNODE message that
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can be used for this purpose [82].

Using a combination of passive and active method, Gao et al. [82] measured the
topology of the Ethereum blockchain in 2019 and found that it is a “small world”
network — most nodes can reach any other node in a small number of hops relative
to the network size. Their findings have later been confirmed by Wang et al. [83]

using a similar but distinct measurement technique.

Watts-Strogatz Network Model

One technique for modeling small-world networks is the Watts-Strogatz [84] model,
which we utilized in Chapter @ The parameters to Watts-Strogatz model are the
network size |V |, node degree deg, and rewire probability p. In the base Watt-Strogatz

model, the graph is generated as follows:

o Arrange |V| nodes in a circle and connect each node to deg/2 nearest neighbors

on the left and deg/2 nearest neighbors on the right.

o For each node i € V and each of its deg/2 rightmost neighbors j, “rewire” (4, 5)
with probability p. To “rewire” means to pick some k # i # 7 € V uniformly
at random and replace (i,j) with (i, k). If edge (i,k) already exists, pick a
different k.



Chapter 3

End-to-End Synchronization

End-to-end data synchronization protocols are the subcategory of data synchro-
nization protocols that deal with two parties. Besides Alice and Bob, who are con-
nected via only one communication channel, there are no other parties involved in the
protocol. The assumptions of end-to-end synchronization are similar to those in the
original formulation of the set reconciliation problem from Section El] (e.g., no prior
context). In this section, we deal with the set reconciliation protocols for end-to-end
synchronization.

As we outlined previously in Table El!, the set reconciliation protocols from the
literature differ in various ways (e.g., approximate set membership data structures
versus coding theory). Therefore, choosing the right protocol for the envisioned appli-
cation is a complex task that calls for an analytical as well as a methodical experimen-
tal analysis. Here we first describe the state-of-the-art set reconciliation protocols,
analyze the boundaries of their practical applicability, and compare their core analyt-
ical properties. Subsequently, we analyze specific protocol assumptions in the light of
practical constraints such as the knowledge of the exact upper bound on the number

of mutual differences.

29
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Alice Bob
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| Differences upper bound estimation |

IBLT 4 encoding IBLTp encoding

IBLT* =
IBLT, — IBLTg

Peeling IBLT*

Figure 3-1: Protocol diagram of the IBLT-based set reconciliation.
3.1 The Structure of the State-of-the-Art Protocols

We describe and analyze three commonly utilized set reconciliation protocols: Invert-
ible Bloom Lookup Tables-based (IBLT), Characteristic Polynomial Interpolation-
based (CPI), and Cuckoo filter-based one. In particular, we describe the algorithmic
components of each protocol and analyze how the protocols utilize their algorithmic
components to solve the problem of set reconciliation defined in Section @ Later
in Section @, we summarize these findings and compare the protocols with respect
to their main analytical properties.

As discussed earlier in Chapter E, there are many variations of these three base
approaches. While each protocol variation is significant in its own merit, their ana-
lytical properties are often similar to those of the base approach. At the end of this

section, we briefly discuss useful extensions to the protocols that we analyze.

3.1.1 Invertible Bloom Lookup Table-based Set Reconciliation

The IBLT-based set reconciliation protocol [64] is primarily motivated by the com-
pactness and decode efficiency of IBLTSs, which we discussed earlier in Section .
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Given an accurate estimate on the maximum number of mutual differences, Alice and
Bob use the estimate to construct two equally long IBLT 4y and I BLTg, and proceed
as in Fig. Ell Bob sends IBLTg to Alice and waits until Alice computes a new
IBLT* = IBLT, — IBLTg. At this point, Alice can learn Bob’s local elements by
decoding I BLT™ and listing the elements with negative counts. On the other hand,
the elements with the positive sign are local to Alice, and she should transmit them
to Bob. Bob updates its local set and potentially sends a success status code back to
Alice.

Note that only Bob’s IBLT needs be transmitted over the network, while Alice’s
IBLT is only used locally. Hence, the communication cost of the IBLT-protocol
is the size of IBLTg. On the other hand, the computational complexity of the
protocol is the sum of the computational complexities of decoding the two IBLTS,
subtracting IBLTg from IBLT4, and decoding the resulting IBLT*. Since all the
IBLTs involved in the protocol are equally long and their size is proportional to the
number of symmetric differences (d), the communication cost of the protocol is O(d).
Likewise, the computational complexities of the encoding, subtraction, and “peeling”
process are linear in the size of the IBLT, which yields the protocol’s computational
complexity of O(d).

The error rate of the IBLT-based set reconciliation protocol is equal to the proba-
bility of the decoding failure for I BLT™, which we discuss separately in Section .
When Alice fails to decode I BLT™, she notifies Bob about her failure and Bob can

re-initiate the protocol from scratch.

3.1.2 Cuckoo Filter-based Set Reconciliation

In contrast to the IBLT-based protocol, the Cuckoo [61] filter-based one does not
require an estimate of the upper bound on the number of symmetric differences. This

property makes the Cuckoo filter-based protocol particularly amenable for applica-
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Figure 3-2: Protocol diagram of the Cuckoo filter-based set reconcili-
ation. Alice keeps set Sy, Bob keeps set Sp.

tions that want to save on the rounds of communication, e.g., due to a high network
latency.

As depicted in Fig. @, the protocol starts by Alice and Bob both encoding their
sets into corresponding Cuckoo filters €'y and Cp. Each party can configure the
parameters of the filter (e.g., the number of slots per bucket and the size of the
fingerprints) at their will. The parties then exchange the filters and query their
local elements against the received filter. For each element that they do not find in
the received filter, they put the element in the collection of elements that they will
eventually send to the other party. For each element that is found in the filter, they
conclude that the other party already has it (i.e., they should not send).

The accuracy of the Cuckoo filter-based protocol is determined by the amount of
false positives in the two filters. Since there is certain probability that a looked up
element actually absent from the filter appears as present, the party that queries the
filter may falsely conclude that the other party has certain amount of elements that it

actually misses. This property of the protocol is often referred to as “false positives of



33

lookup, false negative of reconciliation” [61], where the false negative of reconciliation
denotes an element that is mistakenly detected as common. The number of false
negatives in the protocol is therefore bounded by the sum of the false positive rates of
the two Cuckoo filters, ec, + €c,. On the other hand, there are no false positives of
reconciliation, 7.e., all the elements that are being transmitted are actually missing
at the other party. This is a direct consequence of the “no false negatives” property
of the Cuckoo filters, which we further discuss in Section .

Furthermore, note that the sizes of C'y and C'z do not have to match, as opposed to
the IBLT-based protocol. In the Cuckoo filter-based protocol, each party determines
the size of its Cuckoo filter independently of the other and can make it proportional
to its own set. For instance, if we are reconciling a set of one and a set of one million
elements, the filter of the party with the smaller set can make its Cuckoo filter as small
as the fingerprint size f. However, this is exactly the case when set reconciliation has

the smallest advantage over transmitting the entire sets.

3.1.3 Characteristic Polynomial Interpolation-based Set Reconciliation

A characteristic polynomial of set S = {x1,xs,...,2,}, denoted as Xs(Z), is the

following univariate polynomial:
Xs(Z)=(Z — a1 )(Z —x3) -+ (Z — ).

In other words, the set elements are represented as the roots of the characteristic
polynomial. Given the characteristic polynomials of two sets Sa = {x1,22,...,2,}
and Sg = {y1, Y2, ..., Ym}, we can construct the following rational function:

X5, (2) _ (Z=m)(Z—=w)--(Z=wn) _ Xon\sp(2)
Xsx(Z)  (Z—y)(Z —y2)-(Z—ym) Xsp\salZ)
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Figure 3-3: Protocol diagram of the CPI-based set reconciliation.
Alice keeps set S4, Bob keeps set Sg.

This is a key fact that inspires characteristic polynomial interpolation-based set rec-
onciliation protocols, and it is used in the following way (see Fig. @) Given an
upper bound on the number of mutual differences d, Bob can construct his character-
istic polynomial Xs,(Z), evaluate it in some d evaluation points, and send it to Alice.
Alice can then evaluate her X, (Z) at the same d points and interpolate the resulting
rational function. She can then factor the interpolated rational function to learn the
elements local to herself and the elements local to Bob. Finally, she can send Bob the
missing elements and update her set with the elements that are local to Bob, which

she learned upon factoring the rational function and canceling the common terms.

3.1.4 Protocol Extensions

Some of the base protocols that we previously described can be extended to support
slightly different usage scenarios. Here we outline the common variations of the set

reconciliation problem and indicate which of the variations are supported by which
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Algorithm Class Multiset Set of Sets  Prioritized Multi-Party
CBF [60] v X X X
CPI [85] X X v 7] v [B6]
BCH [p9] X X X X
IBLT [64] v [87] v 8§ X v [89]
CF [61) v [62] X X v [63]

Table 3.1: Common set reconciliation approaches and their suitability
for the variations of the set reconciliation problem. Some approaches
support certain variations only via separately proposed techniques (ref-
erence here).

base protocol in Table El]:

Multiset reconciliation: each set element can have a multiplicity. Besides syn-
chronizing the missing element identities, the protocol needs to synchronize their
multiplicities. This variation of the set reconciliation problem is particularly useful

in string reconciliation [90].

Reconciliation of sets of sets: the synchronizing sets consist of other child sets.
The protocol needs to synchronize the child sets as well as any missing elements in
the matching child sets. This variation is particularly useful for synchronizing graphs,

databases, and collections of documents [91]-[93].

Prioritized set reconciliation: each set element has an assigned priority such
that the set elements with higher priorities get synchronized first. This is particularly
useful in disruption tolerant networks [94] (DTN) when we need to assure that the
most important data has been synchronized prior to a disruption [71]. We further

discuss this problem variation when CPI is used as the base protocol in Section .

Multi-party set reconciliation: a generalization of the set reconciliation problem

ton > 2 parties that keep sets Sy ... S, _1 and the goal is to achieve Sy = --- =5, 1 =
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Algorithm Class Communication Computation
IBLT [64] O(d) O(d)
CF [61] O(Sal +1581) O(|Sal +1581)
CPI [85] b+ 1)d+b O(d?)
CBF [60] O(d) O(|Sal +1551)
P-CPI [71], [85] O(d - mnb - log(nd)) O(d-nbm(m?+k)-log(nd))
BCH [69] d-b O(d?)

Table 3.2: Asymptotic communication and computation complexities
for common set reconciliation approaches. d is the actual number of
mutual differences between S4 and Sp. b is the constant size of set
elements. m, k,n are constants known in advance.

Uiego..n—135; [63], [86], [89]. The primary motivation for this problem variation are the
distributed key-value stores such as Amazon’s Dynamo [95] and distributed storage
systems such as Microsoft’s Azure Storage [96] that typically operate with many
loosely consistent replicas. In Chapter Q, we consider a different but similar problem.
Instead of focusing on extending the protocol to multiple parties, we use a generic

end-to-end protocol over graphs in a pairwise fashion.

3.2 Analytical Performance Comparison

Based on the protocol descriptions in Section @, we can compare the protocols’ an-
alytical properties. In particular, we are interested in the asymptotic upper bounds
on the computational and communication complexity. We define computational com-
plexity under the standard RAM model [97]. The communication complexity of a set
reconciliation protocol is the sum amount of bits transmitted by the protocol until
Alice knows the elements local to Bob and Bob knows the elements local to Alice.
As discussed in Section , in the IBLT-based protocol, one party sends their
IBLT filter to the other where the peeling process takes place. The peeling process
then discovers the local elements of both parties. The side that received the IBLT

can then finalize the synchronization process by sending the missing elements to
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the party that sent the IBLT. Since there is only one IBLT being transmitted over
the communication channel, and that filter is proportional in size to the number of
symmetric differences d, the overall communication complexity of IBLT is O(d). On
the other hand, its computational complexity is dominated by the peeling process
which is also O(d).

In contrast to the IBLT-based protocol, in the Cuckoo filter-based one parties
need to exchange their Cuckoo filters. Each party decodes the received Cuckoo filter
to figure out what elements are not present at the sender’s side. Since each filter is
proportional to the size of the data set that it represents, the communication com-
plexity of the Cuckoo-based protocol is O(|Sa|+ |[SB|). Its computational complexity
is the same as communication because the receiving party needs to query each of its
elements against the received filter to figure out whether the element is present.

The CPI-based protocol is from the coding theory-inspired family and thus differ
structurally from the previous two. Its communication complexity counts the size of
the evaluations of the characteristic polynomial, while its computational complexity
counts the operations needed for constructing the characteristic polynomials, evaluat-
ing them in d points, and interpolating and factoring the resulting rational function.
The dominant factor is function interpolation, and if solved through Gaussian elimi-
nation [85] takes O(d®). On the other hand, the communication cost is (b + 1)d + b,
where b is the universe size.

The summary of the protocols’ asymptotic bounds is given in Table @, which
also includes P-CPI that we discuss in Section , Counting Bloom filter-based
(CBF) [60] protocol, and the one based on the Bose-Chaudhuri-Hocquenghem codes [69],
[98]-[100].
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3.3 Practical Implications of Protocol Assumptions

Beyond the common set reconciliation assumptions that we outline in Section
(e.g., no prior context), certain protocols make additional assumptions that affect
their performance in practice. In this section, we focus on several different assump-
tions that may affect the communication cost and message complexity of the protocols
that rely on them. We begin with the problem of estimating the initial upper bound
on the number of symmetric differences and describe a CPI extension that alleviates
this problem. Then we proceed to the problem of estimating the failure probabil-
ity of the IBF decoding process. Finally, we discuss certain constraints of Cuckoo
filters with respect to choosing the hash functions for fingerprinting and calculating

alternative buckets.

3.3.1 Symmetric Difference Upper Bound

Most set reconciliation protocols require an upper bound on the number of symmet-
ric differences to achieve the promised level of efficiency. However, the problem of
estimating the degree of similarity between two sets (or analogously the extent to
which they differ) can be considered independently from set reconciliation, and has
attracted a significant attention from the research community. For instance, Feigen-
baum et al. [101] proposed a technique for estimating L'-difference (3, |a; — b;])
between the two general functions with values a; and b; being data streams. Cor-
mode and Muthukrishnan [102] have initially focused on estimating the set sizes by
constructing a hierarchy of data streams sketches, and Cormode et al. [103] and
Schweller et al. [104] proposed a similar sketch-based techniques for detecting large
differences among sets. Another technique introduced by Indyk and Motwani [105]
consists of comparing random samples from the two sets. Broder [106], [107] pro-

posed min-wise hashing, where k independent hash functions h; ... hj are chosen to
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permute the elements in universe &/ and represent the set S as an array of hashes of

SANSp

size k, denoted as Mg. The similarity between sets A and B, defined as r = Ao

is then estimated by counting the matching hashes in M4 and Mp. Given that the
number of matching hashes is m, the estimated similarity is » = m/k. Although
effective for comparing large sets with a low degree of similarity and relatively simple
to implement, these techniques deteriorate in performance when the sets differ in only
a few elements, which is often the case in practical set reconciliation.

The symmetrical difference estimation technique proposed in the original IBLT-
based set reconciliation protocol is called strata estimator [64] and resembles the well-
known technique of Flajolet and Martin for counting distinct elements in streams [[10§].
The crux of the idea is to stratify the space of the set elements into a logarithmic
number of strata (i.e., for a universe u = 232 we need log(u) = 32 strata), then
construct a constant-sized IBFs to encode each strata. Suppose that we denote the
strata as a vector E of size log(u) + 1, the protocol for estimating the number of sym-
metric differences proceeds as follows. Alice exchanges her E4 with Bob who then
constructs his own strata Ep and subtracts E4[i] from Egli], starting from i = log(u)
and ending with ¢« = 0. For the strata difference (i.e., Eg[i] — F4[i]) that decode
successfully, Bob adds the number of recovered elements to his estimate of symmet-
ric difference. If the decoding of strata fails at index i, Bob sets his estimate to the
number of elements that he successfully recovered so far scaled by 27!, By a similar
argument as in [[108], this procedure assures that the actual number of the symmetric
difference is less than what has been estimated. Compared to min-wise sketches and
random sampling, strata estimator gives more accurate estimates when the actual
number of symmetric difference is small relative to the size of the sets, while has a
poor performance otherwise.

The most recent works propose techniques other than strata estimator, min-wise
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sketches, and random sampling. For instance, Lee et al. [66] use a combination of
ternary (TBF) [109] and invertible Bloom filters (IBF) instead of strata estimator.
Since the summary size of the ternary and invertible Bloom filter is smaller than only
the size of the invertible Bloom filter needed in the original protocol, they achieve a
better communication cost. A somewhat similar approach with utilizing a small
sketch in the first message to reduce the size of the sketches transmitted in the
subsequent rounds is proposed by Ozisik et al. [23]. The difference is that Ozisik et
al. use a regular Bloom filter instead of a ternary one.

On the other hand, there have been modifications to the IBLT-based set reconcil-
iation protocol that mitigate the problem of establishing an initial upper bound on
symmetric differences altogether. For instance, Lazaro and Matuz [65], [110] have pro-
posed multi-edge-type IBLTSs as a building block of a new fountain codes-inspired [[111]
IBLT-based set reconciliation protocol that can generate (and transmit) additional
IBLT cells as they are needed in the “peeling” process, effectively achieving a com-
petitive communication cost at the expense of adding message complexity.

In conclusion, learning an exact number of symmetric differences requires as much
communication as learning the differences themselves [85]. However, there exist
communication-efficient protocols for obtaining an upper bound that can then be
supplied to the subsequent set reconciliation protocol. The techniques that allow
for this kind of upper bound estimation typically rely on one of the following two

techniques.

(1) Utilization of auxiliary data structures in the initial round (e.g., strata estima-

tor, ternary Bloom filters, or traditional Bloom filter), or

(2) Introduction of additional rounds of communication (e.g., fountain codes-inspired
approaches such as that of Lazaro and Matuz [65], Naumenko et al. [72], and
partitioned CPI, which we discuss in Section )
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Later in Section , we discuss the practical ramifications of trading-off communi-

cation cost for additional round trips.

3.3.2 Interactive Characteristic Polynomial Interpolation

CPI is nearly optimal in communication [85], but assumes a known, tight upper
bound on the number of symmetric differences. As in the case of IBLT, there are CPI
protocol variations that alleviate this constraint by trading it off for some increase
in message complexity. The protocol that implements this trade-off for the CPI base
protocol is called Interactive CPI (I-CPI) [68]. I-CPI belongs to the family of “divide-
and-conquer” algorithms and relies on the recursive partitioning of the set element
space (i.e., the space of b-sized bitvectors). The bottom of the recursion is reached
when the base CPI succeeds in reconciling some small portion of the set element space
given a small constant m.

Initially, the divide-and-conquer algorithm tries to reconcile the entire sets at
once using a typically underestimated m (when 7 is overestimated or guessed cor-
rectly, m > d, the algorithm terminates with a success). After any initial failure,
the algorithm partitions the bitvector space into p non-overlapping sub-partitions,
P;, i € {1..p}, and invokes CPI on each sub-partition. As the algorithms progresses,
Alice and Bob independently keep an auxiliary data structure called p-tree, which
represents the partitioning process. At any moment, each node in p-tree is in one of
the three states (1) active; the sub-partition is currently being reconciled, (2) termi-
nal; CPI invoked on this sub-partition has succeeded, (3) inactive; the reconciliation
on this sub-partition has not been attempted yet. The divide-and-conquer algorithm
terminates successfully once all sub-partitions are marked terminal (i.e., the entire
bitvector space is successfully reconciled). The correctness of I-CPI is rooted in the
simple fact that for any pair of sets (S4,Sp) and any non-overlapping partitioning,

SaN P, = SN P, for all i € {0..p} implies that S4 = Sp. Note that each active
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an terminal partition requires one more round of communication between Alice and
Bob, which makes this divide-and-conquer approach interactive.

We want to stress here that the divide-and-conquer approach is partially allowed
by CPI’s ability to recognize the reconciliation failure, thus instructing the algorithm
to further partition the space of elements. Not all state-of-the-art set reconciliation
approaches allow for signaling reconciliation failures. For instance, the Cuckoo-based
protocol that we described in Section does not support failure signaling. That
is, after completing the Cuckoo-based protocol, Alice or Bob may still miss certain
elements from the other party due to the possible false negatives of reconciliation,
and the protocol cannot detect this state on its own. One way to add the support for
failure signaling to the protocols such as the Cuckoo-based one is to exchange some
small, fixed-size checksums, at the end of the protocol [112], [113], concluding that
there are more differences to reconcile if the checksums do not match. Note that this

method would only work with its own error probability dependent on the set sizes.

3.3.3 Characteristic Polynomial Interpolation with Priorities

Having the space of set elements partitioned according to some criteria, such as
the case with I-CPI that we described above, allows for imposing priorities to the
set elements [68], [71]. By doing so, we can assure that the elements with a higher
priority get reconciled first, which is particularly useful when the reconciliation process
runs over a disruptive link (7.e., the communication channel that can be cut at any
time). In that regard, prioritized reconciliation assures that at the moment of the link
breakage, the following holds (1) if no lower priority elements are transmitted, then
all the elements that have been transmitted are of a high priority, and (2) if some
lower priority elements are transmitted, then all high priority elements have already
been transmitted.

Given a set of elements with assigned priorities, we can partition the set such
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that all elements with the same priority form separate partitions. We can then run
the divide-and-conquer algorithm of I-CPI on the sequence of partitions sorted in the
descending order of their priorities. Denoting the proportion of the highest priority
elements as 7, it is easy to see that for n = 1 we exactly have I-CPI, meaning that
the prioritized set reconciliation (P-CPI) is a generalization of I-CPI. Based on the
results from [6§], denoting the number of symmetric differences between the sets as

m, the maximum number of CPI invocations is
m
Im) < 1+ Zpblog, (2)] (3.1)

Since one invocation of CPI requires the computation of ©(bm? + bmk), we have that

the worst case computational complexity of P-CPI is

o (mmzmi) |
log p

Given that the worst case communication complexity of CPI is ©(mb), the worst

case communication complexity of P-CPI is

P o
© b7).
(mlogp )

However, under the assumption that the set differences are distributed uniformly
over GF(2%), Jin et al. [71] give the following theorem:
Theorem 1: When there are two sets with nm uniformly distributed symmet-
ric differences, P-CPI reconciliation makes O(nmlog(nm)) invocations to CPI, with
probability at least 1 — an

As a corollary, the computational complexity of P-CPI is O(m - nbm(m? + k) -
log(nm)) with high probability. To generalize and clarify the conclusions of Jin et
al. [71], we give a revised proof [42] of the above theorem.

Proof: Without the lost of generality, we consider a binary partition tree (p = 2)
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and write m’ = my = nm to denote the overall number of the high-priority differences.
We call a node in the partition tree good if each of its children contains at least one
third of its differences. Otherwise, the node is bad. If we now consider a ¢ nodes long

root-to-leaf path that consists of only good nodes, we will see that the number of

/ 2 / 2 ' !/
my < 3 my_g < 3] Mo (3.2)

Since we know that each good node must contain at least one difference, we can

differences at level t is

use Fq. (@) to derive the maximal number of good nodes in any path as
—=_— < 2log,m/ (3.3)

The next step in our proof is to show that the following holds for any root-to-leaf

path P that may contain both bad and good nodes

Pr[|P| > 4log, m'] <

(3.4)

m/2

Let X; be a random variable that takes value 1 when the ¢-th node on path P is
bad, and 0 otherwise. If we denote the number of differences at node i as s;, then by

the definition of good nodes we have

2s;-1/3 .
X ()
PriX,=1=1-"272 <

2
— 3.5
< (3.5)

Now, let X be the random variable that denotes the number of bad nodes along

P. Since all X; are independent, we can use Fq. (@) and the union bound to derive

|P|
BIX] = Y X < 5| (3.6)

Then, we assume |P| > % log, m’, and apply the Chernoff-Hoeffding bounds for
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some ¢ > 2eE[X] as follows [114]:

Pr[X > q] <279 < 27 2lem’ _ —
m

(3.7)
Since the length of any path is the sum of its good and bad nodes (i.e., |P| = X+t
by definition), we can combine Eq. (@) and Egq. (@) to show that Fjq. (@) holds

for all paths P

1

m/2

Pr[X > q] = Pr[|P| > 4logm] < (3.8)

Importantly, for |P| < 2 log,m/, we have that Eg. (@) is trivially satisfied as
PI[|P| > 4log, m/] is zero.

Next, we see that our partition tree can have at most m’ leaves, since each leaf
must contain at least one difference. Hence, the maximal number of root-to-leaf paths

is m’. We can apply the union bound to prove that all the root-to-leaf paths will be

shorter than 4log, m’ nodes with probability 1 — % as follows

Pr[3P,|P| > 4log,m'] < Pr[|P| > 4logym/]

m’ -
1 (3.9)
m
Finally, P-CPI calls CPI at each node of the partition tree. Thus, the overall
number of CPI invocations is O(m’logm'). |
Note that in practice we usually have that m < 2°, thus the worst-case number of
CPI invocations of O(mb) (see Eq. (@)) is worse than O(mlogm) CPI invocations
in the high-probability case from Theorem m
Combining the high-probability upper bound on the number of CPI invocations
from Theorem EI and the worst-case computation complexity of CPI from [68], we

get that the computation complexity of P-CPI is O(m - nbm(m?* + k) - log(nm)), with
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probability 1 — an By the same token, the communication complexity is O(m - mnb -
log(nm)) with the same probability. Importantly, m is a fixed constant known in

advance.

3.3.4 “Peeling” Process in Invertible Bloom Filters

The IBF decoding process (peeling) is of a probabilistic nature and can fail with an
arbitrary small probability [87], [L15]. This is particularly important in the IBLT-
based set reconciliation protocols because the synchronizing parties must agree on
the IBLT parameters to ensure that the IBLT™ obtained by subtracting [ BLTg
from IBLT4 can be decoded with a sufficiently high probability. Remember that by
the definition of IBLT subtraction operation [64], IBLT 4, IBLTg, and IBLT* are
of the same size, and what we essentially want to peel are the symmetric differences,
not necessarily the entire sets. In other words, we do not require IBLT s and I BLTg
to recover their corresponding sets, but rather their difference I BLT™* to recover the
set of symmetric difference, which is no larger than some known d. Therefore, the
problem of IBLT parameterization in the IBLT-based set reconciliation protocols can
be formulated as follows.

Problem statement: Given an upper bound on the number of symmetric differ-
ences d, the universe from which the set elements are drawn U, and an arbitrarily
small error probability €, find the minimum number of cells m that the I BLT™ should
have for its peeling process to fail with a probability not larger than e.

First results related to the above problem were given by Goodrich and Mitzen-
macher [87] who bounded the probability of the peeling failure by O(t~*2) when we
choose m > (¢, + €)t, where t is a threshold number of items inserted in the IBLT, k
is the number of hash functions used by the IBLT, and ¢, > 1 is a constant. Their
results are based on the similarity between the problem of finding the 2-core of a

random hypergraph and peeling an IBLT [116], [117].
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However, it turns out that the choice of an optimally small ¢;, depends on both &
and e, which has motivated the authors of popular practical IBLT implementations
to use various heuristics in calculating the optimal IBLT parameters. For instance,
Levine [23], [118], [119] defines the “hedge” factor h = % and proposes a brute-force
technique that searches for an (h, k) pair that minimizes the size of the resulting IBLT
for the given d and e. For the purpose of their work in [23], Ozisik et al. used the
technique of Levine and published a database of precomputed optimal (h, k) pairs for

d < 1000 and e = which are the parameters suited for their concrete application

510"
of Graphene, a Bitcoin block propagation protocol.

While running a brute-force search over the space of all possible (h, k) pairs for the
given d and € is certainly impractical as a component of a set reconciliation protocol,
precomputing a table of optimal (h, k) pairs can help in the application scenarios
where we can impose a fixed choice of possible error rates and expect only some small
subset of possible count of symmetric differences. Otherwise, the best we can do
is to select some fixed (h, k) pairs that succeed with a high probability for a wide
range of practical counts of symmetric differences. While £ may not significantly
affect the performance of a practical set reconciliation protocol, the hedge factor
h does affect the communication cost. In several practical implementations, h is
set to a value between 1.5 and 2, and somewhere between 4 and 8 hash functions
are used [64], [119]. On the one hand, these constraints make a protocol generally
applicable with respect to the number of symmetric differences. On the other hand,
they may reduce the protocol’s communication efficiency, especially in comparison
with the communication-optimal protocols such as CPI. Specifically, the IBLT-based
ones may transmit from 50 to 100% more data than their CPI-based counterparts.
While this difference may not seem significant from a purely theoretical standpoint

(i.e., both are O(d) in communication), it does show up in practice, as we demonstrate
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through experiments in Section .

Another peeling-related constraint of IBLTs that can affect the practical perfor-
mance of set reconciliation is that even for largely oversized IBLTs (i.e., m >> d)
peeling failure rate may still affect some applications. Mizrahi et al. [120] have recently
demonstrated that a classical IBLT with parameters m = 64, k = 4 representing a set
from universe || = 381 and having 6 actually inserted elements fails with probability
larger than 4 x 10™* (i.e., 4 times in 10 thousand tries). Therefore, the same group of
authors proposed an alternative IBLT construction called IBLT with listing guaran-
tees resembling the technique used in Bloom filter with a false positive free zone [121],
which allows for deterministic peeling given a bound on d and the universe from which
the set elements are chosen. We believe that this alternative IBLT construction can
be particularly useful in applications that require success guarantees and can afford
to sacrifice some communication efficiency.

Related to the above problem statement is the work of Kubjas and Skachek [122],
where the authors analyzed the success probability of partial element extraction using
Tanner graphs [123]. Application that do not aim at synchronizing the entire set of
symmetric differences but a portion of it can use the construction of Kubjas and

Skachek to improve the communication efficiency of the IBLT-based protocol.

3.3.5 Set Reconciliation Protocol Symmetry

Note that the IBLT-based set reconciliation is asymmetrical in the sense that the
most computation is done by Alice, while the protocol metadata (i.e., Bob’s IBLT) is
transmitted only in one direction, from Bob to Alice. To the best of our knowledge, we
are the first to acknowledge and analyze the problem of symmetry in set reconciliation
protocols [42].

In practice, Alice and Bob may run different hardware (e.g., an IoT sensor ver-

sus a high-end cellphone), or have significantly different compute capacities allotted
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for the sync process (e.g., CPU cycles). As we discuss later in Section , the
difference in the compute capabilities of the nodes involved in synchronization may
affect the performance of asymmetrical set reconciliation protocols such as IBLT to
the extent that we would be better off using a different data sync approach (i.e.,
there is a different state-of-the-art protocol that achieves notably better performance
under the same data parameters). In other words, although IBLT may be a good
approach for the symmetrical compute scenario (i.e., Alice and Bob have comparable
compute capacities allotted to the sync process), it may be a very bad choice under
asymmetrical compute (e.g., when Alice runs another computationally expensive task
or wants to allocate only a fraction of its compute capacity to the sync process).

A solution to the compute asymmetry problem would be for the two parties to run
an “introductory” round before the set reconciliation protocol in which they would
learn which party has the better compute capabilities at the moment. Using this
information, the parties can pick the more capable one to play the role of Alice, thus
assuring that they get the best possible performance. However, given the standard
assumptions of the set reconciliation problem (e.g., no prior context), implementing
an introductory sub-protocol could be challenging due to (1) an increased message
complexity, and (2) security concerns. To learn which one is more computationally
capable, the two parties either need to compute a known challenge and exchange
the duration it took them to complete it, or they need to exchange their platform
specifications (e.g., CPU identifiers) and consult a third party for comparison. In
both cases, the overall message complexity of the protocol increases for at least one
message. When it comes to system security, exchanging the exact platform specifica-
tion or even fine-grained timing information for a known task may help a malicious
actor to detect security-critical properties of the device (i.e., inadvertently facilitate

adversarial reconnaissance [124]-[126]).
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On the other hand, if we drop the assumption of no prior context, and adopt a
new assumption that the relative compute power of participants does not change over
time, then the asymmetry problem can be addressed in the following way. Starting
with a random party playing the role of Alice, in the next protocol iteration the role of
Alice swings to the other party. After some threshold number of protocol invocations,
Alice can compute the average performance in the two cases and retain the role of
Alice, or stand down in favor of the other party. Under the given assumption, this

protocol will eventually converge to the optimal choice of Alice and Bob roles.

3.3.6 Hash Function Implementation for Cuckoo Hashing

As we pointed out earlier in Section , the cuckoo filter family of probabilistic data
structures is designed to permit certain small amount of false positives. Precisely, a
lookup query must return the correct answer for all inserted elements, but not for
all elements that are not inserted. The amount of non-inserted elements that the
structure is permitted to declare falsely present is bounded by €, the false positive
rate. Importantly, the Cuckoo filter construction does not permit any false negatives
— actually inserted elements that cannot be found. The central benefit of Cuckoo
filters over other similar approximate set membership data structures (e.g., traditional
Bloom filters) is that Cuckoo filters achieve better space efficiency for the fixed false
positive rate, especially for very small € (e.g., < 3%).

The insertion operation, which makes Cuckoo filters surpass the space efficiency
of Bloom filters, is more complex to implement than for traditional Bloom filters.

The two main challenges in this regard are:

(1) Maintaining the no-false-negatives property (i.e., the Cuckoo hashing idempo-

tence defined in Section ), and

(2) Achieving a high space efficiency.
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Figure 3-4: Average load factor a for cuckoo filters of sizes 24, 215,
216 (b =4, f = 12), over 100 experiments.

In the rest of this section, we tackle these two challenges and find that popular imple-
mentations [127]-[129] often make trade-offs between the two — they are either space
efficient and incur certain amount of undesirable false negatives, or sacrifice space ef-
ficiency to an extent that makes them less space efficient than traditional Bloom
filters. It is important to stress that introducing false negatives makes these practi-
cal implementations inadequate for the applications that require false negatives-free
data structures (e.g., privacy-preserving authentication [[130]), while suboptimal use
of space practically erases their advantage over the main competitors (i.e., traditional

Bloom filters).

Achieving a High Load Factor

One of the main properties of Bloom filters and its successors is a constant insertion
time. In Cuckoo filters, this is achieved through bounding MaxNumKicks to a
constant. While in the Bloom filter-based alternatives, the constant insertion time is

rooted in the fact that we use some constant number of independent hash functions
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to mark k buckets, in Cuckoo filters, we recursively attempt to place the element that
is being inserted into no more than MaxNumKicks buckets. At the end, an item
will be placed in only one bucket, or fail to insert. The probability of failure is related
to the size of the filter and its current load [77], [131]-[133]. Therefore, the goals
is to maximize the load factor while minimizing MaxNumKicks. In Fig. @, we
plot the average load factor a for various MaxNumKicks and compare filters with
different sizes. For each Cuckoo filter configuration, we keep inserting elements until
the first failure happens. The ratio between the number of buckets m and currently
inserted elements n gives the load factor a. The elements that we insert are uniformly
distributed in GF(2%) and we repeat the experiment for each filter configuration 100
times.

The first observation is that for all filter sizes the average load factor increases with
the number of maximally permitted cuckoo evictions (MaxNumKicks). However,
to achieve densely populated filters (7.e., minimize the amount of unused buckets),
we need to set MaxNumKicks to a fairly high value compared to practical Bloom
filter implementations that often use only several hash function (k). The larger the
filter, the higher we need to set MaxrNumKicks to achieve a sufficiently high load
factor (e.g., 90%). Therefore, setting MazNumKicks to the same constant across
all possible filter sizes may lead to sparsely populated cuckoo filters, which bloats the

communication cost in the corresponding set reconciliation protocol.

False Negatives In Cuckoo Filters

The main property of Cuckoo hashing is that alternative buckets can be calculated
using only the fingerprint and the current bucket it is being placed into. This prop-
erty allows the cuckoo filters to relocate the elements from heavily loaded buckets
into more sparsely populated ones, and most importantly, minimize the amount of

unused space. However, the popular cuckoo filter implementations [127]—[129], at the
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moment of writing, only handle the filters whose size (in buckets) is a power of two.
We refer to this constraint as the “power of two” requirement. For all the other re-
quested maximum capacities (7,,4.), traditional cuckoo filters waste a large amount
of space, which further reduces the communication efficiency of the corresponding
set reconciliation protocols. In parallel with us [50], the negative ramifications of the
power of two requirement have been discussed by Wang et al. [134], who proposed
alternative Cuckoo construction called Vacuum filter. Following these results, several
other authors analyzed the power of two requirement and proposed alternative filter
constructions, not necessarily relying on Cuckoo hashing [[73], [135]-[143]

In the rest of this section, we argue that removing the power of two requirement
from cuckoo filters is not a trivial task and show that the naive approach introduces
generally undesirable false negatives. Contrary to the false positives, false negatives
are not the desired property of approximate set membership data structures. We
formulate our claims in the form of the following two proposition.

Proposition 1 (naive removal): Suppose that we remove the power of two require-
ment while keeping the hashing procedure from the original construction [77], then
the Cuckoo hashing idempotence is violated.

Consider the Cuckoo filter of non-power-of-two size m = 5, which uses 7 bits per
fingerprint, and makes each bucket 4 fingerprints wide. In such a filter, we choose to
insert an element x = 759 and pick the bucket and fingerprint hashes as in Table @
The insertion process then proceeds as follows. First, we calculate the two candidate
buckets as in Fq. (@) and obtain i; = 1,75 = 0. Suppose that i; is full and 5 is not.
Therefore, we place ¢, = 119, the fingerprint of x, into bucket 0. Note that after
we inserted = in bucket 0, some elements from bucket 1 may get deleted. Suppose
now that we insert some other x, # = with one alternative bucket being 0 and the

other being full. In accordance with the cuckoo hashing principle, we then randomly
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Table 3.3: Counterexample used in Proposition m

choose the victim to evict from bucket 0, meaning that ¢, (the fingerprint of x) can
get selected for eviction. If so happens, we need to calculate the alternative bucket
of ¢, starting from bucket 0. That is, we substitute i. = 0 and ¢, = 119 in Eq. (@)
and obtain 7, = 4. The fact that bucket 4 differs from both i; = 1 and i, = 0 means
that the idempotence of Cuckoo hashing is violated.

On the other hand, we can easily see why idempotence holds for powers of two by

substituting i; and iy from Eq. (@) into Eq. (@)

H(z) = ((H(x) mod m> ® H(¢y) mod m) ® H(¢,) modm.  (3.10)

The above identity holds whenever m = 2% for some k, because any number in

modulo 2% is represented as its k — 1 least significant bits. Therefore, the identity

from Eq. () is transformed to:

Hig1.0)(7) = Hipor.0/(2) ©Hp1.0)(02) © Hip1.0(¢2) -

Cancels out

Proposition 2 (false negatives): When the idempotence of Cuckoo hashing is vio-
lated, then there can be false negatives.

We can use the example from Table @ to demonstrate that an eviction to the
wrong bucket can lead to false negatives. Consider the scenario in which ¢, from
Table @ is evicted in the wrong bucket 4 and there is no 2’ for which the following

conditions hold:
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(3.11)
H(z') = H(z) mod m

That is, there is no item 2’ that collides with = on both fingerprint and the bucket
hashes. In this case, the lookup procedure will traverse iy = 1 and i3 = 0 searching
for ¢,. Since ¢, is not in any of 4; and iy, and since ¢; and i do not store any ¢,
from Ejq. (), the lookup procedure for x will return a negative answer (i.e., item
not found). However, x was successfully inserted, and ¢, is still present in the filter,
meaning that this answer is a false negative.

To preserve the idempotence of the Cuckoo hashing, the referential implemen-
tation of Cuckoo filters [77] relies on the multiply-shift hashing scheme of Dietzfel-
binger [144], which itself assumes hashing into 2¥ bins. However, if we constrain m
to only powers of two, we reduce space efficiency for all the practical applications
that require filters of other sizes. That is, instead of an optimally sized filter of size
[C' % Nppas | bits, we get a filter of size b* m x f, where T is the closest power of two
greater than or equal to our targeted m. This discrepancy is shown in Fig. @, where
we calculate the overhead as the difference between the actual memory footprint of
the filter and the space needed to store n,,,, items given b and f. The x-axis spans

229 excluding both ends. We evaluate five different cuckoo filters

linearly from 2 to
each representing items using fingerprints of 4, 8, 12, 16, and 32 bits. We observe
that the overhead is at its minimum when n,,,,, = 1006209 and at its maximum when
Nmae = 1011505, for all f’s. The main reason for 7n,,,, = 1011505 to be minimum
of overhead is its proximity to 22° % 0.96. This number is important because Fan et
al. [[77] have shown that Cuckoo filters with b = 4 achieve their asymptotic maximum

of load factor a at 96%. For that reason, multiple implementations [127]-[129] that

bind their b for all filters to 4 do not allow for larger load factors than 96%. The exact
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Figure 3-5: Space overhead as a function of n,,,, for b = 4 (referential
implementation [[77]).

method used here is to double the size of the cuckoo filter when n,,,, would occupy
more than 96% of b * m slots. As a consequence, we observe the peak of overhead
immediately after this 96% load factor boundary.

To emphasize the significance of this space overhead, we compare the cuckoo
filter implementations [127]-[129] to the Bloom filter implementation from Bitcoin
Core [145]. Fig. @ shows that due to the m = 2F constraint in the Cuckoo filter im-
plementations, a space-optimized Bloom filter implementation achieves better space
efficiency for many values of maximal number of items 7n,,,,. The filter sizes for which
cuckoo filters achieve superior space efficiency are exactly those that immediately pre-
cede m = 2*.

In our comparison, we set both Bloom filters and the “semi-sorting” [127] enabled
cuckoo filters for false positive rate ¢ < 3%. “Semi-sorting” optimization of Cuckoo
filters allows for improving space efficiency by compressing buckets. It is achieved by

precomputing every possible combination of bits in a single bucket and storing them
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Figure 3-6: Space utilization of the referential Cuckoo filter implemen-
tation [77] and the Bloom filter implementation from Bitcoin Core [145].

in a separate lookup table. The main part of the filter then stores the index of the
lookup table instead of the buckets themselves. For example, when f = b = 4 the
compression saves one bit per item. In Fig. @ we show both the total memory used
by cuckoo filters (including the lookup table), and the memory used only by the main
part of the filter (compressed implementation).

In accordance with our Proposition E, the naive removal of the power of two
constraint to reduce the space overhead causes false negatives. In Fig. @, we show
the empirical false negatives rates that emerge when we remove the power of two
requirement. We construct the filters to target ¢ < 3% and thus set b = 4 and
f = 8. We evaluate ten different sizes of the filter starting from 4000 and increasing
the size by 200. For each filter we insert as many items (sampled from a uniform
distribution) as needed to achieve the given load factor. The successfully inserted
items are recorded. When the given load factor is achieved, we execute a lookup

query for each one of successfully inserted items. Those items that are not found in
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Figure 3-7: Empirical false negatives rate for b = 4, f = 8 cuckoo
filters, with n,,., not a power of two.

the filter, although successfully inserted, are considered as false negatives. We repeat

each experiment 100 times and report the mean values with 95% confidence intervals.



Chapter 4

Network-Wide Synchronization

As opposed to end-to-end synchronization that we discussed in Chapter B, in the
problem of network-wide synchronization we view the entire network of synchronizing
nodes as a single entity. Therefore, we are particularly interested in the effect of the
network topology and the statistics of the data that is being synchronized to the
overall communication cost and time to synchronize the entire network.

As an example application, we consider the problem of network-wide synchro-
nization of blockchain transaction pools (see Section ) The great potential of
syncing transaction pools for improving block propagation delay has recently been
shown through in-situ measurements in Bitcoin network [43]. As we discussed earlier
in Section El], the more block transactions nodes have in common, the faster the block
flows through the network and reaches the majority. In effect, the improvement in
block propagation delay has a positive impact on the blockchain confirmation times
and its overall security.

While the transaction pool synchronization approaches from the literature either
mingle transaction pool synchronization into block propagation protocols [23], [67],
or use heuristics with no quantifiable guarantees [43|, we take a different approach.
We aim at maintaining the transaction pool synchronization outside and indepen-
dently from the main block propagation channels. In the process, we formalize the
network-wide synchronization problem within a graph theoretic framework and in-

troduce SREP (Set Reconciliation-Enhanced Propagation) — a novel distributed

59
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algorithm for transaction pool synchronization with quantifiable guarantees. We an-
alyze SREP’s performance in various realistic network topologies and show that it
converges on any connected graph in the number of steps that is bounded by the
diameter of the network. We confirm our analytical findings through extensive sim-
ulations, which includes the comparison with MempoolSync, a recent approach from
the literature. Our simulations show that SREP incurs reasonable overall bandwidth
overhead and, unlike MempoolSync, scales gracefully with the number of the partic-
ipants in the network. To the best of our knowledge, our simulation technique is
unique in its ability to incorporate the real-world transaction pool data and simu-
late transaction pool synchronization over the networks of realistic sizes (i.e., tens of

thousands of nodes).

4.1 SREP Algorithm

The core of SREP is a concept that we denote as préimal sync — an end-to-end
set reconciliation protocol with communication complexity linear in the number of
symmetric differences. We have seen in Chapter a that there are several concrete
end-to-end set reconciliation protocols with this property. For instance, CPI [68],
BCH [69], and various IBLT-based [64], [65], [120] approaches can be used as the
primal syncs in SREP. The main idea behind SREP is to invoke the primal syncs
for each neighbor in parallel and incorporate the newly arrived elements at the end
of each round. The primal syncs invoked by SREP operate on the transaction pools
viewed as a set of globally unique transaction hashes [146]. In this regard, SREP
is similar to the approaches from the literature such as Graphene [23], Erlay [[72],
Gauze [67], and MempoolSync [43].

One way to support many parallel invocations of primal syncs at a node is to

create transaction pool replicas for each neighbor of the node. We can then safely
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run primal syncs in parallel using the corresponding replicas to avoid write collisions.
Upon the completion of all parallel tasks, we can reuse our primal sync to sync the
replicas locally. In that regard, we distinguish the network synchronization, when two
adjacent nodes sync their transaction pools, and local sync, when multiple replicas
sync locally at the same node. Importantly, only the network sync commits to the
overall communication cost.

We summarize SREP in Algorithm E using S5,, to denote the transaction pool at
node n, d;, to denote the differences between S; and S,, that reside in S;, and Sync to
denote a primal sync. As an illustration, in Fig. El], we depict one iteration of SREP’s
main loop (line @), assuming that each node n initially holds only one transaction

whose hash is also n.

Algorithm 2: SREP Algorithm.

Input: Network G = (V, E) as adjacency list.
1 At each node n € {0,|V| — 1}
Loop
for i in G[n] do // Neighbors of n
Si « S, ;// Replicate data set
Do in parallel

S I

// Network sync

din = Sync (S5, Si ) ;
S;%S%Udm,

for i in G[n] do

// Local sync

9 SZ\SnFSynC(SmeZ);
10 Sp S U (SN Sn) ;

N o

Avoiding Replication

SREP from Algorithm P has a significant memory overhead caused by transaction pool
replication for each neighbor. However, certain primal syncs allow us to implement
SREP without replication, thus mitigating this memory overhead. In particular,

multiple set reconciliation algorithms mentioned in Chapter a use data set sketches
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Figure 4-1: One iteration of SREP on a tractably small network
G = (V,E). Each node initially contains only one element equal to
the node’s unique identifier. The replicas at node n correspond to its
neighbors and we denote them as S, for i € G[n]. Transaction pools
at each node are denoted as S,, for n € V.
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to perform synchronization and modify the underlying data sets only at the end of
the protocol.

For instance, CPI reads from the set only once, at the beginning of the protocol,
and writes to it only once at the end of the protocol. Suppose that we choose CPI
as the primal sync in SREP. Then we can construct the characteristic polynomial
of S, as the very first step in each iteration (after line E in Algorithm E) Instead
of using the neighbor replicas, we can now use the same characteristic polynomial
in all neighbor threads. As no thread will modify the polynomial, the procedure is
thread-safe and the threads can now write directly to the underlying set. Although
the write operation will need to acquire the lock corresponding to the transaction
pool, the order in which the threads acquire the lock does not matter, because the
set union operation is commutative and associative. As we now avoid replication, the
local synchronization step can be safely eliminated altogether. This version of SREP
is depicted in Algorithm H, where we use Xg to denote the characteristic polynomial

of set S.

Algorithm 3: SREP with CPI as the primal sync. No local transaction
pool replication.

Input: Network G = (V, E) as adjacency list.

1 At each node n € {0,|V] -1}

2 Loop

3 Xg, < CharacteristicPolyOf ( S, ) ;
4 T < [];// List of threads

5 for i < 0 to G[n].size do

6 spawn thread 7; ;

7 T.append ( T; ) ;

8 Do in thread T;

// Network synchronization

9 din, < CPISync ( Xg,, Si ) ;
10 Sn — SpUdin,
11 for i + 0 to G[n].size do

12 | Ti].join( ) ;
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G=(V,E) Network of |E| edges and |V| nodes

Sh, Transaction pool at node n € {0..|V| — 1}
dij = Si \ S Differences between i and j that reside in ¢
deg Average node degree
tn Time node n spends to synchronize with all its neighbors once
T.9 Time until % of G is synchronized (x% of nodes keep equal sets)
Y% Number of primal sync invocations to achieve x% sync
Cro Overall communication cost to achieve x% sync

Table 4.1: Summary of notation.

Note that this implementation improvement does not change the functional prop-
erties of SREP. That is, each thread still operates on its own version of the sketch
and will update its sketch only at the beginning of the subsequent iteration. Hence, a
difference that arrives in iteration ¢ via some neighbor thread will only get acknowl-
edged by other threads in iteration ¢ + 1. For that reason, we use the simple notion

of “replicas” in the subsequent analysis.

4.2 SREP Performance Analysis

Several aspects affect the performance of SREP, including the network topology and
the statistics of transaction pools. To aid our analysis, we first define an explicit
network model, and then analyze SREP in a step-by-step fashion. In each stage of
our analysis, we describe a SREP variant with the corresponding set of simplifying
assumptions and analyze its performance. By successively relaxing these assumptions,
we arrive at the final version of SREP. Table [1] summarizes notation used throughout
this work.

Definition 1: We use T,, Y., and C,y to denote time, total number of primal
sync invocations, and total communication cost until 2% of transaction pools in the

network are equal. When x = 100, we say that full network synchronization is
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Figure 4-2: The small world property in random graphs generated
through Watts-Strogatz model with k£ = deg = 19 and rewire probabil-
ity p = 0.24.

achieved — the ultimate goal of SREP.

4.2.1 Network Model

Watts-Strogatz [84] random graphs allow us to describe a wide range of realistic
blockchain network topologies reasonably well [82], [83], [147], [148]. A typical set
of parameters to Watts-Strogats model are the number of nodes in the network |V,
average node degree deg, and rewire probability p [84].

For instance, each Bitcoin node selects 8 random neighbors upon joining the net-
work [[149]-[151], which has been shown to yields an unstructured random graph [152].
We can capture this in the Watts-Strogatz model by setting deg = 8 and p = 1
(see Section for how Watts-Strogatz model can generate the random graph).
Ethereum’s neighbor selection mechanism, on the other hand, relies on a Kademlia
distributed hash table (DHT) [153], and yields a network with more structure [82].
Notwithstanding this, multiple recent measurement results have independently con-
firmed that the generated network exhibits the “small world” property and fits the

Watts-Strogatz model [82], [83], [147]. That is, the average shortest path between
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any two nodes can be reasonably approximated by O (log|V'|) [154], and the diameter
of the network is small (see Fig. @)

Besides the graph topology, our network model also captures the states of trans-
action pools across the network. In particular, we define the pool assignment A as
a collection of sets Sp..S|/—1 Where set \S; represents the transaction pool at node i.

We model the statistical properties of A through the following pool parameters:

S: sizes distribution. A discrete random variable describing the sizes of transaction

pools S; for i € {0...|V| — 1},
s: sizes vector. A |V|-size vector where elements are drawn from S,

P: differences distribution. A discrete random variable describing the sizes of mu-

tual differences between the pairs of transaction pools (i.e., |S; & S;]),

M: mutual differences matriz. A |V] x |V| upper triangular matrix of mutual dif-
ferences. For the given topology G = (V, E), the elements of the matrix are

defined as:
|S; & S;| when (i,j) € E and i < j,

mij =
0 otherwise.

Non-zero elements are drawn from P.

D: differences partition matriz. A |V|x |V| square matrix with zero diagonal where
di; = |5\ Sj|. As we show in Appendix @, for the given mutual differences

matrix M, there are [[,_ ;(mij + 1) difference partition matrices.

U: universe. A discrete random variable from which we draw transaction IDs. We

choose U{0,u} be a uniform random variable for some u > |V|.
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4.2.2 Elementary SREP (E-SREP)

The starting point for our build up of SREP is called elementary SREP (Algorithm @)

We summarize its simplifying assumptions as follows:

(A1)

(A2)

(A7)

All nodes have global view of the network.

Initially, the transaction pools at each node contain only one element (transac-
tion) that is unique across all network nodes (e.g., index of the node). Strictly

speaking, we set the pool parameters as: S =1, P =2, and u > |V|.
No new transactions arrive to the network after the initialization.

In one iteration of elementary SREP (line m), nodes take turns to perform their
synchronization duties such that no two nodes invoke primal sync at the same
time. For instance, nodes with smaller indices go first. An iteration ends when

all nodes have invoked synchronization once for all their neighbors.

Nodes synchronize with their neighbors sequentially. For instance, the neighbors

with smaller indices get synchronized first (line E)

All synchronizations are two-way (lines H and B), meaning that the differences

are exchanged in both directions.

All synchronizations take equally long.

In the context of E-SREP, the following special case is particularly significant for

the analysis.

Lemma 1: For E-SREP over a complete graph G = (V, E), the communication

cost to sync the entire network is

C100%(G) = |V| ) <|V| - 1)'
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Algorithm 4: Elementary SREP.

Input: Network G = (V, E) as adjacency list.
1 while network is not fully synchronized do

2 for n < 0 to {0..]V| -1} do

3 neighbors < sort ( Gln| ) ;
4 for i in neighbors do

5 din, < Sync ( Sy, Si ) ;
6 dp; < Sync ( Si, Sp ) ;
7 Sn — SpUd;y, ;

8 S; +— S; Udp; ;

4.2.3 Elementary Parallel SREP (EP-SREP)

The main aim of the elementary parallel SREP is to relax , and .

Instead of invoking synchronization in order, EP-SREP invokes synchronization for
all neighbors at once (i.e., Algorithm E) In addition to that, we also relax . The
synchronization between nodes u and v now takes time equal to the number of their
mutual differences (i.e., |dy, U dyy]). As discussed earlier in Section , this is a
reasonable assumption to make (e.g., CPI has such a property).

Theorem 2: In EP-SREP and for any connected network G = (V, E), we have
the following bounds on the overall communication cost until the network is fully
synchronized:

V- (V] =1) < Cigons < [V]- (V]* = 1).

Proof: The lower bound is obtained similarly as in Lemma m The least amount of
communication to achieve full synchronization is equivalent to each node sending its
element to all the other nodes directly. On the other hand, we get the upper bound
by observing that there cannot be more than [V'|?- (|[V|—1) redundant element trans-
missions on top of the lower bound. Redundant transmissions happen when a node
receives an element via multiple replicas in the same iteration (see Appendix @) To
count all redundant transmissions, we observe that, in each iteration, each node either

receives some new elements or does not receive any. In the latter case, obviously, no
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redundant transmissions happen. Otherwise, if there are some new elements received,
the following holds: (1) there will be no more than |V| new elements arriving at the
node across all iterations, as there is only that much elements in the network, and
(2) for each element, there cannot be more than |V| — 1 redundant transmissions, as
there cannot be more than that much replicas at any node. Thus, there cannot be
more than |[V]?- (|V] — 1) redundant transmissions at all nodes in all iterations. M

As in Watts-Strogatz networks we have deg replicas at each node on average, the
same counting argument from above applies in the following form.

Corollary 1: For EP-SREP in Watts-Strogatz networks:
Croo < [V]- (V] - deg + V] =1).

On the other hand, to infer the upper bound on the time that EP-SREP needs to
complete a full sync (Tgpy ), we rely on following definition.
Definition 2: I,%(G) is the maximal number of EP-SREP iterations (line B in
Algorithm E) at any node to achieve x% network synchronization.
Theorem 3: In EP-SREP and for any connected network G = (V, E), with the
shortest path between nodes u and v denoted as dist(u, v), the maximum number of
iterations required for a full network synchronization is equal to the diameter of the
network:

Loy (G) = max dist(u,v).

uweV

Proof: By the definition of full synchronization, all elements need to reach every
other node. Without a loss of generality, suppose that we follow the propagation of
some element ¢ € V' during the execution of EP-SREP. Since the graph is connected,
in each iteration of FP-SREP, i will progress exactly one step further through the
network. The number of iterations required to synchronize the entire network is then

equivalent to the maximum distance between any two nodes in the network (i.e.,
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diameter). ]

Lemma 2: In EP-SREP over complete graphs G = (E,V):
Looy (G) = 1 and Chgo, = [V| - (V] = 1).

The former holds as the diameter of complete graphs is 1. The latter is a consequence
of the former; as no element traverses more than one edge, there cannot be any
redundant transmissions.
Corollary 2: For EP-SREP and Watts-Strogatz networks, the maximal number
of iterations at any node to synchronize the entire network (I199%) is logarithmic in
the size of the network.

Counting the number of nodes that have heard about an element n € V in iteration

1 of EP-SREP over a Watts-Strogatz network, we get the following sum:
1+ deg +deg +...+deg .

By equating it to |V|, we can express i, the number of iterations until all nodes have
heard of n, as a logarithmic function of |V| [154]. Practically speaking, EP-SREP
will complete in logarithmically small number of iterations (= 4logz;(10)) for the
blockchain networks of realistic sizes (e.g., Blockchain and Ethereum [150], [151]).

Theorem 4: In general graphs G = (V, E), the following holds for EP-SREP:

To0% < Too%(G) 'I?EE%/Xti < Lioow(G) - |V,
Y100% < Ti00%(G) - | E|.
Proof: Since synchronizations happen in parallel, the overall elapsed time is pro-

portional to the number of iterations. Any sync invocation at any node will take

strictly less than |V, as no two data sets can differ in more than |V| — 1 elements
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(each data set keeps exactly one element at the beginning). Since in each iteration

nodes sync with all their neighbors and each sync is two-way by , there will be

no more than |F| syncs in each iteration. |

The deg Dilemma

6 g
—— deg =

= deg =16
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27| —— deg=24
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Figure 4-3: Average pair-wise path lengths in Watts-Strogatz model
for various k and rewire probability p = 0.24.

Due to the counting argument from Theorem E, the upper bound on overall com-
munication cost is nmot tight; there must be at least some elements that will not
generate redundant transmissions in any connected network (see Appendix @) On
top of that, the topology of the network plays a complex role in generating redundant

transmissions. Intuitively speaking, the impact of deg in Watts-Strogatz networks is

twofold, and conflicting:

(1) The larger deg, the larger the average number of replicas per node, which may

cause redundant transmissions, and

(2) The larger deg, the shorter the average pair-wise shortest path among the nodes

in the network (see Fig. @), which makes each element traverse less inter-
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Figure 4-4: Amount of redundant t network of 100 nodes (p = 0.24).

mediate nodes to reach the entire network, thus reducing the probability of

redundant transmissions.

We plot this non-monotonic effect that deg has on the amount of redundant transmis-
sions in Fig. @ for a tractably small network. Up to a point, the first effect (replicas
count) prevails and drives the overall communication cost up. After that point, the
second effect (path shortening) prevails and drives the overall communication cost
down all the way to the point when the network becomes a complete graph and there

is no redundant transmissions at all.

4.2.4 Multi-element SREP

The final stage in building SREP is multi-element SREP. We build it by relaxing
— transaction pools can now initially contain multiple elements. In terms of
our network model, this means that our S (sizes distribution) and P (differences
distribution) are no more constant. Thus, SREP is a generalization of EP-SREP.

Definition 3: Function f : (G, A) — Z maps a pair of a topology G and a

pool assignment A to a non-negative integer via first constructing the corresponding
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mutual differences matrix M, then computing its sum ) m,;.

Definition 4: Function g : (G, A) — (G, Agnesry) maps a pair of a topology G
and a pool assignment A to the same topology G and a transformed pool assignment
A(neat)- We define the transaction pools in the transformed pools assignment A ezt

as:

S(nezt)i = SZ U ( U SJ)

JEGTi|

We use |J ] S; to denote the union of all sets S; corresponding to the neighbors

jEG]i
of node 7 in the previous iteration.
Definition 5: For some function h, we write h(™ (x) to denote the composition of

function h with itself n times, starting with argument x:

A (z) =hoh---h(z).

n
Definition 6: A, is the assignment resulting from n compositions of g with itself
starting with the initial pool assignment that we denote as A = Ajg).

Lemma 3: For a network model (G, A) where G is a connected graph and A the
initial pool assignment, the number of SREP iterations to achieve the full network

synchronization I190%(G, A) is given as a solution to the following equation:
f (g0 GAD (G A)) = 0.

Note that by Definition @, g exactly corresponds to one iteration of SREP. That
is, the transformed pool assignment A(,c.) reflects the state of the transaction pools
after an iteration of SREP at all nodes in the network. Composing g with itself
n times corresponds to repeating an iteration of SREP at all nodes n times. By a
similar argument as in Theorem a, all elements will reach all nodes after some number

of iterations. Since this implies that no two sets have any differences, M will be an
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all-zeros matrix. That is, (f o g™)(G, A) has at least one zero. Thus, the number
of times we need to compose g with itself until f(G, A¢,)) = 0 gives us the maximal
number of SREP iterations to achieve full network synchronization

Theorem 5: For a connected graph G = (V| E') and an initial pool assignment A,
the number of SREP iterations to achieve the full network synchronization is bounded
by the diameter of the network:

Loow (G, A) < max dist(u,v).

u, eV

Proof: As SREP is a generalization of EP-SREP, the argument here is similar to
that of Theorem . To achieve the full network synchronization, elements need to
traverse at most the diameter of G. As opposed to EP-SREP, in SREP each element
may initially appear at more than one node, dictated by the differences distribution
P. Thus the diameter is an upper bound on SREP iterations. [
Lemma 4: For a connected graph G = (V, E) and initial pool assignment A with

the corresponding mutual differences matrix M, the communication cost of SREP is:

T100%(G,A)
ClOO(Ga A) = f<G7 A(z))

1=0

< 1100%(G7 A) : max{f(G, A)a e f(Gv A(Imo%(g,A)))}'

In ith iteration of SREP, we transmit exactly as much elements as there are in
the differences matrix that corresponds to Ag;). Given 1% (G, A) from Lemma E, we
get the overall communication cost of SREP.

Lemma 5: In SREP over a connected network G = (V, E) with the given initial

pool assignment A and the largest order statistics of differences distribution P denoted
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as P

Tioon < 1.100%(G, A) 'TZIIGE%/XU = hoo%(G’ A) 'P(n)’

Y100% < Tioon (G, A) - |E).

The argument is similar to that of Theorem @

Finally, note that the assumptions in our analysis such as — no new trans-
actions arrive after SREP starts, are artificial in that they simplify our analysis, but
they do not constrain SREP in practice. The properties such as the overall com-
munication cost (Cigo%) and time (Tgp%) to sync the entire network relate to the

transactions that have arrived before SREP begins.

4.3 Simulations

To validate our analytical findings about SREP, we construct an event-based sim-
ulator called SREPSim [155] that shares the topology generation procedure with
CBlockSim of Ma et al. [148] and adds the other parameters of our network model
described in Section .

In the rest of this section, we first describe a method to parameterize our network
model using real-world transaction pool data. Then, we use such parameterized model
to validate the main analytical properties of SREP. We then compare the overall
communication cost of SREP with a similar approach from the literature. At the
end, we present a SREPSim optimization that allows for easy SREP communication

cost calculation over large-scale networks.

4.3.1 Configuring Network Model Parameters

Unlike the simulation approaches from the literature (e.g., BlockSim:Faria [156],

BlockSim:Alharby [157], and SimBlock [158]), our network model can seamlessly in-
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tegrate real-world transaction pool data. For instance, the empirical distributions of
S and P can be generated for some small subset of all nodes in the network using the
measurement software such as log-to-file of Imtiaz et al. [159], [160]. This software
instruments adjacent Bitcoin nodes and periodically serializes the snapshots of their
transaction pools. From these transaction pool snapshots, we can measure transac-
tion pool sizes and their mutual differences to construct the empirical distributions
for § and P.

For the purpose of this work, we have conducted a 3-day long measurement cam-
paign on two time-synchronized Bitcoin nodes in the main network, and requested the
transaction pool snapshots each minute. Fig. @ depicts the results that we obtained.
Roughly speaking, the set sizes fit the Maxwell distribution reasonably well, while the
number of mutual differences fits the Hyperbolic distribution. Next, given the em-
pirical distribution of S, we need to configure the rest of our network model’s pool
parameters. Ultimately, we need to construct a pools assignment A that conforms to
the differences distribution Pﬂ.

In SREPSim, we construct the target transaction pools assignment A through Pro-
cedure B In particular, Procedure B solves the following problem. Given the network
topology G = (V, E), sizes distribution S, and a parameter 1), construct the pools as-
signment A. The main observation here is that we can use parameter ¢ to gauge the
differences distribution P of the resulting pools assignment A. As shown in Fig. @,
1 = 0.35 makes the resulting differences distribution fit our target experimental dis-
tribution from Fig. @ reasonably well. Note that we can simply use the parameter
1) to increase or decrease the similarity between transaction pools in our simulations.
For instance, we can decrease the average similarity among the transaction pools (i.e.,

increase the number of their mutual differences) by increasing wa, as shown in Fig. @

!Direct usage of P_is also possible but perhaps harder (see Appendix @)
2See Appendix for a discussion on Procedure .
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in blue and green.

Procedure 5: Network parameterization in SREPSim.
Input: Network G = (V, E).
Input: Sizes distribution S.
Input: Parameter 1.
Output: Pool assignment A.
u [YE[S] ] ;
U{0,u—1}; // Uniform distribution
sizes <— sample |V| elements from S ;
AT[];
for i < 0 to |[V|—1do
S; < sample sizes[i] elements from U ;
A.append ( S; ) ;

B (=TS B NI R

4.3.2 SREP Properties Validation

The main analytical properties that we want to validate through simulations are
SREP’s communication cost to achieve full network sync (Cigo%) and the time re-
quired to achieve this state (Tig9%). In particular, we want to show how these two
quantities change as a function of the network topology and the measure of difference
among the transaction pools. As discussed earlier in Section , one of the main
parameters that affects the topology of the network is the average node degree (deg).

In Fig. @, we plot the relation between [99; and the network diameter. In
Fig. @, we plot the communication cost and time to full network sync as a function
of deg. The main observation is that the overall communication increases with the
average node degree as a consequence of using more replicas per node, which increases
the number of redundant transmissions (see Fig. @) On the other hand, the time
to achieve full network synchronization does not exhibit such a trend. Since primal
syncs run in parallel, it is the maximal number of differences among any two nodes

in the network that dominates the total time to sync the network (see Lemma E)
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4.3.3 Comparison with MempoolSync

MempoolSync of Imtiaz et al. is a transaction pool synchronization protocol that can
improve the average transaction propagation delay by 50% in the event of churn in the
Bitcoin network [@] Here we describe this protocol and compare its communication
efficiency with our newly proposed SREP through simulations.

As pointed out in [], the main reason for slow block propagation times is a large
number of missing transactions in the transaction pools of the block-receiving nodes.
This effect occurs in the legacy block propagation protocols such as CompactBlock [@]
and the more recent improvements such as Graphene [], [] Thus, the goal
of MempoolSync is to supply the nodes with potentially missing transactions, and
it does so through an ancestor score-based heuristics [162]. The protocol uses a
small constant DefTXtoSync as the default number of transaction hashes that the
transmitting node will select from its transaction pool in descending order of ancestor
score. The transmitting node will send exactly DefTXtoSync selected transaction

hashes unless one of the following holds:
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Figure 4-9: Normalized overall communication cost of SREP (Cigy)
and MempoolSync as a function of network size. Transaction pool sizes
and differences from our Bitcoin measurement campaign (Section )
DefT XtoSync = 1000. Y is the MempoolSync heuristic constant.

1) Transmitting node’s transaction pool is much larger than DefTXtoSync (e.g., 10
times). In this case, the node will send Y xDefTXtoSync top rated transactions,

where Y is a constant between 0 and 1, or

2) Transmitting node’s transaction pool is smaller than DefTXtoSync. In this case,
the node will send its entire transaction pool. Because DefTXtoSync is a small
constant, this is a quite rare event. It occurs only when the node has just
joined the Bitcoin network or has just propagated a large block that triggered

a massive transaction pool cleanup [43].

In Fig. @, we compare the overall communication costs of MempoolSync and
SREP. For SREP, we plot the communication cost to sync the entire network (Ciggy )-
For MempoolSync, we plot the communication cost that MempoolSync incurs until
SREP would achieve a full sync.

Note that this kind of comparison gives an advantage to MempoolSync. While

SREP’s Cggy implies that the network is fully synced, MempoolSync’s communication
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deg ) Diameter Ipoy, average  Ciggy, (GB)
average average
0.355 2.5 1.214397
4 0.5 16 3.0 3.165879
0.6 3.1 4.801665
0.355 1.7 2.428649
8 0.5 9 2.0 6.317304
0.6 2.0 9.569259
0.355 1.0 3.642738
12 0.5 7 1.5 9.485572
0.6 2.0 14.347242
0.355 1.0 4.876714
16 0.5 6 1.0 12.649385
0.6 1.0 19.135943
0.355 1.0 6.065679
20 0.5 5 1.0 15.804836
0.6 1.0 23.886079
0.355 1.0 7.294909
24 0.5 5 1.0 18.966694
0.6 1.0 28.672272
0.355 1.0 8.465624
28 0.5 5 1.0 22.156316
0.6 1.0 33.446278

Table 4.2: SREP over a 10,000 nodes network. p = 0.24.

cost does not. In fact, MempoolSync has no guarantees about the communication (or
time) needed to sync the entire network. Note also that MempoolSync uses Bitcoin
internals to calculate the ancestor score of the transactions and later uses this score
to determine which transactions to transmit. As opposed to MempoolSync, SREP is
a general approach that does not rely on any Bitcoin internals and can be seamlessly

integrated into other blockchains that keep transaction pools.
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4.3.4 Communication Cost in Large-Scale Networks

Event-based simulators such as SREPSim may consume prohibitive amounts of mem-
ory and take a long time to complete simulations when the simulated network is
large [148]. To address this issue, we designed a SREPSim module that computes
SREP’s performance metrics analytically. In particular, we implement the functions
from Definitions a and @, and rely on the results from Lemma @ to compute Cigoy
and I199%. We describe the SREPSim’s analytical module in Procedure E Using this
module, we can easily compute the desired performance metrics for the networks of
realistic sizes (e.g., Bitcoin and Ethereum) [150], [151].

In Table @, we summarize the results for a 10,000 nodes network with various
average node degrees (deg) and the measure of similarity among transaction pools
(1). As we report the communication cost, we assume that the transaction pools rep-
resent each transaction as a 32-byte long globally unique hash [146]. All simulations

complete in tens of minutes.

4.4 Summary

In summary, we developed SREP, an independent protocol that assists block prop-
agation in large-scale blockchains. It does so by synchronizing transaction pools of
adjacent nodes in the blockchain network using a communication-efficient end-to-end
sync protocol (see Section E) In contrast to the previous approaches from the litera-
ture that insert transaction pool synchronization directly into the block propagation
protocols, SREP operates in a distributed manner outside the block propagation chan-
nels of the network. As a result, it is easier to formally analyze SREP’s performance,
and, indeed, we have shown that it completes in time bounded by the network diam-
eter. In “small-world’ networks, a reasonable model of popular public blockchains,

SREP converges in a number of steps logarithmic in network size.
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Procedure 6: SREPSim’s analytical module.

Input: Network G = (V, E).

Input: Initial pool assignment A as Sp..Sy|—1.
Output: Overall network communication cost Cjggo;.
Output: Maximal number of iterations I;ggy.

1 function CalculateM(A):

2 M « zeros(|V| x V) ; // Zero matrix
3 for i< 0to |[V|—1do

4 for j<—i+1to|V|—1do

5 if i € G[j] then // i neighbor of j

6 | M) 1Si @ S) ;

7 return M;

8 Cigoz < 0;

9 Iigo% < 05

=
o

M <+ CalculateM (A) ;

11 while ) m;; > 0 do

12 for i < 0 to |V|—1do

13 St Si; // New assignment
14 for j € G[i] do

15 | S+ SjUS;;

16 Cro0% = Croo% + > mij ;

17 | Tioow < Tioo% +1;

18 A+ A

19 M <+ CalculateM (A) ;
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We have also validated our analytical findings against a novel event-based simu-
lator that we have developed. We run the simulator on real-world transaction pool
statistics drawn from our own measurement campaign. In our simulations, SREP
incurs several times less communication overhead than MempoolSync, a similar ap-
proach from the literature, on the transaction pools statistics from the live Bitcoin
network. SRFEP can synchronize the networks of tens of thousands of nodes incur-
ring only tens of gigabytes of overall bandwidth overhead. Our simulation technique
introduces a novel approach of integrating the real-world transaction pool data from
measurements into simulations. Therefore, we can simulate the blockchains of realis-

tic scale and easily control the statistics of transaction pools in simulations.

4.5 Discussion

The problem of synchronizing data sets in the network of many participants is some-
what similar to the problem of multi-party set reconciliation (see Section ) Al-
though the main benefit of utilizing multi-party set reconciliation for transaction
pools synchronization can be further reduction in overall communication cost, it is
not clear whether an advantage over pairwise approach of SREP can be achieved
when the total set intersection (M;S;) is relatively small compared to the average
pair-wise intersection [89].

Another problem that is somewhat similar to network-wide data synchronization
is k-token dissemination [163]-[166]. In the base k-token dissemination problem for-
mulated by Topkis [163], we are given a synchronous network G = (V| F) and some
k pieces of information (tokens) spread across the nodes. The goal is to disseminate
all k tokens to all |V| participants, with the constraint that no more than one token
can traverse each edge in each round. Topkis [163] has shown that the problem can

be solved in O(|V]) time in general static graphs. This result is in accordance with
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our bounds from Theorem B

A restricted class of k-token dissemination when each node initially keeps exactly
one globally unique token is defined by Kuhn et al. [164] and named all-to-all token
dissemination. The initial conditions of all-to-all token dissemination are equivalent
to EP-SREP. Kuhn et al. proved that the O(|V|) time complexity bound holds
even in I-interval connected dynamic networks, where 1-interval connectivity means
that the edges in the network may change in between the rounds, but in each round
there exists some unknown connected spanning subgraph. We believe that the time
complexity of k-token dissemination may yield an upper bound on the number of
SREP iterations until the entire network is synchronized, and leave the proof for the

future work.



Chapter 5

GenSync Framework

As we explicate in Section @, the state-of-the-art data sync (set reconciliation) proto-
cols differ significantly in their core algorithmic principles. This not only hinders the
comparative analysis from the theoretical perspective, but also creates several chal-
lenges when it comes to implementing a practical data sync framework. Roughly
speaking, these challenges stem from the following: (1) unifying and simplifying
the parameterization of disparate protocols to offer reasonable defaults to the users,
(2) designing generic protocol implementations to make them useful for a wide range
of applications (various data sources and system platforms), and (3) designing a
lightweight yet versatile benchmarking subsystem.

To tackle these challenges, we designed GenSync, a self-contained open-source
data reconciliation framework with a well-integrated benchmarking subsystem allow-
ing for methodical cost-benefit analysis among data sync protocols under realistic
system conditions, and seamless protocol integration into existing implementations.
As outlined in Table El!, GenSync currently implements both coding theory- and ap-
proximate set membership data structures-based protocols with various extensions to
support additional capabilities such as multiset and prioritized synchronization (see
Section )

For the sake of portability and bolstering GenSync’s usage in future applications,
we implemented it as a C++ middleware library with a minimal user-facing API [42],

[167]. As shown in Fig. El!, a GenSync user application interacts with the library
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Capabilities
Protocol
Set Multiset Set of Prioritized Interactive
sets
CPI v v v v v
IBLT v v v X X
Cuckoo v X X X X

Table 5.1: Set reconciliation protocols currently supported by Gen-
Sync and their capabilities.

through the API, which passes control to the compatibility layer for protocol pa-
rameterization and configuration. The compatibility layer then invokes the required
protocol implementation that caries out the sync process and optionally reports fine-
grained execution statistics back to the user application. At compile time, GenSync
users can enable the optional benchmarking layer by choosing one of the two modes
of operation: (1) prototyping, which enables fine grained performance monitor hooks
that allow for integration with the GenSync’s benchmarking layer and the reporting
subsystem, and (2) in-situ, which disables the performance monitor hooks to eliminate
the middleware overhead. When compiled in the in-situ mode, GenSync operates as
a standard shared library. Importantly, no application logic interventions are needed
on the user’s side to alternate between modes of operation, which allows for seamless
experimentation and prototyping.

GenSync protocol implementations are platform-independent (i.e., do not root
their performance in platform-specific capabilities such as special CPU instructions
or cache hierarchies), and operate with generic data set representations. The former
is particularly significant when a user applies GenSync to heterogeneous distributed
computing platforms [40], [168] (e.g., distributed ledgers, where nodes need to support
a wide range of hardware platforms), while the latter allows for integration with

various data sources (e.g., databases, blockchain memory pools).
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Figure 5-1: GenSync middleware structure.

5.1 Core Abstractions

GenSync’s strength lies in its versatile hierarchy of abstractions. Next, we describe
the role of the four core GenSync abstractions whose relation is depicted in Fig. @ﬂ
DataObject: The light-weight data point abstraction is called DataObject, and its
main purpose is to improve compatibility between data sources by imposing a common
representation of data points. Regardless of the data source, GenSync requires records
to be converted to DataObjects. One way to achieve this conversion is through
hashing, where the resulting hashes serve as unique identifiers. A good distribution
of these hashes can be achieved by uniform hashing over a sufficiently large space []
However, certain applications already keep globally unique identifiers for each data

point in the system and fit naturally to GenSync. For instance, blockchains use

= - .
'See Appendix B for a comprehensive view.
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Figure 5-2: Relation between four core GenSync abstractions.

hashing to assure global uniqueness of transaction identifiers, which can be reused in
GenSync to eliminate the need for re-hashing when DataObject of a transaction is
created. Internally, GenSync relies on Shoup’s Number Theory Library (NTL) [170]
to efficiently represent variable length signed integers for long hashes.
Communicant: The communication channel between two GenSync users (nodes) is
represented using the Communicant abstraction. Nodes can sync among themselves
through various transport- or even physical-layer protocols using the corresponding
Communicant. The current version of GenSync includes two Communicant imple-
mentations: (1) TCP socket (which we use in our experiments in Section ), and
(2) C++ string for data sets that are disconnected in space, time, or reside on the
same node. GenSync users can extend the framework to support other network
protocols such as UDP or SCTP — Stream Control Transmission Protocol [171] by
implementing corresponding Communicants.

SyncMethod: The minimal substructure for all data sync protocols in GenSync is

SyncMethod, which is designed to carry out the following operations:

(1) agree on reconciliation parameters among the participants,
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(2) invoke the desired protocol implementation, and
(3) update underlying data sets upon a successful completion of the sync process.

All sync protocols currently implemented by GenSync inhere their structure from
SyncMethod, and the same should be done by researchers and practitioners that want
to extend GenSync with (1) new protocols to benchmark against the stat-of-the-art,
or (2) new platform-specific implementations of existing protocols to increase the
sync performance in homogeneous systems. The GenSync benchmarking layer relies
on the SyncMethod abstraction to connect the fine-grained performance hooks that
are used upstream in the framework to report the execution performance statistics,
which allows for a standardized experimental comparison of sync protocols under
realistic system conditions.

GenSync: The topmost abstraction that incorporates all components of the Gen-
Sync framework is GenSync. From the users’ perspective, GenSync object serves as
an entry point to the middleware (see Listing m) The sync process begins when
the node that invoked SyncServer receives the connection from the node that in-
voked SyncClient. As discussed in Section @, all non-trivial sync protocols may
fail with arbitrarily small probability, which is indicated by the return value of the
SyncMethod. Given that the failure probability can be configured to an arbitrar-
ily small value, one straightforward way to assure a successful synchronization is to
repeat the SyncMethod invocation until it succeeds.

Observation: When GenSync is used in the prototyping mode and the fine-grained
performance hooks are enabled, a sync invocation (through ServerBegin or Client-
Begin) produces an Observation object that is returned to the application and can
be serialized, which is particularly amenable for analysis. This object contains the
summary of performance metrics captured by the middleware including the protocol

signature (protocol name and exact parameters used), overall time spent in running
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#include <GenSync.h>

// Point to a remote and pick a protocol
auto builder = GenSync::Builder();
builder.setProtocol (GenSync: :CPI);
builder.setCommunicant (GenSync: :socket) ;
builder.setHost ("the.peer.remote.addr");

GenSync gs = builder.build();

// Add data
for (auto data_point : data_set)
gs.addElement (hash(data_point)) ;

// Perform sync

if ( gs.syncServer() ) {
// Get exzecution statistics
Observation ob = gs.getObservation();
ob.communicationTime;
ob.computationTime;
ob.bytesTransmitted;

} else {
// Sync failed

Listing 1: Illustrative usage of GenSync from an application.
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Figure 5-3: GenSync usage example. Alice (left) and Bob (right)
sync their correspoding sets S4 and Sg. Each time Alice wants to sync
with Bob, she can choose between CPI-over-TCP and IBLT-over-TCP.
When Alice wants to sync with Chuck, a third participant, she always
uses Cuckoo-over-TCP.

the sync (from client and server’s perspective), the number of bytes transmitted from
the server to the client (and vice versa), real time spent in computing the metadata
(e.g., approximate set membership data structure encoding and decoding), real time
spent pushing the data through the corresponding Communicant (which can indicate
congestion on sender and receiver’s side), and success codes that indicate the type of
error that caused sync to fail (e.g., “peeling” process failure in IBLTS).

The above-described hierarchy of abstractions makes GenSync practical for a va-
riety of diverse use cases. For instance, a GenSync node may sequentially initiate
data sync with several neighbors, where each of them may use different Communi-
cant, SyncMethod, or even different protocol. One such usage example is depicted
in Fig. @, where a participant (Alice) syncs with two other neighbors (Bob and
Chuck) using different Communicants and sync protocols depending on some internal
decision (e.g., the amount of available bandwidth on the links immediately before
the sync or a strict bandwidth budget). We describe another GenSync use case later
in Section @ where we conduct a case study involving one of the world largest

wireless network emulators [172].
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5.2 GenSync Testbed

Experimental evaluation of data sync protocols under realistic system conditions and
data parameters requires a versatile testbed that allows for: (1) network parameters
adjustment, (2) isolation of the server and client execution environments to reduce
interference that can cause sways in real time measurements, and (3) synthetic data
generation to support protocol execution under various data parameters (i.e., data
size and the number of mutual differences).

To fulfill the above requirements, we build upon several technologies. First, we use
Mininet [173] with Open vSwitch [174] to emulate network performance aspects such
as bandwidth, latency, and packet-loss between the GenSync nodes. For instance,
when there are two participants, we create a single-switch-two-nodes Mininet topol-
ogy and configure each of the two links separately. This, combined with Linux Traffic
Control subsystem [175], allows us to implement complex scenarios such as asymmet-
rical bandwidth (i.e., when Alice can send more data per unit of time to Bob than
Bob can to Alice). Second, we use core Linux kernel virtualization functions such as
cgroups [176] and Completely Fair Scheduler [177] to gauge the compute capabilities
of nodes in GenSync testbed. In conjunction with the public CPU benchmark infor-
mation from PassMark [178], we can configure the compute power of the modeled
CPU’s. More precisely, GenSync testbed configures the cgroup parameters to assure
that the CPU usage of the emulated nodes does not exceed the target fraction of the
testbed machine’s single core capacity.

The technologies we used to design our GenSync testbed impose certain technical
limitations to our framework. First, the single core performance of the CPU that
executes the testbed (host machine) is an upper bound to the performance of the CPU
that we can emulate. This is a direct consequence of the cgroup and Completely Fair

Scheduler design in the Linux kernel, which is primarily designed to solve the problem
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of the host machines resource sharing among several users. For instance, it does not
emulate the internals of the target CPU such as specialized instructions or cache
hierarchies. Second, the network parameters that we can model in GenSync testbed
are constrained by the capabilities of Mininet emulator. For instance, the packet-loss
model implemented in Mininet does not capture complex packet-loss schemes such
as those caused by the user mobility in wireless networks. If not otherwise specified,
throughout this dissertation, we use an Intel Core i7-7700 CPU with v5.10.10.11
Linux kernel and v2.14.1 Open vSwitch as our host machine.

Given that our testbed is public and well-integrated into GenSync middleware,
users can independently experiment with the testbed’s structure to overcome some of
the above limitations. For instance, users can run the testbed on different computing
platforms allowing for better emulation of their target CPUs (e.g., mobile phones).
Furthermore, GenSync testbed contains an additional component called Runner that
exposes most of the GenSync’s experimental capabilities independently of the em-
ulation technologies, which allows users to integrate GenSync with an independent
emulation infrastructure. The resulting experimental observations would maintain
their structure described earlier in Section @, but now the results would come even
closer to those that users can expect on their target platforms, contingent on the
quality of the independent emulation.

For the most part, the complexity of the GenSync testbed is purposefully hid-
den and the users can utilize it through a simple configuration script where they
declare the desired system conditions, while the rest of the experimentation process
and reporting is automatized. We give an illustrative example of GenSync testbed

configuration script in Listing E
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# Protocol identifier

protocol=CPI

# Latency in milliseconds

latency=20

# Bandwidth in Mbps (in two directions)
bandwidth="10/25"

# Packet loss (percentage)
packet_loss=0.01

# Percentage of CPU cycles used for sync
cpu_server=100

cpu_client=20

# Repeat each experiment

repeat=100

Listing 2: GenSync’s testbed (benchmarking layer) configuration
script example.

5.3 Experimental Performance Comparison

When comparing the practical performance of data sync protocols, we are primarily

interested in the following two measures:

(1) Communication cost, defined as the amount of data transferred over the
network link that connects Alice and Bob during the execution of a data sync

protocol, and

(2) Total time to reconcile (TTR), the total wall-clock time elapsed from the

protocol initiation to its completion.

An intrinsic distinction between the two measures is that the former can be esti-
mated analytically, while the latter depends significantly on the system parameters.
In other words, communication cost is a function of data parameters (i.e., data set
cardinality and the amount of mutual differences, as discussed in Section @), while
TTR is also a function of system characteristics such as network latency, bandwidth,
and compute capacity available at the nodes.

Suppose that Alice and Bob synchronize their local clocks at some time prior
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Figure 5-4: Total time to reconcile (TTR) as the time elapsed between
the protocol initiation and completion.

to data synchronization and that Alice plays the role of the protocol initiator while
Bob receives the requests, we define TTR as the absolute difference between the
time measured by Alice immediately before she initiates the protocol and the time
measured by Bob or Alice when they learn the missing data (i.e., the data pints local
to the other participant), whichever comes later.

Depending on the exact protocol in use, the participants may learn the missing
data in different ways. For instance, in IBLT and CPI Alice can learn the missing data
on her own through decoding, while in Cuckoo Bob computes this information and
sends it to Alice. As plotted in Fig. @, TTR comprises of real time needed for Alice
and Bob to exchange all sync-related messages and perform certain computation dur-
ing the exchange, which includes pre- and post-processing time. The pre-processing
time is usually spent in creating the metadata that is being exchanged in the first
message, while the post-processing typically involves handling the specialized data
structures to discover the differences (decoding).

Note that our notion of TTR does not include the time needed for the parties to
exchange the actual data. This is due to the fact that actual records can vary in length
depending on the application or even the internal state of the participating nodes,
while data points (DataObjects) are constant in size. Suppose that Alice and Bob

are two adjacent Bitcoin nodes that sync the sets of their valid unconfirmed trans-
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Config. Name Latency (ms) Bandwidth (Mb/s) Packet loss (%)

Mobile Broadband

I 30 18 10-1
II 20 35 103
I11(a) 1 20 1071
II1(b) 1 0.1 1071

Consumer Internet

v 10 60 107!
IV (a) 10 12/16 1073
(uplink/downlink)

Table 5.2: Network configurations chosen to mimic both mobile
broadband and consumer Internet networks. We consider both sym-
metrical and asymmetrical bandwidth Internet connections.

actions (mempools). Since transaction identifiers are generated by double SHA256
hashing [78], they are globally unique and of constant length (32 bytes), which makes
them useful in DataObject construction. However, the size of the actual transac-
tions that are identified by these hashes varies and can reach the size of the entire
block [179].

In the rest of section, we use GenSync’s testbed to compare the communication
cost and TTR of various sync protocols under realistic system conditions. For that
purpose, we choose a collection of practically significant network parameters outlined
in Table . Configurations I and I1 roughly emulate different mobile broadband
networks and are derived from available measurement research [[180], [181]. Configu-
rations I11(a) and 111(b) model low-latency-low-bandwidth networks that will be of
particular interest later in Section . Configurations IV and IV (a) model typical
home Internet connections and their parameters are drawn from popular low-end res-
idential Internet provider plans. Let us stress that the configuration IV emulates a
symmetrical bandwidth whereas IV (a) emulates an asymmetrical bandwidth scenario

that often occurs in DOCSIS [182] implementations.
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Config. Name Alice’s CPU Bob’s CPU

B Apple A13 Bionic Apple A13 Bionic
@2.7 GHz @2.7 GHz

c Intel Core i7-7700 Intel Core i7-7700
@3.6 GH=z @3.6 GHz

cA Intel Core i7-7700 Samsung Exynos 9810
@3.6 GH=z @2.3 GHz

CB Intel Core i7-7700 Apple A13 Bionic
@3.6 GH~z @2.7 GHz

Table 5.3: Compute configurations include both symmetrical (i.e., A,
and B) and asymmetrical (i.e., CA and CB) compute scenarios.

When it comes to modeling compute capabilities of nodes, we use the four com-
pute configurations from Table @ Importantly, we model both symmetrical and
asymmetrical compute scenarios. The former refers to data sync process between
the nodes of similar compute capacities (modeled by their CPU frequencies) whereas
the latter refers to the scenarios when the devices have significantly different com-
pute power. We use single-letter configuration names to denote the symmetrical and
two-letter names for asymmetrical compute configurations. To denote a complete
system configuration (CSC) consisted of a network configuration N and a compute

configuration C', we use the ordered pair (N, C).

5.3.1 Impact of Differences Size

Utilizing the GenSync testbed described in Section @ and the system configuration
parameters outlined earlier in this section, here we present our first set of experiments.
We fix the set sizes, network conditions, and compute capabilities of Alice and Bob,
while varying the number of mutual differences. As we generate mutual differences, we
distribute them uniformly among the participants such that for d mutual differences
each party keeps d/2 of them. Each experiment is repeated 100 times and we report

the measured quantities with 95% confidence intervals.
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In system configuration (/,C) and for a small number of mutual differences relative
to the sizes of the sets, the IBLT protocol performs the best with respect to the
total time to reconcile metric (TTR). The CPI and Cuckoo protocols lag behind for
around 40%, and the root causes for this effect differ depending on the protocol. On
the one hand, Cuckoo is non-optimal in communication (i.e., linear in the set size
and not the number of differences, see Section @), which causes a significant drop
in the communication cost performance when compared to the other two protocols
(see Fig. @), especially when the ratio between the number of mutual differences and
the size of the sets is low. On the other hand, CPI is indeed communication-optimal,
thus the lag in performance should be attributed to its computational complezity,
which is worse than IBLT’s for roughly two orders of magnitude (i.e., cubic in the
number of mutual differences compared to the linear of IBLT).

As the number of mutual differences approaches 10% of the set size (i.e., d = 10?),
the TTR performance of Cuckoo and IBLT converge, as plotted in Fig. . This
is primarily caused by the convergence of the protocols communication costs as the
number of mutual differences increases. While IBLT has an O(d) communication
complexity (see Section @), its communication overhead per element is strictly larger
than one, which makes it practically less communication efficient than CPI and also
comparable in communication with Cuckoo when the number of mutual differences
is comparable to the size of the sets. Therefore, as the communication cost of IBLT
converges to that of Cuckoo (see Fig. ) so do their TTR performances. As
discussed above, the CPI’s deterioration in TTR perforance with the increase of the
number of mutual differences should be attributed to its computational complexity
rather than its communication cost. In other words, when the number of mutual
differences is sufficiently large, the main bottleneck of CPI is computation, which

reflects to its overall TTR performance.
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Figure 5-5: TTR when |[S4| = |Sp| = 10* in the (I,C) configuration
(log scale). The blue vertical line marks the position of 7 in I-CPI.

Network Compute
Bandwidth Latency Packet loss Alice’s CPU Bob’s CPU
(Mb/s) (ms) (%)
10 / 25 20 1 Intel Core i7-7700  MediaTek MT6735
(uplink / @ 3.6 GHz @ 1.3 GHz

downlink)

Table 5.4: Illustrative system configuration.

Besides the overall computation and communication complexity, another signifi-
cant factor that determines the practical performance of sync protocols is the round
complezity (i.e., the number of round trips required for the protocol to complete).
This is particularly significant in the interactive protocols such as I-CPI, which uses
multiple rounds of communication to eliminate the need for a precise estimate on the
number of mutual differences. As plotted in Fig. @, [-CPI drops in TTR performance
when it fails to reconcile the sets in the first try and needs to exchange additional
messages until it converges to a sufficiently large mutual differences bound. The

magnitude of I-CPI’s performance drop is primarily a function of network latency.
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Figure 5-6: Communication cost when |S4| = |Sg| = 10% in the (I,C)
configuration (log scale).

5.3.2 Impact of Data Cardinality

In our second set of experiments, we study the impact of the set sizes to the perfor-
mance of the sync protocols from GenSync. Therefore, we set the network configura-
tion to I (Table @) and the compute configuration to C (Table @), while keeping
the number of mutual differences, d, constant at 30. The resulting TTR performance
and communication costs are plotted in Fig. @

As depicted in Fig. , for the set sizes ranging from 100 to 105, IBLT dom-
inates with respect to the overall TTR performance while the other protocols lag
behind for 25-300%. Although all protocols deteriorate in TTR performance as the
size of the sets increase, they do so at significantly different rates. For instance, the
TTR performance of Cuckoo remains comparable to that of CPI-based protocols as
long as the set sizes are small (roughly < 10%), while deteriorates drastically when the
sets are large. On the other hand, the CPI-based protocols exhibit only a small loss
in performance with the increase of set sizes, which is consistent with our analysis
in Section @ For sets larger than the critical size of roughly 10® and relatively small
amount of mutual differences (d = 30), the TTR performance of CPI approaches that
of IBLT.
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We summarize our conclusions about the joint effect of the set sizes and the

number of mutual differences to the practical performance of the GenSync protocols

using an illustrative system configuration from Table @ As plotted in Fig. @, there

are two trends when it comes to the TTR performance:

(1) The TTR performance of Cuckoo is largely invariant to the number of mutual

differences.

(2) The TTR performances of IBLT and CPI are largely invariant to the size of

the data sets that are being synced.

In other words, Cuckoo performs relatively well for small sets with any number

of mutual differences, while worsens significantly as the size of the sets increase.

As depicted in Fig. @, the performance degradation is primarily caused by Cuckoo’s

overall communication cost that increases in steps for many practical implementations

(see Section for a detailed discussion). On the other hand, IBLT and CPI

perform better relative to Cuckoo for very similar sets regardless of their size. As long

as we can expect a high similarity among sets (i.e., sets differing in a few elements),

the overall performance of IBLT and CPI will dominate Cuckoo.
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Figure 5-8: Logarithm of TRR as a function of set cardinality (size)
and the number of differences (d). [lustrative complete system config-
uration from Table p.4.

5.3.3 Impact of System Parameters

Next, we discuss the series of experiments that demonstrate the impact of system
parameters to the relative performance of the GenSync protocols. For that purpose,
we fix the size of the syncing sets to 10* and consider a small number of mutual
differences relative to the size of the sets (i.e., from 0 to 100). Regarding the compute
parameters, we emulate several common sync scenarios: (1) server-to-server sync (i.e.,
compute configuration C from Table @), (2) sync between a low-end smartphone and
a server (i.e., CA), and (3) a high-end smartphone and the server (i.e., C8). When
it comes to the network parameters, we use I, 11, IV, and IV (a) from Table @
Combining these compute and network parameters, we get a collection of complete
system configurations (CSC). Our primary goal is to identify the major network and
compute parameters that determine the best GenSync protocol for each CSC.
Considering the results from Fig. and comparing configurations (/,C) and

(I,CA) with their counterparts (I1,C) and (I1,C.A), respectively, we observe that
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the difference in network performances in configurations I and /1 have a significant
effect on the performance of the GenSync protocols. All three protocols that we con-
sider in Fig. improve their average performance under better network bandwidth
(i.e., the network configuration I7). The improvement ranges from 16% for IBLT in
compute configuration CA to 43% for Cuckoo in compute configuration C.

Even more significant is that there is no dominant sync protocol across all ex-
amined compute configurations. In the case of the sync between two servers (i.e.,
symmetrical compute configuration C), IBLT has the best TTR performance among
the considered protocols (see left side of Fig. ) Yet, in the case of the sync between
a server and a low-end smartphone (i.e., a highly asymmetrical compute configuration
CA), Cuckoo overtakes IBLT for all the considered mutual differences counts and both
network conditions (i.e., I and 11 from Table @) For very small number of mutual
differences (i.e., between 20 and 100), Cuckoo’s TTR performance is comparable to
CPT’s, however, CPI degrades much faster with the increase in differences count.

Cuckoo’s dominance in the conditions of highly asymmetrical compute (i.e., C.A)
can be attributed to the following factors: (1) Cuckoo filters decode faster than IBLTS,

which makes Cuckoo suitable for less capable compute platforms (e.g., IoT sensors
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Figure 5-10: The impact of the network performance and available
computing power to TTR-performance. Symmetrical compute (left)
versus asymmetrical compute (right).

and low-end smartphones), and (2) the size of the sets being small relative to the
available bandwidth, which amortizes the Cuckoo protocol’s bandwidth inefficiency.
As we discussed previously in Section , the decoding process of Cuckoo filters
consists of looking up each represented element by its fingerprint, which is typically
implemented by a constant number of hash computations (e.g., one for the fingerprint
and two more for the two candidate buckets). On the other hand, the decoding process
of IBLT consists of a computationally more expensive procedure commonly referred
to as the “peeling” process. Knowing that in the case of asymmetrical compute the
average T'TR performance is bounded by the compute power of the less capable node,
we conclude that the difference in the decode procedure complexity between Cuckoo
filters and IBLTs determines the best protocol. On the other hand, as long as the
network bandwidth is not a bottleneck to the overall TTR performance, the relative

difference in the encoding size between Cuckoo and IBLT does not have a decisive
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Figure 5-11: The impact of the network conditions to TTR-
performance for the CBB compute configuration. Network configuration
I (left) versus network configuration I/ (right). CB has a 3.5 times
smaller compute power discrepancy than CA.

effect.

We want to stress that only sufficiently large discrepancies in the compute power
at the nodes decide the best protocol. As opposed to the compute configuration
CA, the configuration CB does not alter the dominant protocol (see Fig. ) The
reason lies in the fact that the compute discrepancy in the CB configuration is 3.5
times smaller than in the case of CA.

Unlike the asymmetrical compute power at the nodes, an asymmetrical network
bandwidth does not have a significant impact on the best protocol choice, unless the
bandwidth in one direction is a bottleneck. We support this conclusion with the

experimental results in Fig. , and discuss the cases when the bandwidth in one

direction indeed is a bottleneck to the overall TTR performance in the next section.

5.3.4 Impact of Very Low Bandwidth

As mentioned in the previous section, an asymmetrical bandwidth between the nodes
involved in the sync process does not decide the best protocol (i.e., the best per-
forming protocol among those included in GenSync), unless the bandwidth in one
direction drops under a critical point. In this section, we analyze these exceptional
cases when changes in the available bandwidth do decide the best protocol. To this

end, we construct two low-latency network configurations I71(a) and I11(b) from Ta-
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Figure 5-12: The impact of asymmetrical network bandwidth to TTR-
performance. Symmetrical compute (left) and asymmetrical compute
(right).

ble @ that differ only in the amount of the bandwidth that they offer to the sync
process, and run our experiments under the constant compute configuration C', while
keeping the set sizes at 10%. The two network configurations emulate the practical
sync scenarios when one of the devices involved in the sync process alternates between
allocating the entire available bandwidth to the sync process and imposing a strict
bandwidth budget to the sync process to maximize the performance of some other
user-experience critical applications (e.g., streaming point clouds in the Augmented
Reality (AR) applications [183]).

In the case of the network configuration I71(a), the TTR performance of IBLT
and CPI remain comparable to each other varying between 60 and 140 ms for the
differences count between 1 and 100. However, when the amount of bandwidth al-
located for the sync process is bounded by 0.1Mb/s (i.e., the network configuration
I11(b)), IBLT’s overall TTR performance degrades significantly relative to that of
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better). [Sa| = |Sg| = 10%. 95% confidence intervals shaded. 100
iterations per point.

CPI (see Fig. ) Although IBLT’s performance keeps up with that of CPI for
very small numbers of mutual differences (d < 30), for the larger differences counts
(30 < d <100), CPI dominates, and at d = 100 reaches a 5 times better performance
than IBLT. The CPI’s dominance over IBLT under the system parameters in Fig.
can be attributed to CPI’s nearly optimal communication complexity [85], which is
better than that of IBLT by a constant factor [64], [87]. When the bandwidth is
the bottleneck, CPI’s advantage with respect to the communication cost turns into a
sizable dominance with respect to the overall TTR performance.

Note that we do not plot the performance of the Cuckoo protocol in Fig. , as
the TTR performance of Cuckoo under extremely low bandwidth conditions cannot
keep up with the other two protocols. As discussed earlier in Section @, Cuckoo has
a communication cost proportional to the sizes of the sets, which makes it comparably
inefficient when the bandwidth is the bottleneck and the count of mutual differences

is small relative to the set sizes.
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5.4 Benefits of Interactive Protocols

As we hinted previously in Section E, data sync protocols are a widely adopted tool
in distinct families of distributed systems ranging from ultra-long battery life wire-
less sensors to data center storage servers. Due to this diversity in applications that
rely on sync protocols, many different styles of usage have been developed over time.
Especially interesting are the two styles of usage developed to support repeated syn-
chronization: (1) cold start, and (2) incremental.

In the case of the cold start sync, the syncing parties create the sync-related data
structures (e.g., efficient set representations) prior to each sync. This is often the case
when the application requires consistent data in relatively long time intervals (regular
or irregular).The reasoning behind the design decision to recreate the sync-related
data structures prior to each sync is often motivated by a relatively small amount
of memory (e.g., RAM) on the syncing devices (e.g., IoT). Instead of occupying the
scarce memory with the sync-related data structures for long periods of time between
two syncs, the application designers often decide to drop the unused data structures
and release the memory.

On the other hand, in the case of incremental sync, the syncing parties keep the
sync-related data structures between subsequent syncs. This is often the case with
applications that require relatively high level of data consistency and thus sync very
often, or even as often as possible (i.e., as soon as the previous sync has completed).
However, not all sync protocols included in GenSync support incremental sync equally
well, primarily because it requires the underlying data structures to be dynamic, i.e.,
to support dynamic set representations.

One of the protocols that is well suited for both incremental and cold start sync
is CPI. Therefore, we produce a series of experiments for comparing the effectiveness

of cold start and incremental syncs using the examples of CPI and its interactive
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counterpart I-CPI. As we discussed earlier in Section , the main difference be-
tween the two is that I-CPI maintains its reconciliation state over time. This state
is represented as p-ary tree that evolves following the set it represents. The initial
p-ary tree is created at the beginning of the protocol and maintained such that each
subsequent sync can reuse it.

Suppose that we have two syncing parties, Alice and Bob, that constantly receive
new data from outside and agree to sync after each N = 100 data points are added
on each side, and stop when their set sizes reach 10* elements (i.e., after 100 rounds
of syncing). To aid with our evaluation, we make two simplifying assumptions: (i) we
assume that additions to S4 and Sp happen in parallel at roughly the same time,
and (ii) a data point x that is added to Sy4 is ether new to Alice (i.e., x ¢ Sa), or
new to both parties (i.e., © ¢ S4 U Sg). Likewise is the case for each y that is added
to Bob’s set (i.e., Sg). In other words, common elements are not being added. We
define py to be the probability that any pair of data points (z,y), where z is the data
point being added to S4 and y is being added to Sp, is new to both parties (i.e.,
(x,y) ¢ SaUSp). In other words, p, is the probability that the pair (x,y) will end
up in the set of symmetric differences.

We evaluate the TTR performance of CPI and I-CPI for various values of p; while
keeping our GenSync testbed in configuration (I7,C) for all experiments. As we can
see from the results in Fig. , the TTR performance of I-CPI is roughly constant in
all rounds of the experiment and does not vary significantly for various values of pg.
In other words, as long as the number of new data points that arrive per unit of time
is constant, I-CPI exhibits a stable TTR performance regardless of the increasing size
of the sets.

On the other hand, the TTR performance of the I-CPI’s non-interactive coun-

terpart (CPI) is way worse when it comes to incremental reconciliation. The TTR
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Figure 5-14: TTR in each round of incremental sync. System config-

uration (/1,C).
performance of CPI deteriorates as a function of the sets size and py. This effect is
caused by the fact that CPI does not reuse the sync-related data structures and thus
cannot benefit from the differences that have already been synced in the previous
rounds, which reflects as a cumulative increase in TTR across rounds. Additionally,
the more differences arrive between two syncs, the larger is the increase of TTR,

which shows as a deterioration in TTR as a function of p,.

Another notable disadvantage of CPI over I-CPI is the fact that I-CPI does not
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require an accurate initial estimate on the upper bound of symmetric differences (d)
to succeed (see Section for a detailed analysis). Although in our experimental
setup it may appear that p; can be used to derive the upper bound on d, in practical
applications p; may not be known to the syncing parties.

Finally, GenSync contains more protocols that support incremental sync. How-
ever, some of them may suffer from a degradation in sync accuracy when utilized
in incremental sync scenarios. For instance, IBLT protocol can also be used in the
incremental mode such that Alice and Bob keep adding their newly arrived data into
their corresponding IBLTs over time. However, as we discussed in Section , the
newly inserted data points may cause IBLT decode failures, should the overall num-
ber of the elements in the IBLT exceed the designed threshold. Therefore, one should
assure that the IBLTs created at the beginning of an incremental sync have a suffi-
cient capacity to endure for certain amount of time (under certain py). Alternatively,
one can decide to periodically rebuild the IBLTs to amortize the loss in they sync
accuracy. As opposed to IBLT, I-CPI naturally supports incremental sync with no

losses in the sync accuracy as more data arrives in the underlying sets.

5.5 Bitcoin Data Set Evaluation

In this section, we demonstrate the practicality of GenSync for comparative analysis
between the state-of-the-art data sync protocols under realistic system conditions
using the data from the Bitcoin blockchain [78]. We expect that this application
scenario can be used as a template for evaluating the practical performance of data
sync in other applications of interest.

Application Scenario: The following experiments consider synchronization be-
tween two adjacent Bitcoin full nodes. Meaning that both nodes engage in the process

of Bitcoin transaction dissertation and keep transaction pools (see Section ) As
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previously mentioned, transactions are uniquely identified by their 32-bytes long hash
obtained through double SHA256 hashing [184]. Essentially, transaction pools are the
sets of 32-bytes long integers that are uniformly distributed over GF(2%°9).

Our application scenario is motivated by the recent experimental results of Imtiaz
et al. [43] that have demonstrated a potential of transaction pool synchronization
for improving Bitcoin’s performance, especially in presence of long node churns (i.e.,
node offline periods). Specifically, they have shown that the nodes suffering from long
churns often miss a relatively large number of transactions disseminated through the
network during their off periods. Consequentially, the churning nodes are more likely
to fail to reconstruct the newly created blocks once they are back online. Imtiaz et al.
propose a solution called MempoolSync that uses a heuristic approach to synchronize
the mempools of adjacent Bitcoin nodes once when they return back online, and before
they receive any new blocks. More specifically, a node returning to the network would
contact a node that has been online for long time to receive the missing transactions.
The authors implemented MempoolSync in the Bitcoin software and demonstrated a
decrease in the average block propagation time at the nodes that employ MemoolsSync
when compared to those that do not. However, the authors did not attempt to make
their solution efficient, and suggested replacing their heuristic scheme with an efficient
data sync protocol. Given that GenSync is well suited for comparing state-of-the-art
data sync protocols, we use it to explore the potentials of different protocols in the
context of syncing mempools of two adjacent Bitcoin nodes.

For the purpose of this series of experiments, we set GenSync testbed to the sym-
metrical compute configuration (7,C) (see Section @, specifically Table @ and Ta-
ble ) Our decision to model a symmetrical compute scenario is primarily motivated
by the fact that it roughly corresponds to a typical Bitcoin setup at the moment of

writing. As for the sync style, we do cold start sync, since that allows us to compare



115

more protocols under similar accuracy assumptions. As we discussed in Section @,
some protocols (e.g., IBLT) may suffer from an accuracy degradation in incremental
sync. In each experiment, we execute a sync protocol on the pair of sets described
below, and report TTR and communication cost with 95% confidence intervals over
100 experiment iterations.

Data Collection: We collect the data for our experiments through a three days
long measurement campaign on two time-synchronized Bitcoin nodes participating
in the main Bitcoin network. The measurement campaign took place in April 2021
and we collected the snapshots of the two transaction pools each minute. Altogether,
we collected 4320 pairs of sets (5S4 and Sp) where each set represents a collection of
identifiers of unconfirmed Bitcoin transactions (i.e., 32-byte long hashes). We plot
the summary of our measurement campaign in Fig. . The mean sizes of the two
mempools are 40835 transactions, and the mean count of their mutual differences (d)
is 1930. In other words, MempoolSync deals with large data sets that differ in only
about 4.7% of their elements. Notably, the standard deviations of the set sizes and the
number of their mutual differences are relatively high: 10654 and 656, respectively.

Results Analysis: As depicted in Fig. , the IBLT protocol has the
best mean TTR performance among the three protocols that we examined (around
600ms with a very low variance). Applied to syncing two adjacent Bitcoin nodes,
these results may suggest a rough estimate on the maximum frequency of mempool
synchronization. Roughly speaking, since IBLT achieves full synchronization within
a second with a high probability on a typical Bitcoin setup, full Bitcoin nodes may
decide to sync their mempools each second, which would lead to a high level of
consistency among them.

However, as plotted in Fig. , IBLT causes a substantial amount of band-

width overhead when compared to other two protocols. Therefore, there is a trade-off
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between the maximum frequency of syncing and bandwidth overhead. The larger the
maximum frequency of syncing, the more bandwidth overhead the protocol incurs.
We want to stress that our results from Fig. M apply to our system model rep-
resented by the GenSync testbed configuration (I,C) and may vary significantly in
other practical system conditions, as we previously discussed in Section .

It is also important to emphasize that the Cuckoo protocol exhibits a lower com-
munication cost when compared to IBLT for this data set. Considering only the
theoretical bounds from Section @, this may seem surprising, as the communication
complexity of the Cuckoo protocol is O(S4 + Sg), while that of IBLT is only O(d).
Theoretical intuition suggests that for huge sets that differ in only a small number
of elements (i.e., d << Sa + Sp), IBLT should exhibit dominant communication
performance. However, in accordance with our discussion from Section , as the
number of differences approaches 10% of the set size, the communication costs of
IBLT and Cuckoo converge. Therefore, for the estimated maximum sync frequency
of 1 second, Cuckoo may be a plausible alternative to IBLT, especially when we want
prioritize bandwidth efficiency. Following our publication of GenSync [42], Ding et
al. [67] have designed a block propagation protocol that relies on this competitive
advantage of Cuckoo filters against IBLTs, which have been used as a building block
of the block propagation protocols that Ding et al. compared against [23]. Yet, if
we want to maximize the bandwidth efficiency, the CPI protocol should also be con-
sidered as a potential alternative to IBLT and Cuckoo. As plotted in Fig. ,
for the typical data parameters of the Bitcoin blockchain, CPI is far more conserva-
tive about the bandwidth usage than the other two examined protocols. On top of
that, as we discussed earlier in Section @, [-CPI (the CPI’s interactive counterpart)
can be efficiently utilized in incremental reconciliation to further improve the TTR

performance. However, this optimization comes at a cost of additional rounds of
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communication, which may negatively effect TTR in high-latency networks.

5.6 Case Study — Synchronization at the Edge

In the systems akin to Distributed Computing Continuum Systems (DCCS) [40] that
we touched upon in Section , there may be natural causes of system parameter
variations. For instance, the node mobility in cellular networks may cause variations
in network bandwidth [185]-[188], while different QoS-related decisions may result
in constraining the amount of the compute available to data sync at certain nodes,
contingent on their current load. While some system parameter variations may have
only a small impact on the overall system function (e.g., small drops in network
bandwidth), some may even cause the service disruptions (e.g., user entering an out-
of-coverage area in cellular networks [189]).

In contrast to the the prior sections where we primarily dealt with constant system
parameters, here we consider dynamic systems whose system parameters vary within
some reasonable bounds. With that in mind, we are primarily interested in assessing
the average performance of GenSync protocols under evolving network parameters
caused by user mobility, and to that end, we designed a series of experiments for
Colosseum [[172], one of the world’s largest wireless network emulators.

In contrast to Mininet [173], [190] emulation, where we set the desired transport-
layer performance parameters (e.g., latency and bandwidth), Colosseum [172], [191]
allows for more accurate emulation of the network’s physical layer through SDR
technology [192], [193]. Colosseum emulator consists of 128 Standard Radio Nodes
(SRN) connected to a Massive Digital Channel Emulator (MCHEM) that emulates
the wireless channel using FPGAs. Each SRN is equipped with a Dell R730 server
and a Ettus Research Universal Software Radio Peripheral (USRP) model X310 that

connects to MCHEM. On top of the SRN hardware is a system container and virtual
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Scenario User Speed Base Station Scenario
Regime Distance Duration
Stationary 0m/s 20 m 600 s

Pedestrian 5 m/s 20 m 600 s

Table 5.5: Emulation parameters for the Colosseum’s Boston cellular
scenario [172].

machine manager that supports Linux containers (LXC) [194]. Within each LXC
container, a Colosseum user can install the srsRAN software [195] to interact with
the USRP hardware and other tools that allow for MCHEM configuration (e.g., the
SCOPE framework [191]).

5.6.1 Colosseum Scenarios

Colosseum can emulate various realistic wireless settings that Bonati et al. [191]
named the “Colosseum scenarios”. For the purpose of our experiments, we are par-
ticularly interested in the cellular scenarios. A cellular scenario is a configuration of
the Colosseum emulator that mimics a real-world cellular network in some area. In a
Colosseum cellular scenario, each base station and each user is modeled using a ded-
icated SRN, which runs the appropriate SDR component from the srsRAN software,
and the following aspects are captured in the simulation: (1) number of base stations,
(2) number of users and which base stations they connect to, (3) user distance from
the base station, and (4) user mobility. With respect to users’ distance from the
base stations, there are three options to choose from: close (within 20m), medium
(within 50m), and far (within 100m). As for the mobility patterns, the users can be
stationary or they can move at 3 m/s (slow movements), or 5 m/s (average pedestrian

speed).
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“Boston” Scenario

The “Boston” scenario is one of the Colosseum’s cellular scenarios that captures the
cellular network in the surroundings of the Boston Common public park in downtown
Boston, Massachusetts. It consists of 10 base stations and 40 users spread across them
with a constant number of users per base station. It supports several regimes including
the two from Table @ that we use in our experiments. Importantly, the users are
always within 20 meters from their corresponding base stations such that they never
switch the base station that they use. Therefore, we expect the link between any two
nodes corresponding to the same base station to exhibit a similar performance with
respect to the transport-layer measures that we discuss next. One scenario iteration

lasts for 600 seconds, after which we restart it with the same parameters.

5.6.2 Measuring Transport-layer Variations

To obtain the bandwidth and latency traces in the Colosseum’s Boston scenario,
we randomly pick two UE nodes connected to the same base station and measure
the transport-layer latency and bandwidth between them each second. We plot the
resulting traces in Fig. , where the upper part is the bandwidth and the lower is
the latency trace over roughly three repetitions of the scenario. The traces show that
user movements result in larger oscillations in available bandwidth and latency. Using
the average values of bandwidth and latency during the extreme periods annotated
in Fig. , we define two sets of network conditions against which to evaluate our

sync protocols:
(1) bad (bandwidth 1 Mbps, latency 50 ms), and

(2) good (bandwidth 7 Mbps, latency 30 ms).
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5.6.3 Emulation Results and Takeaways

We are interested in comparing the practical performance of the GenSync protocols
under the two extreme network configurations defined in the previous section. As
for the data parameters, we let Alice and Bob both keep sets of 10® elements and
distribute the mutual differences uniformly among them such that each party con-
tains exactly the half of total differences. We vary the number of total differences
between 10 and 600 and measure the total sync time (i.e., TTR). Each experiment is
repeated 1000 times and we report TTR with a 95% confidence interval. As shown
in Fig. , IBLT sync performs the best among the compared protocol, beating the
other two protocols for both bad and good network conditions. Moreover, it exhibits
relatively small performance degradation in bad network conditions. The reason for
this effect lies in IBLT’s balance of low computational complexity (linear in the num-
ber of differences) and communication cost that, although higher than CPI [85], beats
Cuckoo for large data sets. As the average bandwidth in both good and bad network
conditions does not drop below a critical point, IBLT also beats CPI.

However, an application-specific protocol that is being constructed using Gen-
Sync may have additional performance objectives. For instance, it may want to
be conservative about the amount of consumed bandwidth, while still maintaining
some reasonable sync performance (even under bad network conditions). Since the
synchronizing device may run several applications concurrently, this kind of band-
width budgeting could be an important dimension to consider when designing an
application-specific sync protocol. Bandwidth savings in the sync protocol could gen-
erate substantial performance gains for Quality-of-Experience-critical processes, such
as streaming point clouds in augmented reality (AR) applications [[183]. In Fig.
we plot the amounts of bandwidth that IBLT and CPI consume when sync time is

constrained to two seconds. In this case, CPI achieves almost nine times better per-
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formance across all difference counts. The reason for CPI’s dominance over IBLT
in this scenario is CPI’s nearly optional communication cost, while IBLT adds a

multiplicative constant to that cost.



Chapter 6

Conclusion and Future Work

In this dissertation, we studied the problem of data synchronization in heterogeneous
decentralized systems. We showed that the performance of data synchronization can
be improved by utilizing the knowledge of the underlying system and the statistics of
the data that is being synchronized. Based on these findings, we propose novel tools
and protocols.

Our main contributions are as follows. First, we studied the analytical proper-
ties of the state-of-the-art end-to-end set reconciliation protocols, and in doing so
we: (i) performed a comprehensive comparison among the protocols with respect to
computational, communication, and message complexity, (ii) discussed the practical
ramifications of common theoretical assumptions, and (iii) investigated the impact
of implementation decisions to the real-time performance of state-of-the-art set rec-
onciliation protocols. Next, we proposed a decentralized solution to network-wide
synchronization based on communication-efficient end-to-end set reconciliation, and
to that end we (i) introduced a distributed algorithm called SREP that performs
network-wide synchronization of transaction pools in large-scale blockchains, (ii) an-
alyzed SREP’s performance in general graphs and networks that resemble real-world
public blockchains such as Ethereum, and (iii) showed that SREP outperforms sim-
ilar approaches from the literature. Finally, we introduced GenSync, a middleware
that includes a variety of state-of-the-art end-to-end set reconciliation protocols and

(i) allows for an easy integration into existing applications, (ii) can estimate the real--
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time performance of data synchronization protocols given the performance model of
the underlying system and the statistics of data, and (iii) seamlessly integrates with
emulation platforms to assess the synchronization performance in complex network
scenarios.

In the rest of this section, we summarize our contributions, and then outline
the future research directions in the area of data synchronization for heterogeneous

decentralized systems.

6.1 Contributions Summary

Comparative analysis of analytical properties. In Chapter a, we compared
several set reconciliation protocols from the two families: approximate set member-
ship data structures-based, and coding theory-inspired. From the former family we
included IBF and Cuckoo filter-based variants, while from the later we included CPI
and BCH codes-inspired approaches. With respect to the communication complexity,
coding-inspired approaches dominate the competition, especially CPI with its nearly
optimal communication for a known upper bound on the number of symmetric dif-
ferences. When it comes to computational complexity, the IBLT-based approach has
the best asymptotic performance. The message complexity of the compared proto-
cols often depends on the method that is used to estimate the initial upper bound
on the number of symmetric differences, except for the Cuckoo filter-based protocol
that does not require such a bound. We identified and discussed the tradeoff between
communication and message complexity when the upper bound on the number of mu-
tual differences is not known in advance. Furthermore, we discussed the techniques
for reducing computational complexity of the CPI approach at the price of increasing
the message complexity. We concluded that there is no universally dominant pro-

tocol that beats the competition with respect to computational, communication and
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message complexity at the same time.

Network-wide synchronization. In Chapter @, we tackled the problem of net-
work wide synchronization through the example of synchronizing transaction pools
in large-scale blockchains. As opposed to the recent improvements to popular public
blockchains (e.g., Graphene in Bitcoin and Bitcoin Cash) that integrate transaction
pool synchronization into block propagation, we proposed maintaining the transaction
pool synchronization process separately and independently from the block propaga-
tion channels. To that end, we proposed SREP, a novel transaction pool synchro-
nization algorithm with quantifiable guarantees, which is based on communication-
efficient end-to-end data synchronization protocols from Chapter a

We analyzed the performance of SREP in a comprehensive network model based
on Watts-Strogatz random graphs. Besides the topological properties of the network,
our model captures the statistics of transaction pools (i.e., the sizes of transaction
pools and the number of pair-wise mutual differences). Within our network model, we
proved that SREP converges on any connected network in the number of iterations
bounded by the network diameter. In the case of the “small-world” networks such
as Ethereum, the number of SREP iterations to synchronize the entire network is
logarithmic in the number of participants. On the other hand, the communication
overhead is a function of network topology and transaction pool statistics.

Based on our network model, we developed SREPSim, a simulation technique that
makes use of the transaction pool data from in-situ measurements, and can simulate
transaction pool synchronization in large-scale blockchains on a single machine in tens
of minutes. We ran a 3-day long campaign on the live Bitcoin network and used the
collected data to parameterize SREPSim. We showed through simulations that SREP
converges in only several iterations in “small-world” networks with 10,000 nodes and

incurs significantly lower bandwidth overhead than MempoolSync.
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GenSync middleware. In Chapter B, we described GenSync which, to the best
of our knowledge, is the first middleware package that incorporates both approxi-
mate set membership data structure-based and coding theory-inspired solutions. It
is implemented as a self contained C++ library and allows for a seamless integration
into existing implementations through the minimal API. One of the unique features
of GenSync is its integrated benchmarking layer that users can easily parameterize
to mimic the performance of their target system with respect to network character-
istics such as bandwidth, latency, and package loss, as well as the computational
capabilities of the nodes involved in synchronization.

Using the GenSync benchmarking layer, we set up a series of experiments to
characterize the performance of the state-of-the-art protocols in various practical
system conditions. We found that IBLT-based protocols have the best real-time
performance when the nodes have symmetrical compute power, the network link
has sufficient bandwidth relative to the sizes of the sets, and the number of mutual
differences is low (e.g., < 10% of the sets). Cuckoo-based approaches exhibit the best
real-time performance in asymmetrical compute scenarios (e.g., low-end mobile device
synchronizing with a high-end server), as long as the network link has a sufficient
bandwidth relative to the set sizes. When the link has a low latency but a low
bandwidth relative to the sets sizes (e.g., hundred of Kb/s bandwidth and tens of
thousands of elements), and the number of mutual differences is small relative to
the set sizes (< 10%), then CPI approaches dominate the competition. Notably, a
bad protocol choice for the given system conditions can cause up to a five-fold hit in
performance.

When it comes to incremental synchronization (i.e., nodes sync periodically as
new elements arrive on both sides), one is better off using interactive protocols than

their non-interactive counterparts. In the case of the CPI protocol, we showed that the
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interactive version of the protocol has several orders of magnitude better performance
than its non-interactive counterpart.

Finally, we integrated GenSync with Colosseum, an SDR-based wireless network
emulator to estimate the performance of the state-of-the art protocols under differ-
ent mobility patterns in cellular networks. To that end, we employed Colosseum’s
“Boston” scenario in two modes: when the users are stationary with respect to their
corresponding base stations, and when they move at pedestrian speed (5 m/s). We
found that IBLT performs the best for general usage in both the stationary and
pedestrian speed movement modes. However, for the applications that allocate only
a fraction of bandwidth for data synchronization but still maintain the real-time
synchronization performance on a reasonable level (e.g., under 2 seconds), CPI out-

performs IBLT up to nine times in terms of the consumed bandwidth.

6.2 Future Directions

Improved end-to-end synchronization. As we demonstrated through ex-
periments in Section , the relative communication inefficiency of IBLT-based
synchronization protocols when compared to the CPI-based ones has significant ram-
ifications in practice, especially in bandwidth-constrained systems. However, the
recent IBLT alternative constructions such as the one of Lazaro and Matuz [65] allow
for better communication performance in IBLT-based data synchronization protocols
and introduce novel methods for estimating the number of mutual differences. As
a future research, we propose implementing the IBLT construction of Lazaro and
Matuz in GenSync and comparing its performance with other included protocols. Es-
pecially interesting are the bandwidth-constrained and high-latency networks. The
former due to the promises of smaller IBLT sizes for the same number of encoded

elements, and the latter due to the multi-message nature of the proposed differences
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count estimation procedure.

Another promising future direction in this regard is implementing IBLT-based
data synchronization with success guarantees. As we discussed in Section , cur-
rent IBLT constructions may fail to decode (peel) with some arbitrarily small prob-
ability, even with a known number of mutual differences. A failure in the peeling
process causes additional rounds of communication in the protocol. The recent IBLT
construction of Mizrahi et al. [120] allows for constructing IBLTs with peeling suc-
cess guarantees. First, we suggest an analytical comparison of this new construction
with the existing ones, especially with respect to the communication and computa-
tional complexity. Second, we propose implementing the construction of Mizrahi et
al. in GenSync framework and comparing the real-time performance of the resulting
set reconciliation protocol with the other candidates from GenSync, especially CPI.
Reactive GenSync. In repeated end-to-end data synchronization (Section @)
in dynamic systems, we may expect significant variations in system parameters over
time (e.g., latency increase due to congestion). In this regards, we propose extending
GenSync middleware with a reactive adaptation layer. In particular, we propose im-
plementing a control module in between the compatibility and implementations layers
(see Fig. @) that switches the set reconciliation protocol contingent on the perfor-
mance of the previous synchronization rounds. For instance, an increase in latency
can be detected from the round trip times of initial messages (i.e., parameters con-
figuration). Using this insight combined with the knowledge of the relative practical
performance among the protocols that we discussed in Chapter H, the control module
can replace the current protocol with a better one between rounds.

SREP in dynamic networks. In Chapter @, we analyzed the performance
of SREP in static networks, i.e., the set of edges and nodes in the graph do not

change over time. As future work, we propose analyzing SREP’s performance in
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edge- and node-dynamic networks [196]. In particular, we propose analyzing SREP’s
time to synchronize the network as a function of the network dynamics (e.g., t-interval

connectivity [164]).



Appendix A

SREP

A.1 Redundant Transmissions

In elementary parallel SREP, an element may get transmitted to the node from
multiple neighbors (via multiple replicas). One such example is depicted in Fig. [A:l!
Note that all but one such transmission is redundant. In other words, once the node
receives the element through some replica, it will incorporate that element into its
data set at the end of the round. In the subsequent round, all replicas will get
recreated from the data set and will contain the transmitted element regardless of

whether the replica itself received the element in the previous round or not.

A.2 On The Counting Argument From Theorem

To establish an upper bound, the counting argument from Theorem B counts all

elements at all nodes as redundant transmissions (i.e., |V| elements arriving via |V|—1

St =1{1,2,3} SZ={1,2,3}

S0 =3,1,2} 83 ={3,1,2}

Figure A-1: Element 3 gets transmitted from nodes 1 and 2, which
makes one of these transmissions redundant.
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St =10}
Sg = {0}

Figure A-2: Three-node sub-network of every connected network with
|V| > 3 and the initial states of the local replicas at nodes 0 and 2.

replicas at |V| nodes). Here we present a simple argument to prove that such an
estimate is a pessimistic one and that elementary parallel SREP produces strictly
less than |V[*- (|]V| — 1) redundant transmissions.

For any connected network G = (V, E') with more than three nodes there is a sub-
network of exactly three connected nodes with either two or three edges (see Fig. @)
The element 1 will reach S5 at the beginning of either second round (when there are
three edges) or the third round via node 0 (when there are only two edges). In any
case, element 1 arrives at node 0 at the beginning of the second round via replica S¢.
Starting with the second round, in all the subsequent rounds, element 1 will already
be present in node 0’s transaction pool, thus there will not be the transmission of
element 1 to S2 from SY9, provided that there is no false positives of reconciliation
in the chosen primal sync. On the other hand, for connected sub-networks of only
two nodes, Lemma m applies. Therefore, there is strictly less than |[V|* - (|V]| — 1)

redundant transmissions in any connected network.
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A.3 The “Triangle Problem”

The triangle problem arises when we are given the mutual differences matrix M and
need to construct a pools assignment A that satisfies it. In fact, for some Ms there
are no satisfying As. Here we show one such example.

Suppose that we are given a network topology G = (V, E) where V = {0, 1,2}
and E = {(0,1),(0,2),(1,2)} (a triangle), and a mutual differences matrix

011
M = 0 1| - (A.1)
0

Each my;, for 7 < j describes the number of mutual differences between S; and 5,
and can be partitioned in (m;fl) different ways (the number of weak 2-compositions
ij

of m;;). Thus, there are

i<j
D matrices corresponding to an M matrix. We say that a D matrix is feasible when

there is a set assignment A that produces D.

For instance, the M from Ejq. (@) has 8 corresponding Ds and none are feasible:
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0 0 0] 0 0 0]
Do=11 0 of-Pi=1{1 0 1>
11 0 0 1 0]
0 0 1] 0 0 1]
Dy=11 0 0o|:DPs=1|1 0 1}
0 1 0] 0 0 0
0 1 0] 0 1 0]
Di=10 0 o|-Ds=10 0 1|>
11 0 10 0
0 1 1] 0 1 1]
Ds=10 0 o|-Dr=10 0 1
0 1 0] 0 0 0

Without a loss of generality, we can assume the following construction of A for the
given M to show that no Ds are feasible.

Let Sp = {1}, then there are two cases for S; (see Fig. @) It must either be
an empty set or must contain 1 and an additional element different than 1 (e.g., 2).

Otherwise, we would violate mg;. This yields the following cases for Ss:
(1) Sy ={1} and S; = {}, then mgyy = 0 which violates mgy = 1.
(2) Sy ={2} and Sy = {}, then mpy =2 # 1.
(3) Sy = {3} and S; = {}, for some 3 # 2 # 1, then mpy = 2 # 1.
(4) Sy = {1} and S} = {1, 2}, then mgy = 0 # 1.
(5) So = {2} and S; = {1,2}, then mgy = 2 # 1.

Therefore, we cannot simultaneously satisfy mgy, mi2, and mgs.
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U, 25

{2} {1}

Figure A-3: Constructing an A for the given M may fail.

In conclusion, constructing pools assignments A directly from a differences matrix
M may not succeed for an arbitrary M. For that reason, we opt for Procedure B in

our SREP network model.

A.4 On Rejecting (M, s) Pairs

For certain (M, s) pairs, we can tell that M will not have any feasible Ds without
attempting to construct these Ds.

Lemma 6: Given a network G = (V, E) and a pair (M, s), M has no feasible Ds
if there are (i, j) € E such that:

mi; < |Si — Sj|, or

(A.2)
myi; > S + Sj.

This simply follows from general properties of sets. For any two sets \S; and 5,

the following holds:

‘Sz U Sj| < |SZ| + |Sj|, and

[19i\ S5] 155\ Sif = [[Si] = [551]-

However, note that Lemma B does not imply anything about the Ms for which

the condition from Eq. (@) does not hold. That is, the following is a necessary but
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not sufficient condition to have a feasible D:

my; > |s; — s4], and
’ ! (A.3)
mg; S S; + Sj.
For instance, on a triangle graph, the following (M, s) pair satisfies Fgq. (@) but
M has no feasible Ds:

0 0 2
M = o 1| and s=[2,2,1].

0

A.5 On Constructing Pools Assignment from Set Sizes

Procedure a generates a pools assignment A given the sizes distribution S, network
topology G = (V, E), and the parameter ¢. The main goal of the procedure is to
produce an A such that its mutual differences matrix M is distributed similar to P.
As we discussed in Section @, the performance of the primitive sync approaches that
we use in SREP is a function of the number of mutual differences and not the sizes
of the sets. Thus, our Procedure H prioritizes differences distribution P over the sizes
distribution & in the following way.

Given the target sizes distribution & and the appropriate value of ¢, Procedure E
produces an A with the differences distribution similar to P, but an actual sizes
distribution S* that does not necessarily follow S. This is because Procedure B incurs
certain amount of collisions while sampling from /. The smaller the parameter 1, the
larger the probability of collision on an e € {0..u} (line B in Procedure B) On the one
hand, these collisions increase the similarity between sets in A by including the same
element in multiple sets. On the other, sampling the same element multiple times for
the same set makes the set smaller (as a set cannot contain duplicates by definition).

The former class of collisions increases the expected value of mutual differences (mean
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of P). The latter class of collisions decreases the expected value of set sizes (mean of

S).



Appendix B

GenSync Abstractions Detailed

In Section El], we describe the core abstractions of the GenSync framework and their
function. In Fig. El!, we include the methods that are omitted from the description
in Section lS:l]
GenSync class contains the methods that the benchmarking layer uses to extract
the fine-grained synchronization metrics (e.g., getRcvBytes). Since one GenSync
object may include one or more SyncMethods, the metrics methods accept the index
of the desired SyncMethod for which the find-grained statistics should be returned.
As we discussed in Chapter E, the synchronization protocols often need to exchange
synchronization parameters prior to starting the main part of the synchronization
protocol. Therefore, SyncMethod contains Send and RecvSyncParameters. As
GenSync is implemented in the client-server fashion, Communicant class contains
commListen() that the server uses to initiate the service, commClose () that it uses
to close the service, and commConnect () that the client uses to connect to the server.
Full documentation of the GenSync framework is available online at https://

github.com/nislab/gensync, at the moment of writing.
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© GenSync

° bool clientSyncBegin(int sync_idx = 0)
° bool serverSyncBegin(int sync_idx = 0)

private
o DataSet myData
o vector<*Communicant> myCommunicants
o vector<*SyncMethod> mySyncMethods

synchronizes

uses

© DataSet

contains

(© DataObject

o vector<*DataObject> dataPoints

—_

B SyncMethod

metrics
o unsigned long getXmitBytes(int sync_idx = 0)
° unsigned long getRevBytes(int sync_idx = 0)
e double getldleTime(int sync_idx = 0)
° double getCommunicationTime(int sync_idx = 0)
° double getComputationTime(int sync_idx = 0)
° double getTotalTime(int sync_idx = 0)

uses

k

° bool SyncClient(&Communicant)
° bool SyncServer(&Communicant)
° bool addElem(*DataObject)

° bool delElem(*DataObject)

private

> SyncStats mySyncStats

° void SendSyncParams(*Communicant)
° void RecvSyncParams(*Communicant)

protected

B Communicant

°

°

viod commListen()
viod commConnect()
viod commClose()
boid commSend(string)
string commRecv/()

Figure B-1: Simplified UML diagram of the four core GenSync abstractions.

0..* |> ZZ hashRepr

©CPISync

(©InteractiveCPISync

©IBLTSync

(© CuckooSync

© CommTCP

(© CommString
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