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ABSTRACT

The Internet of Things (IoT) comprises of billions of Internet-connected devices and
gadgets that run dedicated software, called firmware. Even though these devices are at
the forefront of innovation, their firmware is notoriously famous for its numerous security
weaknesses. For this reason, [oT firmware has become a prime target for malicious actors.
Despite the contributions of prior research works in identifying and remediating the secu-
rity bugs and vulnerabilities in [oT firmware, through static, dynamic and hybrid analysis
techniques, new security issues arise on a daily basis (Claroty, 2022).

When it comes to Linux-based 10T firmware vulnerability analysis, dynamic vulnera-
bility analysis techniques that rely on firmware re-hosting (emulation) are the most pop-
ular. In this thesis, I focus on addressing challenges in both the firmware re-hosting and

dynamic vulnerability analysis domains and propose novel contributions to improve the



security posture of IoT firmware. Specifically, I introduce new techniques for firmware
re-hosting which enable the application of downstream (dynamic) analysis systems on bi-
nary Linux-based kernel-level firmware code. I also present methods to enhance the scope
of firmware dynamic analysis techniques to detect diverse bugs and vulnerabilities (e.g.,
memory corruption and deadlock bugs) in binary privileged (kernel-level) Linux-based
firmware code. When it comes to improving firmware re-hosting, 1 propose three ap-
proaches; FirmSolo, Pandawan, and FirmDiff. I first present FirmSolo, a framework
designed to re-host the Linux-based binary IoT kernel modules within firmware images,
at scale, and expose these modules to existing downstream analysis. The evaluation of
FirmSolo not only shows that FirmSolo can successfully re-host the majority of the bi-
nary kernel modules in firmware images, but also enable dynamic analysis systems to detect
multiple previously-unknown bugs in these modules. Next, I detail Pandawan, a framework
whose contribution is twofold; 1) The ability to objectively compare full-system re-hosting
approaches based on their emulation capabilities, and 2) The ability to holistically (both the
user and privileged level) re-host and analyze IoT firmware. Pandawan’s evaluation demon-
strates that Pandawan is able to facilitate the objective comparison of the state-of-the-art
re-hosting systems based on emulation-specific metrics (e.g., code coverage) defined by the
user. Furthermore, due to its holistic re-hosting and analysis capabilities, Pandawan is able
to discover both previously known and unknown bugs in binary IoT kernel modules. Next,
I discuss FirmDiff, an automated binary diffing framework that enables analysts to im-
prove the fidelity of the IoT kernel module re-hosting process and achieve a more effective
analysis. These contributions to firmware re-hosting (specifically of privileged firmware
code) instigate the development of novel firmware analysis techniques. Thus finally, I pro-
pose Lock 'n Load (LL) as my contribution to the firmware analysis landscape. LL is a
dynamic analysis framework that uses my re-hosting frameworks to enable the analysis of

proprietary binary-only IoT kernel modules for deadlock-related bugs. My analysis with

Vi



LL reveals multiple previously unknown deadlock bugs in multiple binary-only targets.

In summary, I improve the security of Linux-based IoT firmware code by introducing
(holistic) re-hosting techniques which expose Linux-based privileged IoT firmware code
to downstream analysis, at scale. Furthermore, I apply novel dynamic analysis techniques
to privileged Linux-based IoT firmware code to detect diverse bugs (e.g., deadlock bugs).
These contributions are only possible due to the firmware re-hosting and analysis frame-

works developed during my research.
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Chapter 1

Introduction

The Internet of Things (IoT) has been growing rapidly over the past few decades without
any signs of slowing down. By 2030, the number of these smart gadgets and devices con-
nected to the Internet will reach the 40 billion mark (IoT Analytics GmbH, 2024). Despite
their massive popularity and widespread adoption, 10T devices consistently fail to adhere
to the appropriate and best security practices and design specifications (Microsoft, 2023),
thus these devices are attractive targets for malicious actors. Attackers have been com-
promising these devices, by exploiting their firmware (software) security weaknesses, to
conduct high profile attacks such as the Deadbolt (ransomware) attack (Ellzey et al., 2022),
Stuxnet (Malwarebytes, 2025), the Verkada (smart cameras) hack (Verkada, 2021), and the
infamous Mirai botnet DDoS attack (Antonakakis et al., 2017) which became the catalyst
for the emergence of various IoT botnets over the years. 10T vendors tend to overlook
the reasons behind these attacks such as the use of trivial passwords, outdated software,
and the lack of authentication. To make matters worse, vendors often develop and use
their own custom software and/or rely on third party solutions to support the myriads of
device-exclusive peripherals used by the [oT devices. Unfortunately, the newly introduced
proprietary code frequently does not undergo thorough security testing during its devel-
opment cycle. In addition, this proprietary code is commonly distributed in closed-source
binary form, hindering the analysis attempts from researchers and independent analysts.
To combat the negligence of vendors to secure their products against IoT focused at-

tacks, researchers have devised techniques to analyze the firmware code that runs on dif-



ferent types of IoT devices for bugs and vulnerabilities while urging the vendors to take
prompt action. Muench et al. (Muench et al., 2018) and Fasano et al. (Fasano et al.,
2021), provide a clear distinction on the different types of 10T devices based on the type of
firmware (operating system) they use. Specifically, IoT devices can be organized into three
classes; Type-1, Type-11, and Type-II1.

Type-I: General Purpose OS devices. These types of devices run firmware that is
based on general purpose operating systems (e.g., Linux) modified to fit embedded devices.
Similar to general purpose operating systems, general purpose firmware features both a user
and kernel space component. However, the user space environments (e.g., busybox) used
by Type-I devices are generally more lightweight than the ones running on full-fledged
systems (e.g., desktops and servers).

Type-II: Embedded OS devices. These are low-power devices, such as IP cameras and
MP3 players that run single-purpose custom operating systems called embedded firmware
(e.g., uClinux). While a Memory Management Unit (MMUs) is frequently absent from
these devices, their embedded firmware still adopts a basic distinction between the user
and kernel space components.

Type-III: Devices without an OS abstraction. These devices run custom single-
purpose operating systems called “monolithic firmware”, which combine both the user and
kernel space components into a single program. Internally, this type of firmware imple-
ments an infinite loop which handles interrupts triggered by the device’s hardware periph-
erals in response to events occurring in the physical world.

The firmware analysis approaches that analyze these three types of 10T firmware can be
further classified into three categories depending on their analysis type; static analysis, hy-
brid analysis, and dynamic analysis. Static analysis methods analyze the firmware without
executing it. While these techniques are highly scalable due to their independence on the

physical hardware, they suffer from false positives during the analysis. Hybrid approaches



combine the physical IoT device and an emulator to conduct their analysis. Typically, the
emulator dynamically executes and analyzes the firmware code while I/O operations (e.g.,
MMIO and DMA) are forwarded to the physical device. While these techniques are very
effective and accurate, the requirement for the IoT device to be available renders these
approaches non-scalable and cost-inefficient. Finally, dynamic methods analyze the IoT
firmware code either while it executes directly within a physical device or within a re-
hosting environment (i.e., an emulator). Specifically, dynamic analysis techniques that rely
on re-hosting (emulation) provide a reasonable tradeoff between the scalability, effective-
ness and accuracy of the analysis, hence these techniques are generally more preferable
compared to static and hybrid methods.

This thesis focuses on dynamic analysis techniques that rely on (full-system) firmware
re-hosting to analyze Linux-based firmware code, which runs on Type-I IoT devices, for
bugs and vulnerabilities.

To this end, I propose novel contributions to improve the security of Linux-based IoT

firmware through full-system firmware re-hosting and dynamic analysis techniques.

1.1 Thesis Contributions

This thesis proposes innovative solutions that benefit from both source code and binary
analysis, to address the limitations of prior solutions and ultimately improve the security
posture of Linux-based [oT firmware. In particular, I present two novel fully automated re-
hosting techniques, and a method to improve firmware re-hosting fidelity. Furthermore, I
introduce the first fully automated deadlock detection approach for binary-only kernel-level
firmware code. My thesis is summarized in the following statement:

Combining holistic firmware re-hosting with a comprehensive analysis of loT firmware
enables the detection of diverse types of bugs and vulnerabilities in open and closed-source

privileged binary firmware code, thus improving the security of loT firmware.



Here, I note that I consider firmware analysis techniques that focus exclusively on either
the kernel or user space aspects of [oT firmware code as non-comprehensive. Conversely, |
consider firmware analysis methods whose scope encapsulates both firmware code aspects
as comprehensive. To address the above thesis statement, my Ph.D. research consists of
four novel contributions; three approaches focus on firmware re-hosting, and one intro-
duces a new dynamic firmware analysis method. I first detail my contributions in improv-
ing Linux-based loT firmware re-hosting. Next, I discuss my contribution in expanding the

scope of dynamic firmware analysis techniques to detect availability bugs.

1.1.1 Firmware Re-hosting

Firmware re-hosting (emulation) techniques have gained a lot of popularity in recent years
due to their scalability (there is no need for the physical hardware to be available) and
their compatibility with widely-used dynamic analysis techniques (e.g., fuzz testing). Be-
fore my contributions, works in this area were categorized in two groups; 1) Approaches
that re-host only user-level firmware code, and 2) Approaches that re-host open-source
kernel-level firmware code. Given the high complexity and dependency of kernel-level
firmware code to the physical hardware (e.g., hardware peripherals), the majority of prior
works focus on user firmware application re-hosting and analysis (Chen et al., 2016; Kim
et al., 2020; Vetterl and Clayton, 2019; Zheng et al., 2022). Only a handful of existing
approaches (Pustogarov et al., 2020; Liu et al., 2022) focus on re-hosting and analyzing
kernel-level firmware code (e.g., kernel modules and drivers), albeit the firmware code has
to be open-source for these systems’ analysis to be fruitful. Since the binary 10T kernels
used by the firmware images are closely dependent on the hardware that they are built for,
current emulators fail to emulate these kernels due to the lack of support for the myriads of
hardware peripherals used by the [oT devices. To make matters worse, IoT firmware often
incorporates insufficiently tested proprietary kernel code in the form of kernel modules and

drivers. Due to the absence of the source code of these kernel modules, it is very challeng-



ing for analysts to test these modules for bugs and vulnerabilities. In general, to be able to
re-host binary(-only) firmware kernel modules and drivers, re-hosting techniques have to

address the following challenges:

1. Must use their own custom kernels, that are built using the source files available in

the upstream (open-source) repositories.

2. Ensure that the custom kernels provide all the symbols (i.e., functions and data struc-

tures) required by the binary firmware kernel modules to load in these kernels.

3. Ensure that the memory layout of data structures that are shared between the cus-
tom kernel and the binary firmware kernel modules is consistent. This requirement
is mandatory to ensure that the firmware kernel modules do not incorrectly access
the members of these data structures while being loaded or executing in the custom
kernel. Misaligned data structure accesses would inevitably lead to kernel module
crashes during the emulation. Since the binary kernel modules are immutable all the
changes regarding the layout of the data structures must occur in the context of the

custom kernel.

My works address these challenges to enable the re-hosting of both open and closed-
source privileged firmware code (in the form of kernel modules and drivers) and expose
that code to various dynamic analysis approaches. Initially, I discuss my contributions to
binary [oT kernel module re-hosting and holistic (both the user and kernel level) firmware
re-hosting and analysis. Next, I present a novel method to improve the emulation fidelity

of re-hosting frameworks that target the privileged (kernel-level) aspect of IoT firmware.

FirmSolo: Enabling dynamic analysis of binary Linux-based IoT kernel modules

The Linux-based firmware running on Internet of Things (IoT) devices is complex and con-

sists of user level programs as well as kernel level code. Both components have been shown



to contain serious security vulnerabilities. As mentioned previously, the existing firmware
re-hosting and analysis systems are unable to analyze neither the IoT kernel proper nor the
binary kernel modules used by IoT gadgets. This limitation is troublesome, because a vul-
nerability in a kernel module or the kernel proper can risk compromise of the entire system.
While upstream Linux kernel modules receive fixes from their corresponding maintainers,
vendors often use outdated kernel versions and do not backport these fixes in their prod-
ucts. In addition, the presence of untested binary-only proprietary modules in IoT firmware
makes matters even worse. A notable example of a vulnerable binary-only kernel module
is Kcodes’ NetUSB. ko which exposes USB printers connected to a WiFi router to the net-
work and features a Remote Code Execution vulnerability (CVE-2015-3036). Despite the
serious consequences that such a vulnerability can have on affected devices, the research
community lacks techniques capable of automatically detecting bugs that are located in the
privileged code of Linux-based IoT systems.

As my first contribution, I propose FirmSolo, the first scalable firmware re-hosting sys-
tem to automatically expose IoT privileged kernel-level code (in the form of Linux kernel
modules) to downstream analysis. A prerequisite to any dynamic analysis (i.e., analysis
of the code while it is executing) of a kernel module is that the module is successfully
loaded by the kernel, a process guarded by the kernel’s module loading facility. All but the
most trivial modules will require interaction with the kernel proper through kernel symbols;
functions or kernel-defined data structures (see the re-hosting challenges in Section 1.1.1).
As type information is removed during compilation, it is imperative that the data structures
defined in the kernel have the same memory layout expected by the kernel modules. Given
that the IoT firmware kernel modules are immutable (distributed in binary form), the layout
of the data structures can only be modified on the kernel side. The availability of symbols
and the layout of data structures in the kernel are controlled by options that constitute the

configuration (i.e., .config) of the kernel. Thus, FirmSolo’s goal is to reverse engineer the



IoT kernel’s configuration such that an open-source kernel that is built with this configura-
tion can successfully load, and subsequently analyze, the kernel modules distributed in real-
world firmware images. To this end, FirmSolo implements a fully-automated two-pronged
hybrid analysis process called Kernel Configuration Reverse Engineering. K.C.R.E. first
leverages static symbol and dependency information from an image’s kernel modules to in-
fer an approximate kernel configuration. Subsequently, K.C.R.E. iteratively augments this
configuration with a dynamic analysis used to align the data structures shared between the
modules and the kernel proper, yielding a kernel that can load the binary kernel modules
within firmware images of real-world IoT devices.

To demonstrate FirmSolo’s main utility, I integrated FirmSolo with two representative
analysis systems; the TriforceAFL (NCC Group Plc, 2017) kernel fuzzer and the Firma-
dyne (Chen et al., 2016) dynamic firmware analysis system. While initially unable to
analyze Linux IoT firmware kernel modules, combined with FirmSolo both systems can
analyze kernel modules in IoT firmware. The evaluation of FirmSolo on 1,470 firmware
images containing 56,688 kernel modules, shows that FirmSolo can successfully load 64%
of these kernel modules. In addition, the fuzzing experiments with TriforceAFL on 75 ker-
nel modules discovers 19 previously unknown bugs in 11 distinct proprietary kernel mod-
ules. Through Firmadyne, I confirm the presence of these previously-unknown bugs in 84
firmware images. Finally, by using FirmSolo, Firmadyne confirms a previously-known
memory corruption vulnerability in five different versions of the closed-source Kcode’s
NetUSB module across 15 firmware images. 1 provide in-depth details about the design

and implementation of FirmSolo in Chapter 4.

Pandawan: Quantifying Progress in Linux-based Firmware Rehosting

Full-system re-hosting (or emulation) techniques are the most popular when it comes to
Linux-based firmware vulnerability analysis. Even though these techniques revolutionized

IoT firmware analysis, by extending bug and vulnerability testing towards increasingly



sophisticated firmware, the field is characterized by the absence of two important aspects.
First, the community lacks a mechanism to objectively compare the capabilities of different

re-hosting systems. Specifically, we need answer the following question:

Q: How can we identify whether a re-hosting framework performs better than the oth-

ers?

The second missing capability of full-system Linux-based re-hosting is that current state-
of-the-art systems target only one aspect of [oT firmware; either its user level (Chen et al.,
2016; Kim et al., 2020; Vetterl and Clayton, 2019; Tay et al., 2023; Zheng et al., 2022)
or its privileged (kernel) level aspect (Angelakopoulos et al., 2023; Zheng et al., 2022;
Pustogarov et al., 2020). In real world devices, though, both the user and privileged aspect
of the IoT firmware run cooperatively. To effectively analyze IoT firmware code for bugs
and vulnerabilities it is therefore important to follow a more holistic approach that includes
both aspects of the IoT firmware in the re-hosting and analysis process.

To address these shortcomings, I present Pandawan a firmware re-hosting framework
whose contribution is twofold; Pandawan implements the Firmware
Initialization Completion Detection (FICD), a novel technique that enables the ob-
jective comparison of different re-hosting frameworks based on their emulation capabili-
ties. Specifically, FICD detects the reference point at which the firmware’s initialization
phase is complete during emulation. This point is conceptually common for all full-system
re-hosting approaches. Crucially, FICD makes it possible to quantify the forward progress
in firmware re-hosting, by enabling the meaningful comparison of different full-system re-
hosting approaches on metrics such as the number of user programs executed, user and
kernel code coverage, or number of kernel modules loaded, up to the reference point. By
using the reference point the comparison is independent of the firmware re-hosting frame-
works’ performance.

To fill the void in holistic full-system firmware re-hosting Pandawan, introduces a novel



re-hosting approach that builds atop of (Py)PANDA (Craig et al., 2021; Dolan-Gavitt et al.,
2015) and FirmSolo’s firmware re-hosting capabilities to provide Operating System (OS)
level introspection and dynamic analysis of both user and privileged (i.e., kernel module)
firmware code. To achieve holistic firmware re-hosting and analysis, Pandawan features the
Kernel Augmentation (KA) technique. KA first isolates the kernel functionality typically
included by vendors in their 10T firmware kernels (in the form of kernel symbols). Then,
it builds Pandawan’s “augmented” kernels which contain this functionality to enable the
successful re-hosting of firmware user level code and kernel modules alike.

I use FICD to compare the Pandawan, Firmadyne, FirmAE, and FirmSolo re-hosting
frameworks. For my experiments, I use a dataset consisting of 1,520 firmware images.
My investigation shows that Pandawan outperforms Firmadyne, FirmAE, and FirmSolo,
by executing up to 6% more user level programs and 21% more user code basic blocks,
on average, than these systems. In addition, Pandawan loads 9% more IoT kernel modules
and executes 26% more kernel module basic blocks on average than FirmSolo.

Finally, I evaluate Pandawan’s holistic analysis on the same dataset of 1,520 firmware
images. Fuzzing the entire system call interface would not be efficient, since the majority
of system calls (depending on the arguments they are given) would target the core kernel
code instead of kernel module code. Thus, Pandawan targets only the subset of system
calls that result in the execution of code in IoT kernel modules. To this end, Pandawan’s
holistic analysis approach fundamentally enables the tracing of system calls invoked by
user level programs which lead to kernel module code execution. In turn, the traces ex-
pose entry points from user level to kernel (module) level code. Pandawan uses the entry
point information to generate system call chains in a format (seeds) compatible with the
TriforceAFL (NCC Group Plc, 2017) kernel fuzzer to fuzz the kernel modules within the
firmware images. Pandawan collects traces for 479 firmware images. After transforming

these traces into seeds and providing them to Triforce AFL, the fuzzer triggers 16 bugs on 8
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closed and 4 open source kernel modules. Twelve of the bugs found are previously known
and six are previously unknown bugs. I provide detailed information about Pandawan and

its inner working in Chapter 5.

FirmDiff: Improving the Configuration of Linux Kernels Geared Towards Firmware
Re-hosting

Ideally, the advances in firmware re-hosting have lead to a situation where the analyst
can trigger the emulation and analysis of arbitrary firmware images, only with the press
of a button. However, reality shows that due to the diversity of IoT firmware images,
fully automated solutions only work occasionally. Thus, analysts often have to manually
intervene with the analysis process and invest an extensive amount of engineering effort
and time to address the issues and ensure further progress. Unfortunately, there are few
automated solutions that can lift some of the manual investigation burden and improve the
efficiency and effectiveness of firmware analysis.

FirmSolo (and other frameworks built upon FirmSolo such as Pandawan) is the only
scalable system that automatically configures and builds custom emulation-ready kernels,
whose configuration approximates the corresponding [oT kernels. FirmSolo uses these
kernels to load and dynamically analyze the IoT kernel modules within firmware images.
However, its kernel configuration process is inherently dependent on the metadata (i.e.,
kernel symbols) embedded within the IoT privileged code (kernel and kernel modules) and
the kernel source code used to compile the custom kernels (FirmSolo uses only open source
kernel versions). To address the re-hosting challenges discussed in Section 1.1.1, FirmSolo
primarily ensures that kernel symbols (functions and data structures) are available to the
IoT kernel modules in order for the latter to load into the custom kernel. FirmSolo focuses
on lower level implementation semantics, such as ensuring that the IoT kernel modules
access the members of the data structures in the custom kernels at the correct offset, only

when issues arise during re-hosting. In particular, inconsistencies in the memory layout
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of these data structures can lead to misaligned data structure memory accesses during the
analysis, which in turn can lead to these [oT kernel modules crashing.

Generally, the memory layout of kernel data structures is affected by two causes: the
configuration options used in the kernel build process and any modifications directly ap-
plied by the vendors in their kernels’ source code. While FirmSolo attempts to fix the
layout of data structures when IoT kernel modules crash while being loaded into the cus-
tom kernel, the layout alignment algorithm used by FirmSolo is limited. FirmSolo’s layout
alignment algorithm must meet certain requirements, such as that the crashing IoT kernel
modules must be open source and not stripped and that the [oT kernels’ source code must
not be modified by vendors. If these prerequisites are not met, the layout recovery algo-
rithm will create incorrect solutions. Specifically, in the cases where data structures are
modified by vendors at source (e.g., extra members added), FirmSolo cannot detect and
apply the correct modifications in these data structures. Since FirmSolo uses the open-
source versions of the 10T kernels and is limited only to adjusting the layout of data struc-
tures through toggling configuration options during the kernel build process, modified data
structures remain misaligned. To successfully load and analyze the kernel modules in these
cases, the analyst has to manually detect the modifications and configuration options that
align the offending data structures within FirmSolo’s kernels.

To address this issue, as my third contribution to firmware re-hosting, I present
FirmDiff, a binary diffing framework that compares the memory layout of data struc-
tures common to both the IoT kernel modules (and IoT kernel) and FirmSolo’s custom
kernels. FirmDiff’s goal is to help the analyst identify differences in the memory layout
of data structures common between the IoT kernel modules and FirmSolo’s custom ker-
nels, and also provide sufficient information to the analyst to address these differences.
Consequently, by aligning the layout of these data structures, the analyst can build custom

kernels that closely resemble their IoT counterparts. The premise behind building these re-
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fined kernels is to load and analyze the 10T kernel modules without misaligned data struc-
ture accesses that occur during emulation, thus improving the overall firmware re-hosting.
Specifically, the outcome of FirmDiff’s analysis are the names of data structures and their
members (i.e., their offsets and names) that are misaligned between the loT kernel modules
and FirmSolo’s custom kernel. Analysts can use this information to enhance FirmSolo’s
kernel configuration and build process to produce refined custom kernels that can load and
analyze the IoT kernel modules without crashes thwarting the analysis.

I evaluate FirmDiff on a dataset of 7 firmware images, originating from FirmSolo.
Furthermore, I also analyze 3 additional modern images from the Greenhouse dataset
(published in 2023) to assess whether FirmDiff’s analysis capabilities work for modern
firmware. Overall, these firmware images contain 148 kernel modules that crash during the
analysis with FirmSolo. I showcase how the information produced by FirmDiff aids ana-
lysts to supplement the configuration process of FirmSolo to produce custom kernels that
better approximate the IoT kernels used by the firmware images in our dataset. FirmDiff
identifies 37 misaligned data structures in FirmSolo’s kernels for these images. After align-
ing the layout of 35 of these data structures, FirmSolo’s refined kernels successfully load
28 previously crashing kernel modules. I discuss the design and implementation details of

FirmDiff in Chapter 6.

1.1.2 Firmware Analysis

Prior to my contributions in firmware re-hosting, only few works (Pustogarov et al., 2020
Liu et al., 2022) were capable of analyzing privileged Linux-based firmware code for bugs
and vulnerabilities. As mentioned in Section 1.1.1, these works are severely limited both
in terms of scalability and their analysis capabilities. My re-hosting frameworks are the
first to expose (open and closed source) Linux-based kernel-level firmware code (i.e., ker-
nel modules) to dynamic bug and vulnerability analysis, at scale. Crucially, my firmware

re-hosting contributions also foster the development of new dynamic firmware analysis
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techniques (such as deadlock detection analysis) that were previously not possible. On that
note, I discuss my contribution on the expansion of the analysis scope of current firmware

analysis techniques.

Lock ‘n Load: Detecting Deadlocks in Linux-based Binary-only Firmware

Current firmware analysis techniques suffer from one important limitation; their analy-
sis scope. The majority of works focus mainly on the detection of memory corruption
bugs (i.e., violations of Confidentiality and Integrity), and largely eschew Availability bugs,
such as those induced by deadlocks (e.g., threads blocking due to contention for shared
resources).

Nowadays, deadlocks are prevalent in systems, such as [oT (Elwel, 2018), where mul-
tiple CPUs, threads, and task parallelism have become the norm. These types of bugs can
be devastating when they occur within the context of the kernel, as they usually end up
crashing or freezing the entire system. Currently there are no kernel-level mechanisms to
recover from deadlocks, as the only solution is to reboot the operating system. To this end,
IoT devices often implement a (software or hardware) watchdog timer that restarts the sys-
tem if it becomes unresponsive for a predefined amount of time. Fortunately, [oT firmware
borrows the majority of its kernel (module) code from the upstream version of the Linux
kernel, which is thoroughly tested for deadlocks by fuzzers (e.g., syzkaller (Google, 2023))
and test suites (e.g., xfstests (XFS team, 2025)), using Linux’s bespoke Lockdep dead-
lock detection subsystem (see Section 2.6.1). As mentioned in Section 1.1.1, closed-source
proprietary kernel modules are prevalent in [oT firmware. Thus, kernel-level deadlocks in
binary-only IoT kernel modules and drivers can become an attractive alternative for attack-
ers to exploit and reach a form of Denial of Service, preventing the normal operation of IoT
devices.

While deadlock detection systems are not new, prior works on deadlock analysis do not

support closed-source kernel level firmware code. Both static and dynamic analysis ap-
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proaches depend on the availability of their target’s source code and cannot analyze binary-
only kernel module code by design. The state-of-the-art kernel dynamic deadlock detection
mechanism is Lockdep (Molnar and Van de Ven, 2025) (i.e., the Runtime Locking Correct-
ness Validator) which has been part of the Linux kernel for almost two decades.

Lockdep operates on specific meta-information (so-called lockdep maps) that are in-
lined within the locking (and other miscellaneous) data structures during compilation,
provided that Lockdep is enabled during the kernel configuration process. Regrettably,
firmware re-hosting approaches cannot simply enable Lockdep in their custom kernels to
analyze the binary IoT kernel modules for deadlock-based bugs. First, due to its high per-
formance impact, Lockdep is primarily used during the kernel development phase and not
in production systems such as the Commercial Off-the-Shelf (COTS) IoT devices. Thus,
the IoT kernels and by extension their modules are not compiled with Lockdep enabled,
and in turn they do not contain Lockdep’s metadata. Second, it is necessary to ensure the
memory layout consistency of the kernel data structures between the custom re-hosting ker-
nels and IoT kernel modules (see the challenges in Section 1.1.1), to avoid kernel module
crashes during emulation. Consequently, both the 10T kernel and modules must be com-
piled with Lockdep to enable the analysis. Unfortunately, when it comes to binary-only
kernel modules, their source code is not publicly available and thus a recompilation is not
possible in this case. These mutually exclusive requirements necessitate that the custom
re-hosting kernels must be compiled without Lockdep enabled to be able to re-host the
binary(-only) IoT kernel modules.

To address the aforementioned challenges and enable the detection of deadlocks in
IoT firmware, I propose Lock ‘n Load (LL), the first deadlock analysis framework target-
ing Linux kernel-level (binary-only) firmware code. LL introduces Shadow Lockdep, a
subsystem (complementary to Lockdep) which decouples Lockdep’s metadata (usually in-

lined into the kernel data structures) into a (shadow) memory, called Shadow Lockdep
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Maps (SLoMs), separate from the kernel data structures themselves. By decoupling Lock-
dep’s metadata from the kernel data structures, LL ensures that the memory layout of the
data structures in the custom re-hosting kernel(s) aligns with the memory layout of the
immutable data structures in the binary-only IoT kernel modules. Consequently, LL can
apply Lockdep’s deadlock detection logic (unmodified) to these kernel modules, without
the requirement for Lockdep’s metadata to be embedded in the modules’ data structures. I
evaluate LL on 80 binary-only IoT kernel modules that make use of locks. LL’s deadlock

detection analysis discovers 6 potential deadlocks in 6 binary-only IoT kernel modules.

1.2 Contributions Summary

Prior works on firmware re-hosting and analysis target primarily user-level [oT firmware
code while kernel-level (proprietary) firmware code is usually left out of the analysis, due to
its overall complexity. Furthermore, the difficulty in overcoming the challenges of firmware
re-hosting (see Section 1.1.1), greatly limits the scope of existing dynamic firmware analy-
sis approaches. Most of these works focus on identifying Integrity and Confidentiality, such
as memory corruption bugs, while Availability bugs (e.g., deadlock-related bugs) are left
unexplored. This thesis proposes that to improve the security of [oT firmware, it is crucial
to combine holistic firmware re-hosting with the comprehensive analysis of IoT firmware
code to detect diverse types of bugs and vulnerabilities in open and closed-source privileged

firmware code. To support my thesis statement, I make the following contributions:

* I propose a fully-automated firmware re-hosting framework that exposes Linux-
based privileged firmware code (in the form of kernel modules) to downstream anal-

ysis (Angelakopoulos et al., 2023).

* I introduce a method for the objective comparison of full-system re-hosting ap-

proaches based on their emulation capabilities, and a holistic firmware re-hosting
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and analysis framework that targets both the user and kernel-level aspect of Linux-

based IoT firmware (Angelakopoulos et al., 2024b).

* I present a binary diffing framework which aids analysts to improve the fidelity of
Linux-based IoT re-hosting frameworks and thus increase the soundness of the anal-

ysis (Angelakopoulos et al., 2024a).

* I propose a dynamic firmware analysis framework that focuses on detecting

deadlock-based bugs on binary-only 10T kernel modules.



Chapter 2

Background

In this chapter, I provide background information on the Linux kernel, the Loadable Kernel
Modules (LKMs), and kernel module loading process. In addition, I elaborate on (full-
system) firmware re-hosting, Operating Systems (OS) introspection frameworks (e.g., Pan-
da/PyPANDA), re-hosting frameworks (e.g., Firmadyne and FirmAE), binary analysis tools
(e.g., Ghidra and Ghidriff), and fuzzers (e.g., Triforce AFL, syzkaller) that my frameworks
build upon. Finally, I discuss the definition of deadlocks and the functionality of Linux’s
Lockdep deadlock detection subsystem. These concepts and systems constitute the build-
ing blocks for my firmware re-hosting and analysis frameworks, which I detail in the next

chapters.

2.1 Linux Kernel

1 config BRIDGE_NETFILTER

2 bool "Bridged IP/ARP packets filtering"
3 depends on BRIDGE && NETFILTER && INET
4 depends on NETFILTER_ADVANCED

5 default vy

Listing 2.1: Linux-2.6.30 BRIDGE_NETFILTER option definition

The Linux kernel provides an elaborate configuration system reflected in thousands of
configuration options that, if selected by the user, enable certain functionality (e.g., net-
working support). These options and their values constitute the configuration file . config,

which is a prerequisite to compile a Linux kernel through its build system. The definitions

17
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of the options are present in the hundreds of (Kconfig) files in the kernel source tree, and
each option has one of five types (bool, tristate, string, hex, or int). The majority
of options are of type bool or tristate and can be assigned a value from the set {n,y}
or {n,m,y}, respectively. These values translate to not selected (n), compile as part of the
main kernel (y), and compile as a Loadable Kernel Module (LKM) (m). Furthermore, the
availability of an option can be guarded by dependencies in the form of logic expressions
over other options and their values. Intuitively, an option can only be assigned a value if
its dependencies (also expressed in the Kconfig files) are fulfilled. For example, Listing 2.1
shows the definition of the BRIDGE_NETFILTER option which enables the kernel’s netfil-
ter subsystem to see bridged IP and ARP traffic and is commonly enabled on devices that
provide firewall capabilities, such as WiFi home routers. This option in turn depends on
NETFILTER_ADVANCED and a logical expression of three other options.

Users can interact with the kernel’s configuration system through various make tar-
gets and other tools. The result of all these mechanisms is the .config configuration
file which contains the configuration options and their corresponding values in the format
CONFIG_<option_name>=<value>. Next, I elaborate on Linux’s kernel modules and the

process of loading kernel modules into the kernel at runtime.

2.1.1 Loadable Kernel Modules

To avoid turning the Linux kernel into a large monolithic binary, a user can opt to compile
a portion of the kernel source code as Loadable Kernel Modules (LKM). A LKM is an
ELF binary which, once loaded, extends the functionality of the main kernel at runtime.
Typical uses of LKMs include support for new hardware peripherals (i.e., device drivers),
file-systems, and supplements to the kernel network stack.

To ensure interoperability between the kernel and a LKM, it is essential that each LKM
is compiled using the same configuration that was used for the kernel proper. Using the

same configuration ensures that symbols (functions and data structures), which are common
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to the kernel and the LKMs, have the same type and layout, and that the LKM will not cause
an error after it is loaded into the kernel. In addition, LKMs must also match the vermagic
(version magic) of the kernel that captures information on the kernel’s version, Symmetric
Multiprocessing, Preemption, and Module Versioning.

Comparable to shared libraries, LKMs can access externally defined functions and vari-
ables (i.e., symbols) beyond their own code, as long as these symbols are exported either
by the kernel proper or another module (i.e., via the EXPORT_SYMBOL [_GPL] macros). Fur-
thermore, if the user enables the CONFIG_KALLSYMS option, the compiler will preserve

information about all exported symbols and their addresses in the kernel binary.

2.1.2 Module Loading Process

The module loading process is initiated by the init_module system call, commonly in-
voked by insmod or modprobe. Loading a module consists of six stages: 1) check if the
user has permission to load modules, 2) copy the module binary code from user-space to a
temporary kernel-space buffer, 3) check if the module and kernel vermagic match, 4) allo-
cate the actual kernel memory for the module, 5) perform symbol resolution and relocation,

and finally 6) call the module’s initialization function (module_init).

2.2 Full-system Firmware Re-hosting

Full-system firmware re-hosting (or emulation) (Fasano et al., 2021) is a technique used
to run a binary firmware image without the need for the IoT hardware it was designed
for. Particularly, the firmware (image) code is executed within an emulated environment
(e.g., QEMU (Bellard, 2005)), where hardware accesses are handled by the emulator. Full-
system firmware re-hosting has become popular mainly due to two major benefits; 1) al-
lowing the emulation of 10T firmware at scale, and 2) exposing firmware code to dynamic

analysis (e.g., fuzzing) and operating system level introspection. However, full-system
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firmware re-hosting can be challenging. A recurring issue in the 10T infrastructure is the
lack of standarization (D. Ganesan, 2017). Particularly, the absence of common specifica-
tions and protocols leads to the production of billions of devices with diverse and propri-
etary hardware (e.g., NVRAM and Wireless NICs). Hence, IoT firmware and specifically
its kernel component is dependent on each particular IoT device’s System on Chip (SoC)
and hardware peripherals.

Unfortunately, state-of-the-art emulators such as QEMU only support a fraction of the
hardware peripherals used by IoT and embedded devices (Fasano et al., 2021) and thus are
unable to emulate the IoT firmware kernels. As a result, full-system re-hosting approaches
either target only user level IoT firmware code (Chen et al., 2016; Kim et al., 2020; Vetterl
and Clayton, 2019) or the 10T kernel modules (Pustogarov et al., 2020), by substituting
the original firmware kernel with a custom kernel compatible with the emulators. Next,
I discuss two state-of-the-art re-hosting systems that my re-hosting frameworks use and I

compare my re-hosting frameworks against.

2.2.1 Firmadyne & FirmAE

Firmadyne (Chen et al., 2016) and FirmAE (Kim et al., 2020) are among the state-of-the-
art when it comes to full-system firmware re-hosting and dynamic analysis approaches.
Specifically, they are designed to emulate the user level code of IoT firmware images and
subject it to various bug and vulnerability analyses, such as testing against exploits from
the Metasploit framework (Rapid7, 2023) or fuzzing. By design, both systems replace
the original firmware kernels, which are incompatible with QEMU, with custom pre-built
kernels that can be booted under QEMU. Since both the original IoT kernels and the pre-
built kernels are based on Linux, they share the same stable system call interface required
by user level firmware code to run.

By relying on custom pre-built kernels, Firmadyne and FirmAE only support user level

firmware code. The Linux kernel modules contained within the IoT firmware file-systems
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cannot be loaded by the pre-built kernels. These kernels do not meet the requirements of
Linux’s module loading process, such as exporting kernel symbols (i.e., functions and data
structures) required by the kernel modules to load into the kernel. As a result, the analysis

of privileged IoT firmware code is out of scope for both Firmadyne and FirmAE.

2.3 Operating Systems Introspection

Operating Systems Introspection (OSI) is a technique used to inspect and modify the state
(e.g., memory and registers) of a virtual machine (VM). Specifically, the OSI operations
are conducted through the Virtual Machine Monitor (VMM) or hypervisor (e.g., QEMU),
which has direct access to the guest’s memory and registers. Next, I provide information

about the PyYPANDA OSI framework that Pandawan builds upon.

2.3.1 (Py)PANDA

PyPANDA (Craig et al., 2021) is a Python frontend to PANDA (Dolan-Gavitt et al., 2015),
an Operating System (OS) level introspection framework built on top of QEMU. Besides
emulating [oT related architectures such as ARM and MIPS, PANDA and PyPANDA also
enable users to control the guest code execution and inspect the guest’s internal state (e.g.,
memory). The OS level guest introspection is possible through a set of PANDA's existing
C/C++ plugins and through PyPANDA’s Python plugin interface. These plugins unlock
unique capabilities not available in the upstream version of QEMU, such as system call

and basic block tracing, and guest OS function hooking.

2.4 Binary Reverse Engineering

Binary reverse engineering is a process that aims to reveal the functionality of a binary
target without accessing the target’s source code. In this section, I provide information

about two binary reverse engineering tools, Ghidra and Ghidriff that are used by my re-
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hosting and analysis frameworks.

24.1 Ghidra

Ghidra (NSA Research Directorate, 2025) is a state-of-the-art binary reverse engineering
tool. Similar to the other reverse engineering systems (Vector 35, 2024; Hex-Rays, 2024;
Radare, 2024), Ghidra offers various types of analyses, such as disassembling and de-
compiling binary code, extracting metadata information (e.g, the endianness, the architec-
ture and debugging information — DWARF), binary rewriting, etc. In addition, alongside
the main analysis tool, Ghidra also offers a built-in binary diffing utility, called Ghidra
Version Tracking (GVT). GVT’s primary functionality is to compare two (similar) bi-
naries and by using different correlators (e.g., Exact Function Bytes Match, Exact Function
Instructions Match, Similar Symbol Name Match, etc), match the functions between the
compared binaries. As the names suggest, these example correlators match functions (be-
tween the compared binaries) if the bytes comprising their body are identical, match func-
tions if they consist of the same instructions, and if the function names match, respectively.
I note here that the use of these correlators enables GVT to match functions that are not
100% identical, and might contain changes (e.g., patches) between the two binaries.
Furthermore, users have the option to instrument Ghidra’s whole analysis pipeline
through Python. Specifically, they can execute Ghidra in headless mode (via Python scripts)
and run either the native and/or their own custom analysis on the target binary without in-
voking Ghidra’s GUI. Of course this capability benefits scalability since multiple binaries

can be analyzed automatically without human intervention.

2.4.2 Ghidriff

Ghidriff (Clearbluejar, 2023) is a command line binary diffing tool designed for fast and
effective comparison of similar binaries (i.e., multiple versions of the same binary). Essen-

tially, Ghidriff is a Python wrapper on top of Ghidra’s headless mode that also leverages
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GVT for binary diffing. Originally, GVT was tied to Ghidra’s GUI and was unavailable in
Ghidra’s headless mode. Ghidriff is the first system that disassociates GVT’s functionality
from Ghidra’s GUI to enable binary diffing in the headless mode.

Note that Ghidriff goes beyond merely running GVT in headless mode and also gen-
erates additional information. For example, Ghidriff also provides the similarity ratio of
matched functions (i.e., decompiled code, instruction, basic block similarity ratio, etc),
code diffs of modified functions, the names and code of added and removed functions be-

tween the compared binaries.

2.5 Fuzzing

Fuzzing is a dynamic analysis technique that feeds random input to a program in order to
trigger unexpected behavior, such as crashes. It is a very popular technique that gained a
lot of attention in recent years, especially when it comes to analyzing the Linux kernel for
bugs and vulnerabilities. Below, I provide details about Triforce AFL and syzkaller, the two
most popular kernel fuzzers that my frameworks used to analyze the IoT kernel modules

for bugs and vulnerabilities.

2.5.1 TriforceAFL

TriforceAFL (NCC Group Plc, 2017) is a kernel fuzzer designed for system call fuzzing on
Linux x86 and ARM kernels. It consists of two components, the fuzzer and the user-level
agent that runs within a QEMU guest (that uses the target kernel) and is responsible for
executing system call sequences provided by the fuzzer. The communication between the
user-level agent and the fuzzer is conducted through the QEMU hypervisor (Bellard, 2005).
The user-level agent uses an invalid instruction (hypercall) that is trapped by QEMU, to
request input (e.g., the system call chain to execute). QEMU in turn, is responsible for

tracing the kernel level Translation Blocks (TBs) corresponding to the executed system
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calls and provide this coverage feedback to the fuzzer through a shared memory.

2.5.2 Syzkaller

Syzkaller (Google, 2023) is the most popular fuzzer for the Linux kernel and part of
Google’s OSS-Fuzz platform (Google, 2016) designed to continuously fuzz-test open-
source projects. As a grammar-based fuzzer, syzkaller depends on manually crafted or
automatically generated system call descriptions (i.e., instructions on how syzkaller should
execute system calls) to fuzz-test Linux kernel’s subsystems. Similar, to other greybox
fuzzers, such as AFL/AFLA++ (Fioraldi et al., 2020; Zalewski, 2017) syzkaller benefits
from coverage feedback to improve its mutation strategies and increase the code covered
in the kernel. Specifically, syzkaller uses the source-based KCOV (Vyukov, 2025) instru-

mentation to obtain the essential coverage feedback.

2.6 Deadlocks

Deadlocks are scenarios where a group of two or more (user or kernel) threads are blocked
waiting for each other to release shared resources (e.g., locks), and none of them can pro-
ceed (Litux, 2005). Deadlocks occur only when the “Coffman conditions” are met; Mutual
Exclusion, Circular Wait, Hold and Wait, and No pre-emption (GeeksforGeeks, 2025). The
simplest case of a deadlock is the ABBA deadlock, as shown in Figure 2-1. In this sce-
nario two (or more) threads (74 and Tp) acquire two (or more) locks in reverse order (7y:
Locka—>Lockp, Tp: Lockp—>Locky), leading to a circular wait and a deadlock. There are
also other types of deadlocks, such as double locking (i.e., acquiring the same lock twice
without releasing it first) and IRQ-unsafe locking (i.e., acquiring a lock in and out of an

IRQ context without disabling IRQs first).
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Lockp

Lockg

Figure 2-1: Simple case of an ABBA deadlock. T4 acquires Locky (green)
and Tp acquires Lockp (yellow). Next, both T4 and 7 will block indefinitely
while trying to acquire Lockp and Locky, respectively, since these locks are
not available for acquisition.

2.6.1 Lockdep

Introduced in 2006, Lockdep (Molnar and Van de Ven, 2025) is part of the Linux kernel and
provides mature mechanisms to detect potential deadlocks throughout the kernel at runtime.
Internally, Lockdep mainly consists of two components; 1) the meta-information, called
lockdep maps which are used to trace which locks (e.g., mutexes, spinlocks, etc) are
acquired/released and in what order. Once enabled in the kernel’s configuration (usually
only for debug builds due to significant performance overheads), the lockdep maps are
embedded as members within all locking data structures (e.g., struct mutex). 2) the
lockdep annotations (code specific to Lockdep), such as the mutex_<acquire/release>
macros, which trigger Lockdep’s deadlock detection logic based on the locking operation
(e.g., acquire/release). The lockdep annotations and in turn Lockdep’s deadlock detection
logic process the lockdep metadata. Interestingly, Lockdep has no notion of the locks
(instances) used in the kernel, but operates on lock classes instead.

A lock class represents a category of locks that are conceptually identical (i.e., have
the same type, variable name, and originate from the same context — e.g., are members
of a specific data structure), even though there may be thousands of individual instances
of these locks. For instance, the mutex (type) lock named param_lock (name) in struct
module (origin) represents one lock class. As the kernel associates one struct module

with each loaded kernel module, generally multiple struct modules exist at the same
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time. However, all instances of param_lock belong to the same class. Within the kernel
code, a lock class corresponds to a unique identifier called “lock class key”. Each lockdep
map corresponding to a lock stores the lock’s lock class key (or lock class). Upon the use
of a lock (class), Lockdep detects if the necessary conditions for a deadlock (e.g., a ABBA
locking scenario) are met, and if so, issues a warning, called “splat” (similar to a kernel
"Oops") featuring detailed debug information (e.g., dependency chains and identifiers of the
involved locks). Note that Lockdep does not have to trigger an actual deadlock to generate
a warning but merely requires the kernel code of two (or more) regions that might contend
for a shared resource (i.e., a lock) to execute in any order, in a race-free context. Hence, the
bugs found by Lockdep are considered potential deadlocks (the actual deadlock does not
have to occur for Lockdep to detect it). Lockdep maps must be compiled into the lock data
structures used by the kernel proper and all modules. Since the source-code of proprietary
binary-only IoT kernel modules is by definition not available for re-compilation, Lockdep
as implemented in the Linux kernel cannot be applied to such modules preventing security

researchers from identifying deadlocks therein.
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Chapter 3

Related Work

In this chapter, I discuss prior work on firmware re-hosting and analysis. I structure the
related work as follows. First, I provide information about prior works that focus on reverse
engineering the configuration and data structure memory layouts of data structures in binary
kernels. Next, I elaborate on prior firmware analysis studies, as well as benchmarking
techniques that aim to compare different analysis approaches with each other. Finally, I

present information about prior works on deadlock detection.

3.1 Kernel Reverse Engineering

There are plenty of prior works that aim to reverse engineer the configuration of pre-
compiled binary kernels or identify the lost information about the memory layout of data
structures. In this section, I present works in both categories and compare them with
FirmSolo (see Chapter 4) and FirmDiff (see Chapter 6), which also reverse engineer
the binary IoT kernels to recover their configuration and the memory layout of their data

structures.

3.1.1 Kernel Configuration Recovery.

Layout Expert (Socata and Cohen, 2016) and Autoprofile (Pagani and Balzarotti, 2022)
leverage memory footprints of live kernels and memory dumps, respectively, to recover
the configuration of pre-compiled kernels. Unfortunately, it is not only costly to purchase

thousands of 10T devices but it would also require extensive manual effort to generate
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the memory dumps. In addition, experimental evidence shows that the original kernels
used in IoT firmware cannot directly be booted in a full-system emulator such as QEMU.
The main reason is that these kernels are compiled for Systems-on-Chip (SoCs) that are
not supported by the emulator. In particular QEMU does not support the peripherals in
the SoCs, thus causing any attempt of booting a device’s kernel in the emulator to fail.
FirmSolo overcomes the above limitations by using K.C.R.E. to generate its own kernels

that are supported by QEMU to load the IoT kernel modules.

3.1.2 Data Structure Inference.

Dynamic analysis systems, such as REWARDS (Lin et al., 2010) , HOWARD (Slowinska
et al., 2011) and DSIbin (Rupprecht et al., 2017) mostly rely on memory access patterns
with the help of symbolic execution to deduce the layout of data structures. Static analy-
sis systems, such as OSPREY (Zhang et al., 2021) and hybrid systems such as TIE (Lee
et al.,, 2011) and ORIGEN (Feng et al., 2016) rely on data and control flow analyses to
recover the layout of data structures in binaries. Unfortunately, both the absence of se-
mantic information in the IoT binaries and/or the requirement to emulate the IoT kernels
(which are not supported by state-of-the-art emulators), pose great limitations in discover-
ing the layout of the data structures used by the IoT kernel modules. Specifically, none of
the systems mentioned above, except ORIGEN, recover semantic information about data
structures (i.e., names and members) like FirmSolo does (i.e., through inter-module de-
bugging information transferring). Without this feature FirmSolo would not be able to
recover or align the layout of data structures in its custom kernels. However, not even
ORIGEN can completely replace FirmSolo’s data structure layout recovery facility since
ORIGEN’s dynamic analysis component, essential to its functionality, suffers from the dy-
namic analysis limitations stated previously. In addition, my other contribution FirmDiff,
provides a fast and effective static analysis approach, which overcomes the aforementioned

limitations. First, FirmDiff does not require to emulate the IoT firmware kernels and
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second by using the debugging information embedded in the open-source kernel modules
compiled by FirmSolo, FirmDiff is able to recover the type and (partially) the layout of

data structures used by the 10T kernel modules.

3.2 Firmware Analysis

In this section, I detail prior studies on firmware analysis, grouped under three categories;
static, hybrid (hardware-in-the-loop), and dynamic analysis approaches. Unlike static
analysis techniques, which do not require executing the target firmware, both hybrid and
dynamic firmware analysis techniques rely on re-hosting to conduct their analysis (e.g.,

fuzzing) on the target firmware.

3.2.1 Static Firmware Analysis

There are plenty of academic works focusing on this research area. Static analysis and
symbolic execution (Davidson et al., 2013; Renzelmann et al., 2012; Shoshitaishvili et al.,
2015; Hernandez et al., 2017; Shoshitaishvili et al., 2016) are popular techniques used for
analyzing Linux based drivers and binary firmware. Static analysis is essential to guide
symbolic execution engines (Cadar et al., 2008; Chipounov et al., 2011; Cha et al., 2012),
which serve as a replacement mechanism in the absence of real hardware. These systems
require extensive manual effort from the analyst to integrate the symbolic execution en-
gines with different types of embedded devices. In contrast, FirmSolo’s (see Chapter 4),
Pandawan’s (see Chapter 5), and LL’s full-system emulation and fully automated analysis
pipelines make these frameworks applicable to many different types of IoT devices and

their privileged firmware code.

3.2.2 Hardware-In-The-Loop

Systems in this category follow a hybrid approach which relies on both re-hosting and

the physical IoT device to analyze IoT firmware code. AVATAR (Zaddach et al., 2014),
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PROSPECT (Kammerstetter et al., 2014), Inception (Corteggiani et al., 2018), and SUR-
ROGATES (Koscher et al., 2015) are examples of systems that forward 1/O operations to
the physical device through its debugging interface (e.g., JTAG) while firmware code is ex-
ecute and analyzed within the emulator (e.g., QEMU). While these systems can effectively
re-host and analyze IoT firmware code, they are intrinsically limited in terms of scalability

due to their dependence on the [oT hardware.

3.2.3 Firmware Re-hosting

Costinetal. (Costin et al., 2016) is one of the first works that pioneered firmware re-hosting.
They employed QEMU’s (Bellard, 2005) userland emulation and chroot to execute and
analyze the services (e.g., webservers) within the file-systems of firmware images. Chen et
al. (Chenetal.,2016) and Kim et al. (Kim etal., 2020) developed Firmadyne and FirmAE,
respectively, two dynamic analysis frameworks that use firmware re-hosting to discover
bugs and vulnerabilities in user space applications of firmware images. In a similar fash-
ion Vetterl et al. (Vetterl and Clayton, 2019) developed Honware, a honeypot framework
that leverages firmware image re-hosting to imitate the behavior of real-network connected
devices and study real world attack scenarios by deploying these devices on the Internet.
All these works focus on user space analysis while lacking support for firmware kernel
modules. FirmGuide (Liu et al., 2022) is a re-hosting framework that semi-automatically
creates QEMU peripheral models to successfully re-host the Linux IoT kernels of open-
source firmware images (e.g., OpenWRT). However, both the need for human intervention
and source code availability renders FirmGuide unable to re-host proprietary firmware. In
contrast my firmware re-hosting contributions, produce kernels that are able to load open
and closed-source kernel modules and enable downstream analysis on both user and privi-

leged firmware code.
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3.2.4 Firmware Fuzzing

Both Greenhouse (Tay et al., 2023) and EQUAFL (Zheng et al., 2022) rely on user mode
QEMU to emulate user level firmware applications and analyze these applications through
fuzzing. EASIER (Pustogarov et al., 2020) is a framework that loads binary kernel mod-
ules on pre-configured Android kernels within an emulated environment and analyzes these
modules with AFL (Zalewski, 2017). FirmAFL (Zheng et al., 2019) combines a hybrid
firmware re-hosting technique (user and full system mode) with fuzzing to analyze user
level firmware code. Fuzzware (Scharnowski et al., 2022) is a system that relies on dy-
namic symbolic execution (DSE) to infer hardware created values (provided to the firmware
through MMIO) which are used to drive a fuzzer while analyzing the embedded firmware
code. On a similar fashion, Halucinator (Clements et al., 2020) uses Hardware Abstraction
Layers (HALs) to model hardware peripherals along with a fuzzer to dynamically analyze
embedded firmware.

These systems are unable or only suitable of analyzing specific categories of firmware
kernel modules. In contrast, my firmware re-hosting and analysis frameworks can load and

analyze a variety of binary Linux IoT kernel modules.

3.2.5 Benchmarking

These studies are important for establishing reliable metrics for evaluating the contributions
of works and also setting the standards for future directions in a research area. Both (Klees
etal., 2018; Lietal., 2021) introduce metrics to evaluate the performance and effectiveness
(i.e., bug finding) of fuzzing tools as well as guidelines that should be followed by future
fuzzing applications. AIR (Zhang and Sekar, 2013) proposes a metric to quantify the pro-
tection offered by Control Flow Integrity techniques on binary executables. Similar to
these works, the FICD technique, implemented by Pandawan (see Chapter 5), uses specific

metrics (i.e., the number of user level, user and kernel module code coverage and number
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of kernel modules loaded) to evaluate different approaches in the full-system re-hosting

domain.

3.3 Deadlock Detection

A subset of works (Muller, 2024; Ye et al., 2024; Bai et al., 2022; Cai et al., 2022; Cai
et al., 2023; Brotherston et al., 2022; Engler and Ashcraft, 2003) in this category use static
analysis to discover deadlock-based bugs in multithreaded user level or kernel level code.
Dynamic approaches (Eslamimehr and Palsberg, 2014; Bartocci et al., 2013; Seyster et al.,
2011; Zhou et al., 2017; Joshi et al., 2010; Cai et al., 2020) opt to dynamically execute the
target code and detect potential deadlocks at runtime. However, when it comes to deadlock
analysis in the kernel, Lockdep (Molnar and Van de Ven, 2025) is the most preferred system
due to its maturity and out-of-the box compatibility with the kernel code. Unlike LL (see
Chapter 7) though, all these approaches are not capable of analyzing binary-only [oT kernel

modules due to their dependency to source code availability.



Chapter 4

Enabling dynamic analysis of binary
Linux-based IoT kernel modules

In this chapter, I discuss my first contribution to improving firmware re-hosting. First, I
present the assumptions that need to be satisfied so that my framework successfully re-
hosts the IoT kernel modules within firmware images. Next, provide information about
the design of my re-hosting framework in Section 4.2, and then I detail FirmSolo, the
prototype implementation of my re-hosting approach in Section 4.3. Finally, I detail the
evaluation of FirmSolo’s ability to re-host binary [oT firmware kernel modules, and expose

these modules to dynamic vulnerability analysis.

4.1 Assumptions

Experimental evidence shows that the original kernels used in 10T firmware cannot directly
be booted in a full-system emulator such as QEMU. The main reason is that these kernels
are compiled for Systems-on-Chip (SoCs) that are not supported by the emulator. In par-
ticular QEMU does not support the peripherals in the SoCs, thus causing any attempt of
booting a device’s kernel in the emulator to fail.

Furthermore, 1 assume that [oT vendors rarely modify the code of their open-source
LKMs also present in the upstream kernel source tree of the kernel version used in their
products. This assumption is essential for the Data Structure Layout Correction step (see
Section 4.3.2) and implies that open-source [oT firmware LKMs share the majority of their

source code with their upstream counterparts in the kernel’s repository. It also implies
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that data structures defined in the kernel and used by any module, solely depend on the

configuration options (i.e., the .config file) used to compile the kernel.

4.2 System Overview

In this section I provide the system overview of FirmSolo. Provided a target firmware
image (I), the goal of FirmSolo is to produce a Linux kernel (Krg) capable of loading
the kernel modules (Dgyy) distributed within the file-system of /. Krg can then be used by
downstream systems to analyze these kernel modules for bugs and vulnerabilities.

A kernel module can only be loaded if the following three requirements are fulfilled.
First, the kernel and the module must be of the same version. Second, all external symbols
that a module depends on must be provided, either by the kernel proper or by another
module that must be loaded first. Third, the layout of data structures shared between the
kernel and the module must be consistent. Note that FirmSolo can only adjust Krg, as the
goal is to load the binary (proprietary and open-source) modules in Dy, unmodified. In the
remainder of this section I will discuss how FirmSolo satisfies these three requirements.
On the one hand, finding the right kernel version for a given module is easily possible due
to the open-source nature of the Linux kernel via its git repository. On the other hand,
the availability of symbols and layout of data structures depend entirely on the kernel’s
configuration, a challenge addressed by FirmSolo’s K.C.R.E. process.

Figure 4-1 illustrates FirmSolo as a fully-automated three-stage process: 1. @ The
Information Gathering stage extracts static meta information about a firmware image (/),
such as its kernel version and the set of modules Dgy. 2. 2) The Kernel Configuration
Reverse Engineering (K.C.R.E.) stage then follows a hybrid and iterative approach to infer
the configuration for a kernel (Krg) that matches the configuration in the compilation of I’s
original kernel (Ky) 3. @ The Downstream Analysis stage leverages the kernel (Krg) from

the above step to subject the modules found in image Fjqge to various security analyses.
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Figure 4-1: System overview of FirmSolo: The dashed boxes indicate that a
step or information are optional. Also while stage 3 is not part of FirmSolo,
I feature two representative downstream analysis.

As representative examples of such analyses I discuss the integration with Triforce AFL and
Firmadyne. Clearly, further analysis systems can easily leverage the Krg kernels generated
by FirmSolo.

Note that while D, refers to the set of modules distributed in a firmware image, [ use
the symbol Ugy, for the modules compiled by FirmSolo as a product of K.C.R.E. using
the source code of the upstream Linux kernel. Per my assumptions in Section 4.1, a subset
of open-source modules in Dy will have corresponding modules in Uy, an insight T will

exploit to align the layout of data structures in Section 4.2.2.

4.2.1 Information Gathering

In stage (1), FirmSolo gathers metadata about the image I and its Dgy modules. Ex-
amples of these metadata are the symbols (functions and data structures) required by the
Dgar modules and the optional vermagic, which indicates what kernel source tree (version)
FirmSolo should configure. I provide more detailed information about the metadata col-
lected by FirmSolo in Section 4.3.1. The metadata collected in this stage are used in stage

) to configure and compile the Krg kernel.
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4.2.2 K.C.R.E.

The Kernel Configuration Reverse Engineering (K.C.R.E.) stage is the core of FirmSolo
and aims to infer a configuration for Krg that is an approximation of the configuration of
Ky to allow the modules found in image / to load and operate. Note that configuration
options in Ky that do not affect symbols used by the Dgjs modules are not necessary for
the modules’ operation and hence are of no concern to FirmSolo. K.C.R.E. consists of
three iterative steps: a) The Krg Kernel Build, b) the Firmware Emulation and c) the Data
Structure Layout Correction. I describe each step below.

Krs Kernel Build: At its first iteration, this step infers an approximate kernel configu-
ration based on the static metadata extracted in stage @ This initial configuration will be
refined in subsequent iterations.

FirmSolo performs seven tasks when building a kernel image in step : 1) It con-
sumes the information produced in stage @ 2) It searches the source code of the target
kernel version and identifies the C-source files that provide the implementations for the
required symbols. 3) It detects the configuration options responsible for compiling these
C-source files. 4) It also parses the C-source files and pinpoints additional configuration
options that might guard the symbol definitions. 5) It enables these options in the configu-
ration for Krg and, if necessary, resolves any option dependencies. 6) K.C.R.E. identifies
which (tristate) options guard the creation of the kernel modules (Dgj,) in image I and
assigns these options the value m to emit the corresponding Ugps modules. Of course, this
step only applies to modules with available source code in the kernel source tree. The out-
come of the previous tasks is a kernel .config file. 7) Finally, FirmSolo compiles the
KFrs kernel and its modules (Ugyy), using the generated .config file. As the kernel must
be compiled for a specific hardware platform, FirmSolo chooses the Malta (MIPS) and

Versatile and Realview (ARMvS and ARM[v6/v7], respectively) development boards',

'Choosing a real-SoC will yield a kernel that runs only on said SoC, but will not be supported by QEMU
(see Section 4.1)
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as these are well-supported by QEMU (Bellard, 2005).

This procedure ensures that the symbols required by the modules in D, are provided

either by other modules in Dk, or the kernel proper. However, the existence of all required
symbols is necessary but not sufficient. Recall that for a binary module to work correctly,
the memory layout of any data structures shared between the kernel proper and the module
must be consistent. As the above process cannot guarantee the correct memory layout of
shared symbols, step will identify the modules where mismatches exist and the Data
Structure Layout Correction in @ will address them.
Firmware Emulation: To validate the accuracy of the .config produced in step .
FirmSolo assesses which modules in Dk, can be loaded correctly by Krs. This is an
iterative process where FirmSolo tries to load the modules in Dy, after it has resolved
any module dependencies.

When a module d € Dk, fails to load (e.g., due to a crash) it can prevent the load-
ing of additional modules, if they rely on symbols exported by the offending module d. I
refer to the set of modules that fail to load as Cgp C Dgps. To minimize this issue and
ensure that a larger number of modules are available to downstream analysis in stage @
FirmSolo implements a substitution mechanism where it substitutes Cgy; modules with
their counterparts from Ugy,. Of course, FirmSolo can only substitute modules that have a
correspondence in the source tree of Krg, and hence binary-only proprietary modules can-
not be substituted. This mechanism allows me to assess the overall quality of the inferred
kernel configuration, as FirmSolo attempts to load as many modules as possible. The out-
put of step are the modules in Dk, that could be loaded successfully, the substitutions
FirmSolo implemented during this step, along with the module-load-order of both.

@ Data Structure Layout Correction: The kernel modules interact with the kernel
through symbols of typed data structures defined in the kernel proper. However, while

step makes these symbols available in the Krg kernel, it makes no effort to ensure that
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1 struct net {

2 atomic_t count;

3

4 #1f defined (CONFIG_NF_CONNTRACK) ||

5 defined (CONFIG_NF_CONNTRACK_MODULE)
6 struct netns_ct ct;

7 #endif

8

9 struct net_generic *gen;

0

—

i
Listing 4.1: Code snippet of the implementation of struct net in the
Linux kernel.

their memory layout (i.e., type) matches the layout the modules in Dgys expect. Specifi-
cally, if Krs and a Dgys module were not compiled with the same configuration options,
and by extension the same .config file, there might be a mismatch between the layout
of a shared data structure within Krg and the layout that the Dgj; module expects. These
symbol layout differences are one of the main reasons why modules in Cky, fail to load in
step .

For example, Listing 4.1 illustrates the definition of struct net in the Linux kernel.
This struct contains several members that are guarded by configuration options, such as
ct (line 9) which is guarded by the CONFIG_NF_CONNTRACK option (line 8). An example
of a kernel variable (symbol) of type struct net is init_net (not shown in the Listing)
which is exported to all networking modules. The layout of init_net (e.g., size and
offset of its members) depends directly on the options in the .config that was used to
compile the kernel. Thus, a module can only safely use init_net if it has been compiled
with the same setting of CONFIG_NF_CONNTRACK as the kernel that is trying to load the
module. Specifically, the offset of member init_net->gen (line 12) would be different if
the CONFIG_NF_CONNTRACK settings were inconsistent and accessing that member would
likely result in a crash.

FirmSolo addresses these errors by recovering the correct layout of the target data
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structure s (e.g., struct net in Listing 4.1) by applying this step to all the modules (Cgyy)
that crashed in step . The purpose of step @ is twofold. First, it fixes crashing modules
and reintroduces them into the analysis pipeline, subsequently making them available to
downstream analysis (see Section 4.2.3). Second, it helps to prevent any additional errors
later in the emulation related to misaligned data structures. If a module fails to load for an
unrelated reason (e.g., because it tries to interact with a peripheral that is not emulated by
QEMU), it gets discarded and FirmSolo proceeds with the next crashing module.

Step @ relies on binary static analysis to infer the data structure s that caused the crash
along with its unaligned members. Afterwards, FirmSolo infers a set of configuration
options that are used to refine the .config in step and build a new Krg with s correctly
aligned. Note that step @ works only for Cgjs modules with an upstream counterpart in
Uknm and not for proprietary modules (see Section 4.3.2). If successful, the new kernel will
be able to load the modules that crashed due to differences in the memory layout of shared

data structures.

4.2.3 Firmware Analysis

FirmSolo’s utility stems from the fact that it allows existing downstream analyses to
broaden their scope into the analysis of Linux-based IoT firmware kernel modules. I
demonstrate this aspect by integrating FirmSolo with two representative analysis systems;
TriforceAFL (NCC Group Ple, 2017) and Firmadyne (Chen et al., 2016). TriforceAFL is a
kernel fuzzer designed for system call fuzzing on Linux x86 and ARM kernels. By extend-
ing Triforce AFL with support for MIPS and combining it with FirmSolo, TriforceAFL
can fuzz the kernel modules (open and closed-source) found in 10T firmware. Firmadyne
is a vulnerability analysis system targeting user space applications in firmware images but
lacks any kernel-level analysis capabilities. With the assistance of FirmSolo, Firmadyne

supports the analysis of closed and open source kernel modules found in IoT firmware.
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4.3 Implementation
I next discuss the implementation details of FirmSolo.

4.3.1 Information Gathering

Stage @ consumes the extracted file-system of the original firmware image Fj;qge, collects
the set of Dgy kernel modules from Fjyqg. and infers 1) the endianess and the architec-
ture of the target system, 2) the symbols that the Dgj; modules depend on and export,
3) the module vermagic and 4) the KALLSYMS entry from the Ky kernel. Both vermagic
and the KALLSYMS entry are optional information that FirmSolo takes advantage of if they
are present. The endianess and architecture dictate the compiler-toolchain to compile the
Krs kernel and is extracted from the modules’ ELF headers via readelf. The remaining
information allows FirmSolo to infer the configuration options used by the vendor when
compiling the original Ky kernel.

As explained in Section 2.1.1, kernel modules can only be loaded and used if all sym-
bols they rely on are either provided by another module (that must be loaded first) or by
the kernel proper. Thus, to load modules, FirmSolo must infer these symbols and ensure
they exist. To this end, FirmSolo first extracts two sets of symbols from the set of mod-
ules Dgy contained in Fiyqge. The set Sy,q corresponds to the set of symbols imported
by (or undefined in) any of the modules in Dgy. Analogously, Sy, is the set of symbols
exported by any of the modules in Dgy,. Of course, a given symbol can be undefined in
one module and exported by another module and thus end up in both sets. For example,
the symbol gpl_usb_alloc_urb marked as undefined by the proprietary NetUSB kernel
module is defined and exported by the GPL_NetUSB module. Thus, Sfm 4= Sund \ Sexp is
the set of symbols not provided by any module and these symbols must be provided by the
kernel proper. FirmSolo extracts the status of symbols (undefined or exported) from the

kernel modules’ ELF headers via nm.
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1 #define VERMAGIC_STRING \

2 UTS_RELEASE " "\

3 MODULE_VERMAGIC_SMP MODULE_VERMAGIC_PREEMPT\

4 MODULE_VERMAGIC_MODULE_UNLOAD MODULE_VERMAGIC_MODVERSIONS \
5

MODULE_ARCH_VERMAGIC

Listing  4.2: Linux-2.6.30  vermagic macro defined in
include/linux/vermagic.h

The vermagic contains information about the target kernel version and is embedded as
a zero-terminated string in kernel modules which FirmSolo extracts with a simple regular
expression. It also embeds 5 configuration options related to the target system (see Section
2.1.1 and Listing 4.2). Specifically, as illustrated in Listing 4.2 these options are related
to Symmetric Multiprocessing, Preemption, Module Versioning support, etc. The
UTS_RELEASE macro specifies the full kernel version (base version + extension). In case
the vermagic is not present in a module, FirmSolo infers the kernel version from I’s file-
system at /1ib/modules/<kernel-version>. Also, it attempts to (partially) recover the
vermagic options in step of stage 2). Finally, if available, FirmSolo extracts the
KALLSYMS entry from Ky via vmlinux-to-elf.”> The information collected above deter-

mines which configuration options must be enabled in Krg in step .

43.2 K.C.R.E.

The goal of stage @ (K.C.R.E.) is to configure and build a Krg Linux kernel that is com-
patible with the Dgjs modules.

Krs Kernel Build: 1n this step, FirmSolo performs three tasks: First, it checks out the
correct version of the Linux kernel from git.kernel.org. Second, it configures the kernel
pursuant to the static information extracted in stage (1). Third, and finally, FirmSolo uses
the appropriate cross compiler toolchain to build the Krs kernel and the modules in Ukyy.

To preserve valuable information for subsequent steps (e.g., step @), FirmSolo compiles

2https ://github.com/marin-m/vmlinux-to-elf
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the Krs and all Uk, modules with debug symbols.

The .config generated by FirmSolo should satisfy the following two constraints:
(1) the compiled Krs kernel should export all symbols in S:m 4 and (2) each module d €
Dk that has an implementation in the kernel source tree should have its corresponding
module u € Ugy, built too.

Enable Symbols. For each symbol s € SES= S:m Y KALLSYMS?), FirmSolo must infer
which configuration option enables s in the kernel. Thus, given s, FirmSolo first identi-
fies the source file f that defines s. As the kernel exports symbols to its modules via the
EXPORT_SYMBOL [_GPL] macros, FirmSolo uses cscope (Bell Labs, 2012) to search for
expressions of the form EXPORT_SYMBOL[_GPL] (<s>) to identify which file f implements
s. Subsequently, FirmSolo analyzes the kernel’s build system to identify which configura-
tion option guards the compilation of f. That is, FirmSolo identifies the Makefile in the
kernel’s source tree that is responsible for building f and extracts the configuration option o
(i.e., CONFIG_<option name>) that guards the compilation of f. Next, FirmSolo enables
o in the .config file (initially being a minimal template .config). Finally, the defini-
tion of s can be further affected by additional configuration options within f. FirmSolo
addresses these cases by parsing f and detecting any options that encapsulate (guard) the
definition of s within f’s body. As with o, FirmSolo also enables these new options in
the . config file. While some configuration options can be directly enabled in the .config
file, others are guarded by dependencies. Thus, to satisfy the constraints enforced over con-
figuration options (expressed as logical formulae in the Kconfig files), FirmSolo leverages
Kconfiglib (Magnusson, 2021) to first transform the Kconfig files into a constraint tree.
In this tree, configuration options are the leaf-nodes and internal nodes are the logical oper-

ators (&&, ||, !). FirmSolo then enables (or disables for negations) the constraining options

while walking the tree in pre-order traversal and finally enables the target option o.

Listing 4.3 shows an example for the symbol malloc_sizes. First FirmSolo detects

3If KALLSYMS could not be extracted, this set is the empty set
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mm/slab.c:
struct cache_sizes malloc_sizes/[]
EXPORT_SYMBOL (malloc_sizes);
mm/Makefile:
0bj-$ (CONFIG_SLAB) += slab.o

WD AW =

Listing 4.3: CONFIG_SLAB option detection. The listing shows code snippets
from two files mm/slab.c (1-3) and mm/Makefile (4-5) with only the
relevant lines retained.

that the malloc_sizes symbol is exported by the mm/slab.c file, via cscope (lines 1 and 4).
Afterwards, FirmSolo, detects that the Makefile responsible for the compilation of slab.c
is the mm/Makefile (line 5) and by parsing it detects the compilation of slab.o, is guarded
by the option CONFIG_SLAB, in mm/Makefile (line 6).

Multiple Symbol Definitions. While the above mechanism works for most scenar-
ios, some symbols have multiple definitions throughout the kernel and the configuration
dictates which implementation will be used during compilation. For example the symbol
kmem_cache_alloc is defined in both mm/slab.c and mm/slub.c, guarded by the mu-
tually exclusive options CONFIG_SLAB and CONFIG_SLUB, respectively. To resolve such
multiple definitions, FirmSolo relies on a heuristic that works as follows. While process-
ing a symbol s € S, let f;, be the set of files that each define 5. FirmSolo will select whatever
file provides the most additional symbols in S. That is, if def(f) returns the set of symbols
defined in file f, then FirmSolo chooses f according to ?né)n( |def(f)NS)].

Enable Ugj/Modules. In addition to the configuration options that control the sym-
bols in S, FirmSolo also configures the kernel to build the Ugj; modules that correspond
to the Dgy modules found in Fjyug.. The modules in Ugys play an important role in the
following steps. As the Makefiles in the kernel source tree indicate which configuration
option guards the generation of each kernel module, FirmSolo simply sets the correspond-
ing options to the value m (build as module) to trigger the compilation of the corresponding

module. Of course, FirmSolo skips this step for proprietary modules. Finally, FirmSolo
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selects the configuration options coupled to the vermagic extracted in stage @ The ver-
magic encodes five configuration options that are not always present in the set of options
related to symbols in S (see Listing 4.2), since the vermagic options might not have any
correspondence in these symbols. Thus, I manually encoded the relation between vermagic
values and their configuration options into FirmSolo. In case the vermagic is not available,
FirmSolo attempts to reconstruct it by searching the set of options related to symbols in S
for the presence of the encoded vermagic options. K.C.R.E. is an iterative process. Hence,
during the iterative steps, additional information about configuration options that must be
enabled to align data structures from step @ are included here. For the final phase of this
step, FirmSolo compiles Krg and its Ugys modules based on the generated . config.
Firmware Emulation: The goal of this step is to assess which modules in Dk, load
in Krg and which do not. To this end, FirmSolo first infers the correct module load-order
induced by the dependencies between various modules (i.e., from the modules’ .modinfo
section). In a second step, FirmSolo loads these modules (according to the load-order)
after booting a generic file-system based on buildroot (Petazzoni, 2021) in the QEMU
system emulator. This file-system contains the Dk, modules and their Ugy, counterparts
compiled previously.

Module Substitution. If a module ¢ € Cgy, causes an error during loading, FirmSolo
deals with the offending module, by invoking the substitution mechanism which works
as follows. If ¢ does not load due to a failure in one of the module loading stages (see
Section 2.1.2), FirmSolo simply loads the u € Ugys counterpart of ¢ instead (if it exists).
However, if ¢ triggers a kernel Oops, FirmSolo proceeds to restart the QEMU instance.
This restarting mechanism is necessary as the Oops could bring the kernel into an incon-
sistent state (e.g., leave drivers in a semi-initialized state). In these cases FirmSolo applies
the substitution process after the restart. If there is no substitution for ¢, FirmSolo skips

loading the module after the restart.
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Except enabling more Dgj; modules to load (see Section 4.4.2), the substitution mech-

anism also helps to unearth additional offending modules since more modules reach step 6
(invoking init_module) of the module loading stages. FirmSolo attempts to address the
module crashes in step @ Finally, FirmSolo preserves the information about the suc-
cessfully loaded modules in Dgj, and their substitutions for use by downstream analysis
(see Section 4.3.3).
@ Data Structure Layout Correction: In step @, FirmSolo addresses crashes for Ckys
modules that arise from the misaligned data structures these modules rely on. Specifically,
using as basis the data structure layout that a module ¢ expects, FirmSolo attempts to match
the same layout in the Krg kernel. Unfortunately, the Ckjs modules are in binary form and
stripped, whereas their Ugys counterparts are compiled with debugging information (i.e.,
DWAREF) which preserves the layout of data structures as metadata. Using this observation
I can address the above challenge as follows: 1) transfer debugging information from the
Uk to the Cgyps modules to pinpoint the data structure misalignment and 2) adjust the
data structure layout in Krg and its Ugys modules, via their mutual build process. Note
that this step is not intended to recover the memory layout of all the data structures that the
Ckum modules use but only align the ones responsible for the crashes. Finally, this step also
addresses two special cases not addressed by the generic algorithm described below: 1) for
struct module and 2) for struct kmem_cache. FirmSolo implements the data structure
alignment process via the following automated analysis.

Layout Recovery. Given a crashing module ¢ € Cgy, and the corresponding module
u € Ugp, 1) Identify the function f, € c that caused the crash. 2) Identify the corresponding
function f,, € u. 3) Extract the access patterns to all variables in f. and f,. 4) Match the
variables between f. and f,. 5) Identify struct variables. 6) Find mismatching accesses
to members in these structs. 7) Identify the options that affect the offset of mismatched

members. 8) Choose the options such that the misaligned members become aligned.
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To implement these steps, FirmSolo first identifies the crashing function f. from the
kernel’s Oops message. It is straightforward to identify f, as it shares the same name with
fe- To transfer the debugging information from f, to f., FirmSolo extracts variable
accesses similarly to the static analysis presented in ORIGEN (Feng et al., 2016). Specifi-
cally, FirmSolo uses a Ghidra (NSA Research Directorate, 2025) script to lift the assembly
code (MIPS or ARM) of f, to PcodeOP (i.e., Ghidra’s Intermediate Language). PcodeOP
enables FirmSolo to directly extract all the variables used in f,. along with their def-use
chains. A def-use chain consists of a variable definition and all the instructions accessing
the variable which can be reached from its definition. FirmSolo processes the chains and
only retains the memory access instructions, since they indicate a variable member access
(through a constant displacement off of the base of the variable). The rationale to focus on
these instructions is that compilers translate the access to a struct’s member as accesses
with constant displacements.

FirmSolo applies the same process to function f,, however note that f,,’s variables are
annotated with debugging information which preserves their data types. Figure 4-2 pro-
vides an example of how FirmSolo extracts the variable def-use chains of the crashing
function ifb_setup in both the Dgys and Uk, versions of module ifb.ko. Listings 4-2a
and 4-2b illustrate the Ghidra decompilation view of the crashing function ifb_setup in
the Uy, and Dk versions of module 1fb.ko, respectively. It is clear that in the case of
the Ukps ifb.ko, Ghidra retains the debugging information for the variable dev of type
struct net_device, which is used during the alignment process. In turn, parts @) and
(b) in Figure 4-2c show the extraction and abstraction of def-use chains to vectors ¥ of
memory instructions. In detail, the def-use chain of the variable dev in the Ugys 1fb.ko
is abstracted to the vector vy, of five store instructions, four load double word instructions,
etc. In my example, the variables dev, pbvar5 and uvarl of the Ugys ifb.ko are matched

to variables param_1, pbVar2 and uvarl of the Dk 1fb.ko, based on the similarity of
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void ifb_setup (net_device *dev) 1 void ifb_setup (i param_1l,undefined4 param_2,undefined4
param_3,undefined4 param_4)
undefin ; 20 {
uint ; 3 uint ;
uint ; 4 byte * ;
uint i 5
byte * ; 6 *(code **) (param_1 + 0Ox2a4) = ;
uint ; 7 *(undefined **) (param_1 + 0x118) = &DAT_000107£f0;
8 ether_setup () ;

dev->destructor = ; 9 *(undefined4 *) (param_1 + 0x250) = 0x20;
dev->netdev_ops = & ; 10 *(uint *) (param_1 + 0x70) = *(uint *) (param_1 + 0x70) |
ether_setup () ; 0x1900e9;

= i *) &dev->features; 11 *(uint *) (param_1 + 0x74) = *(uint *) (param_1 + 0x74) |

= *) ((int) &dev->features + 4); 0x80;

= 12 = *(uint *) (param_1 + 0x88) | 0x190069;

= 13 *(uint *) (param_1 + 0x88) = ;

= 14 *(undefined4 *) (param_l + 0x8c) = *(undefinedd *) (

= *) ((int) &dev-> param_1 + 0x8c);

vlan_features + 4); 15 *(uint *) (param_1 + 0x128) = *(uint *) (param_1 + 0x128)
& Oxffffefff | 0x80;
dev->tx_queue_len = 0x20; 16 *(uint *) (param_1 + 300) = *(uint *) (param_1 + 300) &
dev->flags = & Oxffffefff | 0x80; Oxffbefbff;
dev->addr_assign_type = ’"\x01’; 17 *(undefined *) (param_1 + 0x164) = 1;
dev->priv_flags = & Oxffbefbff; 18 = *(byte **) (param_1 + 0xled);
get_random_bytes ( . 6); 19 get_random_bytes ( , 6, ,1,param_4);
* = * & Oxfe | 2; 20 * = ¥ & Oxfe | 2;
return; 21 return;

22|}

(a) Ugps Ghidra snippet

(b) Dgas Ghidra snippet

Def-Use Chains

Upstream Module: ifb.ko

[ ®

\ /@ struct net_device *dev: Accesses \

struct net_device *dev byte *pbVar5

uint uvarl \

Upstream Module: ifb.ko

1dr r1o, [r4,#0x1b8]
strb r3,[r10,#0x0]
1drb r3,[r10,#0x0]

r r2,
strd r2

ldrd r8,r9, [r4,#0x70]
ldrd r2,r3, [r4,#0x88]

str r3,[r0,#0x264]

rd4,#0x88]

Offsets: {0x70, 0x88, 0x110, 0x120 ...
0x264}

-/

r3,

-

2
*
-3
x

%
]

Distributed Module: ifb.ko

={'ldr':1,'strb":1,

Vaup
“ldrb' 11}

Vjup:{'ldr':l,'strd':l}

{6x7e, 0x88, 0x118, 0x128 ...

0ffsets:
0x2ad}

\Z

Distributed Module: ifb.ko

[ ®

int param_1 byte *pbVar2

uint uVarl

N

/@ struct net_device *dev: Members

ifb.ko

Ups. Dist. ifb.ko

1dr r4,[r4,#0x1le4]
strb r3,[r4,#0x0]
ldrb r3,[r4,#0x0]

ldrd r2,r3, [r4,#0x70]
ldrd r2,r3, [r4,#0x88]

str r3,[r0,#0x264]

strd r2,r3,[r4,#0x88]

1)dev->features
Ofst: dev + 0x70
2)dev->vlan_features
0fst: dev + 0x88
3)dev->netdev_ops
Ofst: dev + 0x118
4)dev->flags

1)dev->features
0fst: dev + 0x70
2)dev->vlan_features
0fst: dev + 0x88
3)dev->netdev_ops
Ofst: dev + 0x110
4)dev->flags

\

72“:{'1:”‘ :1,'strb':1,

\Z
drb' 1) 3

0fst: dev + 0x120 0fst: dev + 0x128

9)dev->destructor
0fst: dev + 0x2a4

9)dev->destructor
Ofst: dev + 0x264

C_— ¢ )/

—{'strd":1} ‘

\

A

\U

(c) Variable and member matching during the Data Structure Layout Correction

step.

Figure 4-2: Ghidra code snippets for the upstream and distributed versions
of the ifb.ko kernel modules. The figure also presents the process behind
transferring DWARF information between the upstream and distributed ver-

sion of the ifb.ko kernel module.
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their instruction vectors (i.e., Viup & Vids, Voup = Vods and V3, = V3g,), Next, FirmSolo dis-
cards all variable pairs without a valid st ruct type. Since only variable dev has a struct
net_device type, only the pair dev and param_1 will be retained by FirmSolo. Thus,
struct net_device is the offending data structure that FirmSolo has to “fix”. Part (d)
of Figure 4-2c¢ showcases which members of struct net_device are misaligned in my
example (the figure only showcases three misaligned members). In particular, members
netdev_ops, flags and destructor are located at offsets 0x110, 0x120 and 0x264 (hex),
respectively, from the base of the struct net_device, while they should be at offsets
0x118, 0x128 and 0x2a4 (hex). Finally, FirmSolo invokes the backtracking search algo-
rithm providing the offsets mentioned above. The algorithm searches for options that need
to be added or removed from the Krg kernel’s . config file so that struct net_deviceis
aligned in Krg and its Uk, modules after a new iteration of K.C.R.E..

FirmSolo proceeds to map the variables and thus data types from f, to f. by comparing
the def-use chains of the variables between functions f, and f,. In this case each variable’s
def-use chain can be viewed as a vector of memory instruction types and their number of
occurrences within the chain (e.g., three load-byte 1b, two store-word sw instructions, etc).
Variables with the most similar def-use chains between the two functions are mapped
together. Since the data types of variables in f, are known, FirmSolo 1is in turn able
to transfer this information to the variables in f. based on the newly found mappings.
As layout differences only occur in struct data-types, FirmSolo only preserves matches
between variables that have such a type.

Next, FirmSolo identifies which of the remaining variable pairs represents the offend-
ing data structure s. FirmSolo focuses on the offsets (i.e., the member accesses) at which a
variable v, and its match v, are accessed in f, and f,, respectively. Different offsets indicate
a layout misalignment. In particular, for each struct variable pair v, and v,, FirmSolo

reduces their def-use chains into the constant displacements used in the memory instruc-
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tions that constitute the chains, forming two integer sets. After sorting both sets, FirmSolo
identifies a misaligned member access where the displacements in both sequences differ
(see Figure 4-2c). When this phenomenon occurs for a pair v. and v, the struct type
assigned to that pair is considered the offending data structure s that FirmSolo has to fix.
Again, the debugging information available for variable v, is used to infer which member
of v. was accessed with a different offset in f,.

With the misaligned members inferred, FirmSolo analyzes the kernel source to identify
which configuration options affect the layout of the struct s that contains the members
(and recursively any contained structs). The set of these configuration options induce the
search space that FirmSolo must explore to find an assignment of options that correctly
align s’s members that caused the Oops to begin with. To this end, FirmSolo implements a
backtracking search algorithm to efficiently and repeatedly 1) toggle a configuration option,
2) build a new kernel module u, and 3) confirm whether the st ruct members are now
aligned.

Here I denote that a module ¢ can invoke functions from its dependencies in Dg,y, thus
the crashing function f. might not be contained in c¢. FirmSolo handles these cases, using
the same process as described above. In addition, despite the observation that most Cgyy
modules are stripped, function names are readily available from section names, when the
ffunction-sections compiler flag was used by the vendors to compile the Cgps modules
and their dependencies. In my dataset (see Section 4.4.1) 56% of the images feature this
characteristic. Using the name of f,., FirmSolo can easily identify the corresponding f;,.

Special Case: struct module. Before proceeding with s’s layout recovery process
described above, FirmSolo first checks if the struct module is aligned between ¢ and
u. This struct is a kernel module’s representation within the kernel. Its correct alignment
between ¢ and u is necessary since a misaligned access might cause a crash even before

the invocation of init_module (see Section 2.1.2). Luckily, struct module is directly
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encoded in the module binary under the .gnu.linkonce.this_module section. Again
using Ghidra, FirmSolo is able to extract the size and the offsets of two pointers, members,
of struct module; the module’s init_module and cleanup_module functions. The size
indicates the last member of struct module. This information is sufficient for FirmSolo
to align struct module between c¢ and u, using the same process described above.

Special Case: kmem_cache_alloc. Finally, FirmSolo handles a special case if an
error occurs in the kmem_cache_alloc kernel function, responsible for allocating memory
for kernel objects. This function takes an argument of type st ruct kmem_cache. Through
manual inspection I observed that only two options (ZONE_DMA and SLUB_DEBUG) affect
the layout of struct kmem_cache, so FirmSolo simply checks if any of the two options
correct the struct’s layout. Once FirmSolo infers the configuration options that align the
data structures in the ¢ € Cgjs module, this information is provided to step . for the next
iteration.

Proprietary modules. This alignment only works for modules that have an open-
source counterpart in Uk, and thus not for proprietary modules. However, any propri-
etary module that relies on data structures also used by any of the modules in Ugjs would
transitively benefit from aligning the layout in these modules. This is due to the require-
ment that the data structure layout between all (proprietary and open-source) modules in

the firmware image must be consistent.

4.3.3 Firmware Analysis

To demonstrate the utility of FirmSolo, I provide two representative use cases of dynamic
analysis tools that benefit from FirmSolo; TriforceAFL (NCC Group Plc, 2017) and Fir-
madyne (Chen et al., 2016).

TriforceAFL. The TriforceAFL kernel fuzzer only supports x86 and ARM. However,
and consistent with prior work, the majority of IoT firmware in our dataset runs on the

MIPS architecture. Thus, I modified the QEMU sources for MIPS to support the AFL
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instrumentation, fork-server, and hyper call, thereby enabling the use of TriforceAFL with
MIPS. Furthermore, I modified the user-space agent that assists the fuzzer within the guest,
to only fuzz the IOCTL system call. The rationale is that the vast majority of system calls
are handled by the kernel proper. However, FirmSolo focuses on functionality contained

in the Dy, kernel modules commonly invoked through the IOCTL system call.

1 struct ifreq {

2 +#define IFHWADDRLEN 6

3 union

4 {

5 char ifrn_name [IFNAMSIZ];
6 } ifr_ifrn;

7

8 union {

9 struct sockaddr ifru_addr;
10

11 struct 1if_settings ifru_settings;
12 } ifr_ifru;

13 };

Listing 4.4: Code snippet of the implementation of struct ifreq in the the
Linux kernel.

The IOCTL is a flexible system call, which exposes an interface that can be used by
user-space applications to interact with the kernel proper or modules that implement the
system call. Thus I use these available interfaces to execute and analyze the privileged
code of firmware kernel modules. Traditionally, the IOCTL has the following prototype:

int ioctl(int fd, unsigned int cmd, void *arg),
The fd argument is related to the device file registered by the module under the /dev
directory and the cmd is a number that acts as an index to a dispatch mechanism (e.g., via
a C-switch statement) within the IOCTL implementation. Finally arg holds a pointer to
user data passed to the kernel module. The void pointer type offers a measure of flexibility
for the module to interpret the data in any specific format it requires (e.g., as a struct).

I use the void pointer to pass the fuzzer mutated data to the kernel module. In the case
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of a networking module I use the pointer to pass a struct ifreq to the module (see
Listing 4.4). This struct consists of two unions of 16 bytes each. The fist union stores
the name of the network interface associated with the module, used by the kernel to find and
execute the IOCTL of the target kernel module and the second union stores configuration
data about the network interface. Since the network interface name must be correctly placed
in the first 16 bytes of struct ifreq, for the kernel to use and find the target kernel
module, I only have the remaining 16 bytes available in the st ruct to replace with mutated
data from the fuzzer.

Next to detect the cmd numbers used for the dispatch mechanism, FirmSolo uses the
Ghidra (NSA Research Directorate, 2025) software reverse engineering tool. While several
previous works on kernel driver IOCTL fuzzing and IOCTL cmd excavation (Corina et al.,
2017; Pustogarov et al., 2020; Lu et al., 2020) exist, these tools either require the source
code of the modules and the kernel or they are not suited for large scale analysis, thus
they are not applicable to our analysis pipeline. Instead, I use Ghidra’s Python scripting to
lift the assembly of the Dk, kernel modules (ARM and MIPS) into Ghidra’s intermediate
representation (IR) PcodeOp, to extract integers used in conditional branch instructions or
as jump table indexes, both of which are an indicator of the dispatch mechanism within the
IOCTL’s implementation. However, this approach introduces a large number of integers
unrelated to the target module’s IOCTL dispatch. To filter out most of the unwanted cases I
use AFL’s afl1-cmin tool which keeps the minimum number of seeds that produce distinct
instrumentation results during a fuzzing dry run.

Firmadyne. Firmadyne relies on a single modified kernel version and heavily relies
on the Kprobes(Keniston, 2021) function hooking mechanism to collect runtime data on
various system calls. However, Kprobes was introduced into the Linux kernel after version
2.6.36-rcl and thus it is not supported by older versions used by IoT devices present in

my data set. Thus, to support Firmadyne on older and newer kernels, FirmSolo obviates
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the need for Kprobes and automatically patches the implementation of the system calls
within the kernel’s source directly resulting in identical hooking functionality.

As Firmadyne relies on the original startup scripts contained in each image, these scripts
control which modules actually get loaded. However, FirmSolo must ensure that Fir-
madyne does not attempt to load any of the crashing modules from Cgys. To this end,
FirmSolo simply replaces the Cky modules with their Ukys counterparts, or deletes the
respective module in the Firmadyne file-system image if no replacement module exists.
Thus, instead of loading a crashing module, the startup scripts in Firmadyne will transpar-

ently load either a replacement module or no module at all.

4.4 Evaluation

In this section I evaluate FirmSolo’s three stage approach and especially the K.C.R.E.
process on a large set of firmware images and the kernel modules they contain. Specifically,

I evaluate FirmSolo along three dimensions.

Q1 Efficacy: What is the contribution of the first two stages of FirmSolo to successfully
loading IoT kernel modules (§ 4.4.2)?

Q2 Precision: How close is the kernel configuration that FirmSolo infers to a ground-

truth kernel configuration (§ 4.4.3)?

Q3 Broader Applicability: How does FirmSolo aid downstream systems to analyze ker-

nel modules (§ 4.4.4)?

In the following, I first introduce the dataset that I use to evaluate FirmSolo. I then

present the experiments that I conduct to evaluate my approach in detail.
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4.4.1 Evaluation Dataset

My dataset consists of 8,737 images used by Firmadyne and shared with us by its authors.
Additionally I downloaded 50 (at the time of writing) up-to-date images belonging to 7
vendors, to demonstrate FirmSolo’s applicability to modern firmware as well. Of these
50 downloaded images, I were able to use 15 for the evaluation, as for 33 images [ were
not able to extract the file-system (e.g., due to encrypted images) and 2 images target the
AArch64 architecture, currently not supported by my prototype implementation. Only 5
out of these 15 images use kernels of the 4.x series or above, illustrating that IoT vendors
continue to rely on outdated software in their devices, and thus validating the continued
relevance of the Firmadyne dataset despite its age. I also refined the Firmadyne dataset
and removed 4,020 images belonging to open-source projects such as OpenWRT (Openwrt
Project, 2021) and DD-WRT (Project, 2021) as the repetitive analysis of essentially thou-
sands of duplicates would distort the results. Furthermore, I removed 254 images targeting
architectures not supported by FirmSolo, 711 images that use kernels prior to 2.6.18
which require ancient toolchains to compile, and finally 2,282 images whose file-system
did not contain any kernel modules. Eventually, my evaluation dataset consists of 1,470
firmware images, where 969 target MIPS and 501 target ARM platforms. The firmware
images in my dataset span across 95 unique kernel versions, between version 2.6.18 and
version 4.4.198. The compiler tool chains I use to compile the Krg kernels in my exper-
iments are gcc-3.4 (to support kernels < 2.6.23), gcc-4.3 (for kernels > 2.6.23) and
gce-5.5 (for kernels > 4. 4.x) for both MIPS and ARM.

Finally, Table 4.3 summarizes the different categories of the kernel modules that com-
prise my dataset. I categorize the modules based on their pathname in the firmware image
file-system. The majority of the modules belong to the networking category (46% of the
total modules), followed by driver modules (26% of the total modules). I consider miscel-

laneous all the modules whose category is unknown.



55

Type of Data #
Symbols (Unique - Dk ELF headers only) 9,028
Symbols (Unique - KALLSYMS included) 95,646

C-source files exporting required symbols (Unique) 7,159
Configuration options (Unique) 1,164

Table 4.1: Symbol, C-source file and option information collected by
FirmSolo.

4.4.2 Efficacy

In this section I evaluate the individual stages of FirmSolo and answer Q1.

1) Information Gathering: While processing the 1,470 images, FirmSolo extracted the
names of 95,646 distinct undefined symbols averaging 8,557 undefined symbols per image.
As explained in Section 4.3.1, these originate from the ELF headers of the kernel modules
and the KALLSYMS entry of Ky (if available). In my dataset, 948 images (65%) contained
a Ky kernel, 871 of which (92%) contain the KALLSYMS information. This highlights that
for the remaining 599 images, identifying symbols via ELF headers is essential. On aver-
age, FirmSolo recognizes 14,123 undefined symbols for images whose Ky has KALLSYMS
defined, and an average of 463 if KALLSYSMS is not available. In the absence of KALLSYMS,
FirmSolo only concerns itself with symbols imported by the kernel modules. As most
symbols in KALLSYMS pertain to kernel functionality not used by modules, these symbols’
corresponding configuration options are irrelevant to FirmSolo. Table 4.1 summarizes
the symbol information obtained through the Information Gathering stage @

2) K.C.R.E. 1 evaluate K.C.R.E. along three dimensions: 1) its capability to successfully
map the symbol information collected in stage (1), to C-source files and the corresponding
options in the target kernel tree, 2) the capability of the Krg kernels to successfully load
the Dk modules of the firmware images, and 3) the ability of the Data Structure Layout
Correction step to address the errors of the Cgjs modules and reintroduce these modules in

the analysis pipeline.
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Categories  Total Loaded

Experiment Dgyy Load. net 25,820 20,422
- drivers 14,608 6,942
Base .config only 19 ' 8707 3068
Base .config + vermagic 5,276 mise ’ ’
KCRE 35354 fs 3965 2,784
KORE. o 178 lib 1,807 1,326
— ’ crypto 972 324
Table 4.2: FirmSolo ex- arch 724 412
periments with different Total 56,688 36,178
settings.

Table 4.3: Module
dataset categorization.

Symbols to Configuration Options. On average, FirmSolo maps the 8,557 undefined
symbols of each image Fjjqg. to 391 C-source files per image, and in turn to 123 config-
uration options. FirmSolo then attempts to enable these options, and succeeds for 111
(92%) options on average, during the construction of the .config file. Table 4.1 contains
information about the number of distinct C-source files and unique configuration options
FirmSolo detected throughout this stage.

Of course, not all symbols identified in stage (1) can be mapped to C-source files in
the target kernel sources and then to configuration options. For example, any symbol that
appears in the kernel due to a vendor’s modifications to the kernel will not be present in the
upstream kernel repository and hence is not identified by FirmSolo. On average FirmSolo
fails to map 2,657 (31%) symbols per image to C-source files in the target kernel tree. This
phenomenon is mostly prevalent in the case of images that have a KALLSYMS entry, where
FirmSolo tries to resolve all the symbols exported by Ky, including those not relevant to
any modules. In fact, FirmSolo fails to map 4,441 (32%) symbols on average in the case
of images with a KALLSYMS entry and 63 (14%) on average when the entry is not available.

Module Loading. FirmSolo is the first system that automatically builds kernel images
that can load, and subsequently subject to dynamic analysis the Dy kernel modules. To

support this claim I first tested Qiling (Qiling, 2022), a binary emulation framework with
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kernel module support, against a random sample of ten kernel modules from my dataset.
Unfortunately, Qiling aborted with errors for both MIPS and ARM modules in all cases.
Specifically, Qiling does not support symbol relocation types, such as R_MIPS_26 and
R_ARM_CALL, commonly used by IoT kernel modules. I contacted the Qiling developers
and the reply indicated that MIPS and ARM are not well tested. In light of these events I
consider improving Qiling outside the scope of this work.

Instead, to provide a complete evaluation of FirmSolo and better showcase the contri-
bution of K.C.R.E. I test my system under four scenarios with different settings. In detail, I
run these experiments using: 1) only the template .config, 2) the template .config plus
the vermagic setting, 3) K.C.R.E. without step @ and 4) K.C.R.E. These experiments
clearly highlight the improvement introduced by K.C.R.E. in the kernel module loading
over the base cases (i.e., Experiments 1 and 2). The results in Table 4.2 clearly show that
with K.C.R.E. my system is substantially more successful as it loads 85% more modules

than Experiment 2.
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Figure 4-3: Cumulative Distribution Functions representing the modules in
Dgar loaded by FirmSolo and Firmadyne, respectively.

Specifically, FirmSolo loads 36,178 (64%) of the 56,688 Dk, modules in my dataset,
while implementing the substitution mechanism. Figure 4-3a shows the cumulative dis-
tribution function over the number of successfully loaded Dgy; modules when applying

FirmSolo on my dataset. As illustrated in Table 4.3, these modules fall into various cate-



58

Module Failure # of Modules
Unknown symbol 13,039
Image not emulated 3,265
Relocation overflow 1,917
Modules crashed 629
Duplicate symbol export 337
File exists 258
Invalid module format 230
Module timeout 198
No such device 170
No vermagic match 123
Operation not permitted 109
Invalid argument 97
Device or resource busy 88
Cannot allocate memory 27
Resource temporarily unavailable 9
Module has no symbols 5
Bad address 5
No buffer space available 3
Relocation out of range 1
Total 20,510

Table 4.4: Module load failure reasons during the FirmSolo experiments.
The special cases where firmware images were not emulated, modules timed
out during loading (after 60 seconds) and modules crashed are also included
in the table with italics.

gories, the majority of which belong in the networking category (57% of the loaded mod-
ules). Therefore FirmSolo is not only a scalable system but also diverse as it supports
kernel modules from multiple categories.

Of course, I do not count as success the 4,601 module substitutions that FirmSolo
implements in the course of the experiments, in my results. The substitutions account for
8% of the total Dk, modules in my set and are related to both Dgjy, modules that crash
during their initialization process (311 substitutions) or fail to pass all steps of the module
loading process explained in Section 2.1.2 (4,290 substitutions). Crucially, the substitution

system enabled the loading of 5,290 (9%) additional Dgj; modules in my set which would
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otherwise not load and not be available to downstream analysis.

Failed Cases. The remaining 20,510 modules did not load in my experiments, due to
various reasons. My analysis showed that the majority of these modules (64 %) fail to pass
the symbol resolution step (see Section 2.1.2), due to required symbols not exported by the
kernel proper (see Section 4.4.2). I present these failure reasons in Table 4.4 . While most
of these required symbols are entirely missing from the upstream kernel source trees (e.g.,
osl_malloc), there are cases where FirmSolo fails to add symbols into the kernel proper
even when they are present in its kernel tree.

A notable example is the symbol __pci_register_driver, tied to the configuration
option CONFIG_PCI and required by 1,037 modules that were not loaded. Unfortunately,
FirmSolo is unable to set CONFIG_PCI for ARM images compiled for the Realview plat-
form, since the latter does not support a PCI bus. Thus, any module that requires PCI
functionality will not load in a Realview platform-based kernel. Another interesting fail-
ure category is the Relocation overflow error. This error is related to the availability
of a limited bit range (i.e., 28 bits) for addressing when the kernel and kernel modules are
placed far apart in memory. It only affects MIPS images in my experiments and based
on my manual analysis it is specific to modules compiled from an open source distribution
(e.g., OpenWRT), that is loaded in my upstream kernels. Since I removed all the OpenWRT
images from my dataset, I conclude that vendors borrow code from open source projects
like OpenWRT and include it in their distributed firmware. Finally, FirmSolo might fail
to load a module because the module code is already compiled as part of the kernel proper.
This is a limitation of my system related to K.C.R.E. not being able to set options to value m
because of dependency constraints. For example, errors in categories Duplicate symbol
export and File exists are related to this limitation (see Table 4.4).

Emulation Failures. While FirmSolo compiles its kernels to be supported by QEMU,

there are cases where QEMU fails to emulate the kernels. Specifically, FirmSolo fails to
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emulate 48 images in my set with a total of 3,265 (6%) modules. I do not consider these
cases as a limitation of my system, since 29 images require a kernel with MIPS Thread
Context (a feature for parallelism) which is not supported by QEMU and in the rest of the
cases either the kernel is not uncompressed or it cannot mount my generic file-system. I
also include these cases in Table 4.4.

Finally, loading all modules in a file-system comprises the worst-case scenario for
FirmSolo, as few real-world systems will show this behavior. Section 4.4.4 illustrates
that real IoT firmware only attempts to load a subset of the modules contained in their
images.

Data Structure Layout Correction. Out of the 56,688 Dgj) modules in my set,
1,080 (2%) crash (Cgps modules) while being loaded in step . By invoking step
@, FirmSolo “fixes” 451 (42%) of the Ckjy; modules that crashed, due to a misaligned
data structure member access. Delving deeper into the results revealed that FirmSolo was
able to successfully recover the layout of three core data structures, structs net in 272
modules, kmem_cache in 171 modules using my kmem_cache_alloc heuristic and module
as my first special case in 118 modules ( 55 cases together with st ruct net and 55 cases
together with struct kmem_cache).

Unfortunately, FirmSolo is unable to fix the remaining 629 Cgy; modules. My manual
analysis upon 232 out of these Cgys modules, revealed that the majority of their crashes
are not related to a misaligned data structure. Instead, in 110 cases the modules execute
kernel code that crashes when calling the BUG_ON macro. This macro performs a check
and if it fails, the macro fraps causing an Oops. After inspecting the kernel code and the
assembly of the Cgj; modules I found out that the vendors have modified their kernels’
source code regarding the check, thus the check fails on my upstream kernels. In addition,
in 95 cases the modules make a memory access related to a hardware peripheral that is

not supported by QEMU and thus an unhandled memory access occurs causing the crash.
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Since peripheral emulation is out of scope for this work I do not consider these crashes
a limitation of FirmSolo. I suspect that more Cgys modules that FirmSolo cannot fix,
crash due to one of the reasons mentioned above. Finally, for the remaining 27 modules
FirmSolo is actually able to recover the misaligned data structures but not recover their
correct layout (structs bonding (3), device (2), net (17), net_device (1) and module
(4)). My manual analysis revealed that in 5 cases FirmSolo incorrectly recovered the
accessed members (i.e, offsets) of the offending data structures, causing the layout recovery
algorithm to fail. For the remaining cases, dependency constraints prevented the layout
recovery algorithm from successfully testing all the possible solutions, since FirmSolo

could not set options in these solutions to their required value (either y or n).

4.4.3 Precision

To assess the precision of the K.C.R.E. process when inferring the kernel configuration, I
compare its results against a ground-truth firmware image built for the open source Backfire
OpenWRT release (OpenWrt Project, 2021).* The open source nature of OpenWRT means
I have access to complete ground-truth of the configuration used to build the kernel and its
modules, allowing us to answer Q2. This experiment aims to quantify K.C.R.E.’s reverse
engineering accuracy.

Specifically, I used OpenWRT’s image builder to create an image from the heavily
modified (compared to the upstream Linux kernel) OpenWRT source,” for a MIPS-based
Broadcom device. The resulting image targets the 2.6.32.27 kernel and contains 530
kernel modules.

I measure FirmSolo’s precision along two dimensions and perform each measurement
without the use of the optional KALLSYMS. First, on a macro-scale I quantify how many

of the 530 modules can be loaded by the Krg kernel produced by FirmSolo. The Krg

*OpenWRT is an after market Linux-based software distribution supporting dozens of system-on-chip
platforms and hundreds of IoT devices.
5git ://git.openwrt.org/openwrt/svn-archive/archive.git
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kernel successfully loads 484 (91%) of the 530 modules. In total there are 8 cases where
modules in Dgy, crash during loading. Unfortunately, step @ is unsuccessful in address-
ing the module errors. Specifically, while FirmSolo detects the offending struct in 2
cases, no solution is applicable since the offending data structures (structs sk_buff and
net_device) are modified at their source code. For the remaining 6 cases Ghidra is not
able to correctly recover the variable def-use chains, from the crashing functions, thus
causing the layout recovery process to abort. In addition, 9 substitutions were implemented
by the substitution mechanism in step , 7 of which replace crashed modules in Cgy,.
Finally, 19 modules fail to load because the code of their Uk, counterparts is already com-
piled as part of the kernel proper. Dependency constraints prevent FirmSolo from setting
the corresponding options to value m, during K.C.R.E. (see Section 4.3.2). The remaining
modules did not load into the Krg kernel, since symbols are missing from the upstream
kernel, due to the modifications in the OpenWRT’s kernel source code.

Second, on a micro-scale I assess whether FirmSolo sets the relevant configuration
options correctly. In this context, I consider a configuration option relevant only if it affects
the layout of a data structure defined in the kernel and used by a module. In total the D,
modules access 4,716 data structures defined in the OpenWRT kernel (4,675 of these also
exist in the upstream kernel). However, the vast majority thereof have fixed layouts that are
not affected by any configuration options. Thus, I am only interested in the subset of 335
data structures in the upstream kernel whose layout depends on the kernel configuration.
The layout of these data structures is affected by 240 configuration options, and the ground-
truth . config used by the OpenWRT image builder has 75 of these options set. FirmSolo,
correctly infers and selects 48 of these options. The data structure members guarded by the
remaining options are either not accessed during module loading or accessing them does

not lead to a crash during the emulation in step .
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4.4.4 Broader Applicability

To demonstrate the utility of FirmSolo, this section discusses my experience with two rep-
resentative downstream analysis systems enhanced by FirmSolo: the Triforce AFL kernel
fuzzer (NCC Group Plc, 2017) and the Firmadyne dynamic firmware analysis system (Chen
et al., 2016). Note that FirmSolo’s novel capability is widely applicable to a variety of
other analysis systems beyond these examples (e.g., PANDA(Dolan-Gavitt et al., 2015) or
FirmAE(Kim et al., 2020)).

1) TriforceAFL. In this section I evaluate the TriforceAFL kernel fuzzer’s ability to dis-
cover previously unknown bugs in IoT kernel modules. Specifically, I use TriforceAFL
on 75 Dk open and closed-source modules from my set, which either expose a character
device interface or a network interface, that I can open and write to and contain at least one
IOCTL interface.

I fuzz my modules for 24 hours on an Intel Xeon machine with minimum of 16GB
of RAM. The fuzzer triggered 19 memory corruption bugs in 11 proprietary modules, 7
in MIPS, and 4 in ARM images (see Table 4.5). In contrast to the open-source kernel
modules, which are regularly maintained, closed-source modules probably do not receive
similar code review or testing, and thus contain various bugs.

These bugs belong to different categories such as reads and writes to arbitrary locations
in memory (10), NULL pointer dereferences (2), out-of-bounds memory accesses (4), slab
(heap) corruption (2) and large virtual memory allocation (1). I manually verify each bug
by detecting the source of each crash in Ghidra. I further verify the crash cases for the
acos_nat.ko and ipv6_spi.ko modules on a physical Netgear WNDR3400v2 device, to
confirm that TriforceAFL’s findings are true positives. I test all 5 bugs related to these two
modules and confirm the existence of the bugs, either by crashing the modules or causing
a kernel panic, which forces the device to reboot.

The fuzzer also produced a total of up to eleven false positives. I could confirm that
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Module Paths Vendor Kernel Bugs(FP)
MIPS

acos_nat.ko 421 Netgear 2.6.22 3
art.ko 110 DLink 2.6.31 1
art-wasp.ko 56 ZyXEL 2.6.31 1
edinvram?2.ko 98 ZyXEL 2.6.36 1(1)
gpio.ko 53 DLink 2.6.31 1(2%)
i2c_drv.ko 41 Linksys 2.6.36 0(1)
ipv6_spi.ko 32 Netgear 2.6.22 2
ppp_genericko 75 TRENDnet 2.6.31 0(1)
ralink_i2s.ko 49 Linksys 2.6.36 o)
rt_rdm.ko 54 TP-Link 2.6.36 1
tun.ko 51 Belkin 2.6.31 0(1)
ARM

gpio.ko 140  Supermicro 2.6.24 1(1%)
IDPko 68 Asus 2.6.36.4 3(1)
ppp_genericko 389 Synology  2.6.32.12 o(L)
smcdrv.ko 35  Supermicro 2.6.24 1
u_filter.ko 184 Tenda 2.6.36.4 4

orion_wdt.ko 91 Linksys 2.6.35.8 o)
Total(FP) 19(11)

Table 4.5: Fuzzer statistics and results for the vulnerable modules in our
set. The * indicates the False Positive might be an actual bug but requires
hardware access to confirm.

the crashes in the open source tun.ko and ppp_generic.ko modules are false positives.
A manual analysis with Ghidra quickly revealed that FirmSolo did not correctly align
structs net and file which lead to a kernel crash during the modules’ analysis by the
fuzzer. Furthermore, the fuzzer produced eight likely false positive cases for modules with-
out a Ugys counterpart. My manual analysis via Ghidra revealed that all of these cases are
related to accesses in memory regions that might be mapped as MMIO to a physical device
not modeled by QEMU. For the three crashes in the gpio modules in Table 5.6 I were un-
able to confirm whether the accessed memory locations are MMIO mapped, and whether
these cases are true false positives. Due to the lack of access to a corresponding physical

device I conservatively label all these crashes as false positives. Note that I do not con-
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sider MMIO related errors as a limitation of FirmSolo since providing models for the
peripherals accessed by the gy, modules is out of scope for this work.

Of course, I responsibly disclosed all previously unknown bugs I detected to the af-

fected vendors. During the disclosure 7 vendors, (all except Tenda) corresponded directly
with me requesting a PoC and, so far, 2 (Supermicro and Asus) confirmed my findings.
2) Firmadyne. To assess the utility of FirmSolo for Firmadyne, I run the 1,470 images
from my evaluation data set in Firmadyne. Recall that in the evaluation in Section 4.4.2
FirmSolo attempted to load all the modules in a firmware image. When ran in Firmadyne,
the subset of modules that will be loaded is determined by the image’s startup scripts.
Specifically, when running in Firmadyne, the 1,470 images attempt to load 18,018 ker-
nel modules at boot time (i.e., 32 % of all 56,688 modules in my dataset). While the
original Firmadyne system cannot load a single kernel module, the improvements made
through FirmSolo allow the system to successfully load 12,352 (69%) of these modules.
Figure 4-3b shows the cumulative distribution function over the number of Dgj; modules
loaded in the Firmadyne experiments.

I also encountered 141 additional cases during my experiments where modules in Dgys
crashed during their emulation. Step @, which is not automated for Firmadyne, addresses
57 of these cases, where the offending data structure is struct sk_buff. For the rest
of the modules not addressed by step @ my manual analysis revealed that their majority
(43) originate from kernel functions outside the offending modules and their dependencies.
Currently, FirmSolo is unable to address these cases.

A particularly useful capability of Firmadyne is that it allows an analyst to quickly
confirm the presence of known and previously-unknown vulnerabilities in a large set of
firmware images. I leverage this capability and launch 10 publicly available proof of
concept exploits from ExploitDB (Offensive Security, 2021), targeting the modules con-

tained in my dataset (full list in Table 4.6). Additionally, I use Firmadyne to assess which
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CVE # Description Confirmed
CVE-2015-3036  Stack based buffer overflow Y
CVE-2009-1897  NULL pointer dereference N
CVE-2016-3135  Integer overflow N
CVE-2017-14489 Memory Corruption N
CVE-2013-1828  Memory Corruption N
CVE-2016-3134  Memory corruption N
CVE-2016-4997  Memory corruption N
CVE-2014-4943  Memory corruption N
CVE-2007-2878  Kernel object corruption N
CVE-2017-16939 Use-after-free N

Table 4.6: The vulnerabilities attempted to confirm within Firmadyne and
proof-of-concept exploits from ExploitDB. Seven unconfirmed vulnerabil-
ities rely on configuration options not used by the firmware images in my
dataset

firmware images are prone to the 19 IOCTL related bugs found by TriforceAFL as dis-
cussed above. Of the 10 exploits from ExploitDB only one (CVE-2015-3036) successfully
triggers the corresponding bug. This bug exists in five different versions of the closed-
source NetUSB.ko across 15 firmware images. Seven of the remaining PoCs only work
against modules built with configuration options not commonly found on IoT firmware,
such as user namespaces (i.e., CONFIG_USER_NS). Given the firmware images in my dataset
did not use this functionality, the vulnerable code is not included in the Dy modules.
CVE-2009-1897 and CVE-2014-4943 target older module versions than the ones present
in my module set, thus were also unsuccessful. From the 19 IOCTL bugs 6 (gpio-mips,
gpio-arm, acos_nat (2) and ipv6_spi (2)) successfully crashed their corresponding modules
in 84 images. The other bugs were unsuccessful since the corresponding modules re not
loaded by the startup scripts in their firmware images.

In summary, my experiments with two representative downstream analysis systems il-
lustrate how FirmSolo’s novel capability to build IoT firmware-image specific kernel bi-

naries enables the analysis of proprietary binary-only kernel modules for bugs and vulner-
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abilities.
4.5 Limitations

As any automated solution, FirmSolo is subject to a set of limitations. First, FirmSolo
currently supports kernels newer than 2. 6.18 and works for the MIPS, ARMv[5-7] archi-
tectures. Supporting earlier kernel versions can be achieved by working with older cross-
compiler toolchains and additional architectures can be added with minor engineering ef-
fort. Second, the K.C.R.E. process can introduce false positives in the downstream analysis
if the Krgs kernel and Ugy, modules it produces do not agree with the Dgy; modules on the
memory layout of data structures these modules use. Third, the layout recovery process of
step @ does not address cases where the errors in Cgjs modules and their dependencies
originate outside their crashing functions. Introducing a dynamic analysis approach in step
@ could potentially address these cases. I leave this as future work. Finally, FirmSolo
cannot analyze kernel modules that require the presence of peripherals (e.g., a USB device)

not supported by QEMU.



Chapter 5

Pandawan: Quantifying Progress in Linux-based
Firmware Rehosting

In this chapter, I detail my second contribution to firmware re-hosting. First, I present
my novel comparison technique for full-system re-hosting frameworks and the high level
overview of my holistic re-hosting and analysis approach in Section 5.1. Next, I discuss in
detail Pandawan, the prototype implementation of both my comparison method and holis-
tic re-hosting and analysis technique in Section 5.2. Finally, I provide information about
the evaluation of both the FICD technique on state-of-the-art full-system re-hosting frame-

works, as well as the holistic re-hosting and analysis capabilities of Pandawan.

5.1 Overview

In this section, I detail the FICD technique and the system overview of Pandawan. The goal
of FICD is to detect the (reference) point in emulation where the firmware’s initialization is
complete. Since this point is conceptually common across re-hosting systems, it is possible
to compare these systems along various metrics (e.g., user and kernel code coverage).

In Section 5.2.1, I discuss in detail how to apply FICD on different full-system re-
hosting approaches and compare them based on their emulation capabilities.

To fill the void in holistic firmware re-hosting I present Pandawan, a framework ca-
pable of holistic (both user and privileged) re-hosting and analysis of IoT firmware code.
As illustrated in Figure 5-1, Pandawan constitutes a two-component framework: (1) The

Kernel Augmentation (KA) component supplements FirmSolo’s kernels (F'S;) with ker-

68



69
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Figure 5-1: System overview of Pandawan: The figure features the two
components of Pandawan. The first component, Kernel Augmentation is
a 5-step process that produces Pandawan’s PWy kernels. The second com-
ponent, Firmware Re-hosting & Analysis uses a PyPANDA script to
emulate the PW; kernel and the Fy, file-system under PyPANDA. It also
uses PyPANDA’s plugins to holistically analyze the target firmware.

nel functionality frequently included by vendors in their IoT firmware kernels (Io7;) and
used by user level firmware code. I refer to this functionality as user-code-required
functionality. The outcome of component (1) are Pandawan’s “augmented” kernels (PW;),
which support both user level and kernel module code (i.e., holistic) re-hosting. @ The
Firmware Re-hosting & Analysis component is responsible for the holistic re-hosting
of the firmware code while emulating the PW; kernels under PyPANDA. This compo-
nent also employs PyPANDA'’s plugins to conduct a series of OS introspection and holistic
analyses (e.g., tracing system calls that lead to kernel module code execution) during the
firmware emulation run. Then, the results of the analyses can be transformed into seeds to
fuzz the firmware kernel modules with a kernel fuzzer (e.g., TriforceAFL).

Throughout the rest of the chapter I use the notations user code to refer to user level
firmware code and kernel code to refer to privileged/kernel level code. The privileged level
component can be further classified into the core kernel and kernel module code. I also
reference the terms program, process, and task. Intuitively, a program corresponds to an
executable in the firmware’s file-system. I define a process as the running instantiation of

a program during emulation. Finally, I refer to a task as the concatenized argv vector,
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representing (as a string) a program (name) along with its arguments.

5.1.1 Firmware Initialization Completion Detection

As mentioned previously, quantifying the progress of full-system re-hosting approaches is
challenging, due to their unique implementation features that impact the emulation of a
firmware image (Fjqge) for each re-hosting framework. For example, the combination of
both user and kernel code being re-hosted may result in different emulation speeds and thus
in a different amount of overall code executed at the same point in time compared to only
user code emulation. Thus, simply using ad hoc comparative methods such as the wall-
clock time as the common denominator to assess the progress of re-hosting systems does
not produce objective results. Instead, FICD aims to detect the point (/f;,) during the em-
ulation of Fj;;4g. Where its initialization phase has finished. At If;,, full-system re-hosting
approaches can be compared using different metrics, such as the number of executed user
level programs, user and kernel code coverage, or number of kernel modules loaded, which
I call emulation-based metrics. In Section 5.3.5, I use these emulation-based metrics
to compare the emulation progress of Pandawan, Firmadyne, FirmAE and FirmSolo. How-
ever, these metrics can of course be supplemented with additional ones depending on the
analysis’ requirements (see Section 5.4). I note that /;, is not fixed (in time) for any two
re-hosting systems, especially if their emulation speed varies.

The rationale behind FICD is that all the firmware activity up to the If;, point is au-
tomated via the configuration and startup scripts within F,qg.’s file-system. Beyond Iy;,,
there is none to little automated activity occurring, since IoT firmware primarily invokes
new functionality (i.e., tasks), such as setting new firewall rules or recording a video, based
on its interactions with external actors (i.e., human interaction (Junnila, 2023)). I consider
detecting events that lead to new activity after I, as a problem orthogonal to this research
and I leave it as future work.

Since the activity after the firmware initialization phase is limited, /f;, can be consid-
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ered as any point during the emulation of Fj,,e. after it has stopped executing new tasks.
Specifically, FICD defines a grace period (or time frame) t f during which the emulation
of Fiuage can stay alive while Fjyq6. does not execute any new tasks (to see how I choose
tf refer to Section 5.3.5). If during the emulation of Fje., time greater than 7 f elapses
without executing a new task, FICD marks that point as I7;,,. Here, metrics can be col-
lected and compared. Even though Iy;, might not be fixed (timewise) between different
full-system re-hosting approaches that emulate Fjj g, it will always represent Fyqq.’s end

of initialization phase (regardless of the re-hosting framework).

5.1.2 Holistic Re-hosting & Analysis

1 ‘ [ncc_runtimecfg.c: 539 1| undefined4 loadCfg(void) 1| undefined4 flash2rootfs (undefinedd
initRunTimeCfg()] ::: Total 4470 2| { param_1)
nodes, each node 24 bytes. 3 bool 2| {
2 ‘ [ncc_runtimecfg.c: 540 4 char * 3 FILE *
initRunTimeCfg()] ::: Total 5| ... 4| ...
107280 byte for all nodes. 6 while( true ) { 5 =\
3 ‘ [ncc_runtimecfg.c: 207 loadCfg()] ::: 7 (* ) ( ) 6 fopen64 ("/dev/mtdblock4","rb");
Start loadCfg 8| LAB_004a73cc: 7 if | == (FILE *)0x0) {
4 ‘ [ncc_1z77.c: 509 flash2rootfs()] ::: 9 =\ 8
BUG ON!! 10 flash2rootfs ("/tmp/cfg.txt"); 9 fputs ("BUG ON!!\n", )i
5 ‘ [ncc_1z77.c: 538 flash2rootfs()] ::: 11 if | != 0) break; 10 }
Load Fail (/var/tmp/cfg.txt) 12 = true; 11 else {
6 ‘ [ncc_runtimecfg.c: 213 loadCfg()] ::: 13 =\ 12| ...
flash2rootfs() fail!! restore to 14 fopen64 ("/dev/console","a"); 13 if | == 0) {
default!! 15 if !'= (FILE *)0x0) { 14| ...
7 ‘ nce_l1z7 621 rootfs2flash()] ::: 16 = getpid(); 15 }
BU 17| ... 16 return 1;
8 ‘ ncc_runtim 18 fclose ( ) 17 }
Del 19 } 18| ...
9 ‘ ncc_1z77 20| ... 19| return 0;
BU 21 } 20| }
10 ‘ Co

(b) Ghidra snippet of ncc’s (c) Ghidra snippet of ncc’s

a) Example firmware image . .
@) p g loadCfg function flash2rootfs function

serial log when re-hosting with
FirmSolo.

Figure 5-2: An example of a firmware re-hosting with FirmSolo. The
firmware targets the D-Link DIR-826L Wi-Fi router. The figure provides
the serial log output of the firmware under test as well as the Ghidra snip-
pets of the 1oadCfg and flash2rootfs functions called by the ncc user
program during the firmware’s initialization.

As discussed previously, there is currently no prior work that supports holistic firmware
re-hosting and analysis. At first glance, FirmSolo (refer to Chapter 4 for detailed in-

formation) seems to be readily capable of supporting holistic firmware re-hosting and
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analysis by emulating both firmware user and kernel (i.e., kernel module) code. On the
contrary though, my investigations reveal that FirmSolo’s F'S; kernels lack the important
user-code-required functionality required by user code to execute.

Specifically, the absence of the user-code-required functionality in the F'S; kernels
might result in firmware user code to either prematurely terminate its execution or exhibit
unwanted behavior, such as getting stuck in an infinite loop. I provide a motivating ex-
ample of such a case for D-Link DIR-826L Wi-Fi router firmware in Figure 5-2a. The
example illustrates the serial console output of Fjqg.’s emulation run, where the capabil-
ity to access a Memory Technology Device (MTD) through a character device is missing
from the F'Sy kernel. As a result, the ncc program which handles the configuration of the
IoT device and uses character devices to interact with the MTD peripheral, gets stuck in an
infinite loop when executed in FirmSolo (lines 7-9 in Figure 5-2a). Specifically, ncc exe-
cutes the loadCfg function which in turn calls the flash2rootfs function. I provide the
Ghidra decompilation snippets for these functions in Figures 5-2b and 5-2c. The 1oadCfg
function calls flash2rootfs within an infinite loop (lines 6-21 in Figure 5-2b) and exits
the loop only when flash2rootfs returns a non zero value (line 16 in Figure 5-2b). The
return value of flash2rootfs depends on the successful opening of the /dev/mtdblock4
character device (lines 5-17 and 19 in Figure 5-2¢). The ability to access a MTD peripheral
through a character device is included in the kernel via the CONFIG_MTD_CHAR configu-
ration option. As none of the firmware kernel modules use any functionality guarded by
CONFIG_MTD_CHAR, FirmSolo did not enable this configuration option in its F'S; kernel.
In Section 5.1.2, I explain how Kernel Augmentation adds user-code-required func-
tionality (e.g., CONFIG_MTD_CHAR) required by user level firmware programs to execute

successfully, into Pandawan’s kernels. Next, [ detail Pandawan’s components.
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Preprocessing

Based on my observations (see Section 5.3.3) vendors use similar configuration parameters
(options) to configure their IoT firmware kernels (/07;). In particular, it is common for
privileged firmware code of different IoT devices to share the same capabilities, such as
supporting MTD peripherals or networking subsystems (i.e., netfilter), which are ac-
cessed by user code. Thus, by knowing the configuration of the /oT} kernels of firmware
images I also acquire the user-code-required functionality required by user code to ex-
ecute. This user-code-required functionality is crucial for firmware images without a
KALLSYMS entry. The KALLSYMS entry is a table containing information about the kernel
symbols exported by the kernel (and thus about its configuration). The entry is option-
ally embedded in the kernel binary if the kernel is compiled with the CONFIG_KALLSYMS
configuration option. I consider the configuration of the /oTj kernels of firmware images
without a KALLSYMS entry partially known since the only source about these images’ kernel
configuration originates from their kernel modules. Thus, to account for the missing kernel
configuration (and in turn user-code-required functionality) from these firmware im-
ages, Pandawan collects popular configuration options from the /oT} kernels of firmware
images with a KALLSYMS entry. Then, Pandawan enables these options in its PWj kernels
for the firmware images without a KALLSYMS entry, to provide the user-code-required

functionality needed by user code to execute.

Kernel Augmentation

Component @ is responsible for supplementing the FS; kernel of Fjyue with the
user-code-required functionality generally used by user code. The product of compo-
nent @ is the PW kernel for Fj;,4g., Which is conducive to holistic firmware code emulation
and analysis.

To produce the PW; kernel for Fj44., Pandawan follows these five steps: [S1]: Extract
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the file-system of Fj,44. and gather metadata information, such as the KALLSYMS entry from
the 10T} kernel (if both the kernel and entry exist in Fjyqge). [S2]: Furthermore, to aid the
loading process of additional kernel modules, supplement PW; kernels (their code) with
“stubs” of symbols that are not present in the upstream kernel source code, but required
by Finage’s kernel modules. [S3]: Build the upstream counterparts (U Py,;) of open-source
kernel modules within Fj,4.’s file-system. The U Py,; modules are compiled with debug-
ging information available (i.e., DWARF). I note here that [S3] and [S4] will only executed for
firmware images that do not have an available KALLSYMS entry. I consider the kernel con-
figuration of firmware images with a KALLSYMS entry to be “fully” known. Particularly, the
entry reveals information about the specific symbols needed by both the user and kernel
code in these images. In these cases, the respective configuration options for these symbols
(also used in the IoT} kernels) will be added (by default) in in the PW; kernels. [S4]:
Invoke the Oracle process with the U Py, modules and either the MIPS or ARM configu-
ration option pool (depending on Fj;ue.’s architecture). The Oracle is a filtering process
which checks and removes configuration options from the MIPS or ARM pools that affect
the layout of kernel data structures used by the U P, modules (produced in [S2)). [S5]: Fi-
nally, feed the “safe” configuration options that remain from to its kernel configuration

and build process to produce the PW; kernels.

Firmware Re-hosting & Analysis

In component @, Pandawan relies on the custom file-system creation and network con-
figuration logic of FirmAE (Kim et al., 2020) to produce a dedicated PyPANDA script for
Fiage (see Section 5.2.2). I note here that the custom file-system also supports Pandawan’s
(and FirmSolo’s) kernel module loading logic. Next, Pandawan uses the modified file-
system, the PW; kernel and the PyPANDA script to emulate Fj;qq. under PYPANDA and
conduct a series of analyses on the target firmware using PYPANDA’s plugins. Examples of

the analyses implemented are the collection of coverage about the user code executed dur-
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ing the firmware emulation, such as the executed program names and their executed QEMU
Translation Block (TB) addresses, and the tracing of system calls (i.e., ID and arguments)
invoked by user code during the emulation.

Furthermore, through its holistic re-hosting, Pandawan captures the interactions be-
tween the user code and kernel code. This introspection provides information about the
inner workings of both the user and privileged code of Fj;qg., Which can then be used by
dynamic analysis systems to thoroughly analyze Fjqg.. Since prior works only focus on
one aspect of the firmware; either the user or the privileged level, they lack insights about
how both these firmware aspects actually work together. Thus, these approaches have to
resort to heuristics or impose limitations during their firmware analysis. For example,
FirmSolo does not have the ability to extract information about system calls that interact
with the kernel modules. It is limited only to fuzzing these modules through their TOCTL
interface.

On the contrary, Pandawan does not suffer from these limitations. Instead, it makes
use of its OS introspection capabilities to trace the system calls of processes that lead to
the execution of code in kernel modules. These traces expose entry points (i.e., through
the system calls and their arguments) from user space to kernel space. Pandawan relies
on these entry points to detect kernel modules in Fjqg. that communicate with user code
through a socket or a file descriptor such as iptables.ko and gpio.ko, respectively. Next,
Pandawan uses this information to create seeds for a modified version of the Triforce AFL
kernel fuzzer that supports fuzzing MIPS and ARM IoT kernel modules, to analyze the

kernel modules in Fjqge.

5.2 Implementation

In this Section, I discuss the implementation details behind FICD and Pandawan.
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5.2.1 Firmware Initialization Completion Detection

FICD seeks to identify the reference point /;, in the emulation of a firmware image where
the firmware completed its initialization phase. To this end, FICD considers that a firmware
image reached Iy;, if no previously unseen (i.e., unique) tasks are launched within 7 f sec-
onds. I refer to ¢f as the time frame parameter. To assess whether a task is unique, FICD
uses the Levenshtein' edit distance (ed) to check the similarity of a task executed at a given
point in time with all the tasks that have been executed prior to that point. I define a task
(1) as previously unseen if it has a similarity below a certain threshold /4 (see Section 5.3.5)
with all the previously executed tasks. That is, 7 is previously unseen iff V;ed(t,t;) < h
where #; refers to all tasks started before . The use of ed rather than strict equality is cru-
cial to mitigate cases where nearly identical tasks (e.g., /bin/iptables -t filter -F
and /bin/iptables -t nat -F)impact the discovery of the /;, point. My implementa-
tion of FICD uses a thread that runs alongside the main emulation and evaluates the above
expression every five seconds. Once 7f expired without a previously unseen task being

launched, FICD declares /;, reached and signals that measurements can be taken.

5.2.2 Holistic Re-hosting & Analysis

Next I provide the implementation details behind Pandawan. Since Pandawan uses Firm-
Solo as its foundation to configure and build its PW, kernels, Pandawan reuses FirmSolo’s

reverse engineering and hybrid kernel configuration and build process.

Preprocessing

Before proceeding to the execution of Pandawan’s components I first execute the Prepro-
cessing step. In this step I pre-compute the user-code-required functionality that needs
to be included in the PW; kernels in component (1) to support the successful re-hosting of

user code. Specifically, I extract the KALLSYMS kernel symbols (where available) from all

Thttps://www.cuelogic.com/blog/the-levenshtein-algorithm
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the available /0T kernels in my dataset (950 kernels). Then, I group the symbols into two
sets Syrps and Spry matching the IoTy kernel architecture respectively. Next, I use Firm-
Solo’s symbol-to-configuration-option mapping mechanism to map each symbol s
in Sysps and Sagy to the corresponding configuration option that guards s’s implementa-
tion in the kernel source code. This yields two pools (sets) of configuration options, one for
MIPS (Oprps) and one for ARM (Oagyr). These pools represent the user-code-required

functionality that is added to the PW; kernels in component (D).

Kernel Augmentation

In component @, Pandawan consumes a binary firmware image Fj;qg. as input and invokes
the Kernel Augmentation (KA) technique. The goal of KA is to produce the PW; kernels
that are conducive to holistic firmware code emulation and analysis. The KA phase consists
of five steps:

Step In this step, Pandawan executes its metadata gathering process for Fipqge. This
process extracts the file-system of Fjjq., metadata information such as IoT}’s KALLSYMS
symbol entry (if both /0T and the entry are available) and also maps these symbols to their
corresponding configuration options in the kernel source code.

Step To improve its kernel module re-hosting capabilities, Pandawan implements
the technique used by EASIER (Pustogarov et al., 2020) for loading out-of-tree kernel
modules. Specifically, Pandawan supplements the PW, kernels with “stubs” of kernel sym-
bols (not present in the upstream kernel source code) required by Fipqge’s kernel modules.
Pandawan detects these symbols in step [S1]. The symbol stubs simply return a NULL value
and make the corresponding symbol available to the kernel modules through the kernel’s
EXPORT_SYMBOL macro. Without these symbol stubs the kernel modules would immedi-
ately fail to load during the kernel module loading process. Next, if Fj,qqe. contains a
KALLSYMS entry, Pandawan immediately skips to step [S5].

Step Pandawan executes its kernel build process to build and acquire the upstream



78

versions (U Py,,) of open-source kernel modules within Fjye. (since Pandawan, like Firm-
Solo, uses the upstream version of the /oTj kernel). The U Py, kernel modules are compiled
with debugging information enabled (DWARF), required in step [S4].

Step In this step, Pandawan invokes the Oracle process whose goal is to provide
the necessary user-code-required functionality to each PW; kernel. First though, Or-
acle makes sure to filter out any option o € Opps (or Oaryy) that affects the layout of
kernel data structures used by the kernel modules within Fjg.. If the PW) kernel and
Finage’s kernel modules do not agree about the layout of their common data structures, then
misaligned data structure member accesses and in turn kernel module crashes might occur
during emulation.

To this end, Oracle uses the DWARF information from the U Py, kernel modules com-
piled in and extracts the data structures used by Fjuqg.’s kernel modules. The intu-
ition behind this process is that both the U Py, modules and their open-source counterparts
within Fje. (if they are unmodified) make use of the same data structures since they share
the same source code. Afterwards, Oracle parses the upstream kernel modules’ source
code and detects all the configuration options (O,),) that modify the layout of the data
structures (DS) used by these modules (also used by their counterpart modules in Fjage).
These options are considered “unsafe” since, if they were included in Pandawan’s kernel
build process, they would misalign the layout of these data structures. Next, Oracle pro-
ceeds to filter out any configuration options from Oysrps/ary that belong to the set Oyps.
consider the remaining configuration options (Osafe = Oprips/arm — Oup) as “safe” options
that can be included in Pandawan’s kernel build process to supplement its kernels with the
user-code-required functionality. I note that Oracle cannot detect the data structures
exclusively used by the proprietary kernel modules in Fjyqg. since these modules do not
have a counterpart in U Py,;. However, these modules can indirectly benefit from the Ora-

cle process if they use any data structures in DS, since Oracle prevents these data structures
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from becoming misaligned.

Step Finally, Pandawan includes the Oy, options in its kernel build process. Next
Pandawan produces the PW; kernels which are conducive to both user and kernel (in the
form of binary kernel modules) code re-hosting. For images that contain KALLSYMS in their
kernels, Oracle is redundant as Pandawan simply obtains all the necessary configuration

options corresponding to the symbols in KALLSYMS during [S1].

Firmware Re-hosting & Analysis

The goal of component (2) of Pandawan is to initiate an emulation run using a modified
version of Fjye.’s file-system (Fy; ), the PW; kernel and a dedicated PyPANDA script and
analyze Fjnqge using PYPANDA'’s plugins. Component @ is a two-pronged process; 1)
Pandawan creates the Fy, file-system and PyPANDA script for Fjyee, and 2) it holistically
emulates and analyzes Fjyqq.’s code with PYPANDA and Triforce AFL.

File-system and PyPANDA script creation. At first, Pandawan uses the custom file-
system and network configuration process of FirmAE to create the Fy; file-system and set
the network connectivity of Fj;qe.. Specifically, the custom file-system creation process
proceeds as follows. Similar to FirmAE and FirmSolo, Pandawan uses binwalk? to extract
Finage’s file-system, but ensures that it supports Pandawan’s kernel module loading logic.
The Fy; file-system also contains a custom serial console binary, which Pandawan uses to
issue commands to the emulated firmware (e.g., run Triforce AFL’s fuzzing harness). Since
the original startup scripts within the Fy file-system are responsible for loading any of the
kernel modules, Pandawan has to ensure that these scripts do not load the kernel modules
that crashed during the hybrid kernel build process in [S5]. Pandawan applies any kernel
module substitutions in-place, meaning that if a kernel module ¢ that crashed during
has a substitution s (i.e., a counterpart in U Py,), then c is replaced by s within Fy, else

c is deleted from Fy, altogether. Thus, when a startup script attempts to load ¢ during

2nttps://github.com/ReFirmLabs/binwalk
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emulation, it will either load s instead or no module at all.

To infer the networking configuration of Fj;4¢., Pandawan initiates an emulation run
with the Fy; file-system, the PW, kernel and QEMU. During emulation, Pandawan gathers
information about the networking interfaces (e.g., bridge mode) and IP configuration of
Finage. Finally, Pandawan embeds Fjqg.’s network configuration within a PyPANDA
script, used to emulate and analyze Fjqg. With PyPANDA and its plugins.

Pandawan also addresses kernel module crashes that occur during its re-hosting exper-
iments (see Section 5.3.3). In these cases, Pandawan first uses FirmSolo’s data structure
layout recovery mechanism to address the errors. If the crashes persist then Pandawan, dur-
ing the creation of F¥y, substitutes the crashing modules with their counterparts in U Py, (if
they exist) else it removes the crashing modules from Fy, entirely.

Holistic Re-hosting & Analysis. Next, Pandawan initiates a firmware emulation run
using the PW; kernel, the Fy, file-system and PyPANDA. During emulation, Pandawan
enables the OS introspection (Py)PANDA plugins osi_linux (enabled by default),
coverage, and syscalls_logger to analyze Fjyqg.. Primarily, the information collected
are the executed program names, their executed QEMU Translation Blocks (TBs), and the
system calls (ID and arguments) that were invoked by user code during the emulation. I
note here that I modified PYPANDA'’s coverage plugin, in its summary mode, to not only
provide information about the programs and the number of unique TBs executed, but also
the addresses of the TBs along with their origin (e.g., the program itself or the symlink
target if the program is a link). Pandawan also introduces two additional custom plugins;
the FICD and the SyscallToKmodTracer.

As the name suggests the former plugin implements the FICD technique in Pandawan,
while the goal of the SyscallToKmodTracer is to showcase Pandawan’s utility in holis-
tic firmware analysis. Specifically, SyscallToKmodTracer traces system calls invoked by

user code that lead to the execution of code in kernel modules. These traces expose en-
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try points from user level to kernel level, which Pandawan transforms into seeds for the
TriforceAFL kernel fuzzer to analyze the binary kernel modules. Essentially, Pandawan
leverages the hooking infrastructure of PYPANDA to hook all system calls. Upon entering
a system call, the corresponding hook triggers and Pandawan stores information about the
execution context at the time (i.e., the current process name, its pid and creation time) and
correlates the running system call (ID) with that context. Keeping track of the different ex-
ecution contexts and their running system calls is mandatory, since the kernel can alternate
between different contexts via context switches. Pandawan uses this information to detect
the context in which the kernel module code is executed in and also the system call that led
to the execution of that kernel module code.

To detect when kernel module code is executed, Pandawan also places a hook on mem-
ory regions occupied by kernel modules depending on the underlying architecture of Fjqge
(e.g., 0xc0000000 - 0xc2000000 for MIPS). Specifically, if a system call leads to code
residing in these regions then the aforementioned hook will trigger. Within the hook,
Pandawan checks the current execution context and iterates all the previously traced ex-
ecution contexts (captured by the system call hooks) until it finds a match. When it does,
Pandawan correlates the current kernel module code address (i.e., the start of the TB cur-
rently executed) with the current execution context and the (running) system call associated
with that context. The aforementioned system call is considered the one that led to the ker-
nel module code execution.

Seed Creation. However, to create useful seeds for the TriforceAFL fuzzer, Pandawan
also requires information about the arguments (i.e., values) of the system calls that lead to
the execution of kernel module code. Another PyYPANDA plugin, the syscalls_logger,
is responsible for collecting the arguments of all the system calls executed during
the emulation. Pandawan combines the data collected by the syscalls_logger and

SyscallToKmodTracer plugins to create seeds and fuzz the firmware kernel modules.
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Seed generation for fuzzers is not a new research topic. Prior works (Chen et al., 2021;
Bars et al., 2023; Pailoor et al., 2018; Shen et al., 2022; Zhao et al., 2023) leverage either
system call traces, concolic execution or static analysis to extract information about the
program execution and use it to create seeds for popular fuzzers such as syzkaller (Google,
2023) or AFL/AFL++ (Zalewski, 2017; Fioraldi et al., 2020). My approach is similar
to (Pailoor et al., 2018) in the sense that it relies on system call traces to create seeds for
the Triforce AFL kernel fuzzer. However, I target only kernel modules that are accessed by
system calls either through a socket or a file descriptor since TriforceAFL’s fuzzing
agent (Newsham, 2017) is inherently compatible with these types of system calls.

As I show in Section 5.3, the majority of Triforce AFL compatible system calls (sc) that
lead to kernel module code execution are networking (e.g., sys_setsockopt) or file-based
system calls (e.g., sys_write). Thus, to create valid seeds for the fuzzer, Pandawan first
has to detect which sys_socket and sys_open system call creates the file descriptor
accessed by each sc, respectively. To gain this information, Pandawan leverages the first
argument of a sc which corresponds to the file descriptor number fd. Then for each sc,
Pandawan parses the information of syscalls_logger and detects the sys_socket or
sys_open system call that was invoked by the same process as sc and returned a value
equal to fd. System calls that operate on the same fd are grouped together in the same
seed.

Fuzzing. To start fuzzing the kernel modules in Fjq4., Pandawan runs the PWy kernel
along with the Fy file-system and the seeds found previously under TriforceAFL. The If;,
point for Fj,qg. plays a critical role also in this scenario. In particular, Pandawan spawns
a thread that runs alongside the Triforce AFL process and waits until Fjyqg. reaches its Iy,
point, since all the target kernel modules would be loaded by that point. Then, the thread
connects through a UNIX socket to the custom serial console within the Fy file-system and

initiates the fuzzing harness to begin the kernel module fuzzing. I note here that Pandawan
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System Call # of Invocations

sys_setsockopt 1,769,439 System Call # of Invocations
sys_ioctl 671,531 Sys_recvmsg 301,866
sys_getsockopt 648,336 sys_select 293,624
sys_sendto 424,880 sys_nanosleep_time32 291,664
sys_close 123,338 sys_nanosleep 211,628
sys_read 43,126 sys_gettimeofday 85,761
Sys_open 42,847 sys_brk 49,077
Sys_write 32,187 sys_fork 23,625
sys_send 10,564 sys_execve 19,625
sys_fentl 4,611 sys_rt_sigprocmask 14,718
sys_socket 3,584 sys_wait4 13,704
sys_connect 1,115

Table 5.2: The top 10
traced system calls that
are not “compatible” with
TriforceAFL.

Table 5.1: The most pop-
ular system calls used in
Pandawan’s fuzzing ex-
periments.

limits the range of system calls that the fuzzing harness can execute to the twelve system
calls illustrated in Table 5.1. I opt to fuzz only these system calls due to their inherent com-
patibility with TriforceAFL’s fuzzing agent (harness), TriforceLinuxSyscallFuzzer (New-
sham, 2017). Even though the fuzzing agent is capable of invoking any system call, it
primarily supports socket or file-descriptor based system calls (see Table 5.1).

Table 5.2 illustrates the top ten traced system calls, which lead to kernel module code
execution, but not fuzzed during my fuzzing experiments. I opt out from fuzzing these sys-
tem calls for two reasons. First these system calls do not operate ona file descriptor or
socket (i.e., the most compatible system calls with TriforceAFL’s fuzzing agent). Second,
invoking these system calls does not lead to kernel module code being executed until cer-
tain conditions are met. For example, sys_select is used to monitor file descriptors
until they are ready for I/O, which the fuzzer is not sophisticated enough to generate. Also
fuzzing this specific system call would not produce any interesting results (i.e., crashes).

The same premise is true for the rest of the system calls I did not fuzz.
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5.3 Evaluation

In this Section, I first evaluate Pandawan’s effectiveness on holistic 10T firmware re-hosting
and analysis and then FICD’s capability to meaningfully compare full-system re-hosting

approaches. Specifically, I answer the following three research questions:

RQ1 Is Pandawan capable of holistically re-hosting firmware code (§ 5.3.3)?
RQ2 How effective is Pandawan on enabling holistic firmware analysis (§ 5.3.4)?

RQ3 How efficient is FICD when it comes to quantifying the forward progress in full-

system IoT firmware re-hosting (§ 5.3.5)?

First, I describe my dataset and my experimental setup, then I detail the experiments I

use to evaluate Pandawan and finally discuss the comparative experiments with FICD.

5.3.1 Dataset

For my evaluation, I use the dataset of FirmSolo and a subset of firmware images used in
Greenhouse (Tay et al., 2023). The Greenhouse dataset was shared with me upon request
to the authors. I use the FirmSolo dataset since it is supported by FirmSolo, Firmadyne,
and FirmAE. I do not use the entire Greenhouse dataset (consisting of 7,347 firmware
images) since the majority of the images use the same kernel version as the images in the
FirmSolo dataset. Instead, I pick at random 50 images from the 97 images that use a kernel
version between 4.4 .198 (latest version used by FirmSolo) and 4.9.206 (the latest kernel
version used by the ARM/MIPS 32bit images in Greenhouse). My dataset consists of 1,520
firmware images containing a total of 61,319 binary kernel modules. The firmware images
in the dataset target the MIPS (984 images) and the ARM (536 images) platforms. Finally,
the firmware images span a total of 95 unique Linux kernel versions, ranging from version

2.6.18toversion 4.9.206.
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5.3.2 Experimental Setup

I run all my experiments Intel Xeon machines using 2 cores with minimum of 16GB of
RAM. All of my re-hosting experiments consist of three runs and the results correspond to

the averages across these runs.

5.3.3 Holistic Re-hosting

In this section I evaluate the (I) Kernel Augmentation and (2) Firmware Re-hosting &

Analysis components of Pandawan to answer RQ1.
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700 7001

600
C c00] g 600
8400/ 5001
‘6 300+ ‘6 400+
* 200 #*

1001 300+

ot [Total Conf Optlons = 754 2001 [Total Conf Opt|ons = 726}
C o \f>° AT ,>§> S 4;«9 <o° <o° S o>° 0°°>,,)0 ,,;o S (,,O)Q °>°
# of Images # of Images

(a) CDF of the configuration option usage in (b) CDF of the configuration option usage in
Owmips. Oarm-

Figure 5-3: CDFs of the configuration option popularity/usage in Oysrps and
O4rm, respectively. I use the Kneedle algorithm to detect the “knee” points
in both figures. The options used by the number of images below the “knee”
points are filtered out.

Preprocessing. 1 execute this step only once in my experiments, to gener-
ate the configuration option pools Opps and Oagy, Which combined constitute the
user-code-required functionality that is added in the PW; kernels in component (D).
I include these configuration option pools as part of Pandawan’s repository. During this
step, I extract 754 options in the Oyps and 726 options in the Oxgpy pools, respectively.

I opt to only keep the most popular options in both sets. In Figures 5-3a and 5-3b, I pro-
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vide the Cumulative Distribution Function (CDF) of the configuration options in Oys;ps and
Oarym pools, respectively, over the images that have KALLSYMS available. To find the most
popular options in each pool I use the Kneedle algorithm (Satopaa et al., 2011) to deduce
the “knee” points in both figures (marked with the red lines). I filter out the options that
reside beneath these knee points. Specifically, the knee point in Figure 5-3a is 30 (images),
418 (options), while the knee point in Figure 5-3b is 85 (images), 513 (options). In the
end, 336 (754 - 418) and 213 (726 - 513) options remain in the Opsps and Opgpys pools,
respectively.

Kernel Augmentation. Regarding the unresolved symbols required by kernel modules
to load into the PW; kernels, Pandawan successfully adds the stubs for all these 4,254
unique symbols into the PW; kernels’ source code. Next, I evaluate the Oracle only on
the subset of 570 (38%) firmware images that do not contain a KALLSYMS entry, since the
Oracle only affects the PW; kernels produced for these images. After [S4], 200 configu-
ration options (out of Opsrps and Oygrpy) On average remain as the “safe” options that can
be included in to produce the PW; kernels for the images without a KALLSYMS entry.
Regarding the 950 firmware images that contain a KALLSYMS entry, there are no additional
options included in [S5], thus the PW; kernels are identical to the F'Sy kernels produced (by
default) by FirmSolo.

Network configuration. Since Pandawan leverages FirmAE’s network configuration
logic, every PyPANDA script by default sets at least a networking interface in PANDA for
each firmware image. Unfortunately, I notice that the PyPANDA/PANDA emulation hangs
for the ARM images in my dataset that target the Versatile and Realview platforms
(498/536 1mages) when the networking interfaces are enabled. The remaining 38 images
target the “dummy” virt QEMU platform and are unaffected. Since FirmAE’s pre-built
ARM kernel targets the virt platform, FirmAE does not suffer from the same issue. Thus, |

disable these interfaces for the affected images to successfully re-host them with Pandawan.
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I have notified the PyPANDA/PANDA developers about this issue.

Re-Hosting Success. Component @ of Pandawan is responsible for initiating an em-
ulation run, using the Fy, file-system and the PW; kernels while concurrently enabling
PyPANDA'’s OS level introspection and analysis plugins. Pandawan successfully re-hosts
1,389 (91%) of all the images in my dataset. I define as successfully re-hosted all the cases
where the emulation successfully executed init without panicking or freezing. Unfortu-
nately, Pandawan cannot re-host the remaining 123 firmware images since for 38 images
there is no working init script available in the file-system, init immediately crashes for
12 images or important libraries are missing in the file-system for 11 images. Additionally,
29 images use a kernel with MIPS Thread Context, a feature that improves parallelism
in MIPS systems, but not supported by QEMU. Furthermore, 2 images use a very old ker-
nel version (2. 6.18), resulting in the emulation freezing while the kernel boots up. I also
notice 13 cases where the kernel cannot not mount the file-system because the latter is
corrupted and 8 cases where the kernel hangs while mounting the file-system. Finally, Py-
PANDA crashed for 18 images during emulation, while triggering a bug in its osi_linux
plugin (used by default by PANDA). I have notified the (Py)PANDA developers about the
issue. Since these failures are not specific to Pandawan’s implementation, I do not consider

them as a limitation of my work.

Issue # of Images
Console is unresponsive 82

The console binary crashes 59

The kernel panics 45
Firmware reboots 3
Total 189

Table 5.3: Console connectivity issues during the Pandawan emulation ex-
periments. Column one illustrates the reasons behind the console connec-
tivity issues.

Serial Console Connectivity. As discussed in Section 5.2.2, to run the fuzzing harness

within a target firmware image, Pandawan has to first connect through a UNIX socket to a
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custom serial console within the image’s file-system. To discover the number of firmware
images that are accessible through their serial console, I conduct an experiment where |
emulate each firmware image with Pandawan and attempt to connect to its serial console
through a UNIX socket after 30 seconds of emulation time and run a dummy command (e.g.,
/bin/1s). A successful connection with a serial console means that I get the output of the
dummy command in the serial log output of the firmware image. I am able connect to the
serial console of 1,200 (86%) out of the 1,389 firmware images that Pandawan successfully
re-hosts. 1 “break down” the reasons behind the console connectivity issues for the 189
failed cases in Table 5.3.

Kernel Module Re-hosting. During the firmware emulation runs in component (2),
Pandawan loads 14,413 (24%) kernel modules out of the 61,319 IoT kernel modules in
my dataset. As illustrated in (Angelakopoulos et al., 2023), the configuration and bootup
scripts dictate which kernel modules will be loaded into the kernel during the firmware ini-
tialization, which is merely a fraction of all the kernel modules in the images’ file-systems.
Finally, Pandawan executes 336 kernel module TBs on average.

In cases where kernel module crashes occur during emulation, Pandawan uses its cus-
tom crash solving method (see Section 5.2.2) to address the issue. In total, Pandawan
addreses 249 kernel module errors.

User Code Re-hosting. When considering its user code re-hosting capabilities,
Pandawan executes 30 user level programs and 15,671 unique QEMU TBs on average.
The startup scripts within the firmware images dictate which programs are executed during
bootup. I make sure to substitute symlinks with their actual targets in my results so that the
TBs executed get attributed to their actual origin. For example, if the firmware executes
/bin/1s which is a symlink to /bin/busybox, I only include and count the TBs executed
towards the busybox executable in my results. Note that each TB is attributed only once

(counted one time only) to their origin. For instance, a TB that belongs to a shared library
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Dataset All Images (/w cov) (1328) No KALLSYMS (/w cov) (456) KA Ablation Dataset (/w cov) (135)
Framework FD [ FAE [ FS | P FD | FAE | FS | P [ NoKA [ KA w/ooracle | KA w/ostubs | KA
Avg. Progs 30 31 31 31 35 36 34 36 32 32 33 34
Avg. TBs 15,483 | 16,767 | 15,523 | 16,360 | 15,715 | 16,552 | 13,835 16,740 | 15,099 14,961 16,611 16,790
KOs Loaded 0 0 |13,598 | 14089 | 0 0 4,936 5,146 || 1,481 1,470 1,535 1,521
Avg. KOsTBs | 0 0 323 | 336 0 0 200 251 266 322 \ 280 310

Table 5.4: Comparison results between the Pandawan (P), Firmadyne (FD),
FirmAE (FAE) and FirmSolo (FS) re-hosting frameworks. The table depicts
the average number of user programs and QEMU TBs executed, the number
of kernel modules loaded and kernel module TBs executed, for each system
respectively. The green cells represent the best results for each metric. The
bold values represent the cases with statistical significance, where p-value
p < 0.05 (using the Wilcoxon signed-rank test).

and executed by multiple programs will only be counted once towards the shared library
it belongs to. In Section 5.3.5, I discuss how these results compare against Firmadyne,
FirmAE and FirmSolo.

Kernel Augmentation Ablation Study. To demonstrate the contribution of KA in
firmware re-hosting, I also conduct an ablation study where I measure the effectiveness
of the two key features of KA: 1) The addition of the user-code-required functionality
by the Oracle and 2) the addition of the kernel symbol stubs (required by kernel modules
to load into the kernel). For this experiment I use a smaller dataset of 150 firmware images
(100 images without KALLSYMS and 50 images with KALLSYMS). I bias my selection towards
images without KALLSYMS since KA benefits these images the most. I present the results of
this study in Table 5.4 in the third group column. Based on my results the contribution of
KA 1is apparent when taking into account all of my metrics. Specifically, Pandawan with
KA executes 6% more user level programs and executes 11% more TBs than Pandawan
without KA (i.e., FirmSolo), while also loading 3% more kernel modules and executing
17% more kernel module TBs. Finally, my experiments show that the addition of only the
user-code-required functionality by the Oracle is more beneficial than simply adding
the kernel symbol stubs, since the majority of the metrics are the closest to Pandawan with

KA. Specifically, Pandawan with only the Oracle enabled manages to surpass Pandawan
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Plugins ‘ Itin Avg. (sec) | Overhead (%)
All 496 22
No syscalls_logger 496 22
No coverage 460 13
No SyscallToKmodTracer 440 8
Only coverage 462 14
Only SyscallToKmodTracer 456 12
Only syscalls_logger 413 2
Only FICD 407 0
Frameworks

FirmSolo 476 17
Firmadyne 441 9
FirmAE 477 17

Table 5.5: Pandawan’s plugin performance ablation study. The experiment
includes every plugin combination used by Pandawan. The second column
provides the average Iy;, points marked by FICD for every plugin combina-
tion. The third column provides the performance overhead incurred by each
plugin combination. The table also includes the average Iy;, measured for
FirmSolo, Firmadyne and FirmAE on the same dataset with all the plugins
enabled.

with KA in kernel module loading by 1%. Upon further inspection, two images whose the
kernel modules crashed and deleted from the Fy; file-system (see Section 5.2.2) during the
emulation with Pandawan with KA, skew the results in favor of Pandawan with only the
Oracle enabled.

Plugin Overhead. To measure the performance overhead of each PyPANDA plu-
gin, I pinpoint the If;, points using every possible combination of the plugins enabled
in Pandawan’s analysis (i.e., SyscallToKmodTracer, syscalls_logger, and coverage)
excluding FICD which is responsible for determining the /7, points and thus is always
enabled. For this study I use again a smaller dataset of 150 images (95 with KALLSYMS and
55 without KALLSYMS) that better represents the distribution of the images in my dataset.
I provide the results in Table 5.5. When all the plugins are enabled I notice a 22% slow-
down compared to enabling only FICD. This is expected since each plugin contributes an
additional level of analysis which impacts the overall emulation speed. Specifically in my

case, the most computational heavy plugins are coverage and SyscallToKmodTracer
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since they constantly track the execution of QEMU TBs during the emulation, incurring a
slowdown of 14% and 12%, when enabled individually and a slowdown of 22% when both

are enabled.

5.3.4 Holistic Analysis

To demonstrate Pandawan’s contribution to holistic firmware analysis and answer RQ2, I
evaluate how the information collected by the SyscallToKmodTracer plugin is used to
further analyze the binary kernel modules with Triforce AFL.

Seed Generation. The SyscallToKmodTracer plugin monitors the interactions be-
tween the user and kernel code during the firmware emulation run in component @
Pandawan processes the information collected by the SyscallToKmodTracer plugin (i.e.,
system calls that lead to kernel module code execution) and generates seeds that are used
by Triforce AFL, as explained in Section 5.2.2.

During my experiments, the plugin identified 927 out of the 1,389 successfully re-
hosted firmware images that load at least a kernel module. In addition, within these images,
353 processes invoke 6,954 system calls on average that lead to kernel module code being
executed. The remaining 462 firmware images did not successfully load kernel modules.

Unlike FirmSolo which targets only the IOCTL system call, Pandawan can trace and
generate seeds for all types of system calls that interact with kernel modules. However, I
opt to create seeds only for cases involving popular system calls that interact with kernel
modules through a file descriptor created either by a sys_socket or sys_open system call,
due to their compatibility with TriforceAFL’s fuzzing agent. I also provide details about
the system calls I did not fuzz in Table 5.2. In the end, Pandawan creates seeds for 479
images whose user code invokes system calls (see Table 5.1) which lead to the execution
of kernel module code. Out of these images, 466 (97%) have serial console connectivity,
thus can be fuzzed by TriforceAFL.

Kernel Module Fuzzing. After the seed creation, Pandawan uses Triforce AFL to fuzz
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Module Type Vendor Kernel  Paths Path var (std) Bugs
MIPS
arp_tables (6] AT&T 2.6.31 121 43 (7) 2
led P Linksys 2.6.31 26 39 (6) 1
ipt_STAT P TP-Link 2.6.36 59 28 (5) 1
x_tables (6] TP-Link 2.6.31 153 134 (12) 1
statistics P TP-Link 2.6.31 166 81(9) 1
ip6_tables (¢} AT&T  2.630.10 252 129 (11) 2
ipv6_spi P Netgear 2.6.30 43 245 (16) 2
ip_tables (6] TP-Link 2.6.31 202 19 (4) 2
gpio P DLink 2.6.31 31 18 (4) 1
gpio_module P DLink 2.6.31 5 0(1) 1
ARM
ipt_STAT P TP-Link 2.6.32.11 56 47 (7) 1
statistics P TP-Link  2.6.36.4 25 121 (11) 1
Total 16

Table 5.6: Statistics about Pandawan’s fuzzing experiments with Tri-
forceAFL. The 0 and P in column two represent kernel modules that are
open-source and proprietary, respectively. Column six provides the vari-
ance and standard deviation for the paths found by the fuzzer over the ten
runs.

the IoT modules within the firmware images. I run all experiments ten times for 12 hours.

While Pandawan creates seeds for 479 firmware images, I chose to fuzz only the
kernel modules in a subset of 20 randomly selected firmware images (with serial console
connectivity to invoke the fuzzing harness) due to computational resource constraints. I
provide the information about my fuzzing campaigns in Table 5.6. The table provides the
average number of paths found by Triforce AFL, the path variance and standard deviation
over the ten runs and the number of bugs I confirmed, for each image. Based on the
path variance and standard deviation measured (see column six in Table 5.6), the coverage
found in all the fuzzing campaigns is consistent (the variances and standard deviations are
insignificant).

Specifically, TriforceAFL triggers 16 bugs in 12 kernel modules (8 proprietary and 4
open-source — see Table 5.6). The bugs fall into the stack corruption (6), arbitrary mem-
ory reads and writes (7), and large virtual memory allocation (3) categories. Three of

these bugs (gpio (1) and ipvé6_spi (2)) were also detected by FirmSolo. In addition, the
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Pandawan FirmSolo
Module TTC (sec) TTC var (std) | Module TTC (sec) TTC var (std)
MIPS
ipv6_spi 1,644 14e+5 (1e+3) ipv6_spi 16,262 126e+6 (11e+3)
gpio 751 114e+3 (337) gpio 51 678 (26)
arp_tables 1,488 24e+4 (490) acos_nat 70 570 (24)
led n/a n/a art n/a n/a
ipt_STAT 3,856 25e+6 (5e+3) art-wasp 151 39e+2 (62)
x_tables 880 200e+3 (448) edinvram2 25 379 (20)
statistics 152 5,071 (71)
ip6_tables 811 536e+3 (732)
ip_tables 1,811 T2e+3 (270)
gpio_module 124 3(2)
ARM
ipt_STAT 2,776 18e+5 (1.4e+3) | gpio 189 9le+3 (302)
statistics 169 6,878 (83) IDP 28,919 T4e+6 (86e+2)
smcdrv 7 1(1)
u_filter 1,029 440e+3 (663)
Avg. 1,315 \ 5,189

Table 5.7: Pandawan’s and FirmSolo’s bug finding speed measurements. |
run the experiments 10 times for 12 hours and the results are the averages
over these runs. TTC in column two and four stands for Time-To-Crash (i.e,
the time it takes the fuzzer to reach the first crash). Columns three and six
provide the measured variance and standard deviation for TTC. Regarding
the led.ko kernel module, in line four, TriforceAFL registers the bug as a
hang and not a crash, hence there is no TTC in this case. The art . ko kernel
module in line two crashed while being loaded into FirmSolo’s kernels and
thus the measurement is invalid.

seven bugs triggered for the open source kernel modules (arp_tables (2), ip6_tables
(2), ip_tables (2), and x_tables (1)) are related to known bugs (CVE-2016-4998 and
CVE-2016-3135), which is why I did not report these bugs to the Linux kernel developers.
Finally, the six remaining bugs on the proprietary kernel modules led (1) ipt_STAT (2),
gpio_module (1), statistics (2) are previously unknown bugs. I have disclosed these
bugs to the respective vendors, and two vendors acknowledged my findings; TP-Link and

DLink.

5.3.5 Comparative Results

The previous evaluation based on the coarse-grained “number-of-bugs-found” metric
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shows that Pandawan finds more diverse bugs than FirmSolo. Even when it comes to bug
finding speed, Pandawan is four times faster on average than FirmSolo (see Table 5.7).
However, FICD helps to assess re-hosting process on a finer granularity than just bugs
found. Thus, in this Section, I evaluate FICD’s utility in comparing full-system re-hosting
approaches based on the emulation-based metrics. Specifically, I compare the Pandawan

, FirmAE, Firmadyne and FirmSolo re-hosting frameworks to answer RQ3.

FirmAE - Edit Distance Thresholds Pandawan - Edit Distance Thresholds
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(a) FirmAE edit distance threshold experi- (b) Pandawan edit distance threshold experi-
ment. ment.

Figure 5-4: Edit distance threshold experiments for FirmAE and Pandawan.
For both frameworks, I measure the similarity between a task and all the
tasks created at an earlier point in time using the Levenshtein edit distance
algorithm.

As mentioned previously, the FICD technique requires two parameters; 1) the task sim-
ilarity threshold 4 for the Levenshtein edit distance (ed) which Pandawan uses to identify
previously unseen tasks, and 2) the time frame ¢ f which indicates how long can the em-
ulation continue without the firmware executing a previously unseen task. For my exper-
iments, I set the threshold 4 equal to 0.5 (for all re-hosting frameworks) and ¢f equal to
300 seconds for Pandawan and FirmSolo and 220 seconds for FirmAE and Firmadyne, re-
spectively. To obtain these values I initiate a ten minute experimental run with FirmAE
and Pandawan for all the images in the dataset, without the FICD plugin enabled. I set the

h and tf of Firmadyne and FirmSolo the same as FirmAE’s and Pandawan’s due to the
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re-hosting similarities shared between the frameworks (i.e., Firmadyne with FirmAE and
FirmSolo with Pandawan). To calculate the threshold 4, I first sort all tasks based on their
creation time. Then, for each task in the sorted list I use ed to calculate its similarity against
all the tasks with an earlier creation time, as a ratio between 0 and 1. According to Fig-
ures 5-4a and 5-4b, almost 90% of the tasks have a similarity less than 0.5 with any other
task created earlier, for both FirmAE and Pandawan, thus I choose 7 = 0.5. Then, to get the
time frame ¢ f, I measure the average ¢ and standard deviation (6) of the time that passes
between the execution of previously unseen tasks. Based on the ten minute experiment
runs, FiIrmAE’s 7 = 52sec and o = 81sec, while Pandawan’s f = 69sec and o = 115sec.
To ensure statistical relevance I choose a time frame ¢ f > f 4+ 20, thus I set 1 f = 220sec
as my optimal time frame for FirmAE and Firmadyne and ¢ f = 300sec for Pandawan and
FirmSolo, respectively.

Re-hosting Fidelity Comparison. To showcase Pandawan’s progress on holistic
firmware re-hosting, I use theFICD technique to compare it with the Firmadyne, FirmAE,
and FirmSolo re-hosting frameworks, based on the number of executed user level programs
(non symlinks), the QEMU TBs executed in these programs, the number of kernel modules
loaded, and the kernel module TBs executed during emulation. To make my comparison
fair among all compared re-hosting frameworks I only include images where I collected
coverage in all three emulation runs with a maximum total emulation time of 45min for
all frameworks. Thus, I compare Pandawan , Firmadyne, FirmAE, and FirmSolo on 1,328
out of the 1,520 images in my dataset. I note here that throughout all my experiments
FICD was successful in detecting the I7;, point for each framework and each image and
terminating the emulation way before the 45min global timeout (see Table 5.5).

Pandawan executes up to 3% more user level programs on average than Firmadyne,
FirmAE and FirmSolo (see column group 1 in Table 5.4). Similarly, Pandawan outper-

forms both Firmadyne and FirmSolo on the average number of TBs executed by up to 5%.
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However, FirmAE executes 3% more TBs on average than Pandawan. The predominant
reasons behind this outcome are twofold; 1) the emulation speed of Pandawan is slower
than FirmAE’s due to the SyscallToKmodTracer affecting only Pandawan (and Firm-
Solo) which loads and analyzes the IoT kernel modules, and 2) KA impacts negatively the
re-hosting progress. Since FirmAE and Firmadyne focus solely on user level re-hosting
and do not load any firmware kernel modules, the plugin’s module TB tracing function-
ality is ineffective for these frameworks. As illustrated in Table 5.5 both Firmadyne and
FirmAE are 13% and 4% faster than Pandawan on average. In addition, for 36 out of
the 1,328 images used in the comparison experiments, the PW; kernels produce a crash
(i.e., Oops), while the F'S; kernels do not suffer from the same issue. The addition of
the user-code-required functionality and the kernel symbol “stubs” by KA hinders the
re-hosting progress of the images in these cases. This small regression can be attributed to
the heuristic nature of KA.

When it comes to the kernel module loading I compare only Pandawan and FirmSolo,
since neither Firmadyne nor FirmAE load IoT kernel modules. Specifically, Pandawan
loads 6% more kernel modules and executes 5% more kernel module TB’s on average than
FirmSolo. To be fair towards FirmSolo I addressed the crashes during its emulation runs
using Pandawan’s crash solving methods (see Section 5.2.2). In this case, I address 225
crashes in total.

Since Pandawan only includes the user-code-required functionality in images
without a KALLSYMS entry (see Section 5.1.2), the improvements of Pandawan over Firm-
Solo can be better observed on these images (see column group 2 in Table 5.4). In par-
ticular, Pandawan executes 6% more user programs and 21% more TBs on average than
FirmSolo. Pandawan also outperforms FirmSolo on the number of kernel modules loaded
and kernel module TB’s executed by 9% and 26% on average, respectively. Both the

user-code-required functionality and the symbol “stubs” added by Pandawan in the
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Data Avg. TBs

Framework | FD | FAE | FS | P
httpd 1,784 | 1,886 | 1,803 | 1,790
uhttpd 268 279 249 252
mini_httpd | 751 782 | 743 744
lighttpd 2281 | 2,448 | 2,267 | 2,270
goahead 194 198 188 185
httpd 699 637 596 595

Table 5.8: Coverage information of popular IoT webservers.

PW; kernels for these images, greatly benefit the progress of holistic (user and kernel
code) re-hosting as well as the loading of additional kernel modules.

I also test the statistical significance of my results using the Wilcoxon signed-rank
test (Solutions, 2024). Specifically, for each metric I compare Pandawan’s data with Fir-
madyne’s, FirmAE’s and FirmSolo’s data (28 comparisons). I exclude the kernel module
related metrics (loaded and TBs executed) for Firmadyne and FAE since they do not load
the IoT kernel modules. I note that the majority of my measurements (24/28) are statisti-
cally significant with a p-value p < 0.05 (see Table 5.5).

Webserver Re-hosting. To further showcase the efficiency of Pandawan in user code
re-hosting, I conduct a study about the re-hosting of webservers used by firmware images.
I provide the results in Table 5.8. Specifically, I collect coverage information for 6 popular
webservers used in [oT (Kim et al., 2020). My findings show that FirmAE and Firmadyne
which are the state-of-the-art in user code re-hosting marginally outperform Pandawan in
re-hosting webservers by executing up to 8% more QEMU TBs across all the servers in
my study. Given the fact that Pandawan aims to holistically re-host and analyze Linux-
based IoT firmware, Pandawan’s slight deficiency in webserver re-hosting is an acceptable
tradeoff. I leave the qualitative analysis of the differences in webserver re-hosting between

the compared frameworks as future work.
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5.4 Discussion

In this Section I discuss future applications of FICD and Pandawan. With the introduc-
tion of FICD, developers can efficiently improve upon the existing works by comparing
their implementations with the state-of-the-art. Furthermore, Pandawan could be leveraged
to develop future frameworks whose re-hosting capabilities closely approximate physical
IoT devices. For instance, the re-hosting techniques implemented in Honware (Vetterl
and Clayton, 2019) could be integrated into Pandawan to further improve its holistic re-
hosting capabilities. In addition, the FICD and setup of Pandawan (i.e., using PyPANDA
for firmware emulation) are generic and OS agnostic. Thus, any firmware that can be em-
ulated by QEMU and uses a concept of process/task (e.g., FreeRTOS (FreeRTOS, 2023))
can be adapted to leverage FICD. Next, I explore the categories of metrics that could be
used to quantify re-hosting progress and lastly specify certain limitations of both FICD and
Pandawan.

Alternate Metrics. In general, I can distinguish the metrics that quantify the emulation
progress in two categories; system- and process-oriented metrics. My existing metrics;
number of programs executed and number of kernel modules loaded fall into the system-
oriented metrics, since they showcase emulation progress from a higher (system) level of
abstraction. Other metrics in this category could be the number of networking interfaces
successfully initialized and/or the successful firewall configuration (e.g., the number of
successfully applied rules).

The average number of QEMU TBs traced belong in the process-oriented (lower-level)
metrics, since (Py)PANDA correlates each TB executed to a running program or kernel
module. Another metric that could fit in this category is the number and identity of suc-
cessful and unsuccessful system calls executed by each process. In summary, the metrics
used in this chapter work well and other metrics can be easily integrated.

Regarding techniques to assess a successful firmware initialization, generally there is
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no reliable indicator to establish the end of a firmware’s initialization phase. However, 33
of my images print a specific message about the end of bootup and timewise this message
coincides with I;,- 1 f, thus I7;, accurately corresponds to these images’ end of initializa-
tion phase.

Limitations. As far as FICD’s limitations are concerned, the time frame ¢ f is directly de-
pendent on which (Py)PANDA plugins are enabled during a firmware emulation run. When
many computationally heavy plugins are enabled, the emulation speed will decrease, thus
tf requires an adjustment. In my re-hosting experiments I use three (Py)PANDA plugins
(SyscallToKmodTracer, syscalls_logger, and coverage) along with the FICD plugin,
which results in the optimal 7 f = 220sec and ¢ f = 300sec for FirmAE and Pandawan, re-
spectively. Furthermore, Pandawan, like other re-hosting frameworks, faces specific limita-
tions. Since the Oracle targets only the data structures used by open-source kernel modules
with a counterpart in U Py, it does not guarantee that the layout of data structures used by
proprietary kernel modules will be unaffected. The options produced in can poten-
tially misalign the layout of data structures used by proprietary kernel modules causing the
modules to crash during emulation. Furthermore, as shown in Section 5.3.3 only a fraction
of the total modules in the F; file-systems are loaded during emulation by the firmwares’
bootup scripts. Consequently, the SyscallToKmodTracer plugin only collects system call
information for a subset of user level programs that interact with the loaded kernel modules
during emulation. The kernel modules that are not loaded and user level programs that are

not executed during the emulation do not contribute to the holistic firmware analysis.



Chapter 6

FirmDiff: Improving the Configuration of Linux
Kernels Geared Towards Firmware Re-hosting

I this chapter, I present my third contribution to advancing firmware re-hosting techniques.
Initially, I elaborate on the motivation behind this work. Next, I discuss, at a high level, my
technique for improving current full-system re-hosting approaches that target privileged
Linux-based firmware code (in the form of kernel modules and drivers). In addition, I
provide in-depth information about FirmDiff, the prototype implementation of this tech-
nique. Finally, I detail the evaluation of FirmDiff on modern firmware images (that use
kernels above the version v4.x) to showcase the effectiveness of FirmDiff in improving

the fidelity of existing full-system re-hosting approaches.

6.1 Motivation

As previously mentioned, FirmSolo produces kernels (i.e., F'Si.,) whose configuration
approximates the configuration of the kernels used by firmware images (i.e., [0Tk,,,). There
are cases, though, where there are important discrepancies between the configuration of the
FSiern and I0Ty,,,,. Specifically, these configuration discrepancies might cause the views of
the memory layout of common data structures between the F'Si,,, and the 0T, and 10T
kernel modules (I0Ty,s) to differ. Consequently, there is a high possibility that misaligned
data structure accesses occur when the loT;,, are loaded or executed within the FSi.,1,
further leading to crashes. I provide a motivating example of such a case in Figure 6-1.

In this scenario, the misaligned data structure is struct sk_buff. Figures 6-la

100
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FS: struct sk_buff IoT: struct sk_buff

B ==

{ protocol : 0x62 J [ protocol : 0x66 ]

—— ——

[ network header : 0x90 ] [ network header : 0x94 }

[ ] [ ] }
(¢) Source code implementation of
[ data : Oxad ] [ data : Oxa8 ] . .
K \ 7 struct sk_buff in the Linux 3.4.103
kernel.
(a) Memory layout of struct sk_buff (b) Memory layout of struct
in the FSiern. sk_buff in the I0Tiery.

struct sk_buff {
struct sk_buff *next;

#ifdef CONFIG_XFRM
c sec_path *sp;

int len, data_len;

__bel6 protocol;

— OO0 NN AW —

Figure 6-1: Example of the misaligned data structure struct sk_buff.
Figures 6-1a and 6-1b illustrate the incorrect and correct offsets of the mis-
aligned members of struct sk_buff (red and blue shapes, respectively).
Here the analyst has to enable the configuration option CONFIG_XFRM
during FirmSolo’s kernel build process to align the members protocol,
network_header, and data at the correct offsets.

and 6-1b showcase the memory layout of struct sk_buff in the FSi., and 0Ty
(and I0Ty.,y), respectively, while Listing 6-1c illustrates the implementation of struct
sk_buff in the Linux source code. In my example, the members protocol and data
are misaligned by 4 bytes between the F'Sy,,, and the I0Ty,,,. The struct sk_buff data
structure and specifically the two members above are accessed by the bonding.ko kernel
module (used to combine networking interfaces). However, these members are not ac-
cessed during the execution of the kernel module’s initialization function. Instead, they
are accessed when function bond_arp_rcv is executed. As a result the example module
does not crash when loaded into the F'Sy,,,, only when its code (and specifically function
bond_arp_rcv) is executed. Thus, FirmSolo cannot automatically detect and fix the mis-
aligned data structure struct sk_buff. To correctly align these members, the analyst has
to enable the configuration option CONFIG_XFRM (see lines 4-6 in Listing 6-1c) which will
insert the member sp, with a size of 4 bytes, before the two misaligned members, thereby

bringing these members to the correct offsets. Unfortunately, as is the case in this exam-
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ple, FirmSolo is unable to automatically detect the issue and correct the memory layout of

struct sk_buff, if the [oT kernel modules do not meet the following requirements:

1. The crashing IoT kernel modules are open-source and their equivalent upstream ker-

nel modules must be compiled by FirmSolo.

2. The crashing 10T kernel modules are not stripped (i.e., the function names used by

the kernel modules are available).

3. There is an available crash dump (i.e., a kernel Oops message).

4. The crash occurs while the IoT kernel modules are being loaded into the custom

kernel (i.e., while executing their init_module function).

5. The crash occurs within a known function that belongs to the crashing IoT kernel

modules or their dependencies and not within a function of the custom kernel.

6. The misaligned data structures are not modified at source by the vendors (FirmSolo

uses the unmodified open source equivalents of the 10T kernels).

In Section 6.2.2, I detail how an analyst can rely on FirmDiff to pinpoint the mis-
aligned data structure and its offending members to align the layout of the target data struc-

ture.

6.2 Overview

In this Section, I discuss the design of FirmDiff, whose goal is to aid analysts in improving
FirmSolo’s kernel configuration to closely approximate the configuration of the IoT kernels
in firmware images. In turn, FirmSolo’s kernels can be used to analyze either the user
level programs or the kernel modules within these images by preventing errors (i.e., kernel

module crashes) from occurring during the analysis. In Section 6.3, I provide detailed
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Figure 6-2: The overview of FirmDiff. The figure depicts the 2 stages of
FirmDiff. In the Kernel Build stage, FirmDiff consumes a firmware im-
age and analyzes it with FirmSolo. In the Binary Diffing stage, FirmDiff
diffs the FSk,s and I0Ty,s open-source modules with Ghidriff and matches
the variables used within the functions of the compared binaries. The ana-
lyst analyzes the information produces by FirmDiff to correct the layout of
misaligned data structures.

information about how analysts can use FirmDiff’s results to improve FirmSolo’s kernel
configuration and build process.

As illustrated in Figure 6-2, FirmDiff consists of two stages; (1) The Kernel Build
stage where FirmDiff uses FirmSolo to build the custom kernel and kernel modules for
the target firmware image. @ The Binary Diffing stage, where FirmDiff diffs all the open-
source kernel modules of a firmware image with their upstream variants built by FirmSolo
in stage (1). During the diffing process, FirmDiff first matches the functions between
the compared kernel modules. Then, for each function match, FirmDiff further pairs the
variables (with a data structure type) and outputs these variables’ memory accesses. Any
discrepancies in these memory accesses indicate the existence of misaligned data structures
between the [oT and FirmSolo’s kernels. By fixing these data structure layout discrepan-
cies, analysts can prevent the IoT kernel modules from crashing when analyzed within

FirmSolo’s kernels.



104

6.2.1 Kernel Build

Stage @ is responsible for building a custom kernel that can load and analyze the 10Ty,
of a firmware image Fjpqge. It is an iterative stage since the analyst can invoke the kernel
build process multiple times (see Section 6.2.3).

Initially, FirmDiff uses FirmSolo’s analysis pipeline to build the F'Sy,,, and F Sy, for
Finage. The F Sy, are kernel modules which have an open-source (or upstream) counterpart
in Fjjqee and are compiled by default by FirmSolo. It is important that the modules in F Sy,
and their counterparts in /o7y, are available, so that FirmDiff can diff them.

After the diffing process in stage (2) concludes, the analyst can supplement the config-
uration of FirmSolo with additional options and re-invoke stage @ or modify the kernel
source (i.e., the layout of data structures) and manually compile the custom kernel. Tech-
nically, FirmSolo could be substituted with any other firmware re-hosting framework that
uses a custom kernel, such as Firmadyne, FirmAE, Honware or EASIER. However, these
systems use pre-built kernels that are not accompanied by open-source kernel modules that
have a counterpart in Fj;qg.. Thus, for FirmDiff to function, these systems would have
to be modified to also produce open-source kernel modules with a counterpart in 10Tj,,,.
FirmSolo is the only system which for every firmware image automatically produces the
kernel modules (F'Sy,s) with IoTy,s counterparts. This justifies my decision of using Firm-

Solo as one of the foundation blocks of FirmDiff.

6.2.2 Binary Diffing

In stage @, FirmDiff compares the modules in FSy,s with their counterparts in IoTjy.
This stage aims to reveal discrepancies in the layouts of data structures between the mod-
ules in F'Sy,, (and F'Si,,,,) and the modules in IoT},;.

The kernel data structures represent shared data, with specific semantics (i.e., the mem-

ory layout), between the kernel and the kernel modules. Both parties that use these data
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(i.e., the kernel and kernel modules) must agree on these semantics, so that all data accesses
are correct. Data structures that are defined in and used only by the kernel, of course, do
not conform to this rule. The memory layouts of data structures can be affected by two
aspects; 1) The configuration options in the kernel configuration, and 2) Any modifica-
tions implemented by the vendors in their kernels’ source code. To make sure that both the
FSkern and 0Ty, agree about the layout of their common data structures, it is important
to first identify these common data structures and then detect which configuration options
or vendor modifications affect their memory layout. As stated in Section 6.1, FirmSolo’s
memory layout alignment algorithm needs to meet certain conditions and thus cannot al-
ways identify these data structures and find the options or modifications that affect their
layout.

In contrast, FirmDiff only requires that either the crashing modules in /0T, are open
source or there exist other open source modules in /0Ty, that use the same (or a subset) of
data structures that the crashing modules use. By default though, FirmDif f uses Ghidriff to
diff all the open-source modules in /0T, with their variants in F'S, produced in stage @
Furthermore, unlike FirmSolo’s memory layout alignment algorithm which is limited by
FirmSolo’s dynamic nature (see requirement 4 in Section 6.1), FirmDiff’s static analysis
can detect data structure misalignments throughout the analyzed kernel modules. I discuss
how FirmDiff’s analysis works below.

For each compared pair of kernel module binaries, FirmDiff follows these steps: 1) It
analyzes both binaries with Ghidra. 2) It runs GVT on the two binaries and matches their
functions. 3) Finally, for each function match FirmDiff invokes the variable matching al-
gorithm. This algorithm correlates the variables with a data structure type (e.g., struct
net) between the matched functions. It leverages the DWARF information embedded
within the F'Sy,s and FSi.,, during their compilation, to detect the data structure types

of the variables. FirmDiff disregards variables with a primitive type (e.g., int) since their
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memory layout is static and not affected by any configuration options in the kernel. Once
the variables with a data structure type are paired (between the diffed binaries), FirmDiff
proceeds to extract the memory accesses for each variable in a pair. These memory ac-
cesses correspond to data structure members accessed (i.e., their offsets from the base of
the data structure). FirmDiff displays the member accesses (member names and their
offsets) for each variable pair side by side, enabling a quick and easy comparison. If the
offsets do not match, the memory layout of the target data structure (i.e., the type of the
variable pair under test) is misaligned between the modules in FS;,; and loTy,s. After
the variable matching algorithm concludes, FirmDiff stores all the information produced
(i.e., the variable pairs and their member accesses for each function) within the JSON and

markdown files produced by Ghidriff.

6.2.3 Manual Analysis

After the information produced by FirmDiff is available, the analyst can parse that infor-
mation to extract the misaligned data structures highlighted by FirmDiff. Afterwards, by
using other tools available (e.g., (Carvalho, 2009; NSA Research Directorate, 2025; GNU
Project, 2024; Bell Labs, 2012)) the analyst can pinpoint the root cause behind the data
structure misalignments. Specifically, for each variable pair (with a data structure type)
the analyst can infer if and which members are shifted and by how many bytes. Based on
the number of bytes shifted, they can in turn detect which configuration options need to
be toggled in FirmSolo’s kernel configuration process or manually modify the data struc-
tures’ source code to align these members between the compared binaries. To infer which
options need to be toggled, the analyst can consult FirmSolo’s built-in utility which pro-
vides a mapping for each data structure (in the F'Sy,,, kernel) and the options that affect its
layout. The outcome of this analysis is a refined FSg,,, that agrees with the loTj,; about
the layout of the data structures fixed by the analyst. The loTy,s should not crash when

correctly accessing the members of the aligned data structures while being analyzed within
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the refined F' Sy,

6.3 Implementation

In this Section, I provide the implementation details behind FirmDiff.

6.3.1 Kernel Build

In the first iteration of stage @, FirmDiff consumes a firmware image Fjqg. as input and
analyzes it with FirmSolo. In turn, FirmSolo produces the F Sy, and FSiys for Fiugge. 1
note that it is not necessary to execute FirmSolo’s entire analysis pipeline, as FirmDiff
only requires FSie,, and FSyos. Thus, FirmDiff can be instructed to run FirmSolo until
the kernel build step and omit the resource-intensive emulation and data structure layout
recovery steps. Next, FirmDiff provides the FSy,s and loTj, to stage @

Stage (D) is iterative, the analyst can re-invoke it after they analyze the information
produced by stage @ Specifically, the analyst can either modify the configuration of the
F Skern by adding or removing configuration options during FirmSolo’s kernel configuration
process or they can manually modify the kernel source, change the configuration and re-

compile the F S, and its F Sy, (see Section 6.3.3).

6.3.2 Binary Diffing

In stage (), FirmDiff diffs every open-source kernel module in the JoT}, with its counter-
part in F'Sy,s, using Ghidriff. By default, Ghidriff analyzes the binaries with both Ghidra’s
main and GVT tools to find which functions match between the diffed binaries. To realize
FirmDiff, I modify Ghidriff to also match variables used by the same functions (found by
GVT) in the diffed binaries, and detect the memory accesses for these variables (i.e., the
variable matching algorithm explained below). The information about the matched vari-

ables and their memory accesses helps the analyst align the memory layouts of misaligned
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data structures between the modules in F'Sy,,, and loT,s. Below, I detail the analysis steps
followed in this stage.

Ghidra Analysis. First, every binary pair is analyzed with Ghidra’s main tool. I note
that the FSi.,, and the modules in FS;,; contain debugging information (i.e., DWARF)
which I use later during the variable matching process. Next every pair of binaries is
analyzed with Ghidra’s Version Tracking (GVT) tool. GVT uses 15 different correlators
(i.e. heuristics), to match the functions between the compared binaries.

Once the function matching process concludes, FirmDi ff initiates its variable matching
algorithm for each found pair of functions between the compared binaries. For simplicity,
for any two binaries diffed (or compared) I refer to the binary originating from FirmSolo
as Brs and the binary originating from Fjyge as Bjor. Similarly, I refer as Frg and Fy,r the

functions matched between the Brg and the By,7.

4 Bps " Bror

Func: Fpg Func: Frop

Var 1: Vpg, (struct net)
Def-Use Chain:

Var 1: Viopa
Def-Use Chain:

1
!
!
!
!
1
addiu s1,s0,0x298 ] addiu sl1,s0,0x2bc
1w a2,0x2a8 (s0) ! 1w v0,0x2cc (s0)
1w a0, 0x2b8 (s0) : 1w a2,0x2dc (s0)
1
!
!
!
1

Var 2: Vpgp (struct nf conn) Var 2: Vigrg

Def-Use Chain: Def-Use Chain:
sw v0,0x4 (s1)
sw vl,0x6c (sl)
1w v0,0xd8 (a0)

sw v0,0x4 (s1)
sw v1,0x6c (sl)
1w v0,0xd0 (a0)

Figure 6-3: Example of the Def-Use chains inference for variables Vgs4 and
Vrsp (accessed by function Frg) and variables Viora and Viorp (accessed
by function Fjor).

Variable Matching. FirnDiff first lifts Frg and Fj,r to Ghidra’s PcodeOp Intermedi-

ate Representation (IR). By using the IR of the functions, FirmDiff extracts the Def-Use
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chains of all the variables within Frg and Fj,7. The Def-Use chains are represented as the
assembly instructions (FirmDiff maps PcodeOp back to MIPS or ARM assembly) that
access each variable. In turn, these assembly instructions reveal how each function ac-
cesses the memory of the corresponding variable (i.e., the corresponding data structures’
members). I illustrate how FirmDiff represents the Def-Use chains in Figure 6-3. In this
example, functions Frg and Fj,7 access the variables Vrsa, Vrsp, and Vi,ra, ViorB, TESpEC-
tively. Since Brg has debugging information available, the types (and accessed members)
of Vrsa and Vggp are known; struct net and struct nf_conn, respectively. FirmDiff
will propagate this information to variables Vj,74 and Vj,rp, during the variable pairing
step discussed below. After the variable Def-Use chains are available, FirmDiff invokes
the variable pairing step.

Variable Pairing. The variable pairing step borrows its logic from the layout alignment
algorithm that FirmSolo uses. I present the inner workings of variable pairing in Figure 6-4.
First, FirmDif f maps the Def-Use chains for the variables Vrsa, Vrsp, Viora and Vi, into
the vectors Crsa, Crsp, Crora and Cy,7p, respectively. Specifically, each ISA mnemonic
(e.g., sw) 1s mapped to a coordinate in the vector. The value of each coordinate is equal to
the number of times the corresponding mnemonic occurs in the Def-Use chain of the target
variable. In addition, I set the last element of each vector as the total number of instructions
accessing the corresponding variable to make the vector similarity measurement discussed
below more accurate. Specifically, to match the variables Vgs4 and Vrgp with the variables
Viora and Vj,rp, FirmDiff uses the cosine similarity measurement (Wikipedia, 2024) be-
tween Crsa, Crsp and Ciora, Crorp. The variables with the highest similarity score are
considered a pair. In my example, variable Vrgy is paired with Vj,74 and variable Vggp is
paired with Vj,rp. Furthermore there can only be one match between the variables in Frg
and Fjor, to not confuse the analyst during the manual analysis process.

Once the variable matches are available, FirmDiff transfers the types from the vari-
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Figure 6-4: The variable matching algorithm. First, FirmDiff creates a
vector where each coordinate corresponds to an ISA mnemonic and each
value corresponds to the times the mnemonic occurs in the Def-Use chain.
In this case vectors Crsa, Crsp, Crora and Cjorp correspond to variables
VEsa, Vrss, Viora, and Viorp, respectively. By using the cosine similarity
measurement, FirmDiff pairs the variables Vg4 and Vjora (of type st ruct
net) and the variables Vrgp and Vjorp (of type struct nf_conn). Finally,
FirmDiff displays the members and offsets of the accessed members of
each variable.

ables in Ffg to their counterpart in Fjor. If the variable has a primitive type (e.g., int),
FirmDiff discards the pair since its layout is always static and cannot be modified man-
ually or by toggling configuration options (i.e., it cannot be incorrectly accessed). Thus,
FirmDiff keeps only the variable pairs with a data structure type, since their layout can
be modified and potentially be misaligned between Brg and the Bj,r. For these variable
pairs, FirmDiff outputs their type and their accessed members (i.e., names and offsets) in
ascending order by offset. The information about which members are accessed and their
offsets is embedded within the Def-Use chains and DWARF information extracted previ-

ously. I note here that FirmDiff only knows the names of the data structure members
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accessed for the variables in Frg, due to the availability of the DWARF information in Bfg.
For variables that belong in Fjor (since Bjor is usually stripped), FirmDiff displays only
the offsets of the accessed members. Once the variable matching algorithm concludes,
FirmDiff stores the variable pairs and their accesses for each matched function within a
JSON and a markdown file. Next, these findings can be parsed and/or processed programat-

ically by the analyst.

6.3.3 Manual Analysis

To identify any potential misaligned data structures between the F'Si.,, and the modules
in IoTy,s (and the loT,,,), the analyst can process the data structure type variable pairings
and their memory accesses for the matched functions in Brs and Bjor. Specifically, mis-
aligned data structures are recognizable based on the differences (or shifts) in the offsets
of their accessed members within two matched functions. As FirmDiff does not provide
further information about the root cause behind these shifts, the analyst leverage other com-
plementary static and dynamic analysis tools (e.g., cscope (Bell Labs, 2012), pahole (Car-
valho, 2009), Ghidra (NSA Research Directorate, 2025) and GDB (GNU Project, 2024))
to find the reason behind the misalignments. As mentioned in Section 6.2.2 the layout of
data structures is affected by the configuration options in the kernel configuration and any
modifications applied by vendors in their kernels’ source code. FirmSolo provides a builtin
utility that maps each data structure in the F'Sg,,, to the configuration options that affect
the layout of the data structure. The analyst can first consult this utility to explore possible
alignment solutions requiring only toggling configuration options. When no effective solu-
tion is achieved, it is an indication that the [oT kernel source code has been modified by the
vendors (see Section 6.4.3). Thus, the analyst can either modify F'S.,,,’s source code (i.e.,
pad the layout of data structures) and/or its configuration to correctly align the layout of
the misaligned data structures and re-invoke stage (1) to build the refined FSj.,, kernel. If

the refined F Si.,, kernel and 10T}, agree about the layout of their common data structures
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then the /0T, should not crash when accessing the correctly aligned members of these

data structures (while being loaded or executed within the FSy,,,,).

6.4 Evaluation

In this Section, I evaluate FirmDiff’s effectiveness in firmware re-hosting. In particular, I

provide the answers to the following research questions:

RQ1 How efficient is FirmDiff in highlighting misaligned data structures in the F Sk,

and F'Sy, (§ 6.4.2)?

RQ2 How effective is FirmDiff in improving the kernel configuration of the FSi..,

(§ 6.4.3)?

RQ3 Can FirmDiff improve FirmSolo’s firmware re-hosting (§ 6.4.4)?

First, I discuss my dataset and next detail my experimental analysis to answer the re-

search questions above.

6.4.1 Dataset

I evaluate FirmDiff on a set of 10 firmware images with 7 of the images originating from
the FirmSolo dataset. Specifically, I randomly select the set from the images that have per-
sistent kernel module crashes in FirmSolo, even after applying its memory layout alignment
algorithm. I aim to illustrate that FirmDiff is capable of aiding the analyst in correctly
aligning the memory layout of the misaligned data structures in these cases. I also evaluate
FirmDiff on 3 randomly picked firmware images from the Greenhouse (Tay et al., 2023)
dataset which was published in 2023. I choose a set of images that FirmSolo can success-
fully emulate and load their kernel modules, but is unable to address their kernel module
crashes. The reason for this additional set of images is to showcase that FirmDiff’s anal-

ysis is also applicable to modern firmware images. The images in my dataset belong to 6
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Image# Vendor Kernel Arch CSKOs CKKOs MADS

1 TPLink 2.6.21.5 MIPS 4 2 2
2 Trendnet 2.6.31 MIPS 1 2 4
3 DLink 2.6.33.2 MIPS 2 2 3
4 Zyxel 2.6.36 MIPS 4 2 2
5 ASUS 2.6.36 MIPS 4 2 2
6 TPLink  3.0.21 ARM 1 2 7
7 Netgear 3.4.103 ARM 6 1 3
8 TPLink 4.1.52 ARM 4 1 5
9 Netgear 4.4.60 ARM 11 1 5
10 ASUS  4.4.198 MIPS 111 4 4
Total 148 18 37

Table 6.1: Statistics about the firmware images in our dataset. The table
depicts the identifier of each firmware image, the vendor, the kernel ver-
sion, the architecture, the number of kernel modules crashed (CS) during
FirmSolo’s re-hosting, the number of kernel modules I manually checked
(CK) for each image and finally the number of misaligned (MA) data struc-
tures (DS) detected with FirmDiff. The * indicates that I also analyzed the
FSiern along with I0Tg,,, for the specific image. With the blue color and
green colors I represent the firmware images originating from the FirmSolo
and Greenhouse datasets, respectively.

vendors and their kernels range from version 2.6.21.5 to 4.4.198. I provide the relevant

information in Table 6.1.

6.4.2 Misaligned Data Structures

In this Section, I evaluate the accuracy of FirmDiff’s variable matching algorithm and also
compare its efficiency with FirmSolo’s misaligned data structure discovery capabilities, to
answer RQ1.

Overall, FirmDiff analyzes 842 open source kernel modules (i.e., open source kernel
modules in /0T, and their counterparts in F'Sy,s). During this analysis, FirmDif f matches
29,485 functions and pairs 28,269 variables (with a data structure type). Out of the total
functions matched, 20,564 (70%) functions actually contain zero variable pairs with a data

structure type. FirmDiff’s analysis takes 17 minutes on average. Due to the volume
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of the results, I manually verify FirmDiff’s findings for a subset of 18 crashing open
source kernel modules and 1 kernel binary and confirm the existence of 37 misaligned
data structures. I detail how I proceed to correct the layout of these data structures in
Section 6.4.3.

Variable Matching Accuracy. To measure the accuracy of the variable matching al-
gorithm, I randomly choose one kernel module per image (i.e., 10 kernel modules) out of
the 18 kernel modules I analyzed. Next, I sample 10 functions per kernel module (100
functions in total) and verify if FirmDiff correctly matches (or pairs) the variables in the
sampled functions. In particular, I confirm that FirmDiff pairs 392 variables in total. Out
of these pairs, 233 (59%) are correct pairs while 159 (41%) are not. I observe that the incor-
rect pairs are most prevalent between variables accessed by a single instruction, which tend
to confuse the variable matching algorithm. Nevertheless, a data structure can be refer-
enced multiple times (through distinct variables) in different functions in a kernel module.
Thus, the analyst can extract sufficient information to align the layout of the data structure
by consulting only the correct variable pairs (corresponding to the data structure), while
discarding the incorrect pairs.

Kernel Analysis. During my experiments, I opt to not analyze the FSi.,, and 10T},
kernels for these images with FirmDiff. Specifically, the analysis takes hours, due to the
thousands of functions and variables that are matched between these binaries. In addition,
having the 0T}, available is not guaranteed. In this case, I am able to extract the IoTj,,,
for only 2 images in my dataset, thus I emphasize the analysis of kernel modules.

Image 3 is the only case where I proceed to analyze the FSi.,, and l0T.,, kernels
with FirmDiff. In particular, the image contains two crashing kernel modules, one open
source (nf_conntrack_prot_gre.ko) and one closed source (jcp.ko !). The jep.ko

kernel module implements a proprietary protocol that exposes USB devices over the net-

Ihttps://www.silextechnology.com/connectivity-solutions/device-connectivity/
sx-virtual-usb-sdk-for-linux
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work. Since the nf_conntrack_prot_gre.ko exists in both the FSy,, and IoT,s, both
versions are analyzed by FirmDiff. However, jcp.ko does not have an upstream coun-
terpart compiled by FirmSolo. Thus, I cannot analyze jcp.ko with FirmDiff to identify
potential misaligned data structures between this kernel module and the F'Sy,,, kernel. Un-
fortunately, FirmDiff’s analysis on nf_conntrack_prot_gre.ko is ineffective and does
not provide information about the misaligned data accessed by this kernel module. For
these reasons, I also proceed to analyze the 0T}, and F S, for image 3 since the kernels
have information about all the data structures that are shared between the kernel modules
(open and closed source) and the core kernel. I aim to detect the misaligned data structures
accessed by both crashing kernel modules in this case. I note though, that the entire anal-
ysis takes over 5 hours, hence it is not scalable for a large number of firmware images. In
addition, compared to the hundreds of functions matched within the kernel modules, in this
case there are 14,066 functions matched between the /0T, and F Sy, kernels. Analyzing
all the function matches for potential misaligned data structures requires extensive effort
and time. For this reason, I inspect only the first 200 functions matched between 10T,
and F'Sg.,, for image 3 and identify 4 misaligned data structures.

FirmDiffvs. FirmSolo. In general, FirmDiff outperforms FirmSolo by highlighting
16 unique misaligned data structures during my experiments, while FirmSolo only detects
4 with its layout alignment mechanism. I provide a detailed breakdown of the identified
data structures for both FirmDiff and FirmSolo in Table 6.2. Thus, FirmDiff’s high
efficiency in highlighting misaligned data structures, also justifies FirmDiff’s utility as a

complementary analysis to FirmSolo.

6.4.3 Kernel Configuration

Identifying misaligned data structures is only the first step. To improve firmware re-hosting
and analysis, the analyst needs to address these misalignments. In this Section, I detail how

FirmDiff’s analysis aids the analyst to improve the configuration of FirmSolo’s kernels,
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to answer RQ2.

Data Struct. #Seen OptsOnly ModsOnly Both
FirmDiff

net 7 7 0 0
sk_buff 7 3 2 2
nf_conn 5 1 3 1
net_device 5 2 1 2
wiphy 2 0 2 0
cfg80211_registered_device 1 0 0 1
ip_tunnel 1 1 0 0
inet6_ifaddr 1 1 0 0
inet6_dev 1 1 0 0
ipv6_pinfo 1 1 0 0
cfg80211_scan_request 1 0 1 0
wireless_dev 1 1 0 0
input_dev 1 1 0 0
inode 1 1 0 0
neighbour 1 0 0 1
bonding 1 0 1 0
Total 37 (35) 20 10 7(5)
FirmSolo

struct module 8 8 0 0
struct net 2 2 0 0
struct net_device 1 1 0 0
struct kmem_cache_alloc 1 1 0 0
Total 12 (4) 12 0 0

Table 6.2: The misaligned data structures identified using FirmDiff and
FirmSolo and the types of alignments applied for each data structure (i.e.,
configuration options only, modifications only, or both). FirmSolo can only
apply alignments that require toggling configuration options. The paren-
theses in the total values indicate how many of these data structures are
successfully aligned when using each system.

For this experiment, I further analyze the 37 misaligned data structures highlighted
by FirmDiff (see Section 6.4.2), using complementary source code and binary introspec-
tion tools (Carvalho, 2009; NSA Research Directorate, 2025; GNU Project, 2024; Bell
Labs, 2012). T successfully align 35 out of these 37 data structures in the corresponding
FSiern kernels, by either toggling configuration options in the kernel, directly modifying
the source code of the data structures or both. I note that I am able to identify the combina-
tion of configuration options and modifications that align the layout of these data structures

through trial and error. Of course human expertise and knowledge also plays a crucial role
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in this case. Specifically, I am able to correct the layout of 20 data structures by simply
toggling configuration options in the kernels, 10 data structures by directly modifying their
implementation in the kernel source code, and 5 data structures by both toggling options
and modifying their source code. In contrast, FirmSolo’s memory alignment algorithm is
only able to correct the layout of 4 misaligned data structures (see Table 6.2). Unfortu-
nately, I am unable to align the layout of 2 data structures (struct net and net_device)
for a single image (i.e, image 10). In particular, I cannot guess the correct combination
of modifications and configuration options that align the layout of these data structures.
As I discuss below, extensive modifications by the vendors in their kernel source code can

impede the analyst’s layout alignment process.

1 | struct net_device {
1 |struct net_device | 2 char name[IFNAMSIZ];
2 char name[IFNAMSIZ]; 3.
3 . 4 |#4ifdef CONFIG_ETHERNET_PACKET_MANGLE
4 const struct header_ops *header_ops; 5 void (*eth_mangle_rx) (...);
3 unsigned int flags; 6 struct sk_buff *(*eth_mangle_tx) (...);
6 |.. 7 | #endif
7 13 8 const struct header_ops *header_ops;
9 unsigned int flags;
10 | ..
Figure 6-5: Implementation 1111
of  struct net_device
in the open source Linux- Figure 6-6: Implementation
4.4.60. of struct net_device in the

IoT Linux-4.4.60.

Figure 6-7: Code diff of the source implementation of st ruct net_device
between the upstream and [oT version of Linux-4.4.60.

Vendor Modifications. The majority of the misaligned data structures I identify in the
three modern images (12 of 15 data structures), are modified in their source code by the
vendors. Listing 6-7 provides the code diff of the implementation of struct net_device
between the upstream version of the kernel and the modified kernel used by Netgear (I
downloaded the GPL code provided by Netgear for image 9). The struct net_deviceis
the core representation of network devices in the kernel, containing information about the

network adapters and the configuration of the network devices. In this example, I show-
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case a small portion of the modifications implemented by Netgear in their kernel source
code. Specifically, the modified kernel contains additional configuration options (e.g.,
CONFIG_ETHERNET_PACKET_MANGLE) that guard members of st ruct net_device thatare
not present in the upstream kernel (see line 3 in Figure 6-5 and lines 4-7 in Figure 6-6).
As the name of the newly added configuration option and members (eth_mangle_rx and
eth_mangle_tx) suggest, this functionality is relevant to mangling ethernet packets. I note
here that without consulting the kernel source code used by the vendors, it is not possible
to guarantee that my alignment solutions are “correct”. In particular, I might not use the
same configuration options or place the modifications in the exact places as the vendors.
Unfortunately, I am only able to retrieve the GPL source code of images 8 and 9. Of course,
I only use the GPL source code to verify the code modifications in the vendors’ kernels and
do not rely on the source code for the analysis in any form. Nevertheless, as I discuss next,

the majority of my solutions are effective in improving firmware re-hosting.

6.4.4 Firmware Re-hosting

In this Section, I discuss how FirmDiff improves FirmSolo’s firmware re-hosting, to an-
swer RQ3. I aim to prevent [oT kernel module crashes that are related to misaligned ac-
cesses (specifically regarding the misaligned data structures I identified) during FirmSolo’s
emulation.

In this experiment, I re-host my firmware images with FirmSolo, using the refined
custom kernels and attempt to load the 148 kernel modules that originally crash while
being loaded in the F Sk, kernels. Next, I observe which of these kernel modules can load
successfully in the refined kernels. If successfully loaded, these kernel modules can be in
turn analyzed with FirmSolo’s downstream analysis. In particular, during my experiments
28 kernel modules load successfully due to my layout alignment solutions implemented
with the help of FirmDiff. In contrast, FirmSolo is only able to address the crashes for

and successfully load 5 kernel modules with its automated layout alignment algorithm.
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Failed Cases. The majority of the kernel modules (114 out of 120) continue to crash
due to lingering misaligned data structures. Most of these kernel modules (111 out of 114)
belong to image 10. As I mention in Section 6.4.3, I am unable to fix all the misaligned
data structures in this case. However, upon further inspection of the crashes, I observe that
they occur within the 1oad_module function (responsible for loading the kernel modules
into the kernel). Based on this observation, I confirm with Ghidra that the struct module
data structure is misaligned (not highlighted by FirmDiff) and incorrectly accessed by
the 1oad_module function. Unfortunately, I cannot find a working alignment solution for
struct module, which might significantly reduce the number of the crashing modules
in image 10. For the remaining 3 kernel modules, my layout alignment solutions did not
address the crashes. Note that even if all data structures are correctly aligned, other errors
can still lead to module crashes. For example, unrelated (to the layouts of data structures)
accesses to MMIO regions can be the root cause for such issues. Furthermore, 5 out of
the 120 crashing kernel modules, crash with a Kernel bug detected bug type that is not
related to misaligned data structure accesses (as opposed to Unable to handle kernel paging
request at). These types of bugs indicate that the kernel module code reached a check
that failed and resulted in a kernel trap. FirmSolo’s authors also confirmed the existence
of these bugs and observed that vendors had modified the checks in their own kernels
to prevent the code execution from reaching the traps. 1 do not consider these types of
bugs as a limitation of FirmDiff, as they are not related to misaligned data structures.
Finally, 1 kernel module (jcp.ko) crashes when accessing the misaligned kmem_cache
data structure. FirmSolo, by default, is able to detect and correct misalignments in this data
structure. However, the crash has to occur within the kmem_cache_alloc function, which
is not the case with jcp.ko. My analysis with Ghidra, shows that the crash occurs after the
kmem_cache_alloc function is executed. Similar to FirmSolo, FirmDiff’s analysis does

not detect the misalignment of kmem_cache, and thus I do not address this crash.
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FirmSolo’s re-hosting experiments only showcase if and how many kernel modules
are successfully loaded in the refined FSj.,, kernels. To further illustrate the utility of
FirmDiff in firmware re-hosting, I check if the “fixed” kernel modules crash while their
code is executed during emulation. For this purpose, I use the FirmSolo-compatible Fir-
madyne system to emulate the firmware images in my dataset. All the experiments run
without errors except one case (i.e., image 7) where a crash occurs due to a kernel bug.
Again the crash is not related to a misaligned data structure and thus it is not considered a

limitation of FirmDiff.

6.5 Discussion

In this Section, I discuss future applications, the limitations of FirmDiff and remaining
gaps in the research landscape to analyze Linux-based IoT firmware kernel modules. Even
though its main target is IoT privileged firmware code, FirmDiff can also be applied to
the same targets as Ghidriff, i.e., general purpose OS binaries. Since FirmDiff relies on
Ghidra and Ghidriff, its binary analysis is OS agnostic. For example, I can use FirmDiff
to analyze patched kernel modules targeting general purpose OS machines. As previously
mentioned, FirmDiff’s goal is to expose misaligned data structures in FirmSolo’s kernels,
which can lead to kernel module crashes, if the IoT kernel modules access these data struc-
tures during the emulation. Currently, the analyst has to manually align the layout of these
offending data structures, through toggling configuration options during the kernel build or
by directly modifying these data structures. Similar to FirmSolo, the alignment process can
be (partially) automated to alleviate some of the burden of the analysis from the analyst. I
leave this as future work.

FirmDiff like other static analysis systems has limitations. First, FirmDiff’s analysis
depends tightly on the accuracy of Ghidra. If Ghidra incorrectly analyzes the target binaries

(e.g., incorrectly disassembles the code of functions), FirmDiff’s analysis will in turn be
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ineffective. Second, unlike FirmSolo, FirmDiff cannot pinpoint the origin of the crashes
within the kernel modules. FirmDiff, only provides information about the layout of data
structures used by the crashing kernel modules. The analyst is responsible for identifying
if the actual root cause behind the crash is a misaligned data structure access or another

type of bug.



Chapter 7

Lock ‘n Load: Detecting Deadlocks in
Linux-based Binary-only Firmware

In this chapter, I present my contribution to improving the scope of current dynamic
firmware analysis techniques, to deadlock bug detection. First, I provide information about
the design my deadlock detection technique on privileged binary-only IoT firmware code
(i.e., kernel modules and drivers). Next, I discuss the implementation of LL, the prototype
implementation of this technique. Finally, I detail the evaluation of LL’s capabilities to

detect potential deadlocks on binary-only IoT kernel modules.

7.1 Overview

In this section, I discuss the system overview of LL. Given a target firmware, the goal of
LL is to produce a Linux kernel capable of analyzing the firmware’s binary-only kernel
modules with Lockdep.

To achieve this goal LL has to address three challenges related to the functionality of
Lockdep. Given a specific kernel version, the first challenge that LL has to address is to
decouple the lockdep metadata in the kernel from Lockdep. Specifically, LL has to find
(Stage (1) and modify the code that uses the lockdep metadata to use the SLoMs instead
(Stage @). Second, Lockdep’s deadlock detection depends inherently on code coverage.
LL, relies on the syzkaller kernel fuzzer and a custom network traffic generator (NTG)
to exercise the code the binary-only 10T kernel modules, while the modules are analyzed

by Lockdep. I stress that LL’s instrumentation is fully-automated to account for the code
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Figure 7-1: System overview of LL. The dashed boxes represent the stages
that comprise LL. NTG stands for Network Traffic Generator.

changes regarding locks between different kernel versions. For example, new locks might
be introduced or existing ones might be altered, removed, or get moved around. Next, I
provide information about the stages comprising LL.

As depicted in Figure 7-1, LL consists of three fully-automated stages: @ The Lockdep
Metadata Usage Inference stage, in which LL identifies all the locations in the target ker-
nel’s source code where lockdep metadata are used. (2) The Kernel Instrumentation stage
where LL produces a kernel capable of analyzing binary IoT kernel modules for deadlocks.
First, LL inserts the Shadow Lockdep subsystem and the Shadow Lockdep Maps (SLoMs) in
the target kernel’s source code. Next, LL uses the information from stage (1) to instrument
the Lockdep subsystem to use the SLoMs instead of the original lockdep metadata. The
Shadow Lockdep subsystem supplements Lockdep with the ability to analyze binary-only
IoT kernel modules despite the absence of their source code. Once the kernel instrumen-
tation is complete, LL uses the target kernel’s modified source code and the Pandawan re-
hosting framework to build a custom kernel capable of re-hosting and analyzing the target
firmware’s binary only kernel modules with Lockdep. @ The Deadlock Detection stage
where LL first uses the custom kernel produced in stage (2) to re-host the binary-only kernel
modules in the target firmware. Next, LL dynamically analyzes the re-hosted binary-only
kernel modules (via syzkaller and a network traffic generator), using the modified version

of Lockdep.



124

For the sake of simplicity, in the remaining sections I will focus on the kernel locking
data structures (e.g., struct raw_spinlock, struct mutex, struct semaphore, etc.),
which contain Lockdep’s metadata. Of course, my Lockdep instrumentation (see Sec-
tion 7.1.3) also applies to other non-locking data structures (e.g., struct timer_list and
struct kernfs_node) also traced by Lockdep. I also use the term custom kernel and IoT
kernel to distinguish between the kernel produced by LL, and the kernel distributed by the
target firmware, respectively. Throughout the rest of this section I first provide information

about the SLoM's and next I will detail the three stages comprising LL.

7.1.1 Shadow Lockdep Maps (SLoMs)

By design, Lockdep’s deadlock detection logic primarily depends on two requirements;
1) the lockdep metadata (e.g., the lockdep maps), and 2) the lockdep annotations. First,
the locking data structures must contain the lockdep metadata as part of their memory
layout. In particular, if Lockdep is enabled during the kernel build (Kbuild) process, the
compiler will insert the lockdep metadata in the kernel locking data structures. The lock-
dep metadata are guarded by Lockdep-specific and interdependent configuration options,
such as CONFIG_DEBUG_LOCK_ALLOC, CONFIG_LOCKDEP, and CONFIG_PROVE_LOCKING.
Figure 7-2a provides an example of how the CONFIG_DEBUG_LOCK_ALLOC configuration
option (see lines 7-9) guards the member dep_map of type struct lockdep_map within
the struct raw_spinlock data structure. Furthermore, Lockdep also incorporates a va-
riety of debugging checks to verify the correct usage of locking data structures (e.g., the
ownership of the lock). The metadata (e.g., magic, owner_cpu, and owner) related to
these debugging operations can be seen in the example in lines 3-6. The corresponding
option that guards these metadata in the example, CONFIG_DEBUG_SPINLOCK will be force-
selected if CONFIG_DEBUG_LOCK_ALLOC is enabled during Kbuild. I also consider these
debugging primitives to fall under the lockdep metadata umbrella and thus handle them

appropriately.
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struct raw_spinlock

| typedef struct raw_spinlock { struct raw spinlock
2 arch_spinlock_t raw_lock; b Zawilock
3 #ifdef CONFIG_DEBUG_SPINLOCK raw_lock lock
- - - Shad: Lockd Maj
4 unsigned int magic, owner_cpu; . address adow Lockdep Map
5 void *owner; BEXRLE hashtable_key
6 #endif i
owner cpu
7 #ifdef CONFIG_DEBUG_LOCK_ALLOC = Lockdep e
8 struct lockdep_map dep_map; owner Metadata owner_cpu Lockd
9 #endif Metadata
10 } raw_spinlock_t; dep_map owner
dep_map
. . (b) The struct
(a) Code implementation of . (© The struct
. . raw_spinlock memory ,
struct raw_spinlock 1n raw_spinlock memory

layout with stock Lockdep.

Linux v5.4.164 layout with Shadow Lockdep.

Figure 7-2: Code implementation and memory layout of struct
raw_spinlock, when stock Lockdep and Shadow Lockdep are enabled, re-
spectively. The light blue and orange boxes represent the lockdep metadata.

The second requirement of Lockdep is the annotation (i.e., triggering a call to Lock-
dep) of all the locking operations in the kernel code (e.g., the _ _raw_spin_lock and
__raw_spin_unlock functions). These annotations initiate Lockdep’s deadlock anal-
ysis for a specific lock class, using the lock’s lockdep metadata. Within the ker-
nel source code, the annotations are implemented as macros (e.g., spin_acquire and
spin_release). These macros expand to Lockdep’s core functions (i.e., lock_acquire
and lock_release), if Lockdep is enabled, and to no-code if Lockdep is disabled dur-
ing compilation, like with the IoT kernels and modules. In turn, these functions trigger
Lockdep’s deadlock detection logic for the target lock class (see Section 2.6.1).

LL’s goal is to re-use Lockdep’s deadlock detection logic which in turn relies on trac-
ing any lock class uses in the kernel (modules) through the lockdep metadata. According
to prior work (Angelakopoulos et al., 2023; Angelakopoulos et al., 2024a; Angelakopou-
los et al., 2024b), the memory layout of data structures, common between the IoT kernel
modules and the custom kernel (used for re-hosting) must be consistent. This requirement
is mandatory to avoid incorrect data structure member accesses (by the modules) during
re-hosting, which in turn might lead to kernel module crashes. Thus, inserting the lock-
dep metadata in the custom kernel’s locking data structures, by simply enabling Lockdep,

would violate the requirement of shared data structures being aligned and thwart the normal
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execution of the IoT kernel modules.

Instead, the SLoMs enable Lockdep to trace the accesses of lock classes, without af-
fecting the layout of locking data structures. A SLoM is a shadow memory which stores
the same information as a lockdep map, without that information being embedded within
the locking data structures. Figure 7-2c provides a visual representation of how a SLoM
stores the lockdep metadata (i.e., magic, owner_cpu, owner, and dep_map) which would
normally be inlined in the struct raw_spinlock data structure (see Figure 7-2b). The
use of the SLoM's guarantees that the layout of the locking data structures is not affected by
the lockdep metadata even if Lockdep is enabled in the custom kernel (since the metadata
are decoupled from the data structures). For Lockdep to leverage the SLoMs, LL first needs
to outline the lockdep metadata use cases in the custom kernel code (see Section 7.1.2),
and next, instrument the Lockdep annotations to interact with the SLoMs, instead (see Sec-
tion 7.1.3). This means that LL does not require access to the source code of binary-only
IoT kernel modules and re-compile them with Lockdep enabled. LL simply enables Lock-
dep in the custom kernel and applies the former’s mature deadlock detection analysis on

these modules.

7.1.2 Lockdep Metadata Usage Inference

In stage (1), LL identifies all the locations in the target kernel source code that are annotated
by Lockdep. Stage @ instruments the identified locations to use the SLoMs instead of the
lockdep metadata, so that Lockdep can support the binary-only IoT kernel modules. To
extract this information, LL statically analyzes the target firmware to identify the kernel
version used by the firmware’s IoT kernel and the configuration options enabled during
its compilation, following the same approach as prior work (Angelakopoulos et al., 2023;
Angelakopoulos et al., 2024b).

The kernel version indicates which (open-source) kernel tree LL must use to build the

custom kernel for the target firmware. Importantly, the extracted kernel configuration pro-
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vides three contributions. First, it constitutes the configuration of LL’s custom kernel,
which approximates the IoT kernel. Second, it shows the compatibility of the firmware’s
modules with LL. LL requires that the IoT kernel and its modules are compiled with the
CONFIG_DEBUG_SPINLOCK or CONFIG_PREEMPT (or both) configuration options enabled.
The former option is related to debugging the use of spinlocks, and is generally not en-
abled in production systems. CONFIG_PREEMPT yields a preemptible kernel, suited for
low-latency systems, and is frequently enabled (used by 51% of my images) for modern
IoT devices.

When the aforementioned options are enabled, all the locking and unlocking opera-
tions (e.g., _raw_spin_lock and _raw_spin_unlock) are defined as exported (global)
functions in the IoT kernel, instead of being inlined. Since LL has complete control over
the custom kernel’s code, LL modifies the Lockdep subsystem (in stage @) to analyze IoT
kernel modules, by using the lockdep annotations within the exported locking functions.
If the 10T kernels are compiled without these options enabled, then a subset of the lock-
related operations will be inlined within the IoT module code. These inlined functions
do not contain any Lockdep annotations (i.e., the macros for the annotations expand to
no code) since the 10T kernel and kernel modules are compiled without Lockdep enabled.
Thus, the custom kernel’s Lockdep subsystem would immediately generate errors due to
the partial tracking of the acquisitions and releases of locks used by the 10T kernel mod-
ules. A solution to this problem would be to statically re-write the binary-only 10T kernel
modules to insert the Lockdep annotations in any lock-related operation. However, this
approach is orthogonal to LL and thus I leave it as future work.

The third contribution of the IoT kernel’s configuration is to assist LL identify the C files
(with .c and .h extensions), used to build the custom kernel. LL identifies which of these
files use locking primitives and are annotated by Lockdep, should Lockdep be enabled

during compilation. LL has to instrument these annotations to use the SLoMs instead of the
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lockdep maps. Once this analysis is complete, LL proceeds to stage @

7.1.3 Kernel Instrumentation

Stage (2) is responsible for building a custom kernel capable of analyzing the binary-only
IoT kernel modules of the target firmware for deadlock-based bugs. To build the custom
kernel, LL consumes the information extracted in stage (1), such as the target kernel’s con-
figuration and information about the accesses of lockdep metadata within the target kernel’s
source files. Based on this information, LL instruments all the lockdep metadata accesses
to use the SLoMs, instead. Next, I detail the steps that LL follows during this stage.

First, LL modifies the custom kernel’s source tree to add the support for the SLoMs. The
functionality of LL’s instrumentation is twofold: 1) The insertion of the Shadow Lockdep
subsystem in the custom kernel tree. This subsystem is responsible for allocating, initial-
izing and retrieving the SLoM's which contain the lockdep metadata associated with each
used lock. 2) The modification of the Lockdep annotations to use the SLoM:s in lieu of the
lockdep metadata within the locking data structures. In particular, LL relies on the extracted
information from stage (1) regarding the lockdep metadata uses to alter every annotation
(i.e., call to the Lockdep subsystem) to use a SLoM instead of the lockdep metadata. Fur-
thermore, the custom kernel is compiled with the CONFIG_PROVE_LOCKING option enabled,
which includes Lockdep’s deadlock detection logic in the kernel. However, to ensure that
the layout of locking data structures does not change with the introduction of Lockdep, LL
also modifies the implementation of these data structures and removes the lockdep meta-
data therein. Next, LL uses the modified source code of the custom kernel and the kernel
configuration extracted in stage (1) along with Pandawan to build the custom kernel that can

both re-host and analyze the target firmware’s binary-only kernel modules with Lockdep.
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7.1.4 Deadlock Detection

As soon as stage (2) generates the custom kernel, LL proceeds to re-host the binary-only
kernel modules of the target firmware using the custom kernel and Pandawan. This re-
hosting step serves two purposes: 1) LL identifies which binary-only kernel modules can
be successfully loaded by the custom kernel and by extension can be analyzed with Lock-
dep, and 2) LL extracts important information during the re-hosting process and transforms
this information into system call descriptions for the grammar-based fuzzer syzkaller. Ex-
amples of the information extracted from the re-hosting process are the registered character
devices, registered sockopt operations, and registered netfilter hooks. Since the code of the
binary-only IoT kernel modules is not publicly available, there are no system call descrip-
tions available for these kernel modules and thus syzkaller has no information on how to
fuzz their code. However, the use of the descriptions generated by LL allows syzkaller to
successfully fuzz-test binary-only targets.

Unfortunately though, for the same reason that LL cannot use the unmodified version of
Lockdep, LL cannot use syzkaller, unmodified, to fuzz the binary-only [oT kernel modules.
Syzkaller’s, coverage feedback relies on the kernel’s KCOV (Vyukov, 2025) instrumenta-
tion, inlined in the kernel during the compilation process if the CONFIG_KCOV configuration
option is enabled. The CONFIG_KCOV option is not enabled during the compilation of the
binary-only IoT kernel modules and thus the KCOV instrumentation is absent from these
kernel modules. Thus, I modify syzkaller to extract basic block coverage information from
QEMU (i.e., the Translation Blocks) instead of relying on the kernel’s KCOV instrumenta-
tion. For this reason, I instrument QEMU to provide the executed Translation Block (TB)
information to syzkaller as coverage feedback.

Finally, as networking modules are a substantial subset of the binary-only IoT kernel
modules in my dataset, LL uses a custom network traffic generator to send random packets

to the re-hosted custom kernel. By using the traffic generator, LL aims to trigger packet han-
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dling logic within the loaded binary-only 10T kernel modules (i.e., their registered netfilter

hooks).

7.2 Implementation

In this section, I provide the implementation details behind LL.

7.2.1 Shadow Lockdep Maps (SLoMs)

As stated in Section 7.1.1 it is necessary to decouple Lockdep’s metadata (e.g., the lockdep
maps) from the locking data structures. The decoupling process ensures that the locking
data structures’ memory layout, in the custom kernel, matches the layout that the binary-
only IoT kernel modules expect. The SLoMs serve as a surrogate storage for the decoupled
lockdep metadata. By modifying Lockdep’s annotations, the transition from the lockdep
maps to the SLoMs is completely transparent to the Lockdep subsystem.

I implement the SLoMs into a separate (shadow) memory that is initialized and indi-
rectly associated with the locks used in the kernel via the Shadow Lockdep subsystem.
Specifically, I leverage Linux’s hashtable (KernelNewbies, 2017), introduced in the v3.7
version of the kernel, to create a one-to-one mapping between the SLoMs and the kernel
locks. Like other hashtables, Linux’s hashtable functions like a key-value store data struc-
ture, which supports the add, delete and search operations. Whenever the kernel (module)
code dynamically initializes a lock (e.g., a mutex through the __mutex_init function),
Shadow Lockdep creates a new SLoM and stores it in the (SLoM) hashtable using the lock’s
address as the key. As discussed in Section 7.2.3, dynamic locks get assigned their lock
class (key) through their initialization functions. Next, every time Lockdep requires the
lockdep metadata related to the lock (e.g., to initialize/acquire/release its lock class), the
kernel retrieves the SLoM from Shadow Lockdep by performing a hashtable lookup using

the lock’s address. The SLoM creation and retrieval operations are implemented via the
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Shadow Lockdep’s APIs that are exposed to the entire kernel (see Section 7.2.3).

I note here that LL treats statically defined locks (e.g., locks defined by macros such
as DEFINE_MUTEX or DEFINE_SPINLOCK) differently from dynamically created ones. As
static locks do not go through any initialization functions such as __mutex_init, it is
impossible for Shadow Lockdep to be aware of the creation times of these locks during the
kernel (module) execution and correspondingly assign these locks a SLoM. Fortunately,
unlike dynamic locks, static locks use the lock (object) itself as their lock class (key). In
addition, as static locks are not assigned a SLoM, the SLoM lookup operation for these locks
would cause a miss in the hashtable. While Shadow Lockdep is unaware of the creation of
a static lock, it is though aware of accesses to the lock. I capitalize on this observation and
enhance the SLoM hashtable lookup operation to dynamically create and initialize a SLoM
during a miss in the hashtable (i.e., the first time a locking operation accesses a static lock).
This ensures that LL correctly handles both static and dynamic locks. Next, I discuss in

detail the three stages of LL.

7.2.2 Lockdep Metadata Usage Inference

Stage @ is responsible for identifying all the locations in the target kernel source code
that are annotated by Lockdep and use the lockdep metadata. In stage @ LL uses this
information to instrument these locations to use the SLoMs instead, enabling Lockdep to
support the binary-only IoT kernel modules.

To detect the code locations where the lockdep metadata are used, LL at first uses Pan-
dawan to analyze the target firmware image and retrieve the version and the (Kbuild) con-
figuration of the image’s IoT kernel. On the one hand, the kernel version information
simply corresponds to the open-source Linux kernel code that is used in stage (2) to build
LL’s custom kernel. On the other hand, LL uses the kernel configuration to build the custom
kernel in stage (2). However, prior to building the custom kernel, LL first checks if the

configuration contains the CONFIG_DEBUG_SPINLOCK or CONFIG_PREEMPT (or both) op-
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tions and only then proceeds with the kernel compilation. These options force all locking
operations initiated by the binary-only IoT kernel modules to be explicit calls to global
functions exported by the IoT kernel and by association the custom kernel. Since LL has
complete control over the custom kernel’s code, LL can compile the kernel with Lockdep
enabled (toggling on the CONFIG_PROVE_LOCKING option) and thus include all the Lockdep
annotations within the (exported) locking functions. In turn, Lockdep can successfully and
accurately keep track of all the lock acquisitions and releases (i.e., the calls to the exported
locking functions) initiated by the binary-only kernel modules which use the exported lock-
ing functions.

Finally, LL uses the IoT’s kernel configuration to identify all the C source files (. c and
.h) that make use of lockdep annotations and metadata, when Lockdep is enabled. While
a trivial string-based search (e.g., grep) would yield multiple results, it would still be in-
sufficient due to the presence of macros that indirectly use lockdep maps. Instead, LL uses
Clang’s (Clang Project, 2025b) libtooling and AST matchers (Clang Project, 2025a) which
identify both direct accesses of lockdep maps (e.g., in functions) or indirect uses, by ex-
panding macros. Specifically, LL first conducts a compilation of the custom kernel using
the 10T kernel’s configuration, also with Lockdep enabled (but without any instrumenta-
tion). Simultaneously, LL relies on Bear (Nagy, 2025) to generate a database with all the
C source files (and their compilation commands) used to build the kernel. Next, LL uses
Clang to analyze the files in the database and detect all the locations that access lockdep

metadata (i.e., all the code annotated by Lockdep). This information is then passed to stage

@.

7.2.3 Kernel Instrumentation

The goal of stage (2) is to build a custom kernel that can re-host and analyze the target
firmware’s binary-only IoT kernel modules with Lockdep. LL modifies the source code of

the custom kernel, specifically the lockdep metadata accesses found in stage @, to add
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support for the Shadow Lockdep subsystem and the SLoM:s.

Hashtable Description API Description

gen_shadow_lockdep_map Generate a SLoM and insert it in lock_htable
lock_htable  Caches the shadow lockdep maps (SLoMs) | get_shadow_lockdep_map Look for an existing SLoM in lock_htable or

create a SLoM for a static lock

key_htable  Caches the lock class keys for locks ‘ get_shadow_lockdep_key Getor create a lock class key for a module lock

Table 7.1: Shadow Lockdep’s hashtables and the functions that access the
tables.

Shadow Lockdep. Internally, the Shadow Lockdep subsystem handles operations
(store/lookup) for hashtables (shadow memory) and exposes a custom API to the en-
tire kernel for interacting with these hashtables. In particular, Shadow Lockdep effec-
tively manages two hashtables (i.e., lock_htable, and key_htable) shown in column one
of Table 7.1. The lock_htable is the primary hashtable maintained by Shadow Lockdep.
Its purpose is to store information about the SLoMs (hashtable values) of all the locks
(hashtable keys) used by the custom kernel and the binary-only IoT kernel modules.
The Shadow Lockdep subsystem exposes two API functions gen_shadow_lockdep_map
and get_shadow_lockdep_map that access the lock_htable and are globally accessi-
ble throughout the entire kernel code (via the EXPORT_SYMBOL macro). The first func-
tion is responsible for creating a new SLoM and adding it to lock_htable. The second
function’s purpose is to retrieve an already existing SLoM from lock_htable. As 1 dis-
cuss later, LL instruments the kernel’s lock initialization functions (e.g., mutex_lock) to
call gen_shadow_lockdep_map function and create a SLoM for a dynamically created
lock. In contrast, static locks are not created by the standard lock initialization func-
tions. Instead, these locks are initialized directly by the DEFINE_<LOCK> macros, which
cannot be instrumented to call gen_shadow_lockdep_map. For this reason, I extend
get_shadow_lockdep_map to create and initialize a SLoM (using the type of the lock)
in case a static lock is accessed for the first time, either by the core kernel or a binary-only

kernel module.
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| #define mutex_init (mutex)\ | void __mutex_init (struct mutex | void debug_mutex_init (struct mutex

2 do { \ *lock, const char *name, *lock, const char *name,

3 static struct lock_class_key \ struct lock_class_key *key) 2 struct lock_class_key *key)

4 __key; \ 24 3

5 __mutex_init ((mutex), #mutex, \ 3 ... 4 #ifdef CONFIG_DEBUG_LOCK_ALLOC
&__key) ;i\ 4 #ifdef CONFIG_MUTEX_SPIN_ON_OWNER 5 ...

7 } while (0) 5 osqg_lock_init (&lock->0sq); 6 lockdep_init_map (&§lock->dep_map, \

6 #endif name, key, 0);

%

#tendif
lock->magic = lock;

}

8 debug_mutex_init (lock, name, key);

(a) The mutex_init macro. , |

(b) The _ mutex_init func- (c) The debug_mutex_init
tion. function.

Figure 7-3: Chained initialization of a kernel mutex lock in Linux v5.4.164.

The key_htable generates unique lock class keys, representing lock classes (hash-
table values) for locks (hashtable keys) that are dynamically created and used by the binary-
only IoT kernel modules. Normally when Lockdep is enabled, every lock is assigned a
lock class key (i.e., a lock class), that is always the same for every instance of the lock.
For example, Figure 7-3 illustrates how a lock of type struct mutex gets assigned a
lock class key from Lockdep. For most lock types, such as my example, the lock class
key (see lines 3-4 in Figure 7-3a) is a statically defined data structure of type struct
lock_class_key. Since all instances of the same lock are initialized by the same func-
tion (e.g., param_lock isinitialized by init_param_lock function, in kernel/module.c,
which calls the mutex_init macro), they will all be assigned the same lock class key.
Through the mutex_init macro, the lock class key is propagated to the _ mutex_init
function (see lines 5-6 in Figure 7-3a), then to the debug_mutex_init function (see line 8
in Figure 7-3b). Finally, the lock class key gets associated with the lock through Lockdep’s
lockdep_1init_map function (see lines 6-7 in Figure 7-3c).

Unfortunately, within the binary-only IoT kernel modules, the data structure struct
lock_class_key is interpreted as a type without contents (zero size), since these mod-
ules are compiled with Lockdep disabled. As a result, the pointer to a zero size struct
lock_class_key propagated to the lockdep_init_map function will always point to the

same address (in the module’s BSS section) regardless of the lock type. Thus, every non-
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static lock (type) initialized by a binary-only 10T kernel module would always be assigned
the same class, which is incorrect. To mitigate this issue, I rely on the fact that dynamically
created locks are assigned specific names (e.g., param_lock) during their initialization (see
the second argument of __mutex_init in Figure 7-3b). Based on this observation, when-
ever a binary IoT kernel module dynamically creates a lock, LL uses the name of the lock
as a unique identifier to create a new lock class for the lock and store it in key_htable. Thus,
LL will award the same lock class to all lock instances using the same name and created by

the same kernel module.

| #define lock_acquire_exclusive(l, s, t, n, 1) lock_acquire(l, s, t, 0, 1, n, i)

N

3 #define spin_acquire(l, s, t, 1) lock_acquire_exclusive(l, s, t, NULL, 1)
} #define spin_release(l, n, 1i) lock_release(l, n, 1)

5 ...

6 #define mutex_acquire(l, s, t, 1) lock_acquire_exclusive(l, s, t, NULL, i)
7 #define mutex_release(l, n, i) lock_release(l, n, i)

(a) Stock Lockdep annotations in include/linux/lockdep.h

| #define lock_acquire_exclusive(l, s, t, n, i, m) shadow_map_lock_interim(l, s, t, 0, 1, n, i, m)
5

3 #define spin_acquire(l, s, t, 1) lock_acquire_exclusive(l, s, t, NULL, i, SPINLOCK_MAGIC)
} #define spin_release(l, n, 1i) shadow_map_release_interim(l, n, 1i)

5 ...

6 #define mutex_acquire(l, s, t, 1) lock_acquire_exclusive(l, s, t, NULL, i, MUTEX_MAGIC)

7 #define mutex_release(l, n, i) shadow_map_release_interim(l, n, i)

(b) LL’s Lockdep annotation instrumentation in include/linux/lockdep.h

| void shadow_map_lock_interim(void *lock, unsigned | void shadow_map_release_interim(void *lock, int
int subclass, nested,
2 int trylock, int read, int check, 2 unsigned long ip)
3 struct lockdep_map *nest_lock, 3
4 unsigned long ip, unsigned int magic) 4 struct shadow_lockdep_map *slom;
51 5 slom = get_shadow_lockdep_map (lock, 0, -1);
6 struct shadow_lockdep_map *slom; 6 lock_release (slom->dep_map, nested, 1ip);
7 slom = get_shadow_lockdep_map (lock, subclass, 7}
magic);
8 lock_acquire (slom->dep_map, subclass, trylock,
reads checky mest_ieck, fe)i (d) LL’s lock_release wrapper function.

(c) LL’s lock_acquire wrapper function.

Figure 7-4: LL’s Lockdep annotation instrumentation.

Lockdep Annotations. At its core, Lockdep uses three main functions to con-
duct its deadlock detection analysis (i.e., the lockdep_init_map, lock_acquire, and
lock_release functions), all of which operate on lockdep maps. The function

lockdep_init_map is used to initialize the lockdep map and assign a lock class to a lock.
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The lock_acquire and lock_release functions trace the acquisition and release of a
lock (class), respectively and trigger Lockdep’s deadlock detection for the target class.
However, these functions are rarely used directly within the kernel code. Instead, the ker-
nel defines wrapper functions and macros around these functions, corresponding to each
lock type (e.g., mutex_acquire for mutexes) which are used to annotate each locking
operation (e.g., mutex_lock). LL relies on the information extracted from stage (D), to
find and instrument all invocations to these wrappers to use the SLoMs instead of the
lockdep maps inlined within the locking data structures. Specifically, LL makes use of
Shadow Lockdep’s API functions (see Table 7.1) to either generate new or retrieve ex-
isting SLoMs and lock class keys, from the lock_htable, and key_htable hashtables. Fig-
ure 7-4 provides more detailed information about LL’s instrumentation regarding Lockdep’s
annotations. Specifically, as shown in Figure 7-4a, Lockdep defines lock type-specific
wrappers (macros) around its core deadlock analysis functions (i.e., lock_acquire and
lock_release), which are used throughout the kernel code to annotate locking operations
(e.g., mutex_lock). Figure 7-4b shows how LL modifies these macros to expand to its own
custom wrappers, shadow_map_lock_interimand shadow_map_release_interim. For
example, mutex_acquire expands to shadow_map_lock_interim (see lines 1 and 6 in
Figure 7-4b). In turn, LL’s custom wrappers are responsible for retrieving the SLoM's for
the target lock (see lines 6-7 in Figure 7-4c and lines 4-5 in Figure 7-4d). Next, LL calls
Lockdep’s lock_acquire (see line 8 in Figure 7-4c) and lock_release (see line 6 in
Figure 7-4d) using the lockdep metadata stored within the SLoMss, to initiate the deadlock
detection analysis for the target lock (class).

Finally, LL uses the instrumented custom kernel code, the 10T kernel’s configuration
(extracted in stage (1)) and Pandawan’s kernel build facility to build the custom kernel.
The custom kernel is capable of both re-hosting and analyzing the binary-only IoT kernel

modules for deadlock-based bugs with Lockdep. Next, I discuss two special cases of modi-
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I struct module ({
2 enum module_state state;

4 #ifdef CONFIG_TRACEPOINTS

S5 unsigned int num_tracepoints;

6 tracepoint_ptr_t *tracepoints_ptrs;
#endif

9 #ifdef CONFIG_TRACING

10 unsigned int num_trace_bprintk_fmt;

11 const char **trace_bprintk_fmt_start;
12 #endif

13 #ifdef CONFIG_EVENT_TRACING

14 struct trace_event_call **trace_events;
15 unsigned int num_trace_events;

16 struct trace_eval_map **trace_evals;

17 unsigned int num_trace_evals;

18 #endif

20}

Figure 7-5: The memory layout of struct module in Linux v5.4.164.

fications implemented by LL, required for the normal loading and execution the binary-only
IoT kernel modules in the custom kernel.

Struct module. Except the locking data structures (e.g., mutex, spinlock, semaphore,
etc), LL has to make sure that the layout of the struct module data structure is unaf-
fected when enabling Lockdep in the custom kernel. The struct module data struc-
ture (i.e., the representation of a kernel module within the kernel) is frequently accessed
by the IoT kernel modules and thus its layout in the custom kernel has to be consis-
tent with the layout that the IoT kernel modules expect. Unfortunately, struct module
is indirectly affected by Lockdep when the latter is enabled during the compilation of
the kernel. Specifically, enabling Lockdep will force-select all the tracing options in
the kernel (e.g., CONFIG_TRACING, CONFIG_TRACEPOINTS, and CONFIG_TRACE_EVENTS)
which introduce additional members within struct module (see lines 4-7, 9-18 in Fig-
ure 7-5). When it comes to the binary-only IoT kernel modules these tracing options are
usually disabled, since they are primarily used for debugging and monitoring the behav-
ior of the kernel, thus they are not enabled in production systems such as the IoT ker-
nels. Thus, to make sure that these options do not affect the layout of struct module
when Lockdep is enabled, I enhance Shadow Lockdep to also store the tracing informa-

tion in lieu of struct module, similar to how SLoMs store the lockdep metadata in-
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stmdb y{rd, 10}
cpy ’

bic o , #0x3fc0
bic , 13, #0x3f
ldr ,[r3,40x10]
cmp , #0x3
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Figure 7-6: Assembly for accessing the preempt_counter on the stack

stead of the locking data structures. In turn, whenever these information is needed by
the kernel code (e.g., by the module_trace_bprintk_format_notify function within
kernel/trace/trace_printk), it is retrieved from Shadow Lockdep similar to how the
kernel retrieves the SLoMs. 1 note here that struct module is the only case of a data
structure that is indirectly impacted by Lockdep and must be correctly aligned to prevent
misaligned member accesses from the binary-only IoT kernel modules during re-hosting.
Thread size. While re-hosting the modern Netgear images in my datasets, I notice that
certain kernel modules (e.g., acos_nat.ko) produce a preemption leakage error (i.e., the
preempt_counter is corrupted) when loaded in LL’s custom kernels. In turn, this error
causes Lockdep to produce a false error (a false positive). Upon further inspection of the
modules’ code under Ghidra (NSA Research Directorate, 2025), I deduce that the new IoT
kernels may be modified such that the THREAD_SIZE (i.e., the per thread kernel stack size)
is double the normal size (i.e., 16KB instead of 8KB) for ARM architectures. I confirm
my findings by also inspecting the GPL source code of a Netgear image in my dataset.
Due to this modification, the affected kernel modules access the thread_info data struc-
ture at an incorrect offset on the stack. The thread_info data structure stores important
metadata about kernel threads, such as the current value of the preempt_counter (used
to toggle on/of thread preemption). The incorrect access of thread_info also results in
the incorrect reading and writing of the preempt_counter when preemption is enabled
or disabled (e.g., with the preempt_enable and preempt_disable functions). Thus,

the preempt_counter is not updated correctly leading to the kernel and Lockdep issuing
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warnings. To address this issue, LL analyzes the IoT kernel modules of the target image,
with a Ghidra script, in stage @ before the compilation of the custom kernel to identify
the correct value of THREAD_SIZE. Specifically, the Ghidra script detects patterns in the
assembly code of a kernel module that suggest an access of thread_info on the stack.
Figure 7-6 showcases the assembly instructions that access thread_info (see the lines
2-4). These instructions correspond to r3 = sp & ~ (0x3fc0 | 0x3f) = sp & ~ Ox3fff,
where Ox3fff = 0x4000 — 1 (i.e., 16KB THREAD_SIZE - 1) The MIPs kernel modules
also use similar patterns. By searching for these instruction patterns LL is able to find the

THREAD_SIZE for all images in the dataset and set the correct values in the custom kernels.

7.2.4 Deadlock Detection

Once the custom kernel is built in stage (2), LL proceeds to re-host the binary-only IoT
kernel modules of the target firmware with Pandawan. The purpose of this step is to re-
veal which of these modules can be successfully re-hosted by LL’s custom kernel and also
provide information that can be used by LL to create system call descriptions for syzkaller.

To discover deadlocks within binary-only IoT kernel modules, LL uses the custom
kernel and the syzkaller kernel fuzzer to re-host and exercise the code of the (success-
fully loaded) binary-only IoT kernel modules, while they are being analyzed by Lockdep.
Despite its overall complexity, syzkaller primarily consists of two components, the syz-
manager (the actual fuzzing process running on the host) and the syz-executor (an agent
executing system call sequences within the guest VM), which communicate with each other
over the network. Internally, syz-executor sets up a memory (buffer) which caches the cov-
erage information related to the executed system calls. Whenever the syz-executor executes
a system call, KCOV places the collected coverage in the buffer and in turn syz-executor
sends the coverage information back to the syz-manager through the network.

To add support for binary-only targets, I modify the syz-executor program to retrieve

coverage feedback from QEMU (i.e., the kernel level Translation blocks — TBs) instead
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of KCOV, analogous to Triforce AFL (NCC Group Plc, 2017) and LibAFL (Fioraldi et al.,
2022). To this end, I implement a hypercall which is trapped by QEMU and used to trans-
fer information from the syz-executor to the QEMU hypervisor. In particular, syz-executor
uses the hypercall to make the virtual address of the coverage buffer known to QEMU.
Since QEMU has complete control over the guest (i.e., the target firmware) VM’s memory,
I use QEMU’s existing APT’s to directly access the buffer’s guest physical pages. Next,
QEMU traces the module TBs and places the coverage information in the coverage buffer.
I make sure that QEMU only traces TBs that belong to kernel modules by restricting cover-
age collection to the address regions where the binary-only 10T kernel modules are loaded
(e.g., 0xbf000000 - 0xc0000000 on a classic 3GB/1GB memory split ARM 32-bit target).
In addition, syz-executor uses the hypercall to only collect coverage related to the executed
system calls by the binary-only 10T kernel modules, to avoid overflowing the coverage
buffer due to unintended noise (e.g., a module timer frequently firing).

Finally, LL parses the emulation logs of the re-hosting step with Pandawan and retrieves
information about the registered character devices, registered sockopt callbacks (domain
and optname values), and registered netfilter hooks by the target firmware’s binary-only
IoT kernel modules. In cases where a kernel module exposes a character device, LL uses
FirmSolo’s ioct1 command extraction script to identify potential command numbers that
can be used to interact with the module through its ioctl interface. Afterwards, LL uses
the ioctl and sockopt information to automatically create system call descriptions that
are used by syzkaller to execute the code within the binary-only IoT kernel modules while
these modules are being analyzed by Lockdep. These descriptions are generic, only using
the information extracted above since there is no module source code available or seman-
tic information within the module binaries to create accurate descriptions. In addition, for
binary-only IoT kernel modules with registered netfilter hooks, LL analyzes the identified

hook callbacks with Ghidra (NSA Research Directorate, 2025) to extract information about



141

the type of traffic (e.g., IP version, protocol number, port number) that could potentially
trigger these callbacks, if sent to these modules. Next, LL uses a custom network traffic
generator that generates random network packets based on the information extracted pre-
viously and sends these packets to the re-hosted custom kernel and binary-only IoT kernel

modules to trigger these hooks while being analyzed by Lockdep.

7.3 Evaluation

In this section I evaluate LL’s capability (via the Shadow Lockdep subsystem and the
SLoMss) to analyze binary-only IoT kernel modules for deadlock-based bugs. First, I pro-
vide information on my dataset and next I detail the experiments I conduct to assess LL’s

capabilities.

7.3.1 Dataset

My dataset consists of 949 firmware images, 213 modern images (using kernels above v4.x)
from Greenhouse (Tay et al., 2023) (shared with me by its authors) and 736 images down-
loaded manually by us. In general, I opt for images with kernel versions above v3.7, which
are used by IoT devices, currently supported by IoT vendors and available for purchase,
and also support the Linux hashtables (added in the v3.7 kernel version). First, I exclude
395 firmware images whose file-system I could not extract (e.g., due to the image being
encrypted). Next, I filter out 145 images not supported by Pandawan and by extension
LL (currently supports only the ARM and MIPS 32bit architectures) and 156 images that
use kernels below v3.7. From the remaining 253 images that LL can re-host, I only keep
the ones with kernels built with the CONFIG_PREEMPT (128) and CONFIG_DEBUG_SPINLOCK
(1) configuration options, required by LL’s deadlock detection (see Section 7.1.3). Thus,
my evaluation dataset consists of 129 firmware images containing 19,529 kernel modules,

6,500 of which are binary-only (i.e., there is no open-source variant in the kernel tree).
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There are 12 kernel versions in my dataset, spanning from v3.14.77 to v5.4.213.

7.3.2 Detection of Known Deadlock Bugs

In this section, I evaluate LL’s ability (specifically the Shadow Lockdep subsystem) to de-
tect deadlocks in open-source binary targets that are intentionally compiled without Lock-
dep. As hundreds of deadlock-based bugs have been found in the Linux kernel by syzkaller
over the years, I choose to run LL’s analysis on in-tree kernel modules for which deadlock
bugs were previously disclosed. In addition, I make sure to choose bugs found in kernel
versions close to the ones used by the firmware images in my dataset (i.e., v4.X - v5.x) to
further highlight LL’s analysis compatibility with the 10T privileged firmware. I also make
sure that the bugs come with an available reproducer program for rapid testing. Note that
the reproducer programs do not actually trigger the corresponding deadlock, but merely
trigger the detection of a potential deadlock scenario by Lockdep (see Section 2.6.1). To
this end, I choose 3 distinct previously known deadlock bugs (Syzbot, 2018b; Syzbot,
2018a; Syzbot, 2020) discovered by syzbot (i.e., syzkaller’s automated fuzzing tool) in
Linux’s Point-to-Point (PPP) network protocol, the Network bonding facility, and the USB
usbmon functionality. The bugs affecting the PPP (ppp_generic) and bonding kernel mod-
ules are associated with a recursive locking (doubling locking) scenario of a lock (i.e.,
all_ppp_mutex and bond->stats_lock) and are fixed in the kernel versions v4.15 and
v4.18, respectively. The usbmon bug is related to a circular locking scenario (i.e., an ABBA
deadlock) involving the mmap_sem lock (used in Linux’s memory management subsystem)
and fetch_lock used by the usbmon kernel module and was fixed in the kernel version
v5.4.

To treat these kernel modules as binary-only IoT kernel modules, I implement the fol-
lowing. First, I use the stock kernel versions v4.14 (affected by the PPP and bonding bugs)
and v4.19 (affected by the usbmon bug) to build the kernel modules. Specifically, I re-

use the same kernel configurations used by syzbot during its tests. However, I compile
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Module  Vendor Kernel TBs Speed (exec/time) Bugs

Syzkaller

acos_nat  Netgear 5.4.213 453 112/h 1
acos_nat  Netgear 5.4.164 387 94/h 1
app-dpi TPLink 4.19.183 85 21/m 1
NTG

dpicore Netgear 4.19.294 153 n/a 1*
tdts Netgear 4.19.294 512 n/a 1
ndi Netgear 4.19.294 154 n/a 1*

Total 6

Table 7.2: Deadlock analysis results. The table contains both the results
from the fuzzing experiments with syzkaller as well as the experiments with
LL’s custom NTG (Network Traffic Generator). The * indicates that bug
was found when unloading the kernel module after NTG interacts with it.

PPP, bonding and usbmon as kernel modules (i.e., ppp_generic.ko, bonding.ko, and
usbmon. ko) without Lockdep enabled and I also toggle on the CONFIG_PREEMPT option
(see Section 7.1.1). I note here that to trigger the warning for the double locking bug in the
bonding.ko module, I compile this kernel module also with the CONFIG_DEBUG_SPINLOCK
enabled. This is necessary to mitigate LL’s overestimation of the classes of spinlocks ini-
tialized by binary kernel modules compiled without Lockdep enabled (see Section 7.4).
Separately, I adapt LL’s kernel instrumentation on the kernel versions v4.14 and v4.19 to
build the custom kernels with support for the Shadow Lockdep subsystem and the SLoMss.
Next, I re-host the affected kernel modules using my custom kernels with Lockdep enabled,
and execute the syzbot reproducer programs to trigger the Lockdep warnings. My experi-
ments, successfully reproduce the Lockdep warning (or “splat”) identical to the syzbot bug
reports. Thus, LL can find known deadlocks in binary kernel modules compiled without

Lockdep.

7.3.3 Kernel Module Deadlock Analysis

In this section, I evaluate LL on the binary-only IoT kernel modules in my dataset to as-
sess LL’s ability to detect potential deadlocks. First, LL re-hosts the binary-only IoT kernel

modules to identify which of these kernel modules can successfully load in the custom
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kernels. My re-hosting experiments show that LL successfully loads 3,454/6,500 (53%)
binary-only kernel modules. I note that without LL’s instrumentation these kernel modules
would immediately crash during my deadlock analysis experiments due to misaligned data
structure accesses, an issue identified in prior works (Angelakopoulos et al., 2023; Ange-
lakopoulos et al., 2024b; Angelakopoulos et al., 2024a; Pustogarov et al., 2020). Since not
every kernel module uses locks, I only choose to analyze the binary-only kernel modules
in my dataset that meet the following criteria; 1) The kernel modules use locks (i.e., make
calls to exported locking functions, such as mutex_lock) and thus can be susceptible to
deadlock-based bugs (1,769 modules), and 2) The kernel modules export a character de-
vice or register a get- or setsockopt callback or networking hooks with the kernel’s Netfilter
subsystem (680 modules). The premise behind using the second criterion, is the ability to
trigger entry points (e.g., system calls, such as ioctl and setsockopt or traffic patterns)
that lead to the execution of the code in these modules. In general, due to the closed-source
nature of the binary-only [oT kernel modules, there is little to no information and guidelines
publicly available about their functionality and expected usage, thwarting any attempts for
analyzing the majority of these modules. In total 520 binary-only IoT kernel modules in
117 firmware images meet both criteria. However, due to limited computational resources
I choose to analyze only 80/520 unique (by module file name and kernel version) modules.

Specifically, LL analyzes 60 modules that export a character device or use a sockopt, and
constructs system call descriptions for syzkaller to fuzz these kernel modules. In addition,
LL identifies 89 registered netfilter hooks in 35 binary-only IoT kernel modules. I note that
a kernel module can both expose a character device and register netfilter sockopt or hook
callbacks. As mentioned in Section 7.2.4, LL analyzes the hook callbacks with Ghidra to
extract the IP version, protocol and port numbers that may be used by these hooks. The
network traffic generator consumes the information and creates random packets and sends

them to the re-hosted target to exercise the modules’ code. I run the fuzzing experiments
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five times for 24 hours and the experiments with the network traffic generator, ten times.
For my experimental setup, I use machines with Intel Xeon CPUs with a minimum of
16GB of RAM. I provide the relevant information about my deadlock analysis experiments
in Table 7.2. In total, my deadlock analysis produces 6 potential deadlock-based bugs in 6
binary-only IoT kernel modules, which I validate manually.

I note that throughout my experiments I do not encounter any crashes (false positives)
related to the use of the SLoMs. This observation further reinforces my claim regarding the
ability of Lockdep to analyze binary-only targets with the help of Shadow Lockdep and the
SLoMss. 1 reported the found bugs to the affected vendors. So far TPLink and Zyxel have
communicated with me about the issues. Next, I provide more information about the bugs
that I found in the tdts.ko and its dependent modules, ndi.ko and dpicore.ko.

Specifically, tdts.ko is a proprietary kernel module developed by TrendMicro and
used by a Netgear firmware image. The purpose of this kernel module is to enhance the
target firmware with Intrusion Prevention System (IPS) and Deep Packet Inspection (DPI)
capabilities. The kernel module is distributed along with a user-level agent which parses
a custom Trend Real-time Format (TRF) binary file containing the traffic signatures, rules
and policies to be enforced by the firmware. The user agent is responsible for communi-
cating this information to the kernel module via an exposed IOCTL interface. In turn, the
kernel module contains functionality that filters network traffic based on these rules and
policies. Moreover, tdts.ko provides an interface (i.e., functions) that can be indirectly
(through pointer manipulation) used by other kernel modules to access these filters. In my
case, Netgear’s proprietary DPI dpicore.ko module is designed to interact with tdts. ko.
Particularly, this kernel module registers custom hooks with the Netfilter subsystem that
use tdts.ko’s exported interface (through global pointers) for fine-grained network traffic
filtering and inspection. In turn, the dpicore.ko module is dependent on the Network

Device Interface ndi . ko module which also registers hook callbacks with the netfilter sub-
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system.

Unfortunately, LL’s automated analysis on the tdts.ko and ndi.ko modules is not
fruitful. There are two reasons behind these failures. First, the core network data structures
struct net, struct net_device and struct skb_buff are incorrectly aligned in the
custom kernel, resulting in tdts.ko and ndi . ko crashing when accessing these data struc-
tures. I note that the misalignments are not related to the introduction of Shadow Lockdep.
These data structures are modified by Netgear in the IoT kernel’s source code, and these
modifications are absent from the open-source kernel tree used by LL to compile the cus-
tom kernel. Initially, my attempts to reverse engineer the layout of these data structures
with FirmDiff (Angelakopoulos et al., 2024a) were successful only for struct net and
struct net_device. It turns out, Netgear has extensively changed the memory layout of
struct skb_buff (e.g., the ordering of the data structure’s members), a case that would
confuse any automated re-hosting system. For this reason, I had to consult the GPL code
of the target kernel to align the layout of struct skb_buff. Second, since LL only uses
the binary-only IoT kernel modules in its analysis, it does not make use of the user agent
and the TRF file which the tdts.ko module depends on to operate normally. In addition,
LL relies on Pandawan’s inference of module dependencies, which does not account for
indirect (using global pointers) dependencies such as the one between the dpicore.ko and
tdts.ko modules. To be able to test the code of tdts.ko kernel module I manually define
these dependencies during LL’s analysis.

The deadlock is of type inconsistent lock state, meaning that a lock can be acquired
in both outside and inside an interrupt context by the same thread. This bug usually oc-
curs when the kernel (module) code uses non interrupt-safe locking functions such as
__raw_spin_lock instead of __raw_spin_lock_bh to acquire the lock outside and in-
side of an interrupt context. This means that while a kernel thread holds the lock, it can be

interrupted and re-acquire the lock within the interrupt handler, thus blocking indefinitely.
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Module Vendor Kernel Bugs
acos_nat Netgear 5.4.213 2
acos_nat Netgear 5.4.164 2
bled Ubiquiti  5.4.213 1
br_hijack Netgear 5.4.213 1
br_hijack Netgear 5.4.164 1
ivi TPLink 4.1.52 1
ivi Zyxel  4.1.51 1
nciTMSkmod Zyxel  4.1.51 1
shortcut-fe-ipv6  Netgear 4.4.60 1

Total

—
—_—

Table 7.3: The memory corruption bugs found by LL.

Challenges Observed. Here, I stress the fact that detecting deadlock-based bugs
in binary-only IoT kernel modules is not a simple task (only 8% of the bugs found by
syzbot (Syzbot, 2025) are deadlock-based bugs). First, Lockdep is inherently dependent on
code coverage. However, modifying syzkaller’s mutation logic to focus only on code that
uses locks and on deadlock-based bugs is out-of-scope for this work. Crucially, syzkaller
dedicates considerable time fuzzing code paths that lead to (shallow) memory corruption
bugs, an issue well-known to prior work (Stephens et al., 2016; Yan et al., 2020; Chen and
Chen, 2018; Luo et al., 2023). Interestingly, syzkaller detects 11 memory corruption bugs
in 9 binary-only IoT kernel modules that are not related to this work (see Table 7.3). The
bugs fall under different categories; arbitrary memory accesses (9), NULL pointer derefer-
ence (1), Very large virtual memory allocation (1).

Second, current re-hosting systems, such as Pandawan (used by LL) cannot flawlessly
discern the configuration of the IoT kernels used by firmware images. Modifications imple-
mented by IoT vendors in their kernels (Angelakopoulos et al., 2024a) prevent re-hosting
systems from accurately reconstructing these kernels. As a result, core data structures, such
as struct net_device, and struct sk_buff might be misaligned in LL’s kernels. The
use of such data structures by the binary-only IoT kernel modules might lead to kernel

module crashes. I found 12 such crashes during the experiments with the network traffic



148

generator. I do not consider these crashes a limitation of LL.

7.4 Discussion

In this Section I discuss the limitations of LL, as well as future directions. As explained in
Section 7.1.2, LL requires that the locking operations are not inlined within the kernel mod-
ule code (e.g., when compiled with CONFIG_PREEMPT configuration option enabled) by and
are explicit calls to exported functions in the kernel (e.g., mutex_lock). However, certain
lock operations such as the <write/read>_seqcount_begin or the rcu_read_lock_bh
functions related to the seqcount and RCU (Read, Copy, Update) locking primitives, are al-
ways inlined in the kernel (module) code. Thus, LL’s modified Lockdep cannot trace these
locking primitives, when used in the binary-only IoT kernel modules. Fortunately, these
operations are considerably less used in kernel modules (<10 invocations for both within
files in the drivers/ directory), compared to the most popular locking operations (e.g.,
mutex_lock with 14,745 invocations within files in the drivers/ directory). The solution
would be to fingerprint the use cases of inlined locking primitives in the module assembly
and statically rewrite the binaries to insert the Shadow Lockdep’s APIs in these locations.
However, besides implementing an accurate fingerprinting method, one would have to ac-
count with the typical challenges of static re-writing, such as ensuring the binary’s normal
operation.

Furthermore, as stated in Section 7.3.2, LL overestimates the number of lock classes
assigned to spinlocks initialized by binary kernel modules compiled without Lockdep en-
abled. In Section 7.2.3 I detailed that LL relies on the lock name provided as an argument
to the locking initialization functions to correctly assign lock classes to the locks used
by the kernel modules. Every lock (e.g., mutex) has a dedicated function to initialize it
dynamically (e.g., mutex_init), whether Lockdep is enabled or disabled in the kernel.

However, spinlocks are the only locks that are initialized statically (i.e., through the macro
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__RAW_SPIN_LOCK_UNLOCKED), when Lockdep is disabled (like in the IoT kernel modules).
For this reason, LL assigns a unique lock class to every spinlock, even to the instances of
the same lock. Due to this limitation, LL might exhibit false negatives (i.e., miss deadlock-
based bugs), such as the double locking bugs (see Section 7.2.3). Finally, LL does not
address cases of nested locks (i.e., locks that can be acquired more than once in the same
context). The semantic information regarding lock nesting, required by Lockdep, is absent
from the binary-only IoT kernel modules since they are not compiled with Lockdep en-
abled. However, in my experiments I have not seen any false positives involving the use
of nested lock primitives. Despite these “shortcomings”, LL successfully detects potential

deadlocks in binary-only IoT kernel modules.
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Chapter 8

Conclusions

As part of this thesis, I present and evaluate (holistic) re-hosting frameworks and firmware
analysis techniques to detect diverse types of bugs and vulnerabilities in privileged binary

Linux firmware code and ultimately improve the security of [oT firmware.

8.1 Scope of Contributions

The work discussed in this thesis analyzes Linux-based IoT firmware, specifically the open
and closed-source 10T kernel modules contained within the file-system of firmware im-
ages. The IoT has been gaining a lot of popularity in recent years, with the number of
Internet-connected devices estimated to reach the 40 billion mark by 2030 (IoT Analytics
GmbH, 2024). Unfortunately, 10T is infamous for its weak security which is frequently
exploited by attackers to conduct large scale attacks. The most notable incident involving
IoT is the Mirai botnet DDoS attack (Antonakakis et al., 2017) which brought down high
profile websites in 2016 (e.g., Netflix, Dyn, and Github) and became the catalyst for the
emergence of various IoT botnets over the years. Despite the awareness raised by such
attacks, 10T consistently fails to adhere to the appropriate and best security practices and
design specifications (Microsoft, 2023). Thus, to address these security concerns, I focus

on analyzing the (binary) firmware that runs on IoT devices.
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8.2 Summary of Major Contributions

Prior work on firmware re-hosting and analysis primarily targets the user-level aspect of 10T
firmware, while neglecting the equally important kernel-level aspect. In addition, existing
firmware analysis solutions are limited in terms of their analysis scope. The majority of
these works focus on identifying Integrity and Confidentiality, such as memory corruption
bugs, while Availability bugs (e.g., deadlock-based bugs) are left unexplored. This thesis
claims that to improve the security of [oT firmware, combining holistic firmware re-hosting
with the thorough analysis of 10T firmware code to detect diverse bugs and vulnerabilities
in open and closed-source privileged firmware code, is essential. To this end, in the course
of this thesis, I introduce novel (holistic) firmware re-hosting techniques and methods to
improve re-hosting fidelity, to enable the effective analysis of privileged Linux-based bi-
nary firmware code. In addition, I introduce an innovative firmware analysis technique that
expands the scope of current approaches to also detecting deadlock-based bugs in binary-
only privileged firmware code.

First, I propose a fully-automated firmware re-hosting framework that exposes Linux-
based IoT kernel modules and drivers to downstream analysis, named FirmSolo. Unlike
prior work that uses pre-compiled kernels to only re-host user-level firmware applications,
FirmSolo relies on a novel hybrid binary reverse engineering technique, called K.C.R.E.
to build dedicated custom kernels for each target firmware that can load the binary IoT
kernel modules therein. In turn, existing downstream analysis systems can use FirmSolo
to dynamically analyze these kernel modules for bugs and vulnerabilities. The evalua-
tion of FirmSolo on 1,470 firmware images containing 56,688 kernel modules, shows that
FirmSolo can successfully load 64% of these kernel modules. In addition, the fuzz-testing
of 75 kernel modules reveals 19 previously unknown bugs in 11 distinct proprietary kernel
modules.

Next, I introduce a method, called FICD, to objectively compare full-system re-hosting
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frameworks based on emulation-specific metrics (e.g., code coverage). In addition, I
present Pandawan, a holistic re-hosting and analysis framework that targets both the user
and kernel-level firmware code as a unit, and implements the FICD technique. With FICD
it is now possible to quantify the forward progress in firmware re-hosting, through the
meaningful comparison of different full-system re-hosting approaches on their emulation
capabilities. I use FICD to compare the Pandawan, Firmadyne, FirmAE, and FirmSolo re-
hosting frameworks. The comparison of these re-hosting systems on a dataset of 1,520
firmware images shows that Pandawan outperforms Firmadyne, FirmAE, and FirmSolo,
by executing up to 6% more user level programs and 21% more user code basic blocks,
on average, than these systems. In addition, Pandawan loads 9% more 10T kernel modules
and executes 26% more kernel module basic blocks on average than FirmSolo. Further-
more, Pandawan’s holistic re-hosting and analysis identifies 16 bugs on 8 closed and 4 open
source kernel modules.

I then propose a binary diffing framework, named FirmDiff, that aims to improve
firmware re-hosting approaches and increase the effectiveness of the analysis on binary
IoT kernel modules. FirmDiff compares the memory layout of data structures common
to both the IoT kernel modules (and IoT kernel) and FirmSolo’s custom kernels. With the
help of FirmDiff an analyst can identify and address differences in the memory layout
of data structures common between the IoT kernel modules and FirmSolo’s custom ker-
nels. Addressing these layout discrepancies improves the re-hosting fidelity and in turn the
soundness of the analysis on binary [oT kernel modules. I evaluate FirmDiff on a dataset
of 10 firmware images. FirmDiff identifies 37 misaligned data structures in FirmSolo’s
kernels for these images. After aligning the layout of 35 of these data structures, FirmSolo’s
refined kernels successfully load 28 previously crashing kernel modules.

I finally propose a firmware analysis framework that analyzes binary-only IoT kernel

modules for deadlock-based bugs, named LL. LL introduces Shadow Lockdep, a subsystem
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(complementary to Lockdep) and the Shadow Lockdep Maps (SLoMs), a shadow memory
that stores Lockdep’s metadata information, which enable Lockdep’s deadlock detection
analysis on binary targets. I evaluate LL on 80 binary-only IoT kernel modules that make
use of locks. LL’s deadlock detection analysis discovers 6 potential deadlocks in 6 binary-
only IoT kernel modules.

In conclusion, this thesis claims that a combination of holistic re-hosting and compre-
hensive analysis of IoT firmware enables the detection of diverse bugs and vulnerabilities
in both open and closed-source privileged firmware code, thus improving the security of

IoT firmware. To support this statement, this work presents the following:

A fully-automated firmware re-hosting framework that exposes Linux-based privi-
leged firmware code (in the form of kernel modules) to downstream analysis (Ange-

lakopoulos et al., 2023).

* A method for the objective comparison of full-system re-hosting approaches based
on their emulation capabilities, and a holistic firmware re-hosting and analysis
framework that targets both the user and kernel-level aspect of Linux-based IoT

firmware (Angelakopoulos et al., 2024b).

* A binary diffing framework which aids analysts to improve the fidelity of Linux-
based IoT re-hosting frameworks and thus increase the soundness of the analysis (An-

gelakopoulos et al., 2024a).

* A dynamic firmware analysis framework that focuses on detecting deadlock-based

bugs on binary-only IoT kernel modules.
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