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ABSTRACT

In the last decade, Function-as-a-Service (FaaS) became one of the popular choices for
building and deploying cloud applications. Compared to Infrastructure-as-a-Service
(IaaS), FaaS offers an abstraction of backend management, an easy programming
model, low cold starts, and a true “pay as you go” pricing model. While efficient and
relatively simpler, the cost and performance of an application, when deployed using
FaaS, can be adversely affected if not properly managed and configured. Previous ap-
proaches have advocated the limited use of FaaS while scaling out the virtual machine
(VM) based resources to avoid Service-Level-Objective (SLO) violations. However,
these approaches miss out on potential long-term cost savings by employing FaaS
consistently. Similarly, to manage a FaaS deployment, various machine learning and
optimization techniques have been suggested but these techniques either have high
costs or fall short as they fail to adapt to the dynamic nature of FaaS platforms. To
this end, we present Thrifty, a hybrid approach to leveraging FaaS in conjunction
with other cloud services to optimize both cost and performance. Thrifty consists
of two main components: 1) LIBRA: a load-balancing framework to utilize IaaS and

FaaS resources efficiently. Based on the demand, it decides to use either FaaS, TaaS,

vi



or both to maximize cost savings while meeting the SLOs; 2) xCOSE: a resource
configuration and placement technique for FaaS deployments. It addresses the per-
formance variability of FaaS platforms and meets the SLO by adapting the resource
configurations with minimal sampling cost. It can configure single- and multi-function
(service graph) applications.

We evaluate Thrifty in extensive simulations and on the Amazon Web Services
(AWS) cloud platform using real applications. Our evaluations show that consistent
and opportunistic usage of FaaS through LIBRA can reduce SLO violations by up to
85% and cost by up to 53% when compared to other approaches to deploying cloud
applications. Furthermore, xCOSE has the ability to configure simple and complex

FaaS applications with minimal sampling cost.
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Chapter 1

Introduction

The advent of virtualization revolutionized the way we run large-scale applications.
Originally intended at increasing the utilization of hardware resources, virtualization
led to some revolutionary techniques and products, i.e. Virtual Machines (VMs), con-
tainers, etc. VMs and containers allow running multiple applications and processes
on the same hardware by providing virtual separation among them. Sharing resources
can lead to better utilization of overall systems. Through such technologies, the ease
of managing multi-tenancy, provisioning, and managing large-scale infrastructure and
tenants gave rise to commercial cloud providers. In the last couple of decades, com-
mercial cloud services became a viable option to deploy and manage large-scale cloud
applications to the extent that companies rely entirely on these services for their com-
puting needs for example, Netflix relies on Amazon Web Services (AWS) for nearly all
of their computing infrastructure [39]. We are truly living in the future of computing

that John McCarthy predicted in 1961 [38]:

“Computation may someday be organized as a public utility just as the telephone
system is a public utility. .. Fach subscriber needs to pay only for the capacity he
actually uses ... Certain subscribers might offer service to other subscribers ... The
computer utility could become the basis of a new and important industry.” — MIT

Technology Review — October 3, 2011



Indeed today, we are living in the future John McCarthy envisioned in 1961 and
public clouds have become a critical part of modern computing needs. All the ma-
jor technology companies such as Amazon, Google, IBM, Microsoft, and Alibaba, to
name a few, have introduced their cloud offerings. Public clouds allow a developer
to focus on building applications and shipping new features to users without them
worrying about the underlying infrastructure management. Public clouds have led
the democratization of computing power, where even small companies and individuals
can access large-scale computing infrastructure without a large upfront cost. Some of
the key reasons for the popularity and adoption of public clouds are cost-effectiveness,
scalability, flexibility, and reliability. Public clouds usually charge their user for the
precise amount of usage (called pay as you go) and invest heavily in the security of
their services and user data. They allow easy scaling of resources in case of the appli-
cation demand increases (often in the order of milliseconds) and guarantee the high
availability of their services. Moreover, to deal with the plethora of options avail-
able from various cloud providers, we have broker systems (resource orchestrators)
[128, 106, 77] that aggregate computing resources from diverse cloud providers for an

application to improve its performance and cost of cloud usage.

1.1 Cloud Services

Today, cloud providers offer a diverse range of cloud services to application develop-
ers. These services ranging from storage and computing to identity management can
cater to all the needs of a cloud application. Some examples of popular cloud services
are (i) storage — e.g., Amazon Simple Storage Service (S3), Microsoft Azure Blob
Storage, and Google Cloud Storage, which provide scalable, online storage for data
and backups, (ii) computing — e.g., Amazon Elastic Compute Cloud (EC2), Microsoft
Azure Virtual Machines, Google Compute Engine (GCE), and Alibaba Cloud Elastic



Compute Service (ECS), (iii) platforms to develop and deploy applications — e.g.,
Amazon Elastic Beanstalk, Microsoft Azure App Service, and Google App Engine,
and (iv) security /compliance services — e.g., AWS’s Identity and Access Management
(IAM), Microsoft Azure Active Directory (AD), and Google Cloud Identity and Ac-
cess Management (IAM). An application developer depending on her needs can use
one or a combination of services to deploy her applications.

While a developer has to choose a combination of all of these services to deploy
her application, in this thesis, we will focus on choosing/configuring the computing
services for an application®.

There is a diverse range of computing services offered by public clouds. These
services offer varying pricing models, performance, and control to the application
developer. An application developer, based on application requirements and budget
constraints, chooses one or a combination of these services to run an application. In
what follows we will discuss some of the popular types of computing services and
their features (pricing, performance, management, and control abstraction).
Infrastructure-as-a-Service (IaaS): In this model, a cloud provider offers on-
demand Virtual Machines (VMs) to an application developer. A user can choose
various software aspects of the VM such as operating systems, language, etc. A user
will be charged for the allocation time of the VM regardless of usage. Cloud providers
also provide additional scaling services based on various performance metrics, i.e.,
adding or removing these VMs to improve performance and save cost. During times
of low usage, a cloud provider can also decide to offer [aaS resources at heavily dis-
counted prices with no guarantee of availability. These discounted instances are called
Spot Instances. Examples of IaaS are EC2 from AWS [4], and Compute Engine from
Google Cloud [26].

L Henceforth the term “cloud service” or “service” would refer to a viable computing service to
deploy/run an application.



Bare-Metal-as-a-Service (BMaaS): In the BMaaS model, a provider may provide
and deploy dedicated hardware infrastructure for the client, offering more flexibility
in choosing a network, storage, and compute functionalities. Examples include IBM
Cloud Bare Metal Servers [29], and EC2 bare metal from AWS [4].
Container-as-a-Service (CaaS): In the CaaS model, a user does not have to worry
about the hardware and software aspects of the compute resources, which are man-
aged by the cloud provider. In CaaS, a user still has to deploy scaling policies based
on various performance metrics. Examples of CaaS are Amazon Elastic Container
Service (ECS) [2], and Container Services from Microsoft Azure [16].
Function-as-a-Service (FaaS): FaaS? has emerged as a new computing service of-
fered by all major cloud providers. In this model, all the infrastructure management,
including scaling, is left to the provider. A user develops the application in a high-
level language such as Python [105] and she is only charged precisely for the time
the application is running, i.e., no idle cost. FaaS examples are AWS Lambda from
AWS [4], Azure Functions from Microsoft Azure [18], and Google Cloud Function
from Google Cloud [25].
Machine-Learning-as-a-Service (MLaaS): In this model, an organization instead
of developing its own ML model, relies on external services. Examples of such ser-
vices include pre-trained Natural Language Processing (NLP) models, image and
video analysis, and speech recognition. MLaaS examples are Amazon SageMaker [12]
from AWS, Microsoft Azure’s machine learning service [19], and Google Cloud’s Al
Services [24].

Note that the above is not an exhaustive list of computing services, but is meant
to merely provide a synopsis of popular services. In the next sections, we will discuss

some of the challenges that a developer faces while employing these computing services

2We assume Faa$ is a computing service provided by a serverless platform managed by a cloud
provider.



to build and deploy her application.

1.2 Developer’s Perspective & Challenges

From an application developer’s perspective, oftentimes an application can be de-
ployed using any of these services. For example, to deploy a Machine Learning (ML)
inference model, a developer can train their own Neural Network (NN) and deploy it
using laaS (with an additional cost of backend management) or employ FaaS (at a
higher cost but without the burden of backend management) or altogether offload the
computing to an MLaaS and pay per query. Having multiple services and the ability
to deploy the application in any of those services raises the natural questions:
How to choose a cloud service(s) to deploy an application to optimize cost and perfor-
mance? How to configure a cloud service(s) to optimize cost and performance? How
to react to changes in demand while still meeting the performance requirements?

In what follows we explain these challenges in detail and discuss previous work

and approaches to address these challenges in Chapter 2.

1.2.1 Picking a service

Choosing a cloud service or a combination of services to run a cloud application is the
first step for deployment and consequently can affect the application development,
performance, and cost of cloud usage. A developer has to take into consideration
the service’s performance such as cold starts, both monetary and development costs
(different services may follow varying application development /programming models)
and scalability in the face of variable demand. There have been numerous studies done
and measurement studies performed on public clouds to quantify their performance for
different kinds of workloads. Moreover, there are benchmarking tools that can help
an application developer make a more informed decision about choosing a service.

Lastly, the advent of containerized applications has to some extent eliminated the



difference in application development as most cloud services can support and run
the containerized application®, reducing development costs if a developer chooses to

change the underlying service running the application.

1.2.2 Resource and configuration selection

Even after choosing a service, a developer has to configure the particular service to
achieve the expected service-level objectives (SLOs) and optimize cost. For example,
AWS’s TaaS service, EC2, offers a wide range of Virtual Machines (VMs) with vary-
ing configurations and pricing models. Similarly for FaaS, an application developer
has to choose resources such as memory and CPU available for individual functions
implementing the application. Previous studies [51, 48] have shown this configuration

can affect the performance and cost significantly if not chosen carefully.

1.2.3 Managing an application

There are many aspects of managing a cloud application such as security, database
management, continuous integration and continuous delivery (CI/CD), and adapt-
ing computing resources to changing demand. As our goal is to optimize computing
resources, we will focus on the last challenge of adapting computing resources to
changing demand of an application. Computing resources, if not adapted in response
to demand, can lead to over/under-utilization of resources and can impact the cost
and performance of a cloud application. Even though there are some computing
services such as FaaS, which do not need additional configuration from an applica-
tion developer to scale in the face of changes in demand, other services may require
configuration and implementation of additional services to adapt. IaaS is one such

example, where a developer may have to implement scaling policies.

3Though the deployment model of these containerized applications can differ from one provider
to another.



1.3 Hybrid Clouds

There has been an increasing trend of mixing various services from diverse providers
(called hybrid clouds *) to provide the computing infrastructure of an application. We
believe hybrid solutions can be a step in the right direction as it allows the developer
to pick from a range of services with unique performance and cost features. A hybrid

cloud particularly offers the following features:

e No vendor lock-in: In the hybrid model, a developer utilizes resources from
multiple providers and services, which offers them the flexibility to move their

application across vendors easily if one provider is down or becomes expensive.

e Cost: A hybrid cloud allows developers to continually pick computing resources
across providers/services, which allows them to leverage pricing models as well

as discounts and free tiers.

e Performance: A key benefit of a hybrid cloud is leveraging the best-in-class
performance features of a service. For example, FaaS offers quick provisioning
time, and using it in conjunction with TaaS can reduce the SLO violations during

the scaling up of IaaS resources as they can take up to minutes to be ready.

e Availability: By using a hybrid cloud, a developer can distribute its work-
loads across different providers/services, and in the event of an outage of one
provider/service, the other providers/services can reduce the impact of that

downtime.

Hybrid cloud usage can be classified into two broad categories: multi-cloud de-

ployment, and cloud bursting.

4Also referred to as Sky Computing [116] and Multi-Cloud [69] in the literature.



Multi-Cloud Deployment: In this type of hybrid cloud deployment, different
parts of an application are deployed in distinct cloud services or infrastructures, such
as offloading the machine learning operations to an MLaaS provider and keeping the
rest of the application in an IaaS provider. In this scenario, various parts of the
application are glued together using APIs. The advantage of this approach is that
one can take advantage of the best features of different cloud providers.

Cloud Bursting: In this type of hybrid cloud deployment, the same application
is replicated across multiple cloud services or infrastructures, and depending on the
demand, it is decided which deployment(s) to utilize. For example, if there is a
sudden surge in demand, the application can burst into another cloud service or
infrastructure to handle the extra load. This approach offers a more flexible and
scalable solution to handle dynamic workloads. Another case of cloud bursting can
also be replicating applications across multiple locations, which have different access
latencies, and depending on the end-user latency requirements, different deployments
can be used.

Both types of hybrid cloud deployments have their advantages and disadvantages,
and the choice of deployment depends on the specific requirements of the application
and business needs.

To leverage a hybrid cloud, practitioners usually rely on resource orchestrators,
which given the computational needs of an application, pricing models of services/resources,
and demand for an application, can optimally allocate resources across providers/services.
While provisioning resources, an ideal resource orchestrator should address the fol-

lowing aspects:

1.3.1 Cost and Performance

The need for a hybrid cloud arises from the fact that a combination of services can

yield either better performance for an application or reduce the cost of cloud usage



or both. For example, container-based services such as CaaS and FaaS have startup
delays in the order of milliseconds and can scale up to thousands of application
instances quickly to cater to the spikes in demand, thereby reducing SLO violations.
Similarly, spot instances are greatly discounted and can lead to cost savings. FaaS
can also be a cheaper alternative to laaS when the demand is low, as in the FaaS
pricing model, a cloud provider only charges for the precise amount of usage. An
ideal resource orchestrator should have a resource provisioning policy that considers

both performance and cost aspects.

1.3.2 Availability

In a hybrid cloud scenario, an application’s computing needs are fulfilled by using
different services from one or more providers, and these services may have different
availability (and reliability) based on the service, provider regions, etc. For example,
in the AWS case, EC2 instances have availability of at least 99.9%, AWS Lambda
provides no such guarantee on availability or performance, and spot instances can
be interrupted anytime and provide no guarantee on availability. When using a
combination of such services, it is crucial to meet the availability requirements set by

the application developer.

1.3.3 Unified Development Model

As different services and providers follow different development models, a hybrid cloud
should simplify the development model for an application developer and expose only
one development model regardless of the back-end service or provider being employed.
It should also aggregate and expose all the performance metrics through one API.
This will not only reduce the development cost for the developer but will increase the

portability of the application and avoid vendor lock-in.
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The primary objective of this thesis is to optimize the cost of cloud usage and
improve application performance, without specifically addressing the challenges related
to availability and a unified model. We mainly target FaaS and IaaS resources (for

cloud bursting) to run an application while meeting SLOs cost-effectively.

1.4 Thesis Contributions

FaaS has recently gained popularity to deploy cloud applications [93, 72, 77, 81, 129,
120]. At its core, FaaS provides an easy and intuitive programming model to develop
applications and ease the management and scaling of applications. In addition, FaaS
offers certain performance and cost features. Previous approaches [77, 81, 128, 99
leverage FaaS’s quick provisioning time feature to improve the performance of cloud
applications running over laaS during scaling events by offloading the ezcess demand
to FaaS deployment of the application.

In this thesis, in addition to leveraging FaaS for quick surges in demand (like
[77, 81, 128, 99]), we show that FaaS can be a cost-effective option for low-rate
demand. We provide a load-balancing framework that combines FaaS’s performance
(quick provisioning and scalability) and cost-effectiveness (for low-rate demand) with
the TaaS’s long-term cost savings. Moreover, we present a statistical-learning based
approach to configure the FaaS deployment contrary to previous approaches that

assume static configurations which can lead to sub-optimal cost or performance.
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Thesis Statement: FaaS allows its tenants to rent computing resources on much
smaller time granularity (Ims or 100ms) with no idle cost unlike IaaS, where
pricing granularity is much higher (1 second or hours), and a user is charged
regardless of usage. Moreover, FaaS resources can be provisioned much quicker
(in the order of milliseconds) compared to IaaS resources (which can take up to
minutes). This particular pricing scheme and performance features of FaaS can
be leveraged to optimize both the cost of cloud usage and the performance of a

cloud application.

We make the following contributions in this thesis:

e There is an increased trend of mixing various cloud services to run an application

to optimize cost or performance or both. Unlike previous work [77, 128, 99, 81]
which leverages FaaS opportunistically, we present a detailed economic model
of a cloud application when deployed using IaaS and FaaS given the demand.
With the help of our analytical analysis, we show that FaaS is a more economical
option when applications have low demand, and simultaneously using IaaS in

conjunction with FaaS can significantly improve the cost of cloud usage.

We present the design of our resource orchestrator, named Thrifty, which con-

sists of two main components: 1) LIBRA, and 2) xCOSE.

Motivated by our economic analysis and various features of FaaS, we designed
LIBRA, a load-balancing approach. It utilizes [aaS and FaaS deployment of
an application simultaneously. We evaluate LIBRA in simulations and on the
AWS family of services. Our evaluation shows that LIBRA achieves more than
85% reduction in Service-Level-Objective (SLO) violations and up to 53% cost
savings when compared to other resource provisioning policies. This work along

with the economic model has been published at IEEE IC2E’21 and received
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the Best Paper Award [106].

e The xCOSE component of Thrifty focuses on further improving the cost and
performance of FaaS deployment. xCOSE leverages Bayesian Optimisation for
intelligent sampling and building the cost/performance model of a FaaS deploy-
ment on a given platform. Using this model, it finds the best configurations
to optimize both cost and performance. Our work [48] was the first solution
in this space. In this thesis, we extend our previous work to accommodate
service graph applications and evaluate xCOSE on real multi-function appli-
cations on AWS. Our evaluation shows that xCOSE can successfully configure
these serverless applications to optimize cost and meet the SLOs. This work

has been published at IEEE TNSM’23 [104].

1.5 Roadmap of thesis

The rest of the thesis is organized as follows. In Chapter 2, we give an overview of
FaaS and discuss work related to addressing various challenges a developer faces while
deploying and managing a cloud application using public clouds, particularly using
FaaS. In Chapter 3, we provide a high-level view of Thrifty. In Chapter 4, we present
an economic model comparing the cost of cloud usage when deployed using FaaS and
[aaS with respect to the demand. In Chapters 5 and 6, we present the design and
implementation of LIBRA and its evaluation in simulations and on the AWS family
of services. In Chapters 7 and 8, we discuss xCOSE, a resource configuration module
for FaaS deployment, and its evaluation on real applications. Chapter 9 concludes

this thesis with future work.



Chapter 2

Background & Related Work

2.1 FaaS

Function-as-a-Service (FaaS) emerged as a new paradigm that makes the cloud-based
application development model simple and hassle-free. In the FaaS model, an applica-
tion developer focuses on writing code and producing new features without worrying
about infrastructure management, which is left to the cloud provider. FaaS was first
introduced by Amazon in 2014 as AWS Lambda [6], and since then, other commer-
cial cloud providers have introduced their FaaS platforms, i.e. Google Cloud Function
(GCF) [25] from Google, Azure Function [18] from Microsoft, and IBM Cloud Func-
tion [31] from IBM. There are also several open-source projects like Apache Open-
Whisk, Knative, OpenLambda, Fission, and others. At the time of the inception of
the Internet, applications were built and deployed using dedicated hardware acting as
servers, which needed a high degree of maintenance and often lead to under-utilization
of resources [63, 64]. Moreover, adding and removing physical resources to scale to
varying demands, and debugging an application, was a cumbersome task. Under-
utilization of resources and higher cost of maintenance led to the invention of new
technologies like virtualization and container-based approaches. These approaches
increased resource utilization and made it easy to develop, deploy, and manage ap-
plications. Many tools [63, 78, 118, 64] were built to help users orchestrate resources
and manage the application. Although virtualization and container-based approaches

lead to higher utilization of resources and ease of building applications, developers still

13
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have to manage and scale the underlying infrastructure of an application, i.e. virtual
machines (VMs) or containers, despite the availability of a number of approaches that
would perform reactive or predictive scaling [70, 108, 53, 98, 91, 128]. To abstract
away the complexities of infrastructure management and application scaling, FaaS
computing emerged as a new paradigm to build, deploy, and manage cloud applica-
tions. The FaaS computing model allows a developer to focus on writing code in a
high-level language (as shown in Table 2.1) and producing new features of the applica-
tion while leaving various logistical aspects like the server configuration, management,

and maintenance to the FaaS platform [120].

i€ {1,2,4,8,16,32}

AWS Google Cloud IBM Cloud Microsoft Azure
Lambda Function Function Function
128 x @
Memory (MB) {128 ... 10240} {128 ... 2048} upto 1536

Runtimes Supported

Node.js 14/12/10,

Go 1.x, Ruby 2.7/2.5,
Python 3.8/3.7/3.6/2.7,
Java 11/8, NET Core 3.1/2.1,
and Custom Runtimes

Go 1.13, Python 3.9/3.8/3.7,

Ruby 2.7/2.6, Java 11,
Node.js 14/12/10,
NET Core 3.1,
and PHP 7.4

Node.js 12, Python 3.7/3.6,
Java 8, Swift 4.2, PHP 3.7,

Ruby 2.5, Go 1.15,
NET Core 2.2, and
Docker

NET Core 3.1/2.1,
NET Framework 4.8,
Node.js 14/12/10/8/6,

Java 11/8, PowerShell 7/6,
and Python 3.9/3.8/3.7/3.6

Billing

Execution time based
on memory

Execution time based
on memory & CPU-power

Execution time based
on memory

Execution time based
on memory used

Billing Interval

1ms

100ms

100ms

1ms

Configurable Resource

memory

memory &
CPU-power

memory

n/a

Free Tier

First 1M Executions

First 2M Execution

40,000GB-s

First 1M Executions

Table 2.1:

Popular commercial FaaS platforms

FaaS was initially introduced to handle less frequent and background tasks, such
as triggering an action when an infrequent update happens to a database. However,
the ease of development, deployment, and management of an application and the
evolution of commercial and open-source FaaS platforms have intrigued the research
community to study the feasibility of the FaaS computing model for a variety of
applications [128, 129, 93, 73]. Moreover, there are systems whose aim is to help
developers port their applications to a FaaS programming model [65, 115].

In a FaaS computing model, a developer implements the application logic in

the form of stateless functions (henceforth referred to as serverless functions) in the
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higher-level language. We show various runtimes supported by popular FaaS plat-
forms in Table 2.1. The code is then packaged with its dependencies and submitted
to the FaaS platform. A developer can associate different triggers with each function,
so that a trigger would cause the execution of the function in a sandbox environ-
ment (mostly containers) with specified resources, i.e. memory, CPU power, etc. The
output of the serverless function is then returned as the response to the trigger. As
serverless functions are stateless, a developer has to rely on external storage (like S3
from AWS), messages (HTTP requests), or platform API [35] to persist any data or
share state across function instances. The FaaS computing model is different from
traditional dedicated servers or VMs in a way that these functions are launched only
when the trigger is activated, while in the traditional model, the application is always
running (hence the term “serverless”).

FaaS abstracts away the complexities of server management in two ways. First,
a developer, only writes the logic of an application in a high-level language, without
worrying about the underlying resources or having to configure servers. Second, in
case the demand for an application increases, a FaaS platform scales up the instances
of the application without any additional configuration or cost and has the ability to
scale back to zero. While FaaS platforms provide typical CPU and memory power to
serverless applications, it is their ability to scale quickly (in orders of milliseconds)
that gives them a performance advantage over other cloud services. On the contrary,
in TaaS, an application developer not only has to specify the additional scaling policies
but there can be an additional cost for deploying such autoscaling services and it can
take up to minutes to scale up.

In Table 2.1, we show some of the key features provided by popular commercial

FaaS platforms!. While providing similar services, specific features can vary signifi-

!Features listed on official documentation as of 2/28/2023.
AWS Lambda: https://aws.amazon.com/lambda
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cantly from one platform to another. Generally, these platforms only allow memory
as a configurable resource for the sandbox environment with the exception of GCF
which also allows a developer to specify the CPU power. AWS Lambda allocates CPU
in proportion to the memory allocated [9]. IBM Cloud Function seems to have a con-
stant allocation of the CPU share regardless of the memory allocation as increasing
memory does not improve runtime significantly [92]. Azure Function does not allow
any configurable resource and charges the user based on the execution time and mem-
ory consumption [17]. While these platforms initially supported applications written
in specific languages, they currently support more languages and custom runtimes,
making it possible to run any application using FaaS.

An important feature of the serverless computing model is that serverless plat-
forms follow the “pay as you go” pricing model. This means a user will only pay for
the time a serverless function is running. This model charges a user for the execution
time of the serverless function based on the resources configured for the function. A
user will not be charged for deploying the function or for idle times. Even though all of
the cloud providers follow a similar pricing model, the price for the unit time (Billing
Interval) of execution can vary significantly from one cloud provider to another.

In the serverless computing model, the abstraction of infrastructure management
comes at the cost of little to no control over the execution environment (and under-
lying infrastructure) of the serverless functions. Depending on the platform, a user
can control limited configurable parameters, such as memory size, CPU power, and

location to get the desired performance.

Azure Functions: https://azure.microsoft.com/services/functions
Google Cloud Functions: https://cloud.google.com/functions
IBM Cloud Functions: https://www.ibm.com/cloud/functions
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2.1.1 Developer’s View of FaaS

FaaS platforms are largely black boxes for application developers, who submit the
code of their application (with a few configurations) and in turn, the code gets exe-
cuted upon the specified triggers. A user has little to no control over the execution
environment, underlying resource provisioning policies, hardware, and isolation. The
user has control over limited configurations through which they can control the per-
formance of their serverless application. In what follows we categorize the decisions
a developer can make for their serverless applications to get the desired performance
or optimize their cost.

One-Time Decisions: These are the decisions that a developer can make before
developing and deploying an application and include selecting the FaaS platform,
programming language, and location of deployment. These decisions can be dictated
by the features that a FaaS platform offers such as underlying infrastructure, pricing
model, elasticity, or performance metrics — for example, certain languages may have
lower cold-start latency or the location of deployment can affect the latency to access
the application. We believe changing any of these aspects would incur significant
development and deployment cost, hence a developer can make such a decision only
once in the life cycle of the application.

Online Decisions: A developer has more freedom to change other parameters with-
out a serious effort, including resources (memory, CPU), location, and concurrency
limit. These parameters can affect the performance and cost of a serverless applica-
tion. A developer can employ a more proactive technique to configure her serverless
function based on the desired performance metric. Configuring these parameters is
also important as serverless platforms provide no Service-Level Objective (SLO), i.e.
guarantee on the performance of the serverless function, and a developer’s only re-

course to get the desired performance is through the careful configuration of these
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parameters.

2.1.2 Performance & Cost

In FaaS, the abstraction of infrastructure management comes at the cost of little to
no control over the underlying infrastructure and execution environment of server-
less functions. A developer can control the performance through a few configurable
parameters (Online Decisions) such as memory, CPU, and location of deployment.
In this section, we review our previous work [49, 104] that studies the effect of these

parameters on the performance of cloud applications and the cost of cloud usage.
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Figure 2-1: Performance and cost on AWS Lambda

To observe the effect of configurable resources on the performance of a serverless
function, we deployed various (I/O-intensive, memory-intensive, and CPU-intensive)
functions on AWS Lambda and invoked them with varying resource configurations,
e.g. memory (the only configurable resource for AWS Lambda [48]). These functions
represent the different types of computation (combination of I/0-, CPU-, network-
and memory-intensive tasks) that a serverless application typically performs. Briefly,

we describe these functions as follows: (i) CPU-intensive: This is a function that
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calculates the trigonometric function atan of multiple numbers, hence making it a
CPU-heavy function; (ii) Memory-intensive: This function applies a filter on a large
image. This requires extensive use of memory; (iii) I/O-intensive: This function
performs multiple I/O related operations on a file, i.e., opening, reading and clos-
ing a file; Measurement for each function was repeated 50 times for every memory
configuration. Our results showed that AWS Lambda’s execution time follows ex-
ponential decay with respect to memory (i.e., diminishing return). We show the
observed trends in the performance and cost with respect to the resources in Figure
2-1, across all function types. It can be seen that more resources lead to faster exe-
cution of the serverless function but the performance gain is limited after a certain
point. Note that the performance of I/O-intensive and CPU-intensive functions also
improves with more memory allocation. It is because of the fact that AWS Lambda
allocated CPU share in proportion to the memory allocated [8]. We observed similar
trends for functions deployed over Google Cloud Function and IBM Cloud functions.
Note that for IBM Cloud functions, the gain in performance with increasing resources
was limited. No significant gain in performance with increasing memory (only con-
figurable resource) suggests that IBM Cloud functions do not allocate CPU share
proportional to memory [92]. This observation also confirms previous findings made
in [48, 92, 66], which report a similar effect of resources on performance. In addition
to resource configurations, AWS Lambda also allows a user to pick the location of
deployment for serverless functions, i.e. regions and edge locations [7]. The choice of
placement can affect the user-perceived latencies as well as cost (Lambda@Egde is 3x
more expensive than the core regions [7]).

In addition to resource and placement configurations, the performance of FaaS
deployments can be impacted by various temporal conditions such as cold starts, re-

source contention, co-location, and arbitrary placement on variable infrastructures [120,
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48]. But these factors are beyond a tenant’s control and a developer’s only option to
control performance is through various one-time and online configurations.

Given the effect of resource configurations and placement on the performance and
cost of a serverless application, it is critical to configure these parameters properly to
meet the SLOs cost-effectively. In this thesis, we address the challenge of configuring
serverless applications through our framework xCOSE, which is a statistical learning-
based approach and configure both single and multi-function serverless applications
at minimal sampling cost and can adapt to any changes in underlying execution model

due to resource provisioning policies of the cloud provider, co-location and etc.

2.1.3 FaaS Advantages

Faa$S in addition to a simple development model and ease of managing an application
provides two main performance and cost advantages:

Performance — FaaS platforms execute application code in lightweight container-
ized environments which can be provisioned in the order of milliseconds [50, 57, 120].
Moreover, FaaS platforms can scale the application instances seamlessly without any
additional configurations, unlike TaaS where a developer has to employ scaling ser-
vices. These performance features have been leveraged by previous works [128, 77, 81,
99] to avoid the SLO violation during the scale-out events of applications deployed
over laaS (as VMs can take up to minutes to start [81, 106]).

Cost — FaaS platforms charge their tenant precisely for the amount of time an
application code is executing with a time granularity as low as 1 ms. Also, unlike
[aaS where a user is charged for the allocation time of VM resources regardless of the
usage, FaaS has no idle cost. This particular pricing model makes FaaS a cost-effective
option to run computations with low demand.

The cost-effectiveness of FaaS for smaller computations comes from the fact that

FaaS platforms charge users on a much smaller granularity of time (often 1ms or
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100ms) while IaaS resources are rented over multiple of larger time units (1 second or
hour). Consider FaaS charging for ¢ time units and IaaS for T' time units such that
T = kt, where k > 1. Also, consider the cost of FaaS is Cra.g for one unit time and
the cost of TaaS per unit time is Cr.qg, such that Crus < Craes. If an application
runs for ¢t time units where 1 < ¢ < k, FaaS is more cost-effective than IaaS under
the following condition:

Craas X T > Craas X ct

ct OI aaS

— <1
T CFaaS

The above relation essentially provides the viability condition of our approach. It
shows that FaaS would be cost-effective if the utilization of the computation (&) is
less than the ratio of the costs of [aaS and FaaS per unit time (%)

In this thesis, we combine the cost-effectiveness of FaaS with the above-mentioned

performance features to not only avoid SLO wviolations but also reduce the cost in the

longer run.

2.2 Related Work

Even though FaaS has been around for only a few years, this field has produced a
significant volume of research. This research addresses various aspects of FaaS from
benchmarking and improving the performance of various FaaS platforms and appli-
cations, porting new applications into a serverless model, to suggesting altogether
new serverless platforms. First in Sections 2.2.1, 2.2.2, and 2.2.3, we look at various
complementary works to our approach in this thesis. These works can help developers
to port legacy applications to the FaaS programming model and find suitable FaaS
platforms through benchmarking studies, making usage of Thrifty more viable. Sec-

ond, in Sections 2.2.4 and 2.2.5 we discuss previous works, which are directly related
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to our different components of Thrifty.

2.2.1 FaaSification of Application

FaaS development and computing models significantly differ from traditional IaaS
models. Hence, to deploy a legacy application using FaaS, a developer has to translate
the application into this unique model. Recently, there have been approaches such
as [115, 65, 107] that aim to automate this process for applications written in various
languages. As pointed out by Yao et al.[126], these approaches either work for selected
parts of the application or fail to leverage some of the key performance benefits offered
by FaaS. In particular, these approaches replace a selected part of an application with
a Remote Procedure Call (RPC) and deploy the selected part as a serverless function.
While helpful to quickly deploy legacy applications using FaaS, these approaches miss
taking advantage of the elasticity feature offered by FaaS. We believe that an ideal
FaaSification tool should not only consider producing the FaaS counterpart of the
application but also leverage the elasticity offered by FaaS platforms. For example,
through static and dynamic code analysis, the tool should identify the parts of an
application that can be parallelized and generate corresponding serverless functions.
An ideal tool for the FaaSification of legacy applications will make the usage of Thrifty

easier by significantly reducing the development cost.

2.2.2 FaaS Usage

FaaS is becoming a popular service to deploy cloud applications. Developers have
employed FaaS to deploy rather simple DevOps to full production scale applica-
tions [83, 67, 111, 23]. We only present here some of the interesting use cases of
serverless computing and FaaS.

Malawski et al. [93] show that AWS Lambda and GCF can be used to run scientific

workflows. Serverless computing can also be employed to solve various mathematical
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and optimization problems [56, 113, 123]. Moreover, on-demand computation and
scalability provided by serverless computing can be leveraged by biomedical applica-
tions [85, 84, 79]. MArk [128], Spock [77], Cirrus [58] and others [80, 117] explore
deploying various machine learning applications using FaaS platforms. The authors
in [119, 71] leverage the higher level of parallelism offered by serverless platforms to
train machine learning models. FaaS for its on-demand, cost-effective computation
power and elasticity has also been explored to deploy stream processing applications
[41, 90]. Video processing is one such example, where a user may want to extract
useful information from an incoming video stream (video frames), where for each
new incoming frame a serverless function can be spawned. Sprocket, ExCamera and
others [54, 72, 129] describe the implementation of video processing frameworks us-
ing serverless functions. Authors in [101, 60, 100] explore the possibility of using
serverless computing for IoT applications and services. Yan et al. [125] use serverless
computing to build chatbots. Aditya et al. [47] present a set of general requirements
that a cloud computing service must satisfy to effectively host SDN- and NFV-based
services. Chaudhry et al. [59] present an approach to improve the Quality of Service

(QoS) on the edge by employing virtual network functions using serverless computing.

2.2.3 Measurement & Benchmarking

A significant amount of research work addresses benchmarking and demystifying the
various aspect of FaaS platforms such as performance, resource provisioning policies
of cloud providers, and the effect of various configurable parameters. These studies
and benchmarking tools can help developers to find suitable FaaS offerings for their
applications. A detailed survey of these studies and findings is presented in our
previous work [105]. In what follows, we briefly discuss some of the interesting findings

of these studies.
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Cold Start: These studies show that the cold start of serverless applications can
be impacted by various one-time and online decisions such as choice of language
(implementing the application) [120, 94, 22], cloud provider [120, 88, 97, 94] and code
package size [22, 121].

Performance & Cost: As shown by our experimental study (Section 2.1.2), the
performance and cost of serverless applications are impacted by the resource config-
urations of an application. Moreover, studies have also shown that the performance
can also be impacted by concurrency [86, 89, 88, 120], co-location [120, 48] and the
choice of cloud provider [120, 121].

Elasticity: Elasticity or scalability of an application deployed over a FaaS platform
can be impacted by the choice of cloud provider [120, 92| as these providers can be
following different resource provisioning policies. These studies [120, 92| show that
AWS lambda is best at scaling applications in the face of increased demand. Moreover,
elasticity can also be impacted by the configurations [96, 33, 40] and the choice of
language for an application [92].

These studies also look at other aspects of FaaS platforms such as the diversity of
underlying infrastructure [120, 88], network and I/O throughput [120, 86, 121].

Benchmarking Tools: Many tools have been suggested for benchmarking different
aspects of FaaS platforms [75, 114]. FaaSdom [92] is a benchmark suite for FaaS
platforms. It supports the current mainstream serverless cloud providers (i.e., AWS,
Azure, Google, IBM). Serverless Benchmark Suite (SeBS) [61] is another benchmark-
ing tool that facilitates a developer to benchmark various FaaS platforms with diverse
workloads and derive meaningful insights regarding cost and performance. Serverless-
Bench [127] is an open-source benchmark suite that can help understand character-
istic metrics of serverless computing, e.g., communication efficiency, startup latency,

stateless overhead, and performance isolation
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2.2.4 FaaS Application Management

FaaS platforms largely work as black-box and the performance of serverless applica-
tions can be controlled through configurable parameters such as resources (memory
and CPU), location, and concurrency limits.

These configurable parameters not only control the performance but can also im-
pact the cost of cloud usage. Much work has been done to address the challenge
of configuring serverless applications. Schuler et al. [96] show that the container-
level concurrency limit can affect the application’s performance. They also suggest
an Al-based (reinforcement learning) technique to configure the concurrency limit
for Knative. Sizeless [66] is an ML-based approach to configure a serverless applica-
tion. It trains a multi-target regression model with the profiling data of thousands of
synthetic functions. Using this ML model Sizless can predict the resource configura-
tions for serverless applications that would meet the SLO. Similarly, FnCapacitor [82]
and others [109, 122] allow users to configure resources for serverless applications to
meet the SLO while minimizing the cost. StepConf [122] is a more dynamic ap-
proach to configure serverless applications but does not perform function placement.
Other approaches to configure resources for serverless functions include local simula-
tions [95] or tracing the underlying infrastructure through logging [62]. Our previous
work COSE [48], and AQUATOPE [130], leverage Bayesian Optimization, a statis-
tical learning-based approach to find the best configuration for complex serverless
applications consisting of multiple functions. COSE [48] and Costless [68] are two
approaches, which in addition to finding the best resource configuration can also per-
form placement of serverless functions on the edge or core cloud based on the SLO.
These previous approaches, either fail to capture the dynamicity of the FaaS execution
model, have high costs, or do not work for complex applications.

In this thesis, we extend our previous work COSE [48], which was shown to have
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minimal overhead and capture the dynamic nature of the FaaS execution model.
COSE [48] can perform resource configuration and placement for simple applications
consisting of linear chains of functions. We present xCOSE, which can also perform
configuration and placement for complex applications consisting of service graphs.

We also evaluate xCOSE using real applications on AWS Lambda.

2.2.5 FaaS Usage in Hybrid Cloud

FaaS for its unique cost and performance features has been extensively studied for
hybrid clouds.

Previous works have explored offloading high-scalable parts of an application to
FaaS while running the rest of the application on other services. ExCamera [72] and
Sprocket [54] present video processing frameworks using multiple service types where
part of the application runs in IaaS and utilizes the scalability of FaaS by launching
multiple serverless functions to process data streams. To leverage the best-in-class
services from different providers, Shamrock [23] presents a use case where AWS and
Google services are combined to build an invoicing system. Malawski et al.  [93]
present a scientific workflow management system that leverages both IaaS and FaaS
resources to perform various computations.

Similar to our work in this thesis, FaaS has also been studied for cloud bursting
for its performance features. In this case, an application is deployed on both IaaS
and FaaS and based on demand it is decided which deployment to use. Spock [77]
and MArk [128] suggest the usage of FaaS in conjunction with IaaS resources to
cater to the bursty demand and lower SLO violations for Machine Learning applica-
tions. Similarly, FEAT [99] and SplitServ [81] also leverage the quick provisioning
of FaaS for temporary usage in conjunction with other resources to improve perfor-
mance. SIRM [102] is a recent work that utilizes MLaaS, fog resources, and serverless

functions to serve ML models in order to reduce SLO violations.



27

We believe that the previous usage of FaaS for cloud bursting fails to take full

advantage of FaaS and do not address the following:

e In addition to performance features such as lower cold start and high scalability,
FaaS offers cost advantages for low-rate demand. We believe that the cost
feature can be combined with the performance features not only to improve

performance but also cost.

e Previous approaches assume static configurations for FaaS deployment. FaaS
platforms offer no guarantee on SLO, and performance can be impacted by vari-
ous temporal conditions such as cold-starts, co-location, and placement on vari-
able hardware. Moreover, FaaS deployment can consist of complex workflows
such as service graphs. Hence, static configurations can lead to sub-optimal

cost or performance, hence either violating SLO or incurring higher cost.

In this thesis, we present our framework Thrifty, which not only utilizes both IaaS
and FaaS to optimize the cost and performance of cloud applications but also can

configure the FaaS deployment.



Chapter 3

Thrifty

As mentioned in the previous chapters, today’s cloud providers offer a plethora of
services, and oftentimes an application can be deployed using more than one type
of service. To leverage the unique cost and performance features of each service, a
developer may choose to replicate the application in multiple services and then based
on temporal conditions, dynamically decide which deployment to use (called cloud
bursting).

In this context of load balancing among multiple deployments, each with unique
cost and performance features, this problem can be formally described using queuing
theory as distributing demand among different servers. The goal is to distribute the
demand among available deployments (servers) while minimizing the cost and meeting
the performance requirements of the application. Assume each server is modeled as
an M/M/1 queue. A load balancer has to split the application load, with rate A,
among N available deployments (servers) with each receiving ;A share of the total
load (where 0 < a; < 1 and Zf\;l a; = 1). Each server i has a service rate p; and
associated cost ¢; that represent deployment-specific parameters.

In this thesis, we focus on utilizing two (N = 2) popular cloud services, namely
[aaS and FaaS, to deploy an application. Consider the model shown in Figure 3-1,
where the application has a demand A (requests per second). Assume the Faa$S service
is slower than the dedicated VM-based service (IaaS) but is less costly. The FaaS

deployment (server) has a service rate of p (requests per second) and the cost for

28
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serving each request is yc ($), where v < 1. The TaaS deployment (server) has Su
service rate (8 > 1) and associated cost of ¢ ($). The load balancer distributes
requests with FaaS receiving a\ requests per second, and laaS receiving (1 — a)A
requests per second (where 0 < a < 1). To obtain the optimal value for a that

minimizes cost, we solve the following optimization problem.

service rate = B X y, where B >1
cost =c ($)

Load

Balancer i
service rate = u

ost=yxc($),wherey<1

Figure 3-1: Queuing Model

minimize aAyc+ (1 — a)Ae

subject to

@r%1—®A§T’

al < p,

(1 —a)A < fBu

The objective function is the cost to serve demand A\ and the constraints ensure
that the average delay for each request is below the expected SLO, i.e. delay bound
T, and that the system is stable.

Using the above constraints, we can derive the feasible range for the value of « as:
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Consider the following parameter values: y=4,7=0.3,6=2,c=1,and T = 1.
We observe the effect of different delay bound (7") and relative speed of the laaS
service () on the optimal value of o* for varying demand A in Figure 3-2. As it
can be seen in Figure 3-2a, the delay bound affects the optimal share of FaaS. As
the demand increases, the system would first employ FaaS as its cheaper until it no
longer can ensure the SLO and then start using the IaaS deployment by decreasing
the value of a*. As the delay bound becomes more stringent, the system starts using
[aaS sooner to meet the SLO. Figure 3-2b shows the effect of 8 on a*. While the value
of B does not have an apparent effect in this case, it can affect the overall system
stability as the system can only serve demand A such that A\ < p + Su. In the case

when A increases beyond p+ S, the system will need to increase its service capacity
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Figure 3-2: Effect SLO and 8 on optimal o*
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by adding more resources (called autoscaling).

Despite its apparent simplicity, in real systems, load balancing can be a challenging

task, particularly for the following reasons:
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e Varying Demand (\): The demand for an application can vary significantly
over time [128, 77, 112]. An optimal resource provisioning and load balanc-
ing approach should know patterns of demand for the applications in order to
provision the appropriate amount of computing resources to handle it. This is
particularly important for laaS deployments as provisioning VM resources can

take up to minutes to start.

e Service Rate (u + fp): Ensuring a constant service rate can be a challenging
task for reasons including but not limited to co-location, cold-starts, network
latency, and resource provisioning policies of the cloud provider [51, 48]. More-
over, the service rate depends on the amount of resources provisioned, i.e. VMs

for TaaS deployment and memory/CPU for FaaS deployment.

e The Cost Factor (v): Different cloud providers and services follow varying pric-
ing models and to estimate the cost correctly, one may have to rely on various
analytical [106] and experimental [128] methods, given the application’s perfor-
mance model to accurately estimate the cost of cloud usage. Moreover, as we
show in Chapter 4, the resources allocated for each request (both in laaS and

FaaS) can also affect the cost factor.

To address the above challenges, we present Thrifty, a resource provisioning and
load-balancing approach for cloud applications. Based on the demand, it uses laaS,
FaaS, or both deployments of an application to improve overall performance and
minimize the cost of cloud usage. As shown in Figure 3-3, Thrifty consists of two main
components, a load balancing framework called LIBRA and a configuration module
for FaaS deployment called xCOSE. It not only efficiently utilizes both IaaS and FaaS
but also performs configuration (resources and placement) for the FaaS deployment
of the application to further augment the cost savings. In the next chapters, we will

discuss these components of Thrifty in detail.
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In the next chapter, we present the economic model of applications when deployed

using FaaS or laaS and discuss cost implications with respect to demand.



Chapter 4

LIBRA Motivation

In this chapter, we present an economic (cost) model of an application deployed using
either FaaS or TaaS cloud service. We use this model to derive the “Cost Indifference
Point” (CIP) as a function of the request arrival rate, where the costs of using laaS
or FaaS for an application are equal. If the application load is below this CIP value,
it is more economical to use FaaS. For higher loads, IaaS is more economical.

This analysis helps decide the Cost Factor () (mentioned in Chapter 3) and
motivates the design of the load-balancing component (LIBRA) of Thrifty, which

based on demand, decides whether to use FaaS, TaaS, or both.

4.0.1 FaaS Pricing Model

FaaS platforms follow a “pay as you go” pricing model where the user is only charged
for the execution time of the serverless function based on a particular configuration
(e.g., memory in the case of AWS Lambda) [10]. Our previous work [48] studies the
effect of configurable resources on the performance of serverless functions deployed
over AWS Lambda and shows AWS Lambda’s resource and performance relation can

be expressed as follows:

t?aaS(m) ~ t?aas(mma:r>+

(t?aaS (mmm) . t?aaS (mmax)) e—)\(m—mmm) (4. 1)
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Figure 4-1: Cost comparison of Amazon Lambda and EC2 instances for varying
average request arrival rate

where tff a5 (1m) is the execution time of a function f when allocated memory m MB,

t? %5 (M) is the running time of f at the smallest possible memory configuration

(Mypin = 128 MB for AWS Lambda), t? 95 (1Mymaz) 1S the TUNNing time at the largest

possible memory configuration (M., = 10 GB for AWS Lambda), and A is a decay

constant.

Consider an application, deployed using FaaS, that receives N requests per second,

where each request causes the execution of a serverless function f. The usage cost

per second can be calculated as follows:

N

COSt Faas = Z (t

=1

FaaS

(m) X Cpaas(p,m) + Graas(p))
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where Craas(p,m) is the cost per unit time! of executing a serverless function as
specified by the serverless platform p for a given configuration m, and G pqs(p) is the
total fixed cost charged by the cloud provider (such as API-gateway cost for AWS
Lambda [10]). This cost model also holds for other cloud providers which follow
similar pricing models for FaaS, such as IBM Functions, Google Cloud Functions,

etc.

4.0.2 TaaS: VM Pricing Model

In the TaaS model, a tenant leases a VM with a particular configuration, such as
memory, CPU, and storage, to deploy an application. A tenant is charged the cost
for the allocated time of the VM (regardless of its utilization). A VM with a particular
configuration can only serve a certain number of requests in a given time period while
meeting SLO requirements.

If a VM can host at most r,,,, requests per second without violating the SLO,
and the IaaS based deployment receives N requests per second, the cost per second

can be calculated as follows:

N X Conlp) (4.3)

coStraas = |
Tmaa:

where C,,,,(p) is the cost per second? of renting a particular VM (vm) from a certain

cloud provider p.

4.0.3 Cost Analysis

Using Equations (4.2) and (4.3), we compare the cost of deploying an application

using FaaS or TaaS, respectively. We evaluate the cost for varying demand given by

'Faa$S platforms currently charge for every 1ms or 100ms of execution time, depending on the
cloud provider[10, 32, 27, 17].

2TaaS resources can be rented on an hourly basis, while a user can also be charged for partial
usage (per second)[37, 21, 30].
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N, the rate of requests for the application, where each request causes the invocation
of application code deployed using FaaS or TaaS.

The execution model of the application/function used is shown in Figure 4-1a and
follows an exponential decay in the running time of the function with respect to the
amount of resources (memory) allocated [48, 80]. It gives the execution time ¢4 **(m)
of the application for different memory m settings when deployed using FaaS. TaaS
based deployment would follow a slightly different execution model as underlying
resources can differ from FaaS.

Thus, the execution model of the TaaS based deployment with respect to FaaS can
be described as:

" (m) = 7 x tf‘ws(m) (4.4)

where t$"(m) is the execution time of the laaS based deployment when allocated
memory m to each request, and 7 is a constant whose value is a real positive number
and can vary based on the application and underlying resources. Without loss of
generality, we show results where under both IaaS and FaaS, the application follows
the same execution model (i.e., 7 = 1), and memory is the bottleneck resource in the
execution of the function as most FaaS platforms allow only memory as a configurable
resource. Other resources, such as CPU, I/O, Network, etc., can also be bottlenecks
in the execution of a function. These resources can be substituted here to get a similar
analysis. Note that setting 7 to values different than 1 does not qualitatively affect
the results of our analysis.

Using t“**(m) and m, we calculate cost pqqes using Equation (4.2), where the costs
Craas(p,m) and Gpaas(p) are taken from AWS Lambda pricing [10].

For TaaS, the costjq.s is calculated using Equation (4.3), where 4., the maxi-

mum number of requests that a VM with memory M can handle in one second, can
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be derived using Little’s Law [52]:

= Tmaz X 7" (M)

RIS

%, the long-term average number of concurrent requests in the system, equals the
arrival rate of these requests (7,,4,) times the (average) time that a request spends in
the system (¢y"(m)). We thus have:

M
m oty (m)

TT)’LG,I

(4.5)

We use the AWS Elastic Compute Cloud (EC2) pricing model for different types
of EC2 instances (m4.large, m3.medium, and t2.medium). The cost C,,(p) and
memory resources M of these instances are specified in EC2 pricing [21]. Figure 4-1b
compares the cost of cloud usage when an application is deployed in AWS Lambda or
in various instances of EC2 for varying request rate and memory m of 512MB. In real
life, these resource configurations are picked keeping in view the SLO. The x-axis is
drawn on a logarithmic scale for better readability. We observe that the FaaS model
is cost-effective when the request rate is below 4 requests/second for the m4.large
EC2 instance (the point where the m4.large and lambda cost curves intersect). This
represents the cost-indifference point (CIP) beyond which the IaaS model is cheaper
to be used. The CIP is obtained by equating Equations (4.2) and (4.3). Figure 4-1c
shows a similar behavior when each request is using memory m of 3008MB.

Though the results shown here are obtained using AWS pricing, the cost model is
applicable to other cloud services (e.g., from IBM Cloud Functions and Google Cloud
Functions) that follow a similar pricing model. To summarize the key takeaways from

our analysis:

e The FaaS model is cheaper to use for low duty-cycle application, 7.e. when the

average request rate IV is below the CIP. For higher values of IV, [aaS is cheaper.



38

e The value of CIP depends on the amount of resources used by each request and

the type of VM instance. A tenant can find the appropriate resource configura-

tion by profiling the application or using inference approaches, as proposed in

51, 48].

4.0.4 FaaS + IaaS

Demand for an application can significantly vary across certain hours of the day and

certain days of the week. Based on our analysis in previous sections, an ideal hybrid

load balancing approach will have two main characteristics:

(a)

It would continually monitor the demand for an application and when the de-
mand is below CIP, it will only provision FaaS resources to cater to the demand
as they are more cost-effective in such a scenario. This is a feature that previ-
ous hybrid approaches [77, 128] lack, as they only use FaaS either for transient

demand or during scaling out VM resources to avoid SLO violations.

It should employ FaaS consistently for a low-rate and bursty portion of the
demand that the system can not serve using laaS resources within the SLO.
This would be beneficial in two ways: first, it will reduce the SLO violations,
as sudden spikes in demand would be handled by FaaS, which has negligible
cold-start delays and can natively scale out. Second, consistently employing

FaaS for a certain portion of the demand can lead to significant cost savings.

To demonstrate the cost saving of such an approach, we leverage the cost analysis

in Section 4.0.3. Consider the scenario shown in Figure 4-1b, where an application

runs on an EC2 instance of the type m3.medium and has a steady demand of 10

requests per second where each request requires 512MB of memory. In Figure 4-2, we

compare the cost of serving all the demand or a certain portion of it using FaaS while

serving the rest through IaaS. We observe that a hybrid approach, where around 20%
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of requests are served by FaaS and the remaining by IaaS is the most cost-effective
as compared to TaaS or FaaS-only scenarios. This is because 20% of the demand is
below the CIP for this particular case and is cheaper to be served through FaaS than

spinning up a new VM which would be underutilized.

Motivated by the above analysis, we designed our load balancing component LIBRA
of Thrifty. In the next chapter, we explain the LIBRA architecture, its implementa-

tion, and evaluation.



Chapter 5

LIBRA Architecture

As shown in the previous chapter, the most cost-effective and efficient resource provi-
sioning policy, depending on the demand, should employ FaaS, TaaS, or both to run
an application. In this chapter, we present LIBRA, a balanced approach that lever-
ages both TaaS and FaaS. It closely monitors the demand from an application and
provisions appropriate VM capacity for the IaaS deployment to handle a portion of
the requests while directing the rest to be handled by the FaaS-based deployment of
the application. Motivated by our analysis in Chapter 4, the design of LIBRA derives

from the following goals:

e Utilize FaaS deployment only if the demand falls below CIP.

e Utilize FaaS for bursty demand to avoid SLO violations, leveraging FaaS’s quick

provisioning time.

e As explained in Section 4.0.3, a steady rate of traffic below a specific limit
(CIP) can be cheaper to serve through serverless functions (FaaS). An efficient
load-balancing approach would leverage FaaS for a steady (low) traffic rate

consistently to reduce the overall cost of cloud usage.

The above goals present load balancing between FaaS and laaS as a marginal
analysis problem [76], where a user can direct a small/bursty portion of the demand

to FaaS (additional activity) to be served cost-effectively instead of provisioning new

40
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VMs. This would reduce cost and lead to lower SLO violations as VMs take signifi-

cantly longer to start (cold starts).

5.1 Architecture

Figure 5-1 gives an overview of our proposed approach. The load balancing across
the TaaS and FaaS-based deployment of the application is performed through a Load
Balancer, which also collects the traffic statistics and shares them with the Traffic
Monitor using the control plane. Based on the traffic demand, the Scaling Man-
ager provisions VM resources for IaaS deployment (if needed) and updates the Load
Balancer to enforce appropriate forwarding rules. Henceforth, we refer to all three
components of LIBRA as LIBRA Gateway (LG). In what follows, we explain each

component of LIBRA in detail.

5.1.1 Traffic Monitor

Traffic Monitor’s job is to estimate/predict future demand so LIBRA can provision
resources if needed and avoid over-provisioning.

Traffic Prediction: It can be viewed as a time series analysis, where given the past
history, one estimates the future workload. Most of these workloads exhibit recurring
patterns over certain periods of time with anomalous events such as sudden enormous
spikes in demand. This area has been extensively studied and there is a number of
reactive and predictive mechanisms to predict the future demand for an application
such as (rolling-window) linear-regression [128], neural network (LSTMs) [128, 98],
autoregressive models [70, 108], and , etc.. The choice of the demand prediction
mechanism can greatly depend on traffic patterns.

In LIBRA, the Traffic Monitor (TM) continually receives traffic updates from
the Load Balancer i.e. number of requests received per unit time (usually second).

Using the historical data of these updates, the TM estimates the future load for the
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Figure 5-1: LIBRA architecture

application. The forehand knowledge of traffic is critical particularly for the VM-
based resources because they can take up to several minutes to start and be ready to
serve application traffic. In the current implementation, we introduce the notion of an
epoch that represents a configurable unit-time (e.g., 1 or 10 seconds or 1 minute). The
LB continually reports the number of requests received in an epoch to the TM, which
uses this information to estimate the future load. Currently, the TM keeps track
of the Exponentially Weighted Moving Average (EWMA) and sample deviation of
requests received in previous epochs as given in Equations (5.1) and (5.2), where

T€qSeyrr 18 the number of requests received in the current epoch, o and 8 € [0, 1] are
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configurable based on how quickly a user wants the system to react in the face of
traffic variations. Our experiments have shown that EWMA and sample deviation of

the number of requests track well the traffic variation as shown in Figure 6-1.

avg = (1 — a) X avg + a X reqSeyr (5.1)

std = (1 - ﬁ) X std + 5 X |r€q30u7’r - (M)g| (52)

The TM reports the avg and std values to the Scaling Manager every K epochs. The

Scaling Manager then makes scaling decisions as explained next.

5.1.2 Scaling Manager

The Scaling Manager (SM) is a crucial component of our LIBRA architecture. It
periodically receives the traffic statistics from the Traffic Monitor and orchestrates
resources in the form of VMs for TaaS deployment of the application.

As one of the design goals of LIBRA is to keep the serverless load below a certain
threshold (CIP) to avoid overpaying, and send the maximum stable load to provi-
sioned VMs for their cost effectiveness, our SM provisions VM (IaaS) resources that
can handle a request rate equal to (avg+ ¢ - std), with remaining requests directed to
run as serverless functions (FaaS). ¢ € R is a configurable parameter of the LIBRA
system and is discussed later in Section 5.1.4. Our experiments (cf. Sections 6.1 and
6.3) have shown that any traffic above (avg + ¢ - std) is either transient or cheaper
to be served by serverless functions. LIBRA provisions VMs cautiously based on the
estimated demand given by (avg + ¢ - std) so as to avoid either under-provisioning
VMs and then suffering from higher startup delays while spinning up additional VMs,
or over-provisioning VMs and paying unnecessary cost due to VM under-utilization.

Algorithm 1 describes how the SM procures VM resources for laaS. In line 1, the

function get_active_vms() returns the current number of active VMs. Line 2 checks if
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Algorithm 1 LIBRA’s Scaling Algorithm

Input:

avg, std: EWMA and sample deviation reported by the Traffic Monitor (TM)
V M,.s: resources available in each VM instance

req,.s: resources required to serve one application request

TeQime: average request service time

cip: Cost Indifference Point

¢: number of sample deviations beyond average demand

Output:

UMyeqs // Tequest rate that provisioned VMs can handle

1: active_vms = get_active_vms|()

// returns the number of active VMs
2: if avg < cip then
3:  remove_vms(active_vms)

// removes all VM instances

UMypegs = 0
4: return
5. end if

6: Timax = vm,capacity(VMres, T'€(qres, Teqmlme)
// get the maximum number of requests a VM can serve
T2 UMyegs = aVG + ¢ - std
8: num_instances = [(VMyegs/Tmaz) |
9: vm_dif f = num_instances - active_vms
10: if vm_diff > 0 then
11:  add_vms(vm_dif f) // adds VM instances
12: else
13:  remove_vms(vm_dif f) // removes VM instances
14: end if

the average request rate is below the CIP threshold (obtained through cost analysis).
If it is, LIBRA shuts down and deallocates all the currently provisioned VMs (line
3), as the current demand can be met cost-effectively using only serverless functions.
In line 6, the algorithm calculates the number of requests (7,,q,) that a VM with
given resources can serve while meeting the SLO. In the case of homogeneous VM
resources and consistent workload for each request, r,,.,, can be calculated by using

Equation (4.5). In the case of variable workload, adaptive controllers (e.g., PID [74])
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can be used to set .. A proportional-integral-derivative (PID) controller can
adapt 7,4 based on the error between the target and measured response/service
time.

In lines 7-8, we obtain the number of VM instances that are needed to cater
to a demand vm,.,s = avg + ¢ - std, as instantaneous requests beyond that value
are considered transient and will be handled by serverless functions. The functions
add_vms and remove_vms (lines 11 and 13) implement the VM-cloud (IaaS) interface
to allocate or deallocate VMs to achieve the desired num_instances (line 8). The
initial provisioning of VMs is performed based on user configurations similar to other
autoscaling services [5]. Moreover, if the decision is to add more VMs, the Scaling
Manager waits until the VMs are in a ready state before sending a vm,.,s update to

the Load Balancer.

5.1.3 Load Balancer

The Load Balancer (LB) act as a reverse proxy for the application and receives
requests from the end users and forwards them to the appropriate deployments, either
VMs (IaaS) or serverless (FaaS). It also keeps track of the requests received in an
epoch and periodically notifies the Traffic Monitor. Moreover, whenever the Scaling
Manager makes a scaling decision, it reports the new value of v, to the Load
Balancer as the Scaling Manager provisions VMs to accommodate a request rate of
UMiyeqs- From queuing theory [55], to ensure stable (predictable) performance and
small queuing delays, the request rate to the provisioned VMs should be lower than
the service rate given by the VM provisioned rate of vm,..,s. This keeps the aggregate
utilization of the provisioned VMs below one. Consequently, our LB directs only a
fraction p of the request rate, i.e., p - vMy¢qs to the VM resources. This fraction p of
provisioned VM capacity that can be used to serve requests is a configurable parameter

of LIBRA and discussed in detail in Section 5.1.4.
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The LB adopts a forwarding approach that directs requests to VMs (laaS) first,
which has two key benefits: 1) The VMs are already in a ready state and will not

incur any cold-start delays, and 2) ready VMs are cheaper compared to FaaS.

5.1.4 LIBRA Parameters

Our LIBRA approach has the following configurable parameters that an administrator
can tweak to maximize their gain whether it is performance, cost, or both. We studied
the behavior of these parameters in simulation and experimentally, and here we briefly

summarize the effect of the following parameters and their recommended settings.

EWMA Weights

The Traffic Monitor in LIBRA uses EWMA to monitor the average rate of requests
and sample deviation. The weights o and £ given to the most recent number of
requests observed over the current epoch are configurable parameters. A high weight
value can lead to a quick response to a sudden increase in demand, resulting in over-
provisioning of VM resources if the increase were transient. On the other hand, a low
weight value can lead to a slow response to a sudden increase in demand, resulting in
under-provisioning of VM resources if the decrease were persistent, which increases

the usage of serverless functions and results in a higher cost.

Scaling Decision Interval

The Scaling Manager makes scaling decisions every K epoch. A smaller value of K
(e.g., less than the startup delay of VMs) can result in back-to-back scaling decisions
without waiting for the system to react and reach equilibrium. A large value of K
results in longer intervals between scaling decisions, hence slower adaptation leading
to missing potential cost savings. The scaling decision interval should be larger than

the startup delay of the VM instances being used. This is because when the Scaling
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Manager makes the decision to scale out, it waits for the newly added VM instances
to be in a ready state before informing the Load Balancer of the newly provisioned
VM capacity. In our experiments, we set the scaling decision interval to be 3x the

VM startup time (cold start).

VM Utilization

As described in Section 5.1.3, the Load Balancer only utilizes a certain proportion (p)
of the provisioned VMs. The goal is to make sure that the VMs serve the requests
without SLO violations (cf. Section 5.1.3). In our experiments, we set this parameter

p to 80%.

Traffic Estimation

To estimate traffic demand, LIBRA uses the EWMA and sample deviation to obtain
(avg + ¢ - std), where ¢ € R and its value depends on the fluctuations in demand. In
LIBRA, TaaS resources are provisioned for (avg + ¢ - std) demand. Hence, a higher
value of ¢ will cause more aggressive provisioning of VMs, which can potentially lead
to VM under-utilization. On the other hand, a lower value of ¢ can lead to more
FaaS usage which can potentially lead to higher cost as serving requests by FaaS is

expensive.

5.2 How to deploy LIBRA?

LIBRA can be provided as a value-added service from the cloud provider similar to
current load balancers [11, 28] offered by cloud providers. This can allow application
developers to use multiple deployments of the applications. LIBRA can also be de-
ployed by developers directly, but this can introduce the extra cost of deploying LG

on cloud resources.
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In the next chapter, we discuss the implementation details of LIBRA and our

evaluation both in simulations and on AWS.



Chapter 6

LIBRA Evaluation

LIBRA closely monitors the demand for an application and consequently provisions
VM resources, while the transient spikes and a small portion of the demand are served
by FaaS deployment. This approach results in little to no SLO violations while also
reducing the cost of cloud usage for the tenant. To evaluate the long-term efficacy of
LIBRA, we evaluated ! our approach in simulations as well as on AWS. We compare
the cost of cloud usage, performance, and resource utilization (VM uptime) with other

deployment strategies.

6.1 Simulation Model

We modeled various cloud services after Amazon Web Services (AWS) [4]. These
include TaaS, FaaS, Load Balancer, and Autoscaler. Using real traces, we evaluated
LIBRA against different approaches: VM over-provisioning, FaaS-only, and provi-

sioning of VM resources using the autoscaler.

6.1.1 Modeling Cloud Services

We modeled TaaS and FaaS (and related services) after AWS EC2 and AWS Lambda,
respectively.
TaaS: Our modeled IaaS has various resource types to offer for application de-

ployment. Different VM instance types have different cold-start delay depending on

IThe LIBRA simulator and AWS experiment codes are available at [36].
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the size of the instance and resources such as memory. Moreover, our pricing model
follows the AWS EC2 pricing model, where users are charged based on partial usage,
i.e. on seconds basis as specified in [21]. Any instance can host a pre-defined number
of requests based on the resources available in the instance and desired SLO. Hosting
more requests on an instance can lead to performance degradation and potential SLO
violations. The usage cost is calculated according to Equation (4.3).

Load Balancer: Production-ready applications typically use more than one VM.
Incoming requests are distributed among them in a Round Robin fashion. If all the
VM instances already have a pre-defined number of requests running, any subsequent
request is queued and served as soon as any instance can accommodate it.

Autoscaler: Our modeled autoscaler works similarly to Amazon EC2 Auto Scaling
[5] and allows users to define auto-scaling policies such as scale-in/scale-out thresh-
olds, scaling groups, and minimum/maximum number of instances. Moreover, our
autoscaler can use a threshold on metrics, such as average memory utilization or
request count on each instance, to make scaling decisions.

FaaS: To model FaaS, we deployed various types of application functions on Ama-
zon Lambda and found the relationship between the configurable resources (e.g.,
memory) and execution time as shown by Equation (4.1). Other approaches (e.g.,
[48],[80]) have reported similar execution patterns. We also use Amazon Lambda’s
pricing model where, based on the configured resources and execution time, usage

cost is calculated according to Equation (4.2).

6.1.2 Simulation Parameters

For our evaluation, we chose the “large” EC2 instance type m4.large, which has 8.0
GB of memory and 0.1 dollars per hour cost. We ran multiple instances of type
m4.large and noted that the provisioning time (cold-start delay) of an instance is

about 100 seconds. Each request should have at least 512MB of memory to complete
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in one second (SLO) on both TaaS and FaaS 2. For LIBRA parameters, we used 0.2
as the EWMA weight, 300 seconds as the scaling decision interval (which is 3x the
cold-start of the VM instance being used), VM utilization threshold p = 80%, and

traffic estimation parameter ¢ = 1.

6.1.3 Log Traces

We used publicly available Waikato Internet Traffic Storage (WITS) [45] traces to
evaluate the efficacy of LIBRA. These traces have also been used to evaluate similar
approaches [77, 44]. We utilize a 12-hour-long segment from the traces to generate the
workload for our simulation. Each request is assumed to have a constant and equal
service (execution) time when served on either the IaaS or FaaS-based implementation
(when no queuing delay occurs). Our simulator takes into account the cold-start of
VMs under TaaS. We also assume that the serverless functions under FaaS have a
minimal cold-start delay that would not affect the performance of an application with
relatively high popularity as shown in [120]. Figure 6-1 shows the 12-hour snippet of
a WITS trace of the number of requests per epoch (second), along with the EWMA.
Traces were generated by counting the number of HT'TP requests during every second
in TCP dumps available at [45]. Despite the high variation of the demand, EWMA
tracks the dynamicity of the trace well.

6.1.4 Resource Provisioning & Deployment Policies

As discussed in Section 5.1, LIBRA’s main goal is to utilize both FaaS and IaaS to
minimize the overall cost while at the same time meeting the performance (execu-
tion time) requirement of the application. LIBRA leverages the best of both cloud
services: the quick provisioning time of serverless functions and the low cost of pro-

visioned VM resources. We compare LIBRA’s balanced approach to the following

2For IaaS, a user can specify resources for each container executing the request as documented
in [34, 20].
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policies:

Over-provisioning (MAX): Cloud applications have strict SLOs and not meeting
their performance constraints can result in a bad user experience and potential loss
of revenue. To avoid potential SLO violations, the tenant could opt to over-provision
the VM resources. We simulate this scenario by scanning the whole demand trace
and provisioning the VM resources based on the mazimum number of requests re-
ceived during a second (i.e., the peak rate). While such an approach would avoid
SLO violations, allocated VM resources will be underutilized and the client would
incur higher costs.

Autoscaling (AUTO): Autoscaling is a popular service provided by major cloud
providers. In Autoscaling, the performance of the currently allocated resources (e.g.,
VMs), is monitored based on some metric. The performance metrics can vary based
on the cloud provider, but some examples include memory/CPU utilization or re-
quest/connection count on each host. If the metric exceeds a certain threshold, new
resources are added to the system to avoid the potential overloading of current re-

sources and subsequent degradation of performance. If the metric falls below a certain
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threshold, resources are removed to avoid under-utilization.

Spock: Previous approaches, such as Spock [77] and MArk [128] reduce SLO vio-
lations due to VM start-up delays by directing demand to serverless functions while
VMs are being provisioned. Unlike LIBRA, Spock-like schemes do not consistently
and simultaneously use serverless functions to serve transient demand and reduce
overall cost. We simulated this by directing the ezcess portion of the demand to FaaS
during scale-out events.

FaaS only: The application is deployed on a serverless platform and all requests are

served by serverless functions.

6.2 Simulation Results

6.2.1 Cost and SLO violations

Figure 6-2 compares the cost and performance of the aforementioned resource provi-
sioning policies with LIBRA. The x-axis represents the different approaches described
above, the y-axis (left) represents the incurred cost normalized to that of LIBRA, and
the y-axis (right) reports the percentage of SLO violations. LIBRA’s cost also includes
the cost of the VM instance used to deploy the LIBRA Gateway (cf. Figure 5-1). As
expected, over-provisioning (MAX) leads to zero SLO violations but incurs the high-
est cost. The autoscaling approach (AUTO) reduces cost significantly but introduces
significant SLO violations. This is due to the fact that VMs have high cold-start de-
lays, and while a new VM is being set up to share the demand, existing VM instances
get saturated, which leads to performance degradation and SLO violations. We note
that we have experimented with various thresholds for the utilization metrics used
by autoscaling. However, we have observed that either the system performs better
at the expense of a much higher cost or the system has a lower cost at the expense

of a much worse performance (higher SLO violations). Compared to autoscaling,
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Spock reduces SLO violations by more than 35% at about the same cost. Notice
that consistent with the original study [77], Spock reduces SLO violations but does
not completely eliminate them. LIBRA yields the lowest cost — 15% less cost than
autoscaling/Spock and cuts the cost by more than half compared to serverless-only
(FaaS) or over-provisioning (MAX). In our simulation, we assume that a serverless
function has resources configured correctly so that each request always meets the SLO
[48]. Thus, a serverless-only deployment yields zero SLO violations albeit at a higher
cost. Similarly, LIBRA yields zero SLO violations. However, LIBRA reduces the
overall cost by always directing a portion of the demand to VMs that are provisioned
to meet the SLO, while the rest of the demand is directed to serverless functions that

are also configured to meet the SLO.
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Figure 6-3: VM provisioning and request distribution of LIBRA.

6.2.2 VM Provisioning & Request Distribution

LIBRA’s main goal is to cautiously provision resources in the VM cloud (IaaS) to
avoid under/over-utilization while simultaneously serving low-rate and sudden spikes
in demand using serverless functions (FaaS). Figure 6-3a shows how LIBRA accurately
tracks the incoming load, provisions VM resources, and avoids over-provisioning.

This is observed by the similar behavior of LIBRA in terms of the number of VMs
provisioned (green solid curve) throughout the duration of the simulation and the
ideal (offline) case (blue dashed curve) of provisioning the number of VM instances
assuming perfect knowledge of future demand. The points on both curves represent
scaling decisions taken every K = 300 seconds (cf. Section 5.1.4).

Figure 6-3b shows the average rate of requests for the portion of the demand
forwarded to the VM instances (IaaS) and the rest of the demand directed to serverless
functions (FaaS) every 300 seconds. We observe that a consistent majority of the load
is served by VMs (IaaS) whereas a small amount of the load with temporary peaks

is handled by serverless (FaaS).
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6.2.3 VM Uptime & Cost Breakdown

In Figure 6-4a, we compare the total uptime of all VMs used to run the application
under various approaches. LIBRA cuts the VM uptime by half compared to autoscal-
ing and Spock. This is because (1) LIBRA only scales out when the demand persists
for a longer time. LIBRA is able to identify transient demand and avoid reacting to
it by using serverless functions (FaaS) rather than adding new VM instances (IaaS);
and (2) LIBRA can add any arbitrary number of VMs to the active VMs when scaling
out, while autoscaling adds or removes a user-configured number of instances (referred
to as “scaling group”). Figure 6-4b compares the cost breakdown across autoscaling,
Spock, and LIBRA. Autoscaling has zero FaaS cost since VMs are the only resources
used to serve the application demand. Spock employs FaaS when scaling out, only to
hide VM startup delay, so the FaaS usage is really small (=~ 1%). LIBRA consistently
uses serverless functions to serve a portion of the demand. The FaaS cost contributes
around 40% of the total cost in LIBRA’s case. Despite higher FaaS cost, the overall
cost of LIBRA is smallest. LIBRA intelligently uses FaaS for a portion of the demand
that is either below CIP or transient, since the cost of new VM instances for that
portion of the demand would have been higher. Note that the cost of LIBRA includes
that of the LIBRA Gateway (LG), the added cost of running the LIBRA system.

6.2.4 Traffic Estimation

Recall that LIBRA provisions IaaS resources for a request rate of vm,..,s = (avg+ ¢ -
std). The actual request rate directed to the provisioned VMs is p - vmyeqs (p < 1),
while the remaining requests (in each epoch) are directed to FaaS where they are
served within the SLO but at a higher cost. The value of ¢ can be adapted based
on the particular fluctuations in demand. Tuning ¢ affects the cost but not the

performance of an application. This is because the SLO is met whether LIBRA
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Figure 6-4: VM usage and cost breakdown

directs the request to the provisioned VMs or to FaaS, however, FaaS is more costly.
For the WITS traces used in our evaluation, the effect of different values of ¢ on
the cost is shown in Figure 6-5. We observe that a lower value of ¢ leads to more
FaaS usage and hence higher overall cost, whereas a higher value of ¢ causes over-
provisioning of VMs, which leads to VM under-utilization and hence higher cost.

Here, ¢ = 1 gives the least cost.

6.3 AWS Results

To validate our simulation results from Section 6.1, where LIBRA was shown to be
effective in reducing both cloud-usage cost and SLO violations, we implemented LI-
BRA to perform load balancing for an application deployed on Amazon AWS Cloud,
i.e. EC2 for [aaS and Lambda for FaaS.
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6.3.1 Implementation Details

Application

The application used is an image manipulation application written in Python. On
Amazon Lambda, we are able to deploy the application as a single function. While
we expect similar results for multi-function applications, our choice of single-function
application is inspired by many use cases such as ML inference models [77, 128, 80],
IoT and computer vision applications [3] which can be usually deployed as a single
function. To deploy the application on EC2 VM instances, we used a Python multi-
threaded HTTP server library. We ran it on a t3.medium [21] EC2 instance type with
Ubuntu Server 18.04 LTS operating system, two 2.5 GHz vCPU, and 4 GB memory.

Application Profiling & Lambda Resources
As described in Section 5.1.2, LIBRA’s Scaling Manager uses the maximum number

of requests, 7,42, that a VM instance can handle, to calculate the required number
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of instances. To obtain r,,,, for this evaluation, we deployed our application on a
t3.medium instance, profiled its performance, and obtained r,,,, that meets the SLO.
We take the SLO to be one second of execution time serving a request. Profiling an
application on a given VM instance is a one-time task and a developer can perform
this prior to production deployment. For FaaS deployment, we invoked the function
with various memory configurations and picked the memory setting that gave the

least cost while meeting the SLO.

Setup & Implementation

To obtain a consistent network environment for our evaluation on AWS, we deployed
an application client on an EC2 instance, which will generate HT'TP requests for the
application. We compare LIBRA to the same four resource provisioning and deploy-
ment strategies described in Section 6.1.4. We needed to modify the implementations

of LIBRA, Autoscaling, and Spock, as follows:

LIBRA on AWS: We deployed the LIBRA Gateway (LG) on an EC2 instance of
the type t2.micro. The LG distributes requests between IaaS based resources (EC2
VMs) and FaaS (AWS Lambda functions). Within IaaS, we used the AWS Applica-
tion Load Balancer (ALB) [11] to distribute requests among the active VM instances
evenly, i.e. in a Round Robin fashion.

Autoscaling on AWS: We used EC2’s autoscaling service, which is a threshold-
based scaling service. The AWS CloudWatch Alarm was used to monitor Request-
CountPerTarget metric to make scaling decisions. Again, ALB was used to distribute
requests to the VMs.

Spock on AWS: An alarm from AWS CloudWatch triggers the scale-out or scale-

in events. When a scale-out event is triggered, new VM instances are provisioned.
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During this VM provisioning time, the system sends the extra requests, that cannot
be served by the active VM instances, to the FaaS deployment. Once the new VM
instances are ready, all requests are forwarded to the VMs. Thus, Spock attempts to
use FaaS deployment only to hide VM startup delays?.

Traces: For our AWS experiments, to reduce real load, we use a scaled-down version
of the first 1800 seconds of the WITS trace shown in Figure 6-1. In particular, we

reduce the rate of requests by a factor of 16.
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Figure 6-6: Performance of LIBRA on AWS

6.3.2 Cost and SLO Violations

We compare the cost and performance of LIBRA versus other resource provisioning
and deployment strategies. The results are consistent with our simulation results.
Figure 6-6a shows that LIBRA yields the lowest cost with very low amount of SLO
violations. LIBRA reduces the SLO violations (by more than 85%) and cost (up

to 20%) when compared to auto-scaling and Spock. LIBRA’s cost also includes

3Note: Spock [77] was only evaluated in the simulation environment and do not provide imple-
mentation details on real cloud provider.
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the cost of deploying the LIBRA Gateway on an EC2 instance. Max-provisioning
and serverless-only deployment yield the lowest SLO violations but incur up to 50%
increase in cost. We observe that FaaS, LIBRA, and max-provisioning, all have a little
amount of SLO violations. This is because, unlike our simulation model, in a real
setup, factors such as co-location, cold-starts for serverless functions, and underlying
resource contention for VMs, can introduce slight variations in the performance of an
application. For LIBRA, a lower value for the VM utilization parameter p (discussed
in Section 5.1.4) can mitigate these SLO violations.

While Spock reduces SLO violations by 40% compared to autoscaling, about 15%
of the requests fail to complete within the SLO. This can be explained by Spock’s
reactive scheme, where scaling out is triggered when VM resources are saturated,
resulting in SLO violations. On the other hand, LIBRA avoids saturating the VM
instances by directing excess load to serverless functions. If the load is not transient
and the demand stays higher for a longer period, LIBRA increases the number of VM
instances at the next scaling decision.

Figure 6-6b shows the Cumulative Distribution Function (CDF) of the completion
time of each request. The over-provisioning policy gives the best performance in terms
of keeping execution time really low, as expected. FaaS has the most consistent
performance, i.e. the completion time is always between 0.8s to 1s. This is due to the
fact that each request is executed in a dedicated sandbox environment with dedicated
resources, such as memory, so the chance of performance fluctuation is lower. The
performance of a serverless function is primarily affected by cold-start delay [80],
which is negligible and can be as low as 10s of milliseconds for serverless functions

written in Python [120].
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Figure 6-7: VM usage and cost breakdown

6.3.3 VM Uptime & Cost Breakdown

Figure 6-7 confirms the benefit of LIBRA by illustrating the cost breakdown. This
is consistent with our simulation results. Figure 6-7a shows the uptime of VM in-
stances used to run the application for Spock, Autoscaling, and LIBRA. LIBRA is
able to closely monitor the demand and provision required VM resources without
over-provisioning, which results in lower overall VM uptimes and cost. Figure 6-7b
shows the cost breakdown of these approaches. LIBRA has the lowest overall cost
(including the cost to deploy LG), with the lowest IaaS cost but the highest FaaS cost.
LIBRA uses serverless functions more consistently and effectively, i.e. for transient

demand or portion below CIP, which results in higher usage of FaaS, and lower usage

of TaaS.
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6.4 Discussion & Future Work

6.4.1 Development Overhead

Employing multi-deployment approaches such as LIBRA can add additional develop-
ment costs, where the application developer may have to maintain multiple versions
of the application, one of each deployment. It can also add to the CI/CD cost. This
cost can be significantly reduced by building containerized applications as most ser-
vices including FaaS and laaS can support containerized deployments. Moreover,
the benefit of using LIBRA, both in terms of cost and performance, can potentially

amortize these additional costs.

6.4.2 Performance Overhead & LIBRA Scalability

LIBRA works as a legacy load balancer and directs requests to appropriate resources,
introducing overhead no more than legacy load balancers. At the same time, other
LIBRA operations, i.e. scaling and traffic monitoring, occur in the background and
do not impact the real-time processing of requests. The LIBRA Gateway has a small
computational footprint, and hence a small cost. Various components of the LIBRA
Gateway can be implemented as serverless functions, where scalability is taken care
of by the cloud provider. Alternatively, the LIBRA Gateway can be implemented as
one service and deployed using VM instances and the application administrator can

rely on the cloud provider’s scaling services such as AWS auto-scaling.

6.4.3 Application Availability

While in the current version of LIBRA, we are only using the most reliable services
i.e. TaaS (AWS provides an SLA of 99.9% availability [13]), and even though FaaS
does not provide any such guarantee, it has been found extremely reliable [120].

In case a developer wants to leverage various cheaper lTaaS-based resources such as
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Spot Instances, the application availability can be impacted if LIBRA’s parameters
are not configured properly. Spot Instances are greatly discounted IaaS resources,
which have variable availability and can be interrupted by the cloud provider with a
warning (usually a 2-minute notice [14]). In the next section, we discuss future work
for LIBRA, and how to leverage Spot Instances efficiently, while not compromising

the overall cost or performance of the application.

6.4.4 Leveraging Spot Instances

Spot instances are greatly discounted IaaS resources, which are offered by most cloud
providers during times of low utilization of the resources in the data centers. These
resources have been previously leveraged in conjunction with the on-demand resources
to minimize the overall cost [124, 87]. We believe that LIBRA can achieve further
cost savings if spot instances are also used for the TaaS deployment of the application.

In such a scenario, the cost can be estimated as follows:

E(c)=wxd+ (1 —w)x f (6.1)

Equation 6.1 estimates the expected cost when utilizing spot instances in conjunc-
tion with on-demand (full-price) instances. w is the probability of obtaining a spot
instance, while d and f are discounted and full prices of the instances, respectively.
Previous studies [103] have reported that the probability of obtaining a VM instance
w can be affected by the region from where the instance is requested and the success
probability can be as high as 99%. Similarly, the cost saving is also variable but
most spot instances are up to 90% cheaper as compared to on-demand instances [1].
Substituting these values in Equation 6.1, the expected cost is 89% lower than the
on-demand instances cost. Usage of spot instances in LIBRA can greatly reduce the

cost but introduces the additional challenge of dealing with the untimely interruption
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of the spot instance, which in turn can affect the application’s availability as well
as more usage of FaaS (as the number of provisioned VMs goes down), which may
lead to increase in cost. In our future work, we plan to address these challenges, so
that the cost savings are maximized while not compromising on the availability of

the application.
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xCOSE

To employ FaaS efficiently for a serverless application, a developer has to make cer-
tain (one-time and online) decisions (discussed in Chapter 2). We discuss the effect
of various one-time decisions on performance in our previous work [105]. We believe
previous measurement studies and benchmarking tools can help with making these
decisions. In this chapter, we focus on online configuration decisions as they are easier
to make on the go and can affect the cost and performance of serverless applications
as discussed in Chapter 2. FaaS platforms provide users with limited configurable pa-
rameters, such as memory, CPU, and location, for a serverless function. In Chapter 2,
with the help of our experimental study, we show that these configurable parameters
can affect the cost of cloud usage and the performance of serverless applications. As
FaaS platforms do not provide any guarantee (SLO) on the performance, configur-
ing the parameters becomes even more crucial to get the desired performance of an
application and optimize cost.

Even though there are only a few parameters such as memory, CPU, and loca-
tion, configuring these parameters for serverless applications cost-effectively while
obtaining desired performance can be a challenging task for the following reasons:

Dynamic Execution Model: In the FaaS model, each time, the code of the
application is executed on arbitrary resources of the cloud provider’s choosing. This
can introduce a certain variability in performance even when configured with the

same amount of resources. Moreover, other factors such as colocation and cold starts

66
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can introduce certain variability in performance.

Varying Pricing Model: FaaS offerings have evolved over the years and certain
providers, such as AWS, allow their users to deploy serverless applications in different
regions and locations (edge or core). Different locations have two implications: 1)
Latencies: Depending on the end user, the location of deployment can significantly
affect the user-perceived latencies as edge deployment would be quicker to access but
usually cloud providers do not have many resources available at the edge and can
only perform lightweight computations. 2) Cost: Pricing schemes can also vary from
location to location. For example, AWS’s Lambda@Edge (Faa$S at the edge) can cost
as much as three times as compared to core resources [7, 10].

Complex Applications: Serverless applications are usually a composition of
multiple stateless functions (service graphs or linear chains) and a user has to configure
resources and placement for each function individually. In this case, a user can still
meet the end-to-end performance requirement of the application by trading off the
performance of some of the functions for lower cost or reducing access latencies by

deploying certain parts of the applications on the edge.

7.0.1 Ideal Configurator

Considering the above challenges, we believe an ideal configuration and placement

strategy should address the following four aspects:

e Sampling Cost: Sampling the performance of an application for all possible
configurations can be expensive as AWS Lambda alone offers tens of thousands

of configuration options (memory values, edge or core locations, regions).

e Dynamic Adaptation: Serverless applications can be running in varying
conditions based on the data-center resources and cloud provider’s policies. An

ideal strategy should adapt according to the situation as one-time configurations
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may not always be optimal.

e Placement: FaaS platforms allow developers to decide the location of deploy-
ment for each individual function in an application. These locations can be
different clouds (regions), edge, or core -clouds. An ideal approach should also
help to find the best placement for each function keeping in view the access

latencies for a different location to meet the end-to-end latency requirements.

e Service Graphs: An ideal approach should be able to find the best configu-
ration for complex applications as optimizing individual functions’ performance

and cost may not lead to global optimal.

7.1 Background: COSE

Configuring serverless applications can be a challenging task and traditional optimiza-
tion methods such as Additive Increase Additive Decrease (AIAD) and exhaustive
search over possible configurations may not be feasible for sub-optimal performance
or added cost [49]. Our previous work COSE [48, 49] addresses the challenge of config-
uration and placement for serverless applications deployed over FaaS. COSE consists

of the following two main components as shown in Figure 7-1.

7.1.1 Performance Modeler

The Performance Modeler component of COSE leverages the statistical learning-
based technique, Bayesian Optimization, to build a performance and cost model of
serverless functions (a serverless application consists of multiple functions) over the
different possible resources (memory and CPU) and placement (different regions or
edge and core) configurations. Bayesian Optimization is usually used to learn black-
box functions. In our case, the function g(z) that we want to learn is the relationship

between a serverless function’s performance/cost and all possible configurations z,
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Figure 7-1: xCOSE Architecture

where each z is in the form of (v, m) where v € V' is the set of possible locations and
m is the possible amount of resource such as memory, m € M specified by the FaaS
provider. In our previous work [104], we show that the Performance Modeler can
successfully learn this relation with minimal samples and can adapt to any changes
in the underlying execution model. The Performance Modeler learns this relationship

for each serverless function in an application.

7.1.2 Config Finder

COSE assumes that serverless applications consist of linear chains of functions. The
Performance Modeler module of COSE, after learning the execution and cost model
of each individual function, passes this information to Config Finder. It then uses
Integer Linear Programming (ILP) to find the best configuration for all functions
such that the cost is minimized and the SLO is met.

More details about COSE and its evaluation are presented in our previous work [48,

49].
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7.2 xCOSE

In this thesis, we present xCOSE, an extended version of our previous tool COSE.
xCOSE employs a updated version of Config Finder, which can accommodate service

graphs. We make the following additional contributions to COSE [48]:

e Our previous work [48] could only find configurations for applications consisting
of linear chains of functions. In reality, applications can also form Directed
Acyclic Graphs (DAGs) of functions. In xCOSE, we extend the capabilities of

our previous work to find the configuration and placement for such applications.

e We perform more rigorous evaluations of xCOSE using real-life applications on

AWS Lambda and Lambda@Edge [7] (FaaS offering at the edge).

e Ee compare xCOSE with some of the state-of-the-art solutions proposed and

discuss its advantages.

The xCOSE architecture is similar to COSE as discussed in the previous section
(as shown in Figure 7-1) except it uses an updated version of Config Finder while using
the Performance Modeler as discussed in the previous chapter. In what follows, we
discuss the updated Config Finder component and how it can accommodate serverless

applications consisting of service graphs.

7.2.1 Config Finder

The Performance Modeler, after learning the g(x) (performance model) for each func-
tion f in an application, passes this information to the Config Finder. We assume
the application forms a directed acyclic graph G. The Config Finder then solves this
problem of finding suitable configurations in two steps. First, it identifies the set of

all possible paths P from the start function in the graph (source) to the end function
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(sink)!. Tt then uses Integer Linear Programming (ILP) to find the best configura-
tions for all functions such that the cost is minimized and the SLO is met. Note that
to solve for a single-function application, the service graph degenerates to a single

node.

Integer Linear Programming (ILP)

We assume that for each serverless function f in graph G, we choose a configuration

consisting of the cloud provider v € V' and memory m € M, such that the total cost

is minimized and for each path, p in P the delay constraint (SLO) D is satisfied.
The objective of the Config Finder is to minimize the total price paid for running

all the functions of the application. This is given by:

minimize ( Y d@)y/ ) (7.1)

fEG zeC

subject to:
1) Every path meets SLO so as to guarantee that the whole application will execute

within SLO:
Y Ty <D vperP (7.2)

f€p zeC

where T/ (z) is the predicted end-to-end delay for running serverless function f € p
using configuration x € C.
2) A single configuration x € C'is selected for each serverless function in the applica-

tion.

Yvl=1 vfea (7.3)

zeC

The solution to this problem yields a least-cost feasible solution, i.e. the resulting

Y./, that gives the configuration z of each serverless function f in the service graph.

IThis is typically a one-time path computation as the service graph will only change if the
developer alters the application.
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We evaluated xCOSE in simulations as well as on AWS Lambda. More details
about the evaluation of tCOSE in a simulated environment can be found in [104]. In
the next chapter, we discuss tCOSE’s evaluation on AWS with real applications. We

also discuss various related works.



Chapter 8

xCOSE Evaluation

In this chapter, we discuss the evaluation of xCOSE on AWS Lambda using two
real applications'. We also discuss some of the closely related works to xCOSE and
how xCOSE can be easier to use and has less sampling cost, while giving a similar

performance.

8.0.1 Image Processing workflow

To evaluate the Config Finder’s ability to find the right configurations while minimiz-
ing cost for service graph applications, we use the Image Processing workflow [42]
shown in Figure 8-1. This application generates a thumbnail of an image uploaded
to the S3 database. It first makes sure the image has a face (F1) and not a duplicate
(F2) then in parallel, it indexes the face (F3) and creates the thumbnail (F4). The
last step is to persist metadata. This application creates four serverless functions
implementing the above functionality and was deployed using AWS Step Functions

[15].

3: Index
Face

1: Face 2: Face Persist
Detection Duplicate Metadata

4: Create
Thumbnail

Figure 8-1: Image Processing Workflow

1xCOSE code can be found at [46].
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Evaluation Results: We ran the Image Processing workflow with various mem-
ory configurations of the four serverless functions to obtain each function’s behavior
with respect to changes in memory allocated and then performed curve fitting to ob-
tain function profiles as shown in Figure 8-2. Note the range on the y-axis is different
for each function as they follow different execution behaviors. It can be observed that
the minimum achievable SLO is around 1346.91 ms and indeed when we ran our Con-
fig Finder, we obtained the following memory allocations {F'1 : 701, F'2 : 3000, F'3 :
232, F'4 : 3000}. We also ran our Config Finder with other SLOs and the results are
shown in the figure — as we relax the SLO, the cost goes down as expected.
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Figure 8-2: Function performance w.r.t. memory allocated

8.0.2 Personal Protective Equipment

We next evaluate xCOSE on a multi-functions Personal Protective Equipment (PPE)

detection application, which upon receiving an image from an end device, such as



5

PPE

Image .
—>( Detection )——»

retrievallresize

Notification

Function - 1 Function - 2 Function - 3

Figure 8-3: PPE Detection Application

a surveillance camera, performs PPE detection, and notifies authorities if anyone
violates PPE policy. The application’s workflow is shown in Figure 8-3. It consists of
three main functions: a) image preprocessing, b) detecting PPE, and c¢) notification.
All three functions were implemented using Python 3.7 and utilize various AWS
services such as S3 for storage, Amazon Rekognition to perform PPE detection, and
Simple Notification Service (SNS) for notifications. For edge deployment, we used
AWS Lambda@Edge. AWS Lambda@Edge has some key characteristics: i) the cost
of running a function on the edge can be 3x the cost of running the function on
the core [7], ii) propagation delays are much smaller in the case of Lambda@Edge,
and iii) resources at the edge can be limited. In our case, the core region was AWS
region us-east-1, and the end client was placed on a university campus in Minneapolis,
Minnesota. Lambda@Edge would execute deployment closer to the user. Note that
the current offering of Lambda@Edge supports only certain types of computation (in
response to events generated by the Amazon CloudFront content delivery network
(CDN)) and we believe cloud providers should enhance their service by providing
a more general-purpose computation utility. For our experiment, we executed our
functions on the edge using the origin-request trigger as this is the only viable trigger
type that can configure large memory and intercept the request at the edge.

Evaluation Results: Given the Performance Modeler has learned the cost and
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Figure 8-4: Memory and location w.r.t. SLO

performance relations of all the functions, in Figure8-4 we show the memory and
location configuration for various SLOs. SLO is measured as the time from the first
request is sent and the final response of function-3 is received. Each marker is in the
form function_idQdeployed_at where function_id can be 1, 2, or 3 corresponding to
Figure 8-3 and deployed_at can be edge (E) or core (C). Each column shows the SLO
on the x-axis and the corresponding functions’ memory configuration and placement
on the y-axis. Similar to the simulation results, it can be seen that initially, when the
SLO is strict, xCOSE places all the functions on the edge because the edge is closer
to the end user (despite being more expensive) but as the SLO is relaxed, xCOSE
first reduces the memory allocated to reduce the cost, but as SLO is further relaxed,
xCOSE places the functions on the core given the core is cheaper.

Cost € SLO Tradeoff: In xCOSE, SLO dictates the overall cost, and stricter
SLO can be met with higher cost. In Figure 8-5, we show the total cost and breakdown

of individual function costs. Initially, when the SLO is 0.9s, all the functions are
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Figure 8:5: Cost ($) breakdown

placed at the edge, as it has less propagation delays, but 3x the cost. When the SLO
is relaxed, the cost decreases rapidly because now Config Finder can either ask for less
resources on the edge or move functions to the core cloud as it is more cost-effective

despite higher propagation delays.

8.1 Other Techniques

Finding optimal running configurations for serverless applications is a well-studied
topic [66, 68, 110]. We compare xCOSE and other configuration approaches in Ta-
ble 8.1). As it can be seen that xCOSE has less sampling cost, can adapt to dynamic
changes, and can configure resources and placement both for complex applications.

Next, we will next discuss two such techniques Sizeless [66] and Costless [68] in detail.

8.1.1 Sizeless

Sizeless [66] is a recent ML-based approach to configure a serverless application. Tt

trains a multi-target regression model with the profiling data of thousands of syn-
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[ System | Config. [ Placement | Dynamic| Cost |
xCOSE v v v Low
Costless [68] | v v X Low
Sizeless [66] v X X High
SLAM [109] v X v High
StepConf [122]] v/ X v Low

Table 8.1: xCOSE and other configuration techniques

thetic functions. Then using this model, Sizeless can predict the execution model of
a serverless application on unseen memory configurations. The code and replication
packages of Sizeless have been released, including the measurement data of different
applications/functions running on AWS Lambda [43]. To compare xCOSE against
Sizeless, we took the measurement data of these functions — Facial Recognition (Face-
Search), Airline Booking (NotifyBooking), etc. — and performed curve fitting on each
function to obtain the actual execution model. Then we fed this execution model to
xCOSE to see how long it takes for xCOSE to learn the model. In Figure 8-6, we
report the performance of xCOSE on one of these functions (FaceSearch) — xCOSE
performs similarly on other functions. In Figure 8-6a, we show the measurement data
from the Sizeless replication package and the curve fit to that data. Figures 8-6b, 8-6¢
and 8-6d show xCOSE’s execution model prediction after 3, 7 and 10 samples. We
observe that after 10 samples, xCOSE was able to accurately predict the execution
model. In our experiments, xCOSE took anywhere between 6 to 10 samples to predict
the execution model with high accuracy. While we do not claim that xCOSE will
always take less samples than Sizeless to converge to the execution model of a given

function, we believe xCOSE offers certain logistical advantages as discussed next.

Logistical Advantages of xCOSE

xCOSE has certain logistical advantages over Sizeless: 1) xCOSE has the ability to

configure applications consisting of multiple serverless functions (service graphs) and
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meeting the SLO, while Sizeless targets individual function configuration, which may
not always lead to the most optimal configurations for such applications; 2) Currently,
the released Sizeless code only supports applications written in JavaScript, while
xCOSE can support any function written in any language as long as the application
reports the user-perceived latency; 3) xCOSE does not have any extra cost overhead
other than sampling, while Sizeless needs to run thousands of synthetic functions
on a serverless platform to generate the training dataset (for offline training); and
4) xCOSE can adapt to changes in the execution model resulting from underlying

infrastructure and temporal changes, while Sizeless performs one-time configuration.
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Figure 8-6: xCOSE predicting the execution model
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8.1.2 Costless

Costless [68] is another technique, which given a serverless application composed of
multiple functions, decomposes it across edge and core clouds and performs mem-
ory configuration to minimize cost while meeting performance requirements. Cost-
less does not infer /build the execution model of the functions but relies on profiling
the application under various memory configurations and then feeds this data to
a constrained shortest path optimization solver, similar to the Config Finder func-
tionality of COSE. It fundamentally differs from COSE which attempts to build the
cost /performance model of the application first and then perform configuration and
placement. We believe approaches like Costless can benefit from COSE’s Performance
Modeler functionality to build a more accurate and robust execution model and then

feed it to its optimization solver.



Chapter 9

Conclusions

9.1 Summary

In this thesis, we studied the problem of choosing the right blend of cloud services
to deploy an application while minimizing the cost of cloud usage and meeting the
performance requirement. We presented Thrifty, a load-balancing and resource or-
chestration tool for cloud applications. Thrifty mainly consists of a load balanc-
ing approach LIBRA and a resource configuration component for FaaS deployments
xCOSE.

LIBRA leverages the cost and performance analysis of TaaS and FaaS deployments
and efficiently distributes load between the IaaS and FaaS deployments of an appli-
cation to lower the cost and meet the performance requirements of an application.
We evaluated LIBRA both in a simulation environment as well as on the AWS family
of services. Our evaluations show that LIBRA can reduce SLO violations by up to
85% and cost by up to 53%, when compared to other approaches to deploying cloud
applications. We also discuss possible enhancements to LIBRA and how further cost
savings can be achieved using spot instances.

Our previous work COSE [48], uses a statistical learning technique called Bayesian
Optimization and can only configure resources and placement for serverless applica-
tions consisting of linear chains of functions. In this thesis, we extend our previous
work and present xCOSE, which in addition to linear chains, can also configure re-

sources and placement for applications consisting of complex workflows such as service
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graphs. Evaluation of xCOSE on AWS Lambda with real applications shows its effi-
cacy in finding the near-optimal configuration and placement while meeting the SLOs

of an application.

9.2 Future Research Directions

In this thesis, our load balancing approach LIBRA only leveraged two cloud services
to run an application. In the future, in addition to the current services, we plan
to include more cost-effective computing resources such as spot instances to deploy
an application. To accommodate this, the Scaling Manager component of LIBRA,
before adding VMs to the TaaS deployment, should perform an availability analysis
of the available spot instances to make sure they meet the application’s availability
requirement. In addition, we believe that the design goals of LIBRA would inspire
future cloud orchestration tools that can leverage multiple services not only within
one cloud but across multiple clouds.

We believe xCOSE can be integrated into open-source FaaS platforms such as
OpenWhisk to alleviate developers’ responsibility to configure resources. If inte-
grated, a developer would be able to only specify the performance requirement (SLO)

for an application and the platform should find the best-suited configuration.
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